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1. Scope

This series of SAE Recommended Practices was developed to provide an open interconnect system for
on-board electronic systems. It is the intention of these documents to allow electronic devices to
communicate with each other by providing a standard architecture. This particular document describes
the Network Layer which defines the requirements and services needed for the electronic devices
(Network Interconnection ECUs) prowdmg mtercommumcahons between dlfferent segments of the SAE
J1939 Vehi
functions hey prowde The mformatlon in thls document applles onIy to ECUs that are mtended to
provide networking services. It is not necessary for an ECU to provide any of these servicesin drder to
be compliant with the SAE J1939 protocol.

2. References

2.1 Applicable Publications

General information regarding this series of documents is found in SAEJ1939.

The lates{issue of SAE publications shall apply.

2.1.1  SAE PUBLICATIONS

Available from SAE, 400 Commonwealth Drive, Warrendale, PA 15096-0001.
SAE J1587—Joint SAE/TMC Electronic Data Inter¢hange Between Microcomputer Systems in teavy-

SAE J1932—Powertrain Control Interface forElectronic Controls Used in Medium- and Heavy-Duty
Diesel On-Highway Vehicle Applications

SAE J1939—Serial Control and Communications Vehicle Network—(Class C)
SAE J1939-01—Serial Control and Communications Vehicle Network for Truck and Bus Applicdtions
SAE J1939-02 DRAFT—Serial Gontrol and Communications Vehicle Network for Construction gnd
Agriculturgl Applications

SAE J1939-21—Data Link Layer

SAE J1939-71—Application-Layer
SAE J1939-81—Network'Management

2.1.2 |HEE PUBEICATION

Available from'IEEE, 445 Hoes Lane, P.O. Box 1331, Piscataway, NJ 08855-1331.

ANSI/IEEE STD.802-1D-1993—Local Area Networks: Media Access Control (MAC) Bridges
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2.1.3 ISO PUBLICATIONS

Available from SAE, 400 Commonwealth Drive, Warrendale, PA 15096-0001.

ISO 11783-Tractors, Machinery for Agriculture and Forrestry — Serial Control and Communications

Network

ISO 11992-Road Vehicles — Interchange of digital information on electrical connections between towing

and towaed vahicles

ISO 1576p-Road Vehicles — Diagnostics on controller area network (CAN)
3. Delinitions

See SAE |J1939 for definitions that are not included in this document. See especially J1939-81 f
definition pf a Controller Application, a relatively new term used within J1939 to describe a funct
entity defined by the software within an ECU. This term (and its abbreviation,“C©A”) is used to tal
the functignal entity that is sending or receiving the messages on the J1939ycommunications lin

br the
onal

K about
,and is

used to rgduce the ambiguity that comes with using the term “ECU” when'in fact a single ECU might

have sevaral separate internal functions which each use the J1939 link*for different purposes.

Also see fAppendix for specific parameter definitions and the Suspect Parameter Numbers (SPN
associatefl with them. These parameters are listed in Figures 4; 6, 7, 8, and 9 where their use in
and their positions in the Database are described.

3.1 Segment

This referg to the physical media of a given network and the ECUs attached to it. A single segm
network ig distinguished by all of the ECUs "seeing" the signal at the same time (i.e., there is no
intermediate device between different sections of the network). Multiple segments can be conne
together By Network Interconnection ECUSs.

3.2 Subnetwork

This referg to the network actjvity (message traffic) on a specific SAE J1939 segment. Subnetwq
include: Tractor, Trailer, Implement, and Braking System. Note that subnetworks are typically se
by a bridge, router, orgateway to help minimize bus traffic on each segment. Collectively the
subnetwofks are the SAE J1939 Vehicle Network.

3.3 Network'interconnection ECU (NIECU)

PGNs

bnt of a

cted

rks may
parated

=) primarity for imterconnecting Networks or SUPNetWork

A device tf 2 :
“forwarding” messages include: Repeater, Bridge, Router, and Gateway.

ons for
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3.4 Repeater

A device which regenerates the data signal to and from another segment of media. This permits the
network to cover a greater distance (area), to connect more electrical loads (devices) onto the bus, or to
connect to another type of media (physical layer expansion). The data rate, protocol (data link layer),
and address space are the same on both sides of the repeater. A repeater usually implements message
forwarding at the bit level, without storing and forwarding, and therefore does no re-ordering of

messages

hv.priority
DY HOHY-

3.5 Bridge

A device
changes i

that the b

3.6 Roduter

A device
messages
messages
router mu
segment

implemen

3.7 Gateway

This devig
sets. The
transferrin
actually d
messages

3.8 Pornt

The conn
will usuall

vhich stores and forwards messages between two or more network segments. This pq
N the media and data rate between segments. The Protocol and Address Space rema
same on oth sides of the bridge. Note that a bridge may selectively filter messages going acrog
s load is minimized on both segments.

vhich allows segments with independent Address Spaces, data rates, and media to eX

. This permits each segment to operate with minimumbus loading yet still obtain critic

rmits
n the
s it so

change
al

from remote segments. The protocol remains the:same across all segments. Note that the

5t have look up tables to permit the translation and-routing of a message with address
to address Y on segment 2. This also permitsa vehicle system like a tractor, trailer,
[ to appear as a single device to another pottion of the vehicle.

e permits data to be transferred between two networks with different protocols or mes
gateway can also provide a.means to repackage parameters into new message group
g messages from one sedment to another, as in the case where the different “protoco
fferent message sets (for instance one being a proprietary subnet with all proprietary
) on J1939.

bction pointfrom a controller to the network. Although most ECUs have only one port,
y havestwo or more ports to connect various segments together.

3.9 PorIl_Pair

X on
r

sage
s when
s” are

A NIECU

A title that describes the two ports being discussed & the direction of data flow (from-to)
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3.10 Address Space

The allowable range of Addresses on a particular Subnetwork. When using a Router for example, the
Address Space is different/separate from each other for each network segment, the same address can
be used for a different CA on each side of the Router. (But note that the ECUs on one segment cannot

know how to directly address individual nodes on the other segment)

3.11 Tra

nt

a device whose services may be used by other devices even when they do not know of the,pres
the service provider. Thus a bridge may direct some messages to a trailer subnet while-filtering
out, and dhange the data rate to a lower speed for the segment between the tractor andthe trail
communigating ECUs need not know that there is a bridge present: the messagestarrive at thein
intended dlestinations after being handled “transparently” by the bridge.

4. Description of the Network Layer

This document defines the requirements and services for electronic deyices providing
intercomnunications between different segments of a vehicle wide/SAE J1939 network. When
segments| exist, a Network Interconnection ECU is needed to provide for the transfer of messag
one segment to another. Functions that a Network Interconnection ECU may provide include: m
forwarding, message filtering, address translation of messages, and message repackaging. AN
Interconngction ECU may also support database management to permit access and configuratig
internal databases. Depending on the functions requited, various types of Network Interconnect
ECUs can provide these services. For example, a.bridge may isolate two segments of media an|
bus trafficlon each, but the network is still considéred "one" network in terms of address space 3

ence of
others
er. The

multiple
s from
Essage
etwork
n of the
on

d the
nd

identifiers| See Figures 1 and 2 for typical network topologies. Port number assignments associated with

particular pus segments are industry spegcific.

All Netwofk Layer services are optional* for any given ECU, and the ability to supply any of thesq
services i$ not a condition of compliance to the J1939 Recommended Practice. If an ECU is int
supply any of the Network Layér-services, this document shall be the guide for proper implemen
Section 4/4 of this document eutlines the minimum requirements for ECUs providing Network Lg
services dther than Foreign-Message Transport.

bnded to
tation.
yer



https://saenorm.com/api/?name=b9505680ec6b21d797bcf37b98a28ac6

SAE J1939-31 Revised APR2004

Jojeuiwe | -
puabeq
uojsuadsng
Bunybi sayeig /oIXY
nosz
- yiomjaugns el -
Pl abpp
lgjied)] xeN o it
(pamo)
juawajdwy ; J3jedL

I
|
|
|
__
_
_
|
!
|
|
|
|
|
|
|
|

jAset

|
|

LCICIC,

siomlouqng Asejendoly —

| sewou |

Japiejay ﬁ”wﬂﬂm Uojsspusues) ayjBug
H052
sng Jojoel]

Hose, -
(e uy)
Jojjuopy

(6umol])
d0jaed]

FIGURE 1—TYPICAL SAE J1939 VEHICLE NETWORK FOR TRUCK AND BUS
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4.1 Network Interconnection Functions

These are the Services provided to the network by the software in an ECU that is usually equipped with
more than one Port, or network node, intended to transfer information from a port on one network
segment to a port on another segment or network. These functions, in increasing order of complexity,
are:

1. Forwarding message information between the segments, with minimal delay, to allow physical

and-electrical-extension-of-the-netwe he-Address-Space-is-continbous-and-the-Rrotocol must

The information may be transferred bit by bit (with
b as long
as the Data Rates are identical, or message by message (Store and Forward).with the added

2. Electrical Interface Conversion, allowing such things as impedance differences between the

segments. Note that the Electrical Interface Conversion is, in general,Jbuilt into the|physical
network
segments will already have compensated in any way necessary forthe electrical needs|(such as

y require
the use of a Filtering system, as the lower-rate segment faay not be able to handle the traffic of

4. Fjltering the message traffic as it moves between segments, to reduce the message Igading on

chicle by
allowing the use of separate, non-interfering'message sets. J1939 defines Parameter Gyoups for
transporting, across the J1939 medium,tmessages whose contents are defined elsewhere.
Ekamples of this would be the PGNs reserved for messages defined in ISO 11992, 11783, and
.) This is
s¢parate from the direct transmission of parameters defined in ISO 11783 that use the |standard

dress Translation, allowifig)for the extension of a network’s Address Space by separating it
o two networks which.each can have an Address Space as large as the largest singlg network
given the Protocol adopted.
7. Protocol Translation (which may use many of the functions above) would allow data frgm totally
different networks 1o be shared. An example for Vehicles would be the joining of J1587 and
J1939 segments.’ Data extracted from messages on one network would have to be gonverted
o different units, scaled to account for different offsets, packaged into the appropriatg packet,
have thetcorrect identifiers and error detection codes added, and be sent on the other|{segment
al the-appropriate data rate.

Note that the Foreign Message Transport function differs from the rest of these Network Interconnection
Functions in that it can be performed by an ECU with only one port. It does NOT extend the length or
number of permissible nodes for the network since it exists on only one network segment.
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Note that Network Interconnection ECUs may perform other functions beyond those defined in this
document as provided by the supplier or as dictated by the vehicle configuration. Examples include:
integrated lighting control functions or sequential trailer initialization. Network Interconnection ECUs may
also be required to participate in the address claim procedure on behalf of the other ECUs on a
subnetwork, particularly if the Network Interconnection ECU is serving as the main controller for a trailer,
implement, or subsystem (i.e., braking). Refer to SAE J1939-01 for specific requirements of a Network
Interconnection ECU to handle sequent|al trailer mrtralrzatron or SAE J1939-02 for specific requirements
of a Netwg 41939-81
Network anagement for specrfrc detarIs on the address cIarm procedures for Network Intercon hection
ECUs and other ECUs on subnetworks.

Another fe¢ature that may be part of an NIECU is Database Management. This is used {o acces$ and
configure the databases within a Network Interconnection ECU as defined in 5.6, Database
Management.
4.2 Network Interconnection ECU (NIECU) Types
There are|particular names attached to the Functional ECU types usedfor Network Interconnection,
which imgly certain levels of complexity by describing the Functions that will be performed by ECUs of
that type.
1. Rppeater: this device is used to extend the length or number of nodes that can exist o a single
btwork by allowing it to be segmented physically.No changes in Data Rate, Address $pace, or

Protocol are permitted for segments that are joined by a Repeater. In general, these deyices are
pecialized hardware that transfers the data with sub-bit time delays, while the more|complex
devices use software for their functions.
Bridge: this ECU passes messages by Storing and Forwarding entire messages, and [may add
F(tering capabilities. It is frequently-used where Data Rate changes are needed, but{does no
Afldress or Protocol Translation.
3. Rputer: used where Address-Translation is needed, it can expand the address spage of the

n

a

G

P

n
S

btwork by allowing communication between separate address spaces. Protocol is the [same on
segments.
ateway: the highesticomplexity NIECU, the Gateway can exchange data across| differing
Fotocols in addition to’handling the other functions as needed.

Looking at this as an ordered list, each NIECU can have any of the functions of the less complex ECUs
included in it. Thus@ Router, although capable of doing address translation, can perform messajge
forwarding if it has-a Port_Pair that use the same address space on both segments. In software ferms,
the NIECU Typge.is simply taken as that corresponding to the most complex Function that the EQU is
programmed-io perform In thrs sense, a Router does not forward messages the ECU that contains the
“Router” far ' ' essage
Forwarding. It may use those two software functrons on separate Port_Pairs, or (if there is an overlap in
the address spaces) on the same Port_Pair.

-10 -
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4.3 Network Topology

The topology of the vehicle network must be constructed so that there is at most one communication
path between any two ECUs for a given network. The OEM should therefore assure that no network
loops exist on the vehicle. No special provisions are made for Network Interconnection ECUs to detect
network loops or to prevent duplicate messages from being generated or replicated indefinitely.
Redundant bus segments can be prowded for fault tolerance but the mechanism to detect select, and

auto recon
supplier a

dis not deflned W|th|n th|s document

4.4 Conformance (Minimum Requirements)

A SAE J1P39 Network Interconnection ECU that claims conformance to this document:

Noghkwh =

hall forward messages as described in this document based on NJECUAype.

hall forward messages for a given priority in the same order as.received.

hall specify a guaranteed filtering rate and forwarding-frate.
hall control transit delay (see Section 6 for NIECU_ trecommended values)

4.5 Network Interconnection ECU Performance Criteria

Three performance criteria are typically associatediwith a Network Interconnection ECU to dete

suitability

suitability of a NIECU for use on a particular vehicle.

1.

The first is the maximum number of messages guaranteed to be forwarded per seco
rdte is exceeded due to average or peak bus loads, the Network Interconnection ECU
messages.

s¢cond. If this rate.is.exceeded due to the number of entries in the database, it is pos
essages will be excessively delayed across the Network Interconnection ECU.

S
S
S
Shall not go bus off due to the forwarding and contention of an*Address Claimed message.
M
S
S

CuU

hall forward messages with a higher priority before those with a lower priority where applicable.

ay support Network Interconnection ECU database management (highly recommenddd).

mine its

for a given application. These criteria;should be used by the system integrator to evalyate the

nd. If this
may lose

The second parameter is the maximum number of messages guaranteed to be filfered per

sible that

The third is-{he maximum transit delay. This parameter is used to determine what {he worst

case latency~could be for a message to be transmitted by an ECU and received by ano
on a different bus segment.

her ECU

-11 -



https://saenorm.com/api/?name=b9505680ec6b21d797bcf37b98a28ac6

SAE J1939-31 Revised APR2004

4.6 Network Addressing

The Data Link Layer provides for the potential of up to 254 unique Source Addresses on the network.

(Note that the electrical loading on the bus from each ECU will restrict the total number of ECUs

permitted on a given segment to a much smaller number.) If the available Address Space is insufficient
for a particular application, a Router may be used to provide a separate, additional Address Space in a

subnetwork. This subnetwork may contain ECUs and messages related to a specific function (B

raking,

Suspencinn Trailer lmnlement ote VL with 2 main contraller also servina-as-the router of saelacte
S|eRA—HaHeF—HRp+8MeRH—Bc) WA RaiR HH-OHE—H PAHRG-aS+R8-FoLHe o4 186+

messages to and from the main SAE J1939 network.

4.7 OffiTractor Segment (Trailer or Implements)

In order tq isolate and protect the tractor segment, a Network Interconnection ECU\must exist b¢tween

the tractof segment and any off-tractor segment. In the simplest form this would consist of a Ref
for regengrating the signal. A Bridge permits the off-tractor segment to run at'a’different data rat
with reduged traffic by performing message filtering. A Router permits the ©ff<tractor segment to
developed independently, and optimized for specific functions. For those Agricultural systems f

eater

e and
be
bllowing

the ISO 1[1783 standard, a Tractor ECU (TECU) is used to separate the Tractor from the Implement Bus.

See ISO 11783, Part 9 for details. See ISO 11992 for details of apossible trailer subnetwork fg
highway Vehicles.

4.8 Proprietary Messages and Networks

messages. The supplier of this separate segment-and its related devices must also provide any
gateway function needed to share data with the main network.

4.8.1 CAN 11-BIT IDENTIFIER INTERFACING

All SAE J]939 compliant ECUs must support ‘the 29 bit extended frame identifier of CAN 2.0B.
Separate pubnetworks that use 11 bit standard frame identifiers (CAN 2.0A or CAN 2.0B) will re
gateway tp selectively permitithe transfer of data between the two segments. This device must &
responsibje for any diagnostics of the subnetwork that need to be transmitted via J1939. Compag
suppliers pnd OEMs must assume responsibility for assigning unique network IDs when using 1
identifiers|since thefe)is no means in this document to manage addresses or Identifiers for those
devices. Nlote that-a CAN 2.0B 11-bit subnetwork could actually reside on the same two-wire se
as the J1939 main tractor network, but bus loading and reliability issues must be considered.

r

If Bus

router or

Huire a
Iso be
nent
1-bit

pment

4.9 SA

Devices requiring SAE J1587 for information or diagnostics must have a separate port to access that

link. No provisions for defining a gateway to SAE J1587 are planned for this document.

-12 -
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4.10 SAE J1922 Interface

Since SAE J1922 was intended to be an interim standard for drivetrain control, no specific support or
gateway definition will be included in this document.

5. Network Interconnection Software Functions

The principlefunctions-that can-beprovided by a Netwo pterconnection-ECU-are—nessage
forwarding, message filtering, address translation, Foreign Message Transport, and protocol trapslation.
Database|management can also be performed to access and configure the Network Interconnegtion
ECU. Onge operational, the Network Interconnection ECU should be essentially transpatent to any
ECUs on the vehicle network, in that these principal functions (excluding Database Management) are
provided as services without the need for a specific request by the ECUs that takeradyantage offthem.

5.1 Fonwarding

A Network Interconnection ECU transfers individual message frames between two or more ports$ (one
port for egch network segment). The order of frames received on oneport and transmitted on another
shall be preserved for a given priority level. A Network Interconne€tion ECU other than a repeater shall
forward anhy queued messages of a higher priority before thoseyof,a lower priority. Otherwise, all
messages being forwarded to a specific port could be excessively delayed. This requirement prohibits
the use of a simple First-In-First-Out (FIFO) queue for message forwarding.

When a Hepeater or Bridge forwards a message onte_ another segment, it uses the identical soyrce
address df the originator. For standard messages;.this will not cause arbitration problems since the
Network Ihterconnection ECU does not retransmit’onto the segment the message originally camne from,
and the afldresses on a given SAE J1939 network are unique. The only exception to this is whep an
Address (laim message is forwarded onto asegment where another ECU is simultaneously clajming
the same [address. In this very low probability case, the Network Interconnection ECU must have the
ability to detect a bus error when transmitting this message, and should stop the automatic
retransmigsion sequence within the.CAN controller chip. Otherwise the Network Interconnectionf ECU
will experience multiple collisijons:and go Bus Off, thereby preventing other messages from being
forwarded until the Network-Interconnection ECU is able to recover from the bus off condition. An
alternativg method is to have a second CAN controller which can be immediately enabled and utilized
when the first one goes bus off.

A Network Intercennection ECU may begin to forward messages from one segment to another hefore it
has claimged an‘address if it is simply acting as a repeater or bridge, (i.e., no address translation). Note
that until ¢ Network Interconnection ECU has completed a Power Up and Self Test (POST) sequience,
that each subnetwork olated from the others and £ECUS Wil Not See messages rorm other
subnetworks until the vehicle network becomes “connected” via the Network Interconnection ECU.
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5.2 Filtering

This function is used to reduce message traffic on segments of the network by providing “rules” in the
NIECU to allow it to pass only those messages that will be needed by receivers on each network
segment. There are two basic modes of operation for the filtering process within a Network
Interconnection ECU: Block List or Pass List. These modes apply to a particular Port_Pair on the
NIECU.

In the Blogk List filter mode (0), the Network Interconnection ECU will forward all messages that|are not
on the Blgck List. If there are no entries on this list, bus utilization (traffic) may be higher on.each bus
segment. [ If this is within acceptable limits, the message filtering algorithm is not needed:This ig the
preferred ode of operation for SAE J1939 bridges. Entries are typically made in thefilier database
during inifjal vehicle build/configuration and retained in nonvolatile memory.

In the Pags List filter mode (1), the Network Interconnection ECU will default.te)not forwarding any
messageg that are not in the List. An entry must exist with a specific identifier (PGN value) for each
particularmessage to be forwarded. This filter mode is best used for the.Port_Pairs on Network
Interconngction ECUs going to/from subnetworks performing a specific function (braking, suspension,
etc.) or thpse proprietary subnetworks with few or no originated messages for the global network.
Configuring this mode requires detailed prior knowledge of the-ECUs and functions present on the whole
network, @r requires the ability for ECUs to add entries to the.filter database. This method may require

more merpory and processing power to exist within the Network Interconnection ECU if it is to
accommofate and handle a potentially large filter database. For Pass List filter mode (1), some gntries
within the|database will need to be permanent (configured to always be present) so that the
corresporlding messages will always be forwardedtacross the whole network. Typical messageg would
include natwork management, diagnostics, and global requests.

5.3 Address Translation

A Network Interconnection ECU may provide Address Translation for particular messages. This|permits
a single afldress to be used to reference a particular vehicle system (i.e., trailer or implement) wjthout
knowing the specific address of-a particular function on the vehicle system (i.e., lighting). An address
translation database must then/exist which identifies through a look-up table the associated soufce or
laimed
based

physical medium to transport messages defined elsewhere. This service must be implemented in each
ECU that participates in the communication using the “Foreign” message set, since the message is still a
J1939 message. Thus any ECU that needs to take advantage of this function must understand and
abide by the J1939 CAN ldentifier construction rules and the J1939 Addressing methods to assure that
the Foreign messages can be transported without conflict. Only the data portion of these messages
belongs to the Foreign protocol: the Identifier must conform strictly to the J1939 Recommended

Practice.
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5.5 Protocol Translation

A Network Interconnection ECU may provide services to extract data from another communication
protocol and make it available to the J1939 network or vice-versa. The scope of this service is defined
by the need for information from the non-J1939 protocol, and implementing this network function
requires full knowledge of both protocols to be successful. An implementer of this function (which is
normally done in a Gateway) will |dent|fy partlcular parameters that are available on one protocol and

convert, rg=sec
This document cannot provide more specmc rules for Protocol Translahon

5.6 Datg

ocol.

base Management

This optiohal but highly recommended service is used to provide a standard methad for access and
configurafion of the various databases within a Network Interconnection ECU. This also includeg the
Network Interconnection ECU parametrics (status and statistics) and network-iopology. All of these
functions preferably use nonvolatile memory to retain the database valuesihrough power loss. This is
particularly important in order to maintain a static filter database. Provisions for a separate dynamic filter
database [which is cleared upon power loss to permit easy reconfiguration as ECUs are added gnd
removed from the network is not presently defined. The filter database that exists within a Netwgrk

Interconngction ECU may be configurable in several different ways:
1.

2.

A supplier of a Network Interconnection ECU«may provide it with a fixed (pre-defined) filter
database.
A Network Interconnection ECU may be*designed such that it permits the vehicle] OEM to
pteconfigure the filter database at thettime of vehicle manufacture. This requifes prior
kmowledge of the whole vehicle network including the ECUs and messages present. This
ethod may not adequately handle additions or changes to the vehicle network over time unless
the Network Interconnection ECU can also be reconfigured during a service procedure.
Configuration over the network during a service procedure by a diagnostic tool Using the
essages defined in this section to access the filter database.
Network Interconnection ECU reconfiguration at any time by any ECU on the network. Note
that a separate security:-procedure to enable the modification of the database may als¢ have to
exist. Restrictions on-which ECUs may reconfigure the filter database is application and/or
iniplementation dependent.

requirement in order to remove entries. This document does not include details of a unlversal method of
managing filter database entries under all conditions.
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5.6.1 NETWORK MESSAGE DEFINITION

This message provides a means to access and configure the database and bridge parametrics within a
Network Interconnection ECU. See Figure 3. A response is always required if a request or command is
made to a specific destination (not global), even if it is an acknowledgment indicating that the particular
Control function is not supported or could not be performed. Refer to SAE J1939-21 Data Link Layer for
details on Acknowledgment Note that some PGNs are muIt|packet so several CAN data frames can
OCCUr as ¢ ,

command, or the “no response " time-out, before sendlng another request or command.

Parameter Group Name: Network

Definition: Used to access Network Interconnection ECU parametrics and databases

Transmission Repetition Rate: Per user requirements, not recommended to exceed 5 times per second

Data Length 8 bytes, multi packet capable

Data Page: 0

PDU Format: 237

PDU Specifip Field: Destination Address

Default Priofity: 6

Parameter Group Number: 60672 (00OEDOON)

Data Ranges for parameters used by this group function:

Byte 1: Control Byte:

Control Bytg: 0-6 Message Filter Database Access See Section 5.6.2 & Figure 4
64-65 Network Topology See Section 5.6.7 & Figure 9
128-133 Network Parametrics See Section 5.6.5 & Figures 6, 8
7-63, 66-127, 134-250 Reserved for future assignment by SAE
251-255 Special Indieators Defined per SAE J1939-71, Table 1

Byte 2-n: Data Fields as defined for each function, see apprapriate sectlons for details

Data Fields Port_Pair, PGN_List, SA_List, Parameter Number, Parameter Value, Filter_Mode

FIGURE 3—NETWORK MESSAGE
5.6.2 MESSAGE FILTER (AND FORWARD) DATABASE (MFDB)

The functions needed to suppott filter database access and configuration are defined in Figure 4. The
first byte in the data fieldis the Control Byte code which identifies the function performed. The data bytes
which follpw are dependent on that function. The Port_Pair is a one byte field. The upper nibble
represents the “From?‘port, the lower nibble represents the “To” port. See Table 1 for the port numbers
used for the Port=Pairs. The port number 0 (local) is used to facilitate the directing of a message by an
ECU to and from,a Network Interconnection ECU without requiring the ECU to know with which port of
the Netwqrk Interconnectlon ECU it |s communlcatlng Port “0” |nd|cates the “Iocal” port that recwed the
message - S ) S S

Network Interconnect|on ECU without requiring knowledge of how many ports the Network
Interconnection ECU has. If either of the port numbers within a message (From/To) is set to global,
multiple responses from the Network Interconnection ECU for each Port_Pair may be provided. The
Network Interconnection ECU should be capable of configuring the filter database properly with these
port values also. The Filter_Mode byte is defined in Table 2. The [PGN-list] contains zero, one, or more
PGNs. If there are no PGNs in the list, the unused data bytes are set to all binary “1”s.
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TABLE 1—PORT NUMBERS

Port Number Definition
0 Local
1-14 Assignable
15 Global (All ports)

TABLE 2—FILTER MODE

Filter Mode Definition
0 Block specified PGNs (Default = pass all)
1 Pass specified PGNs (Default = block all)
2-250 reserved
251-255 Defined by J1939-71
Control
PGN Byte Other Data Fields
N.MFDB_Request 60672 0 Port_Pair
N.MFDB_Response 60672 1 Port_Pair, Filter Mode, [PGN List]
N.MFDB_Add 60672 2 Port_Pair, [PGN List]
N.MFDB_Delete 60672 3 Port_Pair, [PGN List]
N.MFDB_Clear 60672 4 Port_Pair
N-MFDBB—Set—-Mede 60672 5 Port—PairFilter-Mede
N.MFDB_Create_Entty. 60672 6 Port_Pair, Filter Mode, [PGN List]

FIGURE4—FUNCTIONS FOR MESSAGE FILTER DATABASE ACCESS
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5.6.2.1

N.MFDB_Request

Used to request a copy of a Message Filter DataBase of the Port_Pair listed in the Data Field.

5.6.2.2

N.MFDB_Response

The response to a N.MFDB_Request which contains the filter database entries.

5.6.2.3

A comma
appropria
Port_Pair
59392). N
database
changed

N.MFDB._|

5.6.2.4

A comma
command

5.6.2.5

A comma

of the comimand is provided with the Acknowledgment Message (PGN 59392).

5.6.2.6

[OBSOLE
Port_Pair
Message

This conlmand should notbe used because of the undefined result if used improperly. Th

committe
database
created fd

N.MFDB_Add

nd used to add one or more entries within the filter database. If the “To” port is-sét to g
ote that any ECU using this function must already know the Filter Mode.of the particul
before making an entry as the Filter_Mode is not included with this eommand and can
vithout clearing and rebuilding the database for that Port_Pair. See-5.6.2.7
Create_Entry for comparison.

N.MFDB_Delete

nd used to delete one or more entries within the filter database. Acknowledgment of t
is provided with the Acknowledgment Message . (BGN 59392).

N.MFDB_Clear

hd used to clear one or more of the filtef’databases based on the Port_Pair. Acknowle

N.MFDB_Set_Mode

[TE] A command used to’set the filter mode of one or more of the filter databases base
(and direction). Acknowledgment of the command is provided with the Acknowledgme
PGN 59392). The Filter_Mode should not be changed without first clearing the filter d

recommends-that, since the mode “should not be changed without first clearing the fi
’the N.MFDB_Create_Entry command be used to set the mode of the new database
r the portpair.

e entry or entries will be made in the filter data base to effect the desired ac¢tion on eagh
Acknowledgment of the command is provided with the AcknowledgmentMessage (PGN

obal,

ar filter
not be

e

dgment

d on the
nt
atabase.
e J1939
ter
being
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5.6.2.7 N.MFDB_Create_Entry

A command used to create one or more entries within the filter database. If the “To” port is set to global,
multiple entries may be made in the filter database, one for each Port_Pair containing the “From” port.
Acknowledgment of the command is provided with the Acknowledgment Message (PGN 59392). Note
that the filter mode is included with this command to explicitly indicate whether the new entry is for block
or pass. The filter mode mcluded with the message can not change any eX|st|ng filter mode for the
Port_Pair 93960 p-error to
the requester |f the N.MFDB_Create_Entry command is attempted on a non-clear database The use of
N.MFDB_JAdd should be sufficient, and (along with the obsolescence of the Set_Mode command) will
eliminate the possibility of requesting that entries be made with differing modes in a single’dataljase
record.

EXAMPLE—The messages in Figure 5 would be transmitted to obtain the entries.of the filter dafabase
wjthin the Tractor-Trailer bridge (SA 032). The destination specific request is initiated frgm an
offboard diagnostic tool (SA 248). Note that the request is only forihe' list of PGNs that are being
filkered when going to the trailer (From port 1 to port 2). The destination specific responge
indicates that the only message being blocked (Filter_Mode =0) is engine configuration

(QO3EE3h).
Identifier Data Fields
Control
Fungtion PRI RP PF DA SA Byte Port_Pair Filter Mode PGN
N.MFDB| Request 110 0 0 237 032 248 0 12h
N.MFDB_|Response 110 0 0 237 248 032 1 12h 0 00BEE3h

FIGURE 5—EXAMPBLE OF MESSAGE FILTER DATABASE ACCESS
5.6.3 APDRESS TRANSLATIONYAT) DATABASE
TBD in fuure revisions.ofithis document.

5.6.4 MESSAGE REPACKAGING (MR) DATABASE

TBD in fujuretrevisions of this document.

5.6.5 NETWORK INTERCONNECTION ECU PARAMETRICS (GP)—GENERAL

The functions required to support accessing of the Network Interconnection ECU general parametrics
(status and statistics) are defined in Figure 6. A list of available parameters is defined in Figure 7. (Note
that some of these parametrics may be applicable for a given NIECU, for a specific Port_Pair, or for
both. These parameters can also be accessed through a Port_Pair specific parametric request. See
5.6.6). The parameter values sent within the response must be sent in the same order as the parameter
numbers in the request. The J1939 Subcommittee recommends that the request always be for
Parameter 0, which returns the entire list in numerical order.
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5.6.5.1

Used to request Network Interconnection ECU parametric data. Proper usgfis,to request Param
which retyrns the whole list of parameters in numerical order.

5.6.5.2

The respdnse to a N.GP_Request for parameter zero contains.all’of the Network Interconnectio

parametri

means that the NIECU has no knowledge of additions to the'list and stopped with the last knowr
parametey.

5.6.5.3

A comma
Acknowle

56.6 N

The funct
Network |
in Figure
paramete
be for Pa

5.6.6.1

Control
Function PGN Byte Other Data Fields
N.GP_Request 60672 128 (80h) Parameter Numbers
N.GP_Response 60672 129 (81h) Parameter Values
N GP_Reset Statistics B80R72 130 (82h)

FIGURE 6—FUNCTIONS USED TO ACCESS NETWORK INTERCONNECTON
ECU PARAMETERS (GENERAL)

N.GP Request

N.GP Response

Cs, in numerical order. Note that if the returned list:of parameters is shorter than expeg

N.GP Reset Statistics

nd used to clear all of the statistical parameters which are resetable, noted by (*).

ETWORK INTERCONNECTION ECU PARAMETRICS (SP)—SPECIFIC PORT_PAIR

ons required to suppaort accessing of specific Parametrics (status and statistics) for a g
hterconnection ECU Port_Pair are defined in Figure 8. A list of available parameters is
F. The parameter values sent within the response must be sent in the same order as tf
numbers. ifiithe request. The J1939 Subcommittee recommends that the request
rameter-0,-.which returns the entire list in numerical order.

N.SP-Request

dgment of the command is provided with the Acknowledgment Message (PGN 59392)

bter O,

h ECU
ted, it

iven
defined
e
always

Used to request one or more Network Interconnection ECU parametrics. Proper use is to request
Parameter 0, which returns the whole list of parameters in numerical order.

5.6.6.2

N.SP Response

The response to a N.SP_Request for parameter zero contains all of the Network Interconnection ECU
parametrics, in numerical order. Note that if the returned list of parameters is shorter than expected, it
means that the NIECU has no knowledge of additions to the list and stopped with the last known

paramete

r.
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5.6.6.3 N.SP Reset Statistics

A command used to clear any of the statistical parameters which are resetable, noted by (*).
Acknowledgment of the command is provided with the Acknowledgment Message (PGN 59392).

Parameter Number of
Resetable Number Bytes Parameter Values
0 na Used to request al! parameters in numerical order
(not used in Response message)
1 2 Buffer Size (bytes)
2 2 Max. Filter Database-Size (bytes)
3 2 Number of Filter Batabase Entries
4 2 Max. Messages\Received per second
5 2 Max. Messages Forwarded per second
6 2 Max, Messages Filtered per second
7 2 MaxTransit Delay Time (milliseconds)
* 8 2 Avérage Transit Delay Time (milliseconds)
* 9 2 # Messages lost due to Buffer Overflow
* 10 2 # Messages with Excess Transit Delay Time
* 11 2 Average Messages Received per second
* 12 2 Average Messages Forwarded per second
* 13 2 Average Messages Filtered per second
14 4 Uptime since last power on reset (seconds)
15 1 Number of Ports
16 — 253 na Reserved for future assignment by SAE
254 <255 na See J1939-71 for definitions
FIGURE 7—NETWORK INTERCONNECTION ECU PARAMETRICS
Eunction PGN Control Byte Other Data Fields
N.SP_Request 60672 131 (83h) Port Pair, Parameter Numbers
N.SP_Response 60672 132 (84h) Port_Pair, Parameter Values
N.SP_Reset_Statistics 60672 133 (85h) Port_Pair

FIGURE 8—FUNCTIONS USED TO ACCESS NETWORK INTERCONNECTION
ECU PARAMETERS (PORT_PAIR SPECIFIC)
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