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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electro
Commission) form the specialized system for worldwide standardization. National bodies
members of ISO or IEC participate in the development of International Standards through

technical
that are
technical

committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,

governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types

of docu :
[EC Diregtives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[SO and [EC draw attention to the possibility that the implementation of this document.may in
use of (a) patent(s). ISO and IEC take no position concerning the evidence, validity or@pplicabili
claimed patent rights in respect thereof. As of the date of publication of this document, 3SO and IE
received [notice of (a) patent(s) which may be required to implement this document:- However, impl

the IS0/

volve the
Lty of any
C had not
bmenters

are cautiponed that this may not represent the latest information, which may bé gbtained from the patent

databasel available at www.iso.org/patents and https://patents.iec.ch. 1SOand IEC shall not
responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and
constitutle an endorsement.

be held

does not

For an eyplanation of the voluntary nature of standards, the meahing of ISO specific terms and expressions
related J'? conformity assessment, as well as information.about ISO's adherence to the Woild Trade

Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/forew

brd.html.

In the IEC, see www.iec.ch/understanding-standards.

This doqument was prepared by Joint Technical?Committee ISO/IEC JTC 1, Information technology,

Subcommittee SC 42, Artificial intelligence.

Any feedback or questions on this document should be directed to the user’s national s
body. A| complete listing of these ~bodies can be found at www.iso.org/members.h

tandards
'ml and

www.ieclch/national-committees.
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Introduction

Knowledge-driven Al applications have gradually gained attention. In knowledge engineering (KE),
knowledge is automatically or semi-automatically acquired from information sources, which in turn are
generated by processing huge-scale multi-source heterogeneous data. The knowledge is integrated into
knowledge-based systems and used to provide intelligent knowledge-driven services. One of the objectives
of KE is to represent and transfer human knowledge within industries such as finance, medical care,
transportation and manufacturing to machine knowledge with representations understandable by both
humans and Al systems. Now, KE, along with big data, deep learning, natural language processing etc., has
become one of the core driving forces of Al development.

Key techmotogi R cTge S 3 odetting;knowtedge—acquisition,
knowledge storage, knowledge fusion, knowledge calculation, knowledge maintenances kinowledge
visualization, etc. In addition, many knowledge service platform products and solutigns“have been
developed to permit KE implementations to be more agile in organizations. The distributed KE systems can
be integijated and deployed through knowledge exchange and knowledge maintenance @mong the|systems.
The distfibuted, autonomous agent systems and their collaboration across system ¢f systems can further
generatefthe necessary intelligence and knowledge driven behaviours for collabordtion and cooperption.

Resourcd description framework (RDF),l1l resource description framework sehema (RDFS),[2] RDFS-PLUS,
ontology|web language (OWL),[3] SPARQL protocol and RDF query language (SPARQL)[4 and ontologjy-related
theories [and standards[>Zl provide a solid foundation of tools and theori€s in the aspects of kjpowledge
represenfation and knowledge modelling. Other related KE standards have been developed.

KE has bgen successfully applied to many industries including financial fraud identification, remote ¢peration
and maintenance of equipment, user profile and product recommendations, research focus tradking and
forecastipg, smart credit analysis, legal dispute and case prediction based on similar cases, intelligent
distributjon of news, intelligent computer-aided diagnosistand treatment, etc. Many organizatiors regard
platformg or systems based on KE as important knowledge infrastructures. However, KE vocabulatjies, basic
KE constpuctional components, KE processes and theirirelationships are not yet clearly defined. This causes
misundefstandings and unnecessary communicatien and deployment costs amongst the data|supplier,
fundameptal technology supplier, algorithm supplier, system coordinator and other stakeholdgrs of KE
systems.

To facilitate collaboration amongst KE;“stakeholders, KE characteristics and applications| can be
comprehgnsively described and categorized. Expected use of the document is to guide the construction of
KE systems.

© ISO/IEC 2024 - All rights reserved
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Information technology — Artificial intelligence — Reference

archi

tecture of knowledge engineering

1 Scope

This docy

(AI). Thg
their rel:
documen

2 Nor

The follo
requiren
the latest

ISO/IEC
terminold

3 Teri
For the p
ISO and |

reference archltecture descrlbes KE roles act1v1t1es constructlonal layers compon
tionships amongst themselves and other systems from systemic user and functiomal Wi
t also provides a common KE vocabulary by defining KE terms.

ative references

ents of this document. For dated references, only the edition cited.applies. For undated re
edition of the referenced document (including any amendments)\applies.

2989:2022, Information technology — Artificial intelligence ,— Artificial intelligence con
9y

ms and definitions

lirposes of this document, the terms and definitions given in ISO/IEC 22989 and the follow

[EC maintain terminology databases for use‘n standardization at the following addresses:

— ISO (Qnline browsing platform: available at https://www.iso.org/obp

— IEC Hlectropedia: available at https: //wivw.electropedia.org/

3.1
architec
fundame

fure
htal concepts or properties of an entity in its environment and governing principle

realizatign and evolution of this)éntity and its related life cycle processes

[SOURCE}: ISO/IEC/IEEE 42010:2022, 3.2]

3.2
architec
informat

ture view
jon part-eomprising portion of an architecture description

EXAMPLH An Information or Data View addresses information-relevant concerns framed by an In

telligence

nts and
bws. This

lving documents are referred to in the text in such a way that some or allof their content constitutes

ferences,

repts and

ng apply.

5 for the

formation

ta access

V1ewp01n

It contains as views annnnnhfc aconceptual data mr\ﬂn] adata manacgement model and a2 d
r (=]

model and correspondences linking those components together.

[SOURCE: ISO/IEC/IEEE 42010:2022, 3.7]

3.3
data

reinterpretable representation of information in a formalized manner suitable for communication,
interpretation, or processing

Note 1 to

entry: Data can be processed by humans or by automatic means.

[SOURCE: ISO/IEC 20546:2019, 3.1.5]
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information
data that are processed, organized and correlated to produce meaning

Note 1 to entry: Information concerns facts, concepts, objects, events, ideas, processes, etc.

[SOURCE
3.5

: ISO/IEC 20547-3:2020, 3.3]

knowledge engineering

KE

discipline concerned with acquiring knowledge from domain experts and other knowledge sources and

incorpor

Note 1 to
and mainf

[SOURCH

3.6
concept
<termind

Note 1 to
social or g

[SOURCH

3.7
entity
object of

EXAMPLH

Hng itintoa ](nnmr]pr]gn base

entry: The term "knowledge engineering" sometimes refers particularly to the art of desighing
aining knowledge-based systems.

. ISO/IEC 2382:2015, 28.01.07, modified — replaced notes to entry.]

logy> unit of thought differentiated by a unique combination of characteristics

entry: Concepts are not necessarily bound to particular languages.(Théy are, however, influeng
ultural background which often leads to different categorizations ofConcepts.

- 1SO 1087:2019, 3.2.7, modified — replaced "knowledge" avith "thought"]

the environment or domain (real-world objects.afid events, abstract concepts, documents,

In the case of a knowledge graph, entity descriptions forming a network and provides conte}

other entity interpretation.

3.8
attribut

property
EXAMPLH
property,

3.9
ontology

A1

of an entity with respect to a défined characteristic

and neither individually are.attributes.

4

building,

ed by the

etc.)

t for each

"Entity X has 5 kg mass®is an attribute, but "having mass" is a characteristic and "5 kg mass" is a

collection of terms, relational expressions, and associated natural-language definitions together with one or

more for

Note 1 to
ISO/IEC 2

mal theories@esigned to capture the intended interpretations of these definitions

entry: Background materials on the sources, rationale and interpretation of this definition are p
1838-1:2021, Annex B.

[SOURCH

- [SQ/IEC 21838-1:2021, 3.14]

3.10
schema

formal description of a model

[SOURCE

3.11
relation

:1S0O 19101-1:2014, 4.1.34]

association amongst entities

[SOURCE

: ISO/IEC 15938-5:2003, 3.3.2.29]

© ISO/IEC 2024 - All rights reserved

2

ovided in


https://standardsiso.com/api/?name=cd6e8a65e85f65b489c50cbb946c6380

ISO/IEC 5392:2024(en)

3.12

rule

statement in the form of a condition- action sentence that describe the logical inferences that can be drawn
from an assertion in a particular form

EXAMPLE A rule can be constructed in the form of "IF-THEN" statements where the IF portion defines a context,
and the THEN portion states a provision (which is applicable if the context is true or present).

3.13
structured knowledge
knowledge that are organized based on a pre-defined (applicable) set of rules

3.14
knowledge graph
graph representation of structured knowledge on concepts and relationships between them

Note 1 to pntry: A knowledge graph can comprise an ontology and data related to the ontology.

Note 2 to pntry: A knowledge graph can be represented as a collection of triples, with each ttiple (head, tail, relation)
denoting the fact that relation exists between head entity and tail entity.

3.15
activity
specified pursuit or set of tasks

[SOURCE; ISO/IEC 22123-1:2023, 3.3.8]

3.16
conceptyial model
descriptipn of common concepts and their relationships,cparticularly in order to facilitate exdhange of
informatjon between parties within a specific domain

[SOURCE}: ISO/TS 18864:2017, 3.6, modified — deleted "healthcare".]

3.17
knowledge representation
KR
process qr result of encoding knowledge fer communication or storage in a knowledge base

Note 1 t@ entry: As an analogy: data“IS-TO code sets IS-TO data engineering AS knowledge IS-TO Knowledge
representption IS-TO knowledge engineering.

[SOURCE};: ISO/IEC 2382:2015,,2123776, modified — replaced "and storing knowledge" with "knowledge for
communjcation or storage’;\ieplaced notes to entry.]

3.18
knowledge modelling
process that establishes and maintains the conceptual model for a knowledge base

3.19
knowledge-acquisition
process of locating, collecting, and refining knowledge and converting it into a form that can be further
processed by a knowledge-based system

Note 1 to entry: Knowledge acquisition via human learning involves a human learner participating in a learning
experience. Knowledge acquisition within knowledge engineering typically implies the intervention of a knowledge
engineer. Knowledge acquisition is also an important component of machine learning, both with and without human
intervention.

[SOURCE: adapted from ISO/IEC 2382:2015, 28.01.09; replace notes]
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3.20
knowledge fusion
process that merges, combines and integrates knowledge from different resources into a coherent form

3.21

knowledge storage

process that designs underlying storage methods based on the types of knowledge representation, utilizes
hardware and software infrastructure to store, code and make indexes of the knowledge

3.22
knowledge computing
process that obtains new knowledge based on existing knowledge and their relationships

3.23
knowledge exchange
process that transfers, shares and fuses knowledge amongst multiple knowledge bases

3.24
knowledge visualization
process that visually represents knowledge to support human understanding

3.25
safety
freedom [from risk which is not tolerable

[SOURCE; ISO/IEC Guide 51:2014, 3.14]

3.26
reliability
property|of consistent intended behaviour and results

[SOURCE; ISO/IEC 27000:2018, 3.55]

3.27
availability
property|of being accessible and usable on. démand by an authorized entity

[SOURCE;: ISO/IEC 27000:2018, 3.7]

3.28
accountable
answerable for actions, decisions and performance

[SOURCE; ISO/IEC 38500:2015, 2.2]

3.29
accountability
state of Heing aécountable

[SOURCE: ISO/IEC 38500:2015, 2.3]

3.30

life cycle

evolution of a system, product, service, project or other human-made entity, from conception through
retirement

[SOURCE: ISO/IEC/IEEE 15288:2023, 4.1.23]
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3.31

data processing

DP

automated data processing

ADP

systematic performance of operations upon data

EXAMPLE Arithmetic or logic operations upon data, merging or sorting of data, assembling or compiling of
programs, or operations on text, such as editing, sorting, merging, storing, retrieving, displaying, or printing.

Note 1 to entry: The term data processing is not a synonym for information processing. Information processing
includes data communication (e.g. computer networks) and office automation (e.g. satisfying the business needs of an
entity), whereas data processing does not include data communication and office automation

system that acquires knowledge from domain experts and other knowledge sourcés and incorporates it into
a knowle(dge base

3.33
knowledge engineering process
KE process

set of act]vities that acquires knowledge from domain experts and other knowledge sources and incgrporates
it into a fnowledge base

4 Abbreviated terms

Al artificial intelligence

[oT internet of things

KE knowledge engineering

KERA knowledge engineering reference architecture
RDF resource description-framework

RDFS resource descrjption framework schema

OWL web ontologyJanguage

SPARQL SPARQL protocol and RDF query language

ML machine learning

NLP natural language processing

SHACL shapes constraint language

SKOS simple knowledge organization system
URL uniform resource locator

URI uniform resource identifier

© ISO/IEC 2024 - All rights reserved
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5 Knowledge engineering system-of-interest

5.1 General

KE attempts to emulate the judgment and behaviour of a human expert in a given field. With the growing
popularity of knowledge-based systems in recent years, there is a need for a systematic approach for building
such systems, similar to methodologies used in software engineering. KE involves acquiring knowledge from
domain experts, available data and other knowledge sources and incorporating it into a knowledge base.
In addition, the rapid development of big data, cloud computing, natural language processing, computer
vison among others have improved the capability of collecting and processing data, which also encourages
enterprlses and people to put more effort into knowledge mtenswe appllcatlons based on the dlsc1plme of

A neeformat, [21]

acquisit1 bn data system (KADS) or COMMON KADS (mid 1990s), Cyc [23] (on- gomg)

5.2 Important elements of knowledge engineering
Important elements of KE involve concepts of:

— deplpyment;

— infrastructure;

— system;

— system operation restriction;

— demand;

— data
— knowledge;

— consfruction;

— knowledge operating.

Figure 1 fhows how these element concepts can be structured, decomposed and inter-related:

— The Al system associated with the KE process or KE system is supported through a constructior process,
whidh is based on data andrinformation, a knowledge operating process and fundamental infrastructures
unddr system operating¥estrictions.

— Systém operating {restrictions are extracted from the KE system, such as application scenarios,
perf¢rmance requirements.

— Aftef the KE'system is developed, the deployment process is triggered, including integration, deployment
and promotion of the KE system.

— Duripgéonstruction and knowledge operating, knowledge is acquired through extracted infprmation
from original data, including structured data, semi-structured data and unstructured data.

© ISO/IEC 2024 - All rights reserved
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5.3 Relationship between KE and Al systems

According to the Al system functional view given in ISO/IEC 22989:2022, reproduced on the left of Figure 2,
Al systems leverage existing information, or learning from the past, to build a model that approximates the
behaviour of an environment to make recommendations on future behaviours of that environment. Through
training data and continuous learning with the help of human in the loop, the machine learning model can be
curated and regularly evaluated, updated and approved. The relationship of KE with respect to Al systems
is depicted on the right of Figure 2. KE provides the further capability to acquire data, process the data to
extract information, and store and exchange data, information or knowledge.

The Al system with KE can acquire knowledge directly from the information extracted from the data
and further construct the knowledge base. During the process of data processing, the knowledge in the

knowled
maintain

— by c¢

— thro

pe base can be applied to INSpect and assisSt the process. At the same time, the knowledge
update and verify itself as follows:

mputing and reasoning new knowledge based on existing knowledge;

gh revisions and updates approved through the curation and synthesis intoeXisting knoy

an engineer;

— thro
In additi

— gove
relat

— supe
— part
In the co

— Knov
that

— Knov
draw
prin
to sy

hgh discovering new knowledge during the data and information processing.
n, the knowledge in the knowledge base can be used to:

'n the input data, such as transferring the data format, cleaning the error in data, suppl
ions among data;

rvise and explain the learning process or the learning xesult;
cipate in the learning process as training set.
hstructed knowledge base of the Al system, there are two types of knowledge.

vledge of methods: for example, machinelearning models and other models driven by ap
nclude data driven and subject expertise captured from an expert.

vledge of contents: the knowledge-about subject area in the form of concepts, relationships
'n from texts, videos, and so on, which is acquired from the input data or information and f
fiples like physics-based models or biology-based models. The knowledge of contents cay

of input data and information. At the same time, the knowledge of contents can be used to

undd
Systg

rstanding, human kfniowledge and insight and can be transferred to or have an impact on
ms.

base can

Vledge by

bmenting

proaches

, entities
rom first
1 be used

pervise and explain the {earning process and results as well as to assist to improve thle quality

improve
other Al
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Human knowledge, design choices, engineering and oversight

L

<

[ Training data ]

Continuous
_ learning
T~

Learning

( ["Knowledge g

I ofcontents L__s1 ofmethods

______________________ - J
] Outpht:
Inpht S . s| Prédictions
Profuction Data d Processing Aetions,
Infgrmation Recommenddtion,
Decisions
a) Al system functional view
Human knowledge, design choices, engineering and‘oversight
Continuous
[ Training data] Learning < learning | __
, =\
— ~ [' Output: \
Update, verification )L 1 Supervise and explain I Knowledge which |
anfl management___| 1 :>: can be !
R I [ \ JR— I i transferred !
____________________ ,r Knowledge ig--4 Knowledge | I U I,
T ! ofcontents [__5! of methods } I
Govefrn E i Acquire | 0\ —=rmmmrm —— - H
\i, ! Apply-ahd inspect | } Maintain ]
] e [ — -} Output:
Inppt S . s| Predictions
ProHuction Data d Processing Actions,
Infgrmation Recommenddtion,
Decisions
b) Al system with KE functional view
Key
---2> ippact of khowledge engineering
NOTE 1 | Réwvised from Al system functional view of ISO/IEC 22989:2022, Figure 5. The knowledge bas¢ is added
into the Al system, and the model is set as a type of knowledge of methods. The process of acquiring, updating and

maintain knowledge is added. The human knowledge is added into the input. The acquired knowledge can also have
influence on the human knowledge. In addition, the output is curated by an expert and added into the knowledge
which can be further transferred.

NOTE 2  Dashed lines as shown in the legend represent impacts of KE on Al system.

NOTE 3  The line of continuous learning is a trigger condition to the learning process.
Figure 2 — Relationship between KE and Al systems

Elements of Al systems and KE impact is shown in Table 1. Impact of KE on Al systems is shown in Table 2.
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Table 1 — Elements of Al systems and KE impact

Elements of Al system Al system KE im-
pact

Learning (optional) X

Building Knowledge X

blocking Al  |Part of Knowledge Knowledge of content X

system Part of knowledge Knowledge of methods X
Processing X
Human knowledge, design choices, engineering and oversight X

with Al sys- |Input (production data, information) X

tem Output (prediction, actions) X
Output (knowledge which can be transferred, actionable insights) X

Table 2 — Impact of KE on Al systems
KE Activjty Description Building blocks involved

Supervis¢ and explain

Knowledge is collected and used as an input
to learning

Krewledge, Learning

Update, verify and manage

Knowledge is updated, verified and managed

Knowledge of content, knoy
methods

vledge of

methods

Acquire Knowledge is acquired from input data Input data, Knowledge

Govern Knowledge is used to govern input Knowledge

Maintain Knowledge is maintained Processing, Knowledge

Apply angl inspect Knowledge is used (inspected) and applied |Knowledge, processing

Impact methods Knowledge of contentjmpacts knowledge of| Knowledge of content, knoyledge of

methods

Impact cgntents

Knowledge of methods impact knowledge of
content

Knowledge of content, knoy
methods

vledge of

NOTE Each entry in the table corresponds to an impact arrow in Figure 2.

6 KE stakeholders

Distributled services and their-delivery can be at the core of KE. KE stakeholder roles can be categ

follows:

— data|suppliers collect and provide data that can be used to acquire knowledge (see 8.2.1);

— fundpmental technology suppliers provide fundamental systems or tools and technologies td

consfructien of KE (see 8.2.2);

— algotithim suppliers provide necessary algorithms to support construction of KE (see 8.2.3);

prized as

support

— system coordinators integrate tools, technologies, algorithms, data to achieve the construction of KE

(see 8.2.4);

— knowledge service providers provide knowledge services based on constructed KE or bases (see 8.2.5);

— knowledge appliers apply KE and knowledge services (see 8.2.6);

— knowledge ecosystem partners support KE development and application (see 8.2.7).

A party can play more than one KE stakeholder role at any given point in time. When playing a KE stakeholder
role, the party can restrict itself to playing one or more subroles. Subroles are a subset of the KE activities of
a given role. Figure 3 represents the relationships between KE stakeholder roles.
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~
Knowledge applier Knowledge
ecosystem
. Knowledge Knowledge Knowledge Demand partner
Ontologist : Others
consumer evaluator supplier analyzer
Safety and security
service provider
) p
Knowledge service provider A Operation &
maintenance
service provider
Knowledge Knowledge
service sler}nce Others
integrator plat orm
mn provider Evaluationan
certification
J service provid
- D
Knowledge
engineering
System coordinator supervisor
Others >
- J | :
r N r \ 7 \
Data supplier
Data Data
<collection labelling Fundamental Algorithm su lier
provider server technology supplier g PP
Data
governor
. . .

KE stakeholder roles can be mapped to Al'stakeholder roles from ISO/IEC 22989:2022 as shown in

Figure 3 — KE stakeholder roles

Table 3 — Relationship between Al stakeholder roles and the KE roles

Table 3.

Al stakeholder roles

KE stakeholder roles

Relationship

Al platform provider

Al provider Al service or product

provider

Knowledge service pro-
vider - Knowledge service
platform provider

Knowledge service platform provider will provide
the knowledge services or products based|on the
KE system through a platform.

Al customer

Knowledge applier

Knowledge applier uses the services from the KE
system. This role is similar as the Al customer in Al
stakeholder roles, which uses an Al produgt or ser-
vice either directly or by its provision to Al users.

Al producer

System coordinator

The system coordinator, algorithm supplier and

Algorithm supplier

fundamental technology supplier are responsible

Fundamental technology
supplier

to develop the KE system through their cooper-
ation. These roles are similar to the Al producer
role, which is concerned with the development of Al
services and products.

NOTE Safety and security service, operation and maintenance service, evaluation and certification service also have impact on
KE application. Thus, by comparing with Al stakeholder roles, Knowledge Ecosystem Partner includes another three subroles:
safety and security service provider, operation and maintenance service provider, evaluation and certification service provider.
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Table 3 (continued)

Al stakeholder roles KE stakeholder roles Relationship

Al partner |Al data provider Data supplier

Knowledge service pro- data to achieve the construction of KE. Thi

components.

The knowledge service integrator is responsible
for integrating tools, technologies, algorithms and

Al system integrator |vider - Knowledge service |similar as the Al system integrator, which is con-
integrator cerned with the integration of Al components into
larger systems, potentially also including non-Al

sroleis

The data supplier role is responsible for co

and providing data. This role is similar as the Al

llecting

Aade A | Joscalas pa Ha
Udida lJl UVIUCT, WIIICIT IS5 CUIILTTI TICTU lJl UVIUILL

used by Al products or services.

g data

process of construction and application of
edge bases. This role is similar@s'the Al ay
which is concerned with the audit of organ
producing, providing or psing Al systems,
conformance to standatds; policies or lega
ments.

Knowledge ecosystem part-

Al auditor ner - KE supervisor

KE supervisor is responsible for supervising

knowl-
ditor,
izations
Lo assess
require-

NOTE Safé
KE applics
safety and

ty and security service, operation and maintenance service, evaluation and ceftification service also have
tion. Thus, by comparing with Al stakeholder roles, Knowledge Ecosystem{Paxther includes another thred
security service provider, operation and maintenance service provider, evaluation and certification service

impact on
subroles:
provider.

7 Conkerns of KE stakeholders

7.1 Sa

KE syste
revealed
safety ar
confiden

Integrity
complian
or destra

NOTE
according
expected

Transpay
quality a

Privacy:
systemat
transfer

fety and security

ms should ensure that knowledge models aiid acquired knowledge cannot be tampered
Such systems can also ensure that private~knowledge and data are secured and prote
d security of KE can be divided into subcharacteristics, such as integrity, transparency
fiality, controllability, correctability and fairness.

 The KE system has several aspects of integrity, including conceptual integrity, data
ce of information with all explicitly specified rules, and prevention of knowledge from bein
yed in an unauthorized manner.

During data integrity, the.records include some core elements, such as reality of what happened,
to predefined acceptance criteria, chronological information, i.e. a date and time stamp that
sequence, the original’data without editing.

ency: A KE system makes knowledge, models or ontologies, algorithms, computational
ksurance progesses and training data available for inspection.

A KEssystem can guarantee the rights of individuals to control the collection, r
ization, accumulation, storage, clarification (updating, changing), processing, extract

| with or
tted. The
privacy,

ntegrity,
g altered

ronsistent
is in the

methods,

pcording,
ion, use,

(distribution, provision, access), depersonalization, blocking, deletion, destruction, and d|isclosure

of their ir

1rormation.

Confidentiality: A KE system can guarantee that the knowledge will not be leaked to unauthorized people at
any stage of the knowledge life cycle, including confidentiality of acquired knowledge, computed knowledge
and KE system behaviour.

Controllability: Based on a provided, reliable mechanism, an agent can control a KE system, including the
verifiability and the predictability of the knowledge in the KE system and the KE system behaviour.

Correctability: A KE system can have the capability to be free from errors and to correct knowledge errors
which are acquired and stored in the knowledge base.
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7.2 Reliability

A KE system should resist specified interferences, recover from given failures, and so on. The reliability of
KE can be divided into subcharacteristics, such as fault-tolerance and portability.

Fault-tolerance: When facing abnormal interference or input data, such as loss of communication and
connectivity among the distributed subsystems, failure of the infrastructure, the KE system can maintain
its suitably degraded performance level in the event of external interference or harsh environmental
conditions. Fault-tolerance requires the KE system or its distributed subsystems to take reliable preventive
measures to avoid risk, i.e. to minimize unintentional and accidental injuries and to prevent unacceptable

injuries.

Completsg
complete

Consistel

lacks conftradictive and redundant knowledge.

7.3 Ay

The KE s
range. T}

Robustng
any circy

Interope
that has

74 Co

Each pha
in order
subcharg

— func
— effic
— user
— secu

— oper

QT. stem should be retained and merged with knowl

edge that exists\i]

ents.

ness: The KE system needs to be fit for the specific use it is put to, and therefore ne¢
with respect to it. A KE system is complete if all possible conclusions can be réached by th

1cy: The KE system should be free of anomalies and contradictions. A KE.system is consi

pilability

ifonments

the new

bds to be
P system.

stent if it

ystem can be operational and accessible under the required donditions and within a speciffied time

e availability of KE can be divided into subcharacteristigs, 'such as robustness and interop

bss: The KE system can have the ability to maintaindtssuitably degraded performance le
mstances.

rability: The KE system can have the capability\to exchange information and to use the inf
been exchanged between components or différent systems.

nstruction quality

erability.

rel under

brmation

se during the construction of the’knowledge base should have clear quality evaluation requlirements

to guarantee the overall construction quality. The construction quality of KE can be div|
cteristics, such as:

Fional evaluation;
ency evaluation;
evaluation;

rity evalyation;

htionaland audit evaluation.

ided into

NOTE

THese snhcharacteristics are described in IQOI/IF("/TQ 25058

7.5 Re

sponsibility

The knowledge base and the applications based on it can:

— correctly represent knowledge about primary and related entities and the attributes and methods that
describe them;

— correctly take action and respond to the requests;

— have opportunities to correct and curate knowledge and application bases - under supervision of human

expe

rts from the domain - following changes of the domain or environment.
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7.6 Bias reduction

The KE system can rely heavily on human experts who are the source of knowledge. Therefore, a KE
system should be designed in a way that minimizes human bias. Also, the system can effectively employ
various practices-tools-techniques to also unearth inherent bias within the datasets being employed.
Further information on human bias reduction can be found in the description of human cognitive bias
in ISO/IEC TR 24027:2021,[25] and the degree of transparency and explainability as described in in
ISO/IEC TR 24028:20201[26],

8 Reference architecture of KE

8.1 Gepneral

This clayse provides an overview of architectural approaches used in KE systems. KE systems can be
describedl using a viewpoint approach, including a user view, a functional view, an implementation view

and a de
Transfor
view are

activiities: KE activities have a purpose and deliver one or more outcomes. Activities are conduc

loyment view. In this document, the main content is focused on the user viewand functignal view.

given in [SO/IEC 20547-3:2020. The description of each view is:

fional components.

mation between architecture views and the relationship between the user view and the fliinctional

view: describes the ecosystem of KE with the KE activities, the roles and the subroles. The gctivities,
roleq and subroles are described as follows.

ted using

roledand subroles: Arole is a set of KE activities that serve agommon purpose. A subrole is a subset of the

Fundtional view: describes the architectural layers<and the classes of functional componen

Ctivities for a given role. Different subroles can sharé&the KE activities associated with a gi

onents of the KE system in the fundamental view have influences on the activities an

ven role.

's within

e layers that implement the activities of the reles and subroles within the user view. The fiinctional

d related

roleq in the user view, such as the performances. During the implementation and deploymént of KE
system, the identified problems and updated demands on the KE system can influence its flinctional

a) User
func
KE a

b)
thos
com
com

c) Impl

d) Depl
thei
KE s

8.2 Us

8.2.1 1

8.2.1.1

onents.

ementation view: describes the functions necessary for the implementation of KE.
mplementation and.deployment of KE system, the identified problems and updated deman|
stem can influence-its functional components.

er view of KE

pata supplier

| Rale

pyment view: describes (how the functions of KE are technically implemented within already
existing infrastructure elemerits or within new elements to be introduced in this infrastructur

e. During
ds on the

The data supplier role is responsible for collecting and providing data, which can be used to acquire
knowledge from them. The subroles of data supplier include human expert, data collection provider, data
labelling server, data governor, and so forth.

8.2.1.2 Activities

Data supplier activities include:

— providing expert knowledge;

— collecting data;
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— transforming data;

— cleaning data;

— curating data;

— securing and storing data;

— archiving of data as per data policies;

— annotating data;

— checking for completeness;

— chec

8.2.2 [

8.2.2.1

The fund
technolo

NOTE

king for bias.
undamental technology supplier

Role

amental technology supplier role is responsible for providing fundameéntal systems or
bies to support the construction of KE.

The open-source tools can support the knowledge representation, ‘knowledge modelling, K

storage aid other phases of KE that are included in the fundamental systems or-tools.

8.2.2.2

Fundamse
— Trese
— desig
— testi
— upd3

— main
8.2.3 A

8.2.3.1
The algo1

NOTE
natural 13
construct|

Activities

ntal technology supplier activities include:

hrching and designing framework of fundamentaltools and products or solutions of techn
Ining implementation path of the tools and\products or solutions of technologies;

hg tools and products or solutions of teehnologies;

ting tools and products or solutjens of technologies;

taining and offering technical support for the provided tools, products and solutions.
\lgorithm supplier

Role
ithm suppliér+ole is responsible for providing necessary algorithms to support construct
The algorithms include machine learning algorithms supporting knowledge representation

nguage processing, algorithms supporting knowledge acquisition and other algorithms supp
on’process of KE.

ools and

nowledge

blogies;

on of KE.

learning,
rting the

8.2.3.2

Activities

Algorithm supplier activities include:

— researching and designing framework of algorithms;

— designing implementation path of algorithms;

— testing algorithms;

— updating algorithms.
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Role
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The system coordinator role is responsible for integrating tools, technologies, algorithms and data to achieve
the construction of KE.

8.2.4.2

System c

Activities

oordinator activities include:

— capturing knowledge;

— desig
— desig
— integ
— Dbuilg
— cons

— main

— evalpating and guaranteeing quality of knowledge bases;

fructing knowledge bases;

— upddting knowledge;

— mairn

8.2.5 Knowledge service provider

8.2.5.1

The knoy
knowled

Role

service pllatform provider, etc.

8.2.5.2
Knowled

— anal

Activities

— integrating kmowledge bases;

— integratingKE applications;

— exch

Ining framework of knowledge bases;

rating distributed subsystem:s;

ing knowledge model or ontologies;

taining and managing knowledge bases;

ge service providefactivities include:

zing and modeling service demand;

neing knowledge among knowledge bases:

Ining distributed framework of a KE system;

taining feedback with the stakeholders on the results of the application of the KE system.

vledge service provider role is responsible for providing knowledge services based on cor
be bases. The knowledge service_provider role includes knowledge service integrator, kinowledge

— packaging capability of knowledge bases;

— designing and develop knowledge service platform;

— testing knowledge service platform and provide appropriate results, measures and metrices;
— interpreting newly generated knowledge;

— maintaining the knowledge service platform.
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8.2.6 Knowledge applier

8.2.6.1 Role
The knowledge applier role is responsible for applying KE and the knowledge service. The subroles of

knowledge applier include ontologist, knowledge consumer, knowledge evaluator, knowledge supplier,
demand analyser, etc.

8.2.6.2 Activities

Knowledge applier activities include:

— consfructing the ontologies for the knowledge and services according to the application _4cenarios
and gomain;

— manpging applications;

— utilizing applications;

— manpging content;

— evalfating and testing performance;

— conflrming and outputting demand.
8.2.7 Knowledge ecosystem partner

8.2.7.1 | Role

The knowledge ecosystem partner role is responsible*for support on KE development and application.
The subrfoles of knowledge ecosystem partner includetsafety and security service provider, operation and
maintengnce service provider, evaluation and certification service provider, KE supervisor, etc.

8.2.7.2 | Activities

Knowledge ecosystem partner activities in¢lude:

— govefning data and knowledge;

— supefrvising process of construction and application of knowledge bases;
— guarpnteeing privacy.of knowledge;

— provjiding computing'and network infrastructure;

— mairtaining the'KE system.

8.3 Fupnctional view of KE

8.3.1 Functional architecture of KE

The functional architecture of KE describes KE in terms of a high-level set of functional components layers.
The layers represent sets of functional components with similar capabilities that are required to perform
the KE activities described in 8.2 for the various roles and subroles involved in the specification and
implementation of the KE architecture.

The functional architecture describes functional components in terms of a layering architecture where
specific types of functions are grouped into each layer as illustrated in Figure 4. Table 4 shows the
relationship between Figure 2 and Figure 4. Annex A shows examples of fundamental KE tools. Annex B

© ISO/IEC 2024 - All rights reserved

17


https://standardsiso.com/api/?name=cd6e8a65e85f65b489c50cbb946c6380

ISO/IEC 5392:2024(en)

illustrates existing standardization activities related to KE. Annex E shows a solution architecture
integrating ISO/IEC/IEEE 42010.

Knowledge engineering application layer K Multi-layer \
[ Smart | T Smart 1 [ intelligent | [ Smart | socil newworking | | Others | functions Role:
L finance _ ; | medicine_| manufacturing, |_ agriculture | \_"______7 [ — knowledge
ecosystem
partners
Industry General
applications applications
Knowledge engineering platform layer Provide
Sioviedee Knowledge Base/ Centre safety
exchange and
o, "~ 7 (Rules-based 1 I~~~ T 7 security
}].(: iwlii%pr Knowledge ‘ | Knowledge | | \nowledge | | others ! “K?OWIe-dge Knowle D service
interpreting ST _base l dge ) Test ution ¢
operati  and Integr  ma Supervisor
Make o0 ?"td evalua ation e and
Role: domain I | I management
I Knowledge nance i
knowledge nowledge ! visualization | + L service
: : I R
applier available Knowledge Knowledge Knowledge * } %
acquisition storage fusion 1 ! p O_) Evaluation
Knowledge | Knowledge } Q and
engineering } computing | ) certificatio:
777777 construction . o 77} C) N service
| ftructured 1\ | 200 00 mmm—mmmmmm mmmmmmmmm [mmm e mmm . e 4
il : ¥ ! | BIZ
Role: i : Knowledge : Knowledge : Knowledge | | Dataquality , \
data } Semi- |representation! | modeling [ structuring : | assessment | .O
. istrpctured datal | [ [ i ! |
supplier | —f----77 S S S B DU [ 9
iU jt;;;mfil | K Knowledge representation and knowledge modeling <) k j
Make
data Knowledge engineering infrastructure layér
ilabl
N7 Data Dee < vV Test
A Knowledge engineering construction platform learn'p Com.puting N N caieton .
tools or tools fra{@ equipment tools
Key
» imput of data, information or knowledge from one component to another component
“ nputual exchange of data, information or knowledge among the components
Figure 4 Functional architecture of KE
Table 4 — Relationship table between Figure 2 and Figure 4
Al system with KE fun¢tional view Functional architecture of KE
Layer Component
Knowledge representation
Knowledge modelling
Knowledge structuring
o . Knowledge acquisition
Acquiring 6fknowledge KE construction layer geacq

D s ] s £1
DTICLLUITAITUTTCPUIUITZ UL K

conflicts

1owledge

Knowledge storage

Knowledge fusion

Knowledge base

KE platform layer

Knowledge base or centre

Continuous learning

KE platform layer

Knowledge learning

Updating, verification and management of knowl-

edge

Multi-layer functions

Test and evaluation

KE construction layer

Knowledge computing

Knowledge visualization
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Apply and inspection of knowledge in data and

Table 4 (continued)
Al system with KE functional view Functional architecture of KE
Layer Component
' i i Industry applications
Supervise and explain of learning process and KE application layer y pp. .
results General applications
KE infrastructure layer Deep learning framework

Industry applications

information processing KE application layer —
General applications
) ) ) Knowledge operation and maintenance
Maintenance of knowledge Multi-layer functions
Distribution management
Knowledge representation
i i KE construction layer Knowledge structuring
Governaijce of data and information -
Data quality assessment
KE platform layer Knowledge fnntérpreting
Output of knowledge which can be transferred
and actiopable insights KE platform layer Knowlédge exchange
o ) o Industry applications
Output of predictions and actions KE application layer —
General applications
8.3.2 KE infrastructure layer
The KE ipfrastructure layer is where the resources reside. This\includes necessary hardware and [software
infrastructure for construction, implementation and application of the KE, such as data acquisition|tools, KE
construcfion platform or tools (e.g. open-source knowledge-processing software or tools), database, storage,
open-soyrce processing framework, deep learning framework, computing equipment, networks, testing

evaluatid

833 |

The KE ¢
and ever
data and
open-sou
functions
assessme
knowled
knowled

8.3.4 |

The KE p
other kn

n tools, open-source library, etc.

(E construction layer

tually construct the knowledge base. The knowledge applier and data supplier roles
domain knowledge into thisMayer, which is the raw source of the knowledge. Data can
rce libraries, enterprise.data or public data. At the same time, the realization of the cg
, including knowledge representation, knowledge modelling, knowledge structuring, dat
nt, knowledge acquisition, knowledge storage, knowledge fusion, knowledge visualiza
be computing, etenis supported by the knowledge engineering infrastructure layer. For
be representation-learning depends on the machine learning framework and algorithms.

(E platform layer

latforim layer provides a knowledge base or centre and components for knowledge excha
bwledge bases. The knowledge base is constructed through the KE construction layer ag

pnstruction layer provides framework and components to acquire, process and analyze kjnowledge

nput the
be from
mponent
a quality
tion and
example,

nge with
d can be

categori

e da Ll R | 1 b ol £, e - - 1 1 o | 1 de Al
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\owledge

base can be based on knowledge graphs or a representation structure based on triples. It comprises
ontologies and datasets (e.g. instantiation of the ontologies). The ontologies and datasets are used in a
variety of information processing and management tasks.[2Z] Knowledge learning comprises of adaptive
models to continuously interpret new knowledge to enhance the knowledge graph and to improve response.
The constructed knowledge base can integrate other knowledge bases through knowledge exchange and
knowledge interpreting.

EXAMPLE1 The KE platform can support following application scenarios:

— enhanced (semantic) applications such as search, browsing, personalization, recommendation, advertisement and
summarization;
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— improving integration of data, including data of diverse modalities and from diverse sources through algorithms,
such as reinforcement learning and unsupervised machine leaning algorithms;

— empowering machine learning (ML) and natural language processing (NLP) techniques;

— improving automation and support intelligent human-like behaviour and activities that can involve conversations
or question-answering and robots.

8.3.5

KE application layer

The KE application layer provides the general KE applications and the industry applications, such as smart
finance, smart medicine, intelligent manufacturing, smart agriculture, social networking. These functions

are achie
provider

8.3.6

The mult

Multi-layer functions

of the KH infrastructure layer, KE construction layer, KE platform layer and KE applicdtion layer t
supportihg capabilities including but not limited to:

— knowledge operation and maintenance capabilities;

— testihg and evaluation capabilities;

— integration capabilities;

— distifibution management;

—  syste

consjderation. Annex D describes different phases of‘the life cycle of KE.

8.4 KH distribution architecture

8.4.1

There ca
compone
build apy
applicati
only a su

(Gteneral

a KE systlem through web.services or APIs is shown in Figure 5.

Application Query

Knowledge

Distributed KE system

Web
service or
APPs

eb
APPs

mwﬁmmmmmmimwmge service
and the system coordinator roles. Annex C illustrates characteristics of typical KE applications.

i-layer functions include a series of functional components that interact with furnctional comhponents

provide

m management and maintenance capabilities, wlich can take the whole life cycle of KH into the

h be several deployment scenarios depending on the size of the KE problem. A KE systefn and its
nts can be integrated within. different architectures: cloud computing, devices or gateways. To
lications on constrained devices, there is a need to filter and only use what needs to be built in the
bn due to resource constraints. The KE system can be adapted to constrained devices, by filtering
bset of the components that are required to build the applications. The distribution architecture of

service or

Final Application

‘ Knowledge ‘ L

Knowledge

Distributed KE system

Web
service or
APPs

Figure 5 — KE distribution architecture
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8.4.2 Distributed architecture with semantic web services

Distributed architecture can enable services to communicate with each other based on a unified language to
describe data. Services can interface with each other using semantic web services [29],

The use of semantic web services eases interoperable domain knowledge. Semantic web services and
SPARQL endpoints enable open access to data and its high-level abstraction via web services. Figure 6
shows how federated queries enable querying distributed semantic data applied to internet of things
(IoT). Device X +Domain Y means that a specific device in a domain, and X and Y represent its number. The
dashed lines mean the communication through sematic web services of devices and the solid lines mean the

communication through endpoints of devices.

Device-l+Domain-1 =
=
g
(e.g. temperature + =]
weather) i \ - Device 2+Domaijn 2
£
2 (e.g. skin conductance +
Semantic Web services E affective)sciences)
23]
A
/
,' SemanticWeb services
/
/ N
! I
/! !
/ Federated sparql query ,'
II 1
/ 1
/4 1
/4 1
v Vi
Semantic Web services Semantic Web services
Device 3+Domain 3 - - Device 4+Domain 4
j=l (=1
. ) 3
(e.g. honey + kitchen) = S = (e.g. temperature +
=] = health)
= =
Key
€----- b communication through semagic:\web services of devices
—) communication through endpoints of devices
Figure 6 — Querying distributed RDF data applied to internet of things
A real-world application of KE can constitute of multiple distributed KE systems as illustrated in [Figure 5.
Figure 7|depicts an application’s architecture that can use chatbots or a website to enable its clistomers
to make [reservations<or travel or events, etc. Such an application that can scale to cater to thoysands of
customefs can pofentially need several KE systems that power specific features.
For exanlple, the client application can be a chatbot or website chat that can accept voice and text ps inputs
from the customer and deploys Al or ML models that convert speech to text, translate languages, etc.
These modetsaretraimed—and dcvc‘lupcd traseparatesystem atrd 1c5u1a1 ly updatcd OTUpgr aded in the

client application through the integration services layer. Similarly, Intent classification in the Integration
services can be an NLP model that identifies specific intent of the customer and redirects to specific
operations services or to a manual handover for support if the intent is not detected by the system. Each of
these distributed KE systems are loosely integrated to form a complete system, and yet can be managed or

upgraded, scaled and deployed independently.
Figure 7 shows the proposed distributed architecture.
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9 Key|
9.1 Kn

9.1.1 (

Knowledge representation is focused on designing and constructing symbolic systems, rules, fra
methodologies used to express knowledge which software can recognize and process.

or other

hta base

feneral

y

APIs

Make Reservations
Update Profile
Cancel Booking
Change Revervations

Operations Services

Figure 7 — Example of a distributed architecture

APIs

Chatboxs

Manual Hendover

Support Services

owledge representation

technologies of KE and\.computational methods

pe repfesentation requires the following capabilities:

Earth/Real
Times

Reservation patterns
Pricing insights

Standard Reports
Real-time fraud-detection

Support Sérvices

meworks

rately;

— support for expression of various types of knowledge at any level of detail, such as object properties,
rules, events, constrains, formulas and axioms;

— support for the expression of knowledge in a domain or a part of that domain, both fully and completely;

— easily readable by computers and humans;

— support for maintenance of knowledge expression;

— support for the design and implementation of algorithms related to knowledge reasoning and computing
based on the forms of knowledge representation;
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— traceability on how the knowledge was derived;

— maintenance of different versions of the same knowledge entity, depending on what data was used to
derive it.

9.1.2 Knowledge representation quality

To design and maintain high-quality knowledge representation, requirements for the design of high-quality
ontologies and datasets are needed. Examples of ontology best practices are shown in Table 5.

Table 5 — Ontology best practices: check list summary [39]

Rule Nymber Description Difficulty
level
Rul¢ 1 Finding a good ontology name *
Rul¢ 2 Finding a good ontology namespace ok
Rul¢ 3 Sharing your ontology online oK
Rul¢ 4 Adding ontology metadata ok
Rul¢ 5 Defining ontology versioning, license and metadata for creators/ownheérs, e.g. owl: *
versionIRI, owl:versionInfo, dcterms:license, dcterms:creator-vaem:hasOwner
Rul¢ 6 Adding rdfs:label, rdfs:comment, skos:definition for each conecept and property *
Rul¢ 7 All classes start with an uppercase and properties,with a lowercase. *
Rul¢ 8 Submitting your ontology to ontologij~catalogues ok
Rul¢ 9 Reusing and linking ontdlogies ook
Rul¢ 10 Dereferenceable URI: copy paste the namespadee’URL of your ontology in a web ok
browser to getthé code
Rulg 11 Checking syntax validator *
Ruleg 12 Adding ontology documentation *
Ruleg 13 Adding ontology visualization *
Rulg 14 Improving Ontology Design koK
Rule( 15 Improving dereferencing URI and content negotiation ook
Rulg 16 Ontology can be loaded with ontology editors ok
Rulg 17 Registering your ontology on prefix catalogues *

Key
*  reprefents the lowest difficultylevel.
** reprefents the higher difficulty level.
*** reprefents the highestdifficulty level.

“rdfs:”, “opl:”, “skos:”.means define the concept, property or entity through the language of RDFs, OWL, SKOS, etc.

9.2 Knowledge modelling

K 1 d do11: ik, A | raolliclos + 1 dol £ 1 lod 1o lois
nowledgemoaemmg S ToctusSetoireStantsingatontepruarmoaerroraxirowreageoase-arcnireciure.

The conceptual model requires the following capabilities:

— support for the construction of a conceptual model or ontology for the application scenarios or domains
including necessary concepts, relationships amongst different concepts, concept properties, rules and
constraints;

— support for conversion of the conceptual model or ontology to the corresponding data format which can
be both readable and processable by computer;

— support for the ability to easily edit, revise and update the conceptual model or ontology by the domain
experts or maintainers, such as through a visual interface.
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9.3 Knowledge acquisition

Knowledge acquisition is focused on extracting structured knowledge from information generated by
processing the data sources.

Knowledge acquisition requires the following capabilities:

— support for acquisition of structural knowledge from structured data, semi-structured data and
unstructured data, such as media, text and images;

— support for acquisition of knowledge from different sources;

— support for extraction of key concepts in ontologies;

— supplort for mapping the acquired knowledge to the corresponding concepts, concept propefties and
relatjionships in the designed concept models;

— supplort for conflict detection and resolution.

9.4 Knowledge storage

Knowledpe storage is focused on designing the underlying storage method based on the types of kimowledge
represenfation, utilizing hardware and software infrastructure to storej~code and make indexes of the
knowledge.

Knowledpe storage requires the following capabilities:
— supplort for the storage of the knowledge completely and accurately;
— supplort for knowledge storage under different deploynmgent models, such as distributed or loca] storage;

— supplort for storage of metadata that can include audit logs, rules or logic and reasoning appliedl.

9.5 Knowledge fusion

Knowledge fusion is focused on merging, combining and integrating knowledge from different rlesources
into a mdre coherent form. Knowledge fuSion can involve the following capabilities:

— integration of knowledge from different knowledge resources into a single knowledge base;

— merging of different concept'models or ontologies through matching of similar concepts and devglopment
of mappings that allow condept instances to be imported or interlinked between knowledge balses;

— supplortfor maintenanoe of the consistency and accuracy amongst fused knowledge and its corregponding
concppts, relationships, properties in the fused conceptual model or ontology;

— supplort for trageability of how fusion was done.

9.6 Krowledge computing

Knowledge computing is focused on discovering and forming new knowledge, delivering and outputting
capabilities based on the constructed knowledge base, which includes statistics and mining of knowledge,
knowledge reasoning, etc.

Knowledge computing requires the following capabilities:

— support for conduction of statistics and induction about structure and characteristics of existing
knowledge in the knowledge library;

— support for inquiry of complex relationships amongst existing knowledge in the knowledge library;

— support for discovery of hidden knowledge from existing knowledge in the knowledge library.
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NOTE In some scenarios related to IoT, the knowledge computing algorithms can be designed based on the defined
relation types and entity types in ISO/IEC 21823-3 [31],

9.7 Knowledge visualization
Knowledge visualization is a display capability to support human understanding.

Knowledge visualization assumes the use of a standardized representation to allow for interoperability. It
requires the following capabilities:

— support for users to display the knowledge at any level of detail;

a manual

ces, time,

— supplort for managing the different versions of the knowledge;

— supplort for complement of missed knowledge based on existing’knowledge according to axiqm, rules,
comimon sense, etc.;

— supplort for recovering any knowledge that is deleted or handled incorrectly.

9.9 Knowledge exchange

Knowledge exchange is focused on transferring, sharing and fusing knowledge amongst multiple kinowledge
bases frgm different organizations.

Knowledge exchange requires the following capabilities:
— supplort for exchanging the full content of certain knowledge;
— supplort for indicating the ownership of the exchanged knowledge;

— supplort for exchanging statistics or computation information of some knowledge under the safety,
secufity and privacy constraints.

10 Enapling techfiologies and digital infrastructure of KE

10.1 Enpblingtechnologies

10.1.1 Machine learning

Machine learning is an important support technology for knowledge acquisition, knowledge fusion,
knowledge modelling, knowledge computing, etc. through algorithms based on unsupervised learning,
reinforcement learning, etc. For example, complex reasoning can be realized based on rules, neural
networks, etc. In addition, the machine learning based algorithms can be used to acquire knowledge from
pictures, videos and other data.

10.1.2 Natural language processing

During KE construction, knowledge is often located or expressed across many documents or audio
files. Natural language processing can identify and acquire elements of knowledge from these sources
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automatically. In addition, the existing knowledge in a KE system can be output to humans through question
answering, automatic content generation and other knowledge service forms based on NLP.

10.1.3 Speech processing

Speech is an important input resource for knowledge acquisition. Speech can include the information that
the person wants to express and can reflect the emotional information and environmental information.

10.2 Digital infrastructure

10.2.1 Bigdata

Continudus KE construction and KE applications need to collect, transmit and distribute large

of data.
qualities
acquisiti

10.2.2 (Cloud computing

Distribu

amounts

At the same time, the collected data can be different in the aspects of sources, formats, data
etc. Thus, data needs to be organized, cleaned and transformed to support subsequént kimowledge
bn. Big data systems can give basic support to these processes through a digitalinfrastrudture.

ed computing is an important deployment model for KE systems.(Cloud computing can provide

support through distributed storage, large-scale parallel computing, visualization tools, trained Al models,
ample, computation capability using cloud computing can help‘efficiency improvement of complex
knowledge computing and distributed storage based on cloud serviges‘can support scaling of KE
Cloud computing additionally provides ability to scale resources{and provide high-scale compyting and

etc. For

storage
requiren

n-demand. KE systems can leverage this to ensure thdt they scale down and scale o
ents instead of securing and committing resources threughout.

systems.

It as per
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Annex A
(informative)

Examples of fundamental KE tools

A.1 WebVOWL ontology visualisation tool

WebVOW

A.2 Pr

Protégé i

Protg¢gé is extensible and provides a plug-and-play environment that makes’it-a flexible base

L is a tool for visualizing ontologies which are used in knowledge graphs.

ptégé ontology editing tool

s a free, open-source ontology editor and framework for building intelligent systems.

protptyping and application development.

Protggé supports the OWL 2 web ontology language and RDF specifications.

Protg¢gé supports the creation, visualization and manipulation of @ntologies which can then be iy

with

other systems.

for rapid

tegrated
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Annex B
(informative)

Specifications related to KE

KE standardization activities include the following:

W3C, RDFIL (resource description framework) is used to represent resources on the Web and their

aSSso

C1ations. RDF can support kKnowledge representation in KE construction.

W3(, RDF Schema 1.1[2] is used to provide a data-modelling vocabulary for RDF data. RDES¢h

exte

nsion of the basic RDF vocabulary and is the basic element used to describe ontologicél infc

It can support the knowledge modelling in KE construction.

W30, Ontology web languagel3] (OWL) is used to describe ontological infermation includ
hiergrchy and relationship attribute definitions.

W3(Q, SPARQLI4] (protocol and RDF query language) defines a query-language and data ad

prot

pcol developed for RDF, which is defined by the RDF data modekdeveloped by W3C. Ha

can be used for any information resource that can be represented(by RDF, as well. It can suj
knowledge storage in KE construction.

W3(, SKOSI32] (Simple knowledge organization system) is usedto express the description of the ¢

stru
mod

blling in KE construction.

bma is an
rmation.

ing class

quisition
wever, it
bport the

bntrolled

tured word list, including the word list, taxonomy, title‘table system. It can support the kinowledge

W30, Shapes constraint language (SHACL)[33] defines a language for validating RDF graphs agalinst a set
of copditions. These conditions are provided as-shiapes and other constructs expressed in the fi

RDF

oraph. It can support the knowledge repréesentation and knowledge computing in KE cons

ISO 15836-1 establishes 15 core metadatalelements for cross-domain resource description.

1S0/

EC 21838-1 specifies required characteristics of a domain-neutral top-level ontology (TLO

be ujed in tandem with domain ontologies at lower levels to support data exchange, retrieval, d
integration and analysis.

1SO/
fra

['S 19150-1 defines the framework for semantic interoperability of geographic informat
ework defines a high‘level model of the components required to handle semantics in

geographic information'standards with the use of ontologies.

ISO/]EC 24800-2¢specifies a series of interfaces to allow disparate systems to support an intey
manggementof image repositories. [t also specifies the general rules which govern the usage of 1
in JPPearchsand provides a specification which:

rovides rules for the representation of image metadata descriptions, consisting of the def]

rm of an
truction.

thatcan
iscovery,

ion. This
the ISO

operable
metadata

inition of

thedPSearch Core Metadata Schema;

— providesrulesforthe publication of machine-readable translations between metadatatermsbelonging
to proprietary metadata schemas and metadata terms in the JPSearch Core Metadata Schema;

— providesrules for the registration and request of metadata schemas and its translation rules or links
to them.

ISO/IEC TR 20943-6 describes a method to generate ontologies for a context using concepts in
ISO/IEC 11179-3.136] Most ontologies are basically composed of classes (concepts), properties, relations
between classes and instances (objects or individuals).
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— 1SO/TS 15926-8 provides rules for implementing the upper ontology specified by ISO 15926-2[37] and the
template methodology specified by ISO 15926-7[38] in the RDF and OWL languages, including models for
reference data as specified by ISO/TS 15926-3[32] and 1SO/TS 15926-4[40] and for metadata.
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Annex C
(informative)

Characteristics of typical KE applications

Typical KE applications include question answering, recommendation, conversation, automatic content
generation, expert systems, decision making systems, preservation and formalization of knowledge,
agnostic communication between software components and systems etc. The characteristics of a typical KE
applicatipn are described in Table C.1.

Table C.1 — Characteristics of typical KE applications

[ypical KE applica-

No. . Introduction
tion
The traditional question-and-answer system uses the configuration of questioh-and-an-
swer pairs to achieve a variety of question-and-answenscenarios. With applying KE
. . and NLP, the question can be analysed more deeply.in order to find the relptionship
1 Question answering

of the core element in the question and possible‘hidden meanings. At the sgme time,
the corresponding answer can be more accurate.and flexible based on the ¢ontent of
the knowledge base.

By analyzing user behaviour, interestssdemands and other information, the recom-
mendation KE application makes personalized recommendations most related to the
2 Recommendation user’s actual or deeper concerns through searching and reasoning in the khowledge
base. For example, troubleshooting measures can be recommended based op the spe-
cific scenario and descriptionefithe failure.

The completion of the conversation task is inseparable from knowledge. Both|semantic
understanding and conversation management can apply the knowledge library to obtain
amore natural and friendly knowledge service mode, which can meet the us¢r's needs
and complete specifictasks through multiple human-computer interactions.

w
(%)

bnversation

By combining eXisting data-driven and knowledge-driven text generation nodels or
algorithms, text information can be based on existing knowledge in order tq improve
its correctness and accuracy. In addition, by introducing common sense knpowledge
and neeessary industry knowledge, the risk of large deviations to the reader can be
avoided to a certain extent.

Aptomatic content gen-
eration

Theexpert system is an Al system that encapsulates the topical knowledge of a human
expert and enables nonexperts to use that knowledge to infer solutions to pfoblems.

The expert system is composed of a knowledge base and knowledge procgssing ca-
pability and some form of the user interface. The knowledge base stores the specific
knowledge on a domain that contains both factual and heuristic information.

For more information on expert systems see ISO/IEC 22989.

5 Ekpert systems

In some verticals, such as manufacturing, medical and finance, decision-making systems
based on KE can apply rapid search and reasoning of a knowledge base and its rela-
. . tionship to input business data in order to find trends, anomalies and commjonalities.
Decision-making sys-|. =} T 1. N o Y e .
Tt more tie e eI SorMrak g Sy stenrear asSe e acquirea Krowreageto achleve
tems o . . . . . . e
additional decision-making. For example, it can be used for financial fraud identifica-
tion, remote operation and maintenance of equipment, research focus tracking and

forecasting, computer-aided diagnosis and treatment, etc.
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Table C.1 (continued)

No.

Typical KE applica-

. Introduction
tion

Preservation and for-

o can be obtained and acquired from these different sources through constru
malization of knowledge

ontology and can be preserved in a KE base.

Traditionally, knowledge is stored in text, pictures, databases, videos and especially
in the minds of experts or business analysts. Structured knowledge in a large scale

ction of a

KE base. In addition, the acquired knowledge can be formalized based on a selected

A KE system realizes the unified and specialized expression and storage of knowledge.

Agnostic communica- | This provides the foundation for the knowledge exchange amongst different KE systems,
tion between software |which can include more semantic information or information related to the application

4= 1 4= H At 1 4 e e 1 aad 4= H b 1.
C lllpUllCllLD dlit DyDLCLIID SLTIIAITUS dITU UdlC. TIT LULILI A5, LI dAUItIULIAT ITILTT DybLClll CUIIIIITTUITICAUIUIT T TIITS

number of set and fixed information models and can just exchange specific infi

nalarge
brmation.

When deg¢iding to deploy a particular KE application, it is recommended to always keep in mind thatit.can H
for harmful, unethical, or criminal activities. For example, "Recommendations" can be used for intrusive tati
vertising| and "Decision-making systems" to increase inequality between different social groups)

e used
get ad-
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Annex D
(informative)

KE life cycle

The KE life cycle can be described based on the knowledge life cycle and the life cycle of a KE system. The
knowledge life cycle can include the stages of knowledge representation, knowledge modelling, knowledge
acquisition, knowledge storage, knowledge fusion, knowledge computing, knowledge application and
maintengnce, etc.

The life ¢ycle of a KE system can include the stages of inception, scheme design, function development and
verificatjon, system integration and deployment, operation and promotion, maintenance)and re-evaluate,
retiremeht, etc. based on the life cycle of an Al system described in ISO/IEC 22989 andASO/IEC/TS|25058.

At differ¢nt stages of a KE system, there are different concerns on the parts of thenowledge life dycle. The
process ¢f a KE system is illustrated in Figure D.1.

Integrated KE Promotion

Application Designed Developed modules system materials and,iew) Updated KE system and
Knpwledge demands scheme and models demangds evaluation results
life cycle
Krlowledge | K [
applicqtion and i
maifitenance @ |
—+ ik g
Krjowledge | | @ | |
cdmputing | i | |
| = | 7\ 7\7 = 7\
| | | |
Krjowledge ‘ @ i i : i
fusion | i i : i
B 4 ';M intained ki ; ledge| | - g
: aintained knowledge : :
| | |
Krjowledge | @ @ acquisition algorithms, ‘ @ ‘
storage | knowledge models and | |
. representation models . .
—_ + - SN |
Krjowledge [ [ \ [ [
acguisition | | | | |
! ! ! @ ! !
Krjowledge ! ! ! ! ! !
. | | | | | |
npodelling i ‘ ‘ i i i
I - I I i [ |
| | | | | |
Krjowledge i | | | | |
repregentation i ‘ ‘ ‘ ‘ i
| | | | | |
Inception Scheme Function System Operation Maintainence Retirement )
design development  integration and and Life cycle of
and and promotion re-evaluate KE syptem
verification deployment

Key
@ sequence of each block

—> output from one stage to the next stage
Figure D.1 — KE life cycle

In each stage, the concerns of stakeholders are described as follows.

— In the inception stage, the stakeholders analyze scenarios and demands of knowledge computing and
knowledge application, and determine related performance requirements. At the same time, input data
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of the KE system to be built, the support system and business system to be connected need to be clarified.
The stakeholders can put forward the requirements for data governance when necessary.

In the scheme design stage, the stakeholders analyze and deconstruct the knowledge representation
mode, knowledge model framework, knowledge acquisition requirements, knowledge storage structures,
knowledge fusion constraints and other related schemes according to the results from the inception
stage. Then, the stakeholders complete the whole scheme of the KE system.

In the function developmentand verification stage, the stakeholders complete the development or training
of each module in the KE system according to the designed scheme. At the same time, the stakeholders
verify and correct the functions and performances of each module based on the basic data.

Int

tem and

busil
time
data
depl

In th
man
the 9

e cycfnm infngrafinn and an]nymnnf cfaga’ the stakeholders infngrafn the cnpnnri— Sy

ness system related to the functions of the KE system and the application scenarios, Af
the stakeholders complete the knowledge base construction according to the obtained
domain expert knowledge, industry knowledge and common sense, and finally carryout t
yment and joint debugging at the application site.

hgement and application related personnel based on the deployed KE/system. At the s

Int
knoy
long
systg

In th

comiosition based on conditions such as cost, technical complexity, when the system funct

perfi
somg
samg
the K

peri])rmance and service capabilities of the KE system.

takeholders carry out continuous promotion within the organization or industry to im

e maintenance and re-evaluate stage, the stakeholders adjustand improve the knowledg

term use of the system. Further, the stakeholders ensure the effectiveness and applicabi
m in the application life cycle.

e retirement stage, the stakeholders carry out a, comprehensive assessment of the K

rmances are difficult to meet the demands of\users. The need to retire the KE system a
ethical or social concerns about its further @se, the requirements of national legislation, €
time, the stakeholders determine whether to carry out a comprehensive update or retir
[E system.

the same
business
he actual

me time,
rove the

e operation and promotion stage, the stakeholders conduct comprehensive’ training f%f system

re model,

Vledge representation, knowledge computing ability and Knowledge application functittn in the
1k

ty of the

-

E system
ions and
SO cause
tc. At the
ement of
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Annex E

(informative)

Building a solution architecture integrating ISO/IEC/IEEE 42010

E.1 Context of ISO/IEC/IEEE 42010 architecture description

ISO/IEC/[EEE 42010 L1l defines two terms: entities of interest and environments:

—_— anet[

— the ¢
upor

An envir
interestv

this entity.

environnent have been displayed.

E.2 Re

Sub-context

Entity of
interest

Context

Environment

tity of interest represents the subject of an architecture description;

bnment is the “container” for all possible stakeholders and concerns. Figure E.1 shows an|
vith an environment where the development environment, the test envirennment and the op

Development
Environment

Test
Environment

Operational
Environment

ference architecture guidance

Figure E.1 — Example of entity of interest with three environments

nvironment of an entity represents the context of surrounding things, conditions, or influences

entity of
erational

According to ISO/IEC/IEEE 42010, the specification of a reference architecture includes the following

common

views:

— The foundational view: the associated model captures the essential characteristics applicable to the
entire set of entities of interest in a domain.

— The business view: the associated model captures business goals to enable the derivation of functional
and non-functional requirements.

— The usage view: the associated user model captures expected interactions of users with the entity of
interest.
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