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Foreword

019(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bod

ies that

are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other

international organizations, governmental and non-governmental, in liaison with ISO and I
take partin the work

EC, also

he procedures used to develop this document and those intended for its further majinten
escribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteria ne
the different types of document should be noted. This document was drafted in accordance
ditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ttention is drawn to the possibility that some of the elements of this docurment may be thg
f patent rights. ISO and IEC shall not be held responsible for identifying’any or all sucl
rights. Details of any patent rights identified during the development of .the document will h
Ihtroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents) o
list of patent declarations received (see http://patents.iec.ch).

ny trade name used in this document is information given forcthe convenience of users and
nstitute an endorsement.

or an explanation of the voluntary nature of standards, the meaning of ISO specific tel
pressions related to conformity assessment, as well*as information about ISO's adhereng
orld Trade Organization (WTO) principles in the, Technical Barriers to Trade (TBT) see ¥
.org/iso/foreword.html.

iﬁlis document was prepared by Technical’ Committee ISO/IEC JTC 1, Information teq
bcommittee SC 37, Biometrics.

arY

list of all parts in the [SO 30137 seriés can be found on the ISO website.

o>y

ny feedback or questions on this document should be directed to the user’s national standard
omplete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

Considerable improvements in the performance of automatic facial recognition (AFR) technologies
have resulted in applications such as automated border control using the facial images encoded in
e-passports and implemented in systems whereby the identity of a co-operative traveller is verified in
an environment designed for the collection of uniformly illuminated and optimally posed images. The
success of these first generation AFR systems has encouraged suppliers to consider other applications
where the environment for collection of images may be far from optimal. The inferior performance
in such less-controlled identification applications may necessitate a greater involvement b ained

The 1SO| 30137 series provides guidance on the use of biometric technologies in video surveiltand
systems|(VSS), a framework for performance testing and reporting of such systems, and procedures fo
establishing ground truth and annotating video data for testing purposes.

= O

This doqument provides the architecture, use cases and system design. The use cases‘ihclude real time
alerting|to the presence of individuals of interest, law enforcement applications sueh as reviewing post:
event vifleo footage from one or more cameras against pre-populated watchlists)cemmercial uses suc
as the identification of individuals who are to be given preferential service, and\faces added to (enrolle
in) a watchlist following observation of behaviours in the video material.

[oFp-y

Other s¢enarios include measurement of crowd densities and determining numbers of individual
traversipg a given point. While these are not the focus of this document, they are closely related an
information on these is therefore included in Annex A.

= wn
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Information technology — Use of biometrics in video
surveillance systems —

Part 1:

=

oD O

—

“

he ISO 30137 series is applicable to the use of biometrics in VSS (also known as Closed Circuit Té
r CCTV systems) for a number of scenarios, including real-time operation against watchlist
ost event analysis of video data. In most cases, the biometric mode of choiceZwill be face rec
ut this document also provides guidance for other modalities such as gait'récognition.

his document:

his docuiment also provides information on related recognition and detection tasks ina VSS s

Scope

defines the key terms for use in the specification of biometric technologies in a VSS, i
metrics for defining performance;

provides guidance on selection of camera types, placément of cameras, image specificatioj
the operation of a biometric recognition capability in conjunction with a VSS;

provides guidance on the composition of the gallery (or watchlist) against which facial ima
the VSS are compared, including the selection of appropriate images of sufficient quality,
size of the gallery in relation to performante requirements;

makes recommendations on data formats for facial images and other relevant information (i
metadata) obtained from video footage, used in watchlist images, or from observations
human operators;

establishes general principles’for supporting the operator of the VSS, including user in
and processes to ensure.efficient and effective operation, and highlights the need to have
trained personnel;

highlights the neéd for robust governance processes to provide assurance that the impl

levision
s and in
gnition,
hcluding

h etc. for

bes from
and the

hcluding
made by

terfaces
suitably

bmented

security, privacyand personal data protection measures specific to the use of biometric technologies

with a VSS.(@g. internationally recognizable signage) are fit for purpose, and that
considerations are reflected in the deployed system.

estimation of crowd densities;

societal

ich as:

dotarmining nattarne Af i aunmant Af i diidnalc.
1S eveRentorif A=

\Zaaa e rrrrrrery S pPoteeTT TITCTv ooy

identification of individuals appearing in more than one camera;

use of other biometric modalities such as gait or iris;

use of specialized software to infer attributes of individuals, e.g. estimation of gender and age;

interfaces to other related functionality, e.g. video analytics to measure queue lengths or to
abandoned baggage.

© ISO/IEC 2019 - All rights reserved
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2 Normative references

There are no normative references in this document.

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and

[EC maintain terminological databases for use in standardization at the following addresses:

— IEC
— ISO

3.1 T

3.1.1
operatdg
individu

Note 1 to
the biom

3.1.2

Electropedia: available at http://www.electropedia.org/

Online browsing platform: available at https://www.iso.org/obp

Irget subject related terms

r
al(s) responsible for day to day operation of the system

entry: This may include adjustment of the video surveillance cameras, selécting data suitable for use b
etric application, and acting on the output of the biometric comparison.process.

present
that cou

presenTtion attack

3.1.3

target subject(s)

target(s
individu
Note 1 to
not alwa

3.1.4

watchli
list of in
surveilld

Note 1 to
premiumn

Note 2 tg
to premi

Note 3 td

tion of an artefact or of human characteristics to a biometric capture subsystem in a fashio
d interfere with the intended policy of the biometric.system

)

al(s) of interest

entry: A target subject will normally-b€ someone already enrolled in a watchlist (3.1.4). However, this
s the case; in some scenarios they are a target because they are to be enrolled in a watchlist.

St
dividuals of interest (3.1.3) (and their associated reference images) for detection by the vide
ince application

entry: The watchlist may be of individuals for whom an added service level is to be offered (e.g. VIPs g
customers). Thisis sometimes referred to as a “whitelist”.

entry: The'watchlist may be a list of “wanted” individuals, e.g. individuals who should be denied acces
es or services. This is sometimes referred to as a “blacklist”.

v

o

—

(i

entry: A system may have multiple watchlists of different groups of target subjects, and with differer

performa

nee goals
t=)

Note 4 to entry: In the case of target subject back-tracking (3.3.1) the watchlist will normally contain only one
target subject (3.1.3) (or in the case of a group of individuals of interest, a few target subjects).

3.2 VSSrelated terms

3.2.1
codec

computer program capable of encoding or decoding a digital data stream or signal

© ISO/IEC 2019 - All rights reserved
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3.2.2
compression ratio
measure of the compressed file size to that of the uncompressed file size

3.2.3

dropped frames

frames from the video camera(s) that are not processed or are not available for facial detection and the
creation of templates

Note 1 to entry: Normally measured in terms of either the number of frames per second dropped, or the
ercentage of the frames per second dropped.

2.4
frame
sfingle image shown as part of a sequence of images in a video stream

2.5
frame rate
frequency (rate) at which an imaging device produces unique consecutive images called frameg (3.2.4)

ote 1 to entry: Frame rate is normally expressed in frames per second (fps].

2.6

frame size
ixel dimensions of the frame described in terms of horizontal and vertical pixels, and which may also
e additionally described in terms of total megapixels

2.7
ost-processing
steps performed after the biometric comparisonprocess

XAMPLE Triaging decisions based on fusion-of quality and score metrics.

2.8
re-processing
steps performed prior to the biometric comparison process

XAMPLE Image quality enhancement, subject detection and feature extraction.

.29
solution
easure of the amotintof detail that can be stored in an image

ote 1 to entry: Resolution is normally measured in pixels per millimetre.

roce$s~of aggregating multiple biometric samples for a single individual, possibly from multiple
meras, to avoid producing separate detection alerts for the same target subject (3.1.3)

3.2.11

video management system

VMS

component of a video surveillance system (3.2.12) that collects video from cameras and other sources,
records that video to a storage device and provides an interface to both view the live video and to
randomly access recorded video according to time

3.2.12

video surveillance system

VSS

system consisting of camera equipment, monitoring and associated equipment for transmission and
controlling purposes, which may be necessary for the surveillance of a protected area

© ISO/IEC 2019 - All rights reserved 3
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3.3 Biometric system related terms

3.31

back-tracking

act of finding the given image(s) of a face/individual by searching all video feeds where the individual
could have been seen

Note 1 to entry: Back-tracking may or may not use facial biometrics.

3.3.2

face detlection
determihation of the presence of faces within a video frame (3.2.4) and production of the location-of
each facp in the frame

Note 1 toentry: Face detection is the first step in the face recognition process.

3.3.3
post eveént analysis
non-realtime analysis of data previously captured by video surveillance cameras

EXAMPLE To identify possible suspects following an incident or event.

3.34
real tinje analysis
on-line processing of video surveillance data as it is captured

EXAMPLE To identify individuals held on a watchlist so that immediate action can be taken.

3.3.5

Wiegan|
de-facto|wiring standard commonly used to connect a ¢ard swipe mechanism to the rest of an electronic
entry syjstem

3.3.6

zone of recognition

3-dimerfsional space within the field of-view of the camera and in which the imaging conditions fq
robust Hiometric recognition are met

—

Note 1 tolentry: In general, the zone gfsecognition is smaller than the field of view of the camera, e.g. not all facd
in the field of view may be in focus'and not every face in the field of view is imaged with the necessary inter-ey
distance|(IED).

@ wn

3.4 Environment/scénario related terms

3.4.1
attractgr
visual O'I; acoustic cue within the environment which encourages individuals to look in a particula

—

directioh (ie.' towards the camera in a facial recognition application) in an attempt to improy
recogniflion/performance

D

3.4.2
choke point
point of congestion or obstruction through which individuals pass

3.4.3
lux
measure of illumination intensity

4 © ISO/IEC 2019 - All rights reserved
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3.5 Symbols and abbreviated terms

AFIS Automated Fingerprint Identification System

AFR Automated Facial Recognition

CCTV Closed Circuit Television (system), another term for video surveillance (system)

FPS Frames per Second

LFR Live Facial Recognition, real time automated facial recognition using video surveillapce
cameras

qul Graphical User Interface

HDR High Dynamic Range

IED Inter Eye Distance, the distance (usually measured in pixels) betweeh the centres of|the eyes

1P Internet Protocol

MTF Modulation Transfer Function

NIST National Institute of Standards and Technology

gsDP Open Supervised Device Protocol

RTZ Pan, Tilt and Zoom; a type of video surveillance camera that can be remotely adjustegd (man-

ually by the operator or automatically by4ising dedicated software).
SFR Spatial Frequency Response
VMS Video Management System

VSS Video Surveillance Systent

.‘L

Comparison of terms'used in biometric systems with those used in videg
urveillance

7,

he video surveillanee.and biometrics communities both have well established vocabularies to

Vhile the termslisted above apply to this document, Table 1 below highlights some of those te
xpressions where care needs to be taken when communicating with members of the video sury
ommunity.

Q @ <

o |

able 1 — Comparison of terms used in biometric systems with those used in video surv|

Hescribe

he various components of a system, but the same term may sometimes be interpreted diffferently.

rms and
reillance

eillance

7/

T
ICIIIX

Daofiaza: 2ilai +la s 'S "aﬂtomal. - |
LDJTCITITIUIVUIT VWILIITIT LIITC CUIILCAT UL cu

biometric processing

Pefinttion-withintheconventional use
of human-led VSS, e.g. within the scope
of IEC 62676 series

Crowd monitor-
ing

For example, counting of individuals in a volume,
or over a time interval

The observation of a group to determine
collective behaviour or as part of a pro-
cess to detect anomalous activity

Detection and

Biometric detection: the process of finding

Target detection: the process of finding

localization instances of a particular biometric mode, while targets of interest, such as humans or
correctly rejecting all instances of imagery not cars, in a video feed
representing that biometric mode

Observation Tracking: the process of spatially locating a par- | Target observation: the process of follow-

ticular biometric subject as it moves

ing a particular target in a video feed

© ISO/IEC 2019 - All rights reserved
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Table 1 (continued)

Recognition The process for assigning a biometric identifier to | The process of recognizing a familiar face,
a subject synonym for identification

Identification  |The process of determining a subject’s identity by | The process of a human determining
comparing imagery of a biometric mode against |a subject’s identity using available
adatabase formed from imagery of individuals (printed) galleries, or use of identity cues
This generally includes not assigning an identi- (clothing) q
fy when the target subject is not present in the N
database [2);

Verificaion The process of confirming a subject’s identity by |The process of confirming a t rﬁat’g
comparing imagery of a biometric mode againsta |identity (b&
particular prior sample of a candidate individual ~N

Inspectipn Human review of the output from an automat- Inspection: The detailé&')eview of VSS
ed biometric system to assess an alert from the |imagery to deter i@more detailed in-
biometric subsystem formation or ch eristics, such as age

or sex of an indiyidual, brand of clothing,
presence of llery

Alert An indication that an identifier for an enrolled An indicAtion issued by a camera, opera-
subject has been returned by the biometric recog- |tor o em that an event of interest hag
nition process ed

hd
5 Ardhitecture

Cajneras,
Environment

©)
g e
-

age
nisition

-
B

Automated face
detection &

Automated face
comparison

1
by

&
4 RS

Systems Management Bus

Results

Presentation

Figure 1 — Components of a biometrically enabled VSS
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Figure 1 shows the process flow in a typical biometrically enabled VSS with components such as:

1.

Video surveillance cameras positioned to collect images in a form which supports comparison with
images on the watchlist.

A VMS and infrastructure to organise and transmit footage from a number of cameras to the main
server and storage system.

Software to detect and track faces (and/or other biometric features) in the video stream and to
create biometric feature sets in the format developed by the supplier of the biometric recognition

wn <

.1 General

System. This can Include feature sets created by combining features extracted from multiple face
images from a single individual, continuously updated as new video frames are processed

Comparison and decision software, again likely to be proprietary to the supplier, ofithe bjometric
system, which determines whether the system has recognised an individual on the watchlist. The
match criteria and decision thresholds may be different for groups of individuals on the watchlist;
e.g. some may be considered low risk, with only minimal implications should\they not be re¢ognised
by the system, whereas for others it may be imperative that they are recognised as soon as possible.

Alerts generated by the automated system are passed to the human.operator for assessmept.

An operator support environment to aid in making decisions ontwhiether an alert should be followed
up (and how) or rejected as a false alert.

Links to analytics systems to record the event and decisions taken, and to provide access|to other
information which may assist in disposal of the instafice‘of recognition, e.g. previous instances of a
similar match to the individual on the watchlist, andguidance on the appropriate action to e taken.

A systems management “bus” which enables configuration and operation of the key compdnents in
the biometric recognition system according*to threat level, workload of human operators{ time of
day, etc. and supports the merging of recoghitions between cameras across the surveillance|domain.

igure 1 shows an example of a server-centtic architecture. However, there are other models available,
uch as distributed architectures using~edge computing (where part of the processing is done in the
ideo camera of the VSS) or where cameras and computing resources are available within smart devices
uch as smartphones and PCs.

Use cases

his section proyides examples of some of the different ways in which biometrics can be|used in
onjunction with VSS to support business needs across a range of organisations, including:

policerand law enforcement (and private security companies, such as those operating ghopping
mals and car parks) to alert to the presence of individuals of interest;

police and law enforcement to manage the identification of individuals in video surveillancé footage

collected after a notable event or incident;

commercial usage to alertto the presence of individuals of interest for whom special or differentiated
levels of service are to be provided;

commercial or government systems to manage the flow of individuals or queues, e.g. in accordance
with agreed service levels;

border services and client support organizations for quality assurance and customer support, e.g.
following a complaint or an incident.

The use cases can be broken down into three broad categories, namely ‘post event’, ‘real-time’ and
‘enrolment’ applications (enrolment may be real time or post event). The following sections provide

© ISO/IEC 2019 - All rights reserved 7
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examples of some common use cases, described in terms of performance objectives and the roles played
by various components of the system, including the responsibilities of the system operator.

6.2 Post event use cases

In post event use cases the performance objective is the reliable detection, automated feature extraction
and searching of large numbers of target subjects against one or more watchlists or databases in an
attempt to identify possible suspects, with a high probability that the candidate list returned by the
biometric subsystem includes (at a high rank) those target subjects that have a matching template
stored iyrtirewatchhist:

These uge cases are challenging because in many cases the quality and positioning of the video cameras
will be peyond the control of the operator of the biometric subsystem, and they will not have bee
installed with biometric applications in mind.

The operator normally has an “expert” role within the end to end process, selecting.images suitab
for subnpission as probes and examining candidates returned following a search of the’database. The
may be frained in facial comparison techniques, and the decision-making process(may be supported b
dedicatdd image analysis tools. In cases such as backtracking or clustering (linkihg images of the sa

subjectd together) the operator may also make use of other visual information (e.g. the individualls
clothes gnd relative location of cameras) to help them to confirm or refute potential matches.

Examplégs of post event use cases include:

— post event analysis of recorded video surveillance material {frem one or more cameras) processef
with the use of biometric recognition software to identify one or more individuals in frames g
seqiiences (using one or more reference images);

—

— post event analysis of recorded video surveillance ‘material from more than one camera in whic
an individual (whether identified or not) is tracked (either forwards or backwards in time) an
betyveen cameras. This may involve more than just biometric applications, for example vide
analytics software;

o =

— retrjospective clustering — detecting.and extracting faces from multiple sources of video for thie
purposes of clustering imagery sources of the same individual(s) together. This will normally neefd
to b an automated process due tolarge numbers of subjects appearing in multiple video streams
althpugh a human operator may\subsequently review the results and intervene where they fin
subjects who have been wrongly classified.

[SFIR

6.3 Re¢al time use cases

In real fime applicatiéns the performance objective is a high probability of the system alerting fo
target stibjects with“d matching template in a watchlist, and a low probability of an alert for subject
not in thle watchlist{The watchlist will typically consist of a subset of images drawn from a larger imag|
databasg, and that'’have been chosen to address a specific business objective.

D wn =

These ujse_cases are challenging because of the large amount of data that needs to be processed,
especially-H+the er-ivelves-multiple-cameras-with-multiple jeetsreachframeN ay
this present a challenge in terms of search accuracy, it is vital that the end to end response time is fast
enough to enable effective action to be taken when an alert is generated.

Qo = na = 2 o Nao Qo daoo

" as H B v P b 6t6 &Go€sS

The role of the operator will typically be to assess any alerts from the biometric subsystem and to make
an initial decision as to whether the alert is genuine or if it is a false match. They will usually also be
responsible for instigating further action as appropriate, such as directing resources on the ground to
detain or speak to the target subject in order to formally confirm their identity.

Examples of real time use cases include:
— alerting in real time (or near real time) to the presence of an individual traversing the field of view

of a video surveillance camera, identified by the biometric subsystem as being someone whose

8 © ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=2bd2a8d12ea72e2f3f337582098731b6

ISO/IEC 30137-1:2019(E)

biometric data (e.g. a facial image) has previously been stored as a reference in a watchlist. For
example, checking individuals entering a building or disembarking a plane or train against a
watchlist, with the aim of either bestowing or denying particular privileges, and monitoring of
video surveillance by law enforcement agencies for the purposes of crime prevention and public
safety, This use case is sometimes referred to as Live Facial Recognition (LFR). A practical example
illustrating the use of LFR can be found in Annex C;

— real time tracking of a particular individual of interest between the fields of view of a number of
cameras, some of which may not overlap.

o

.4 Enrolment use cases

h these use cases the goal is the successful enrolment of target subjects of interest into a database
r watchlist, such that the biometric templates created are of sufficient quality for the intended use.
rior to enrolment, a biometric search may be carried out to determine if the target subject id already
nrolled.

Q0o =

—

he operator may have a role in selecting the best quality images for errelment, but in mahy cases
he process will be fully automated. Machine learning and cognitive computing can be applied to help
gnsure that the best available images are selected for enrolment.

—

Hxamples of enrolment use cases include:

- enrolment (into a watchlist) of individuals who enter<a protected zone or repeatedly yisit the
same area;

-+ “time clocking” individuals in situations where there is an interest in knowing how long thé¢y spend
in a particular area, for example to monitor thetime of service or queue length;

-+ enrolment of individuals traversing the field of view of a video surveillance camera into a database
in order to support a watchlist application for future use within the same system, or to use in
conjunction with other biometric applications and databases.

[ |

| Specification of hardwareé-and software

1.1 General

—

he IEC 62676 series already provides extensive information on camera selection, positioning, hetwork
andwidth, performance considerations, storage requirements etc. for traditional (i.e. non-bipmetric)
applications. This“document therefore focuses on those aspects of the hardware and doftware
domponents of the-VSS that have a direct bearing on the performance of the biometric subsystgm.

jow

[f is importantto note that what may be an ideal set up for a conventional VSS may produce imgges that
dre very poorly suited for use in a biometric application. While the following recommendatjions are
fdrimarily applicable to an AFR system, they can also be adapted for other modes.

-y y Dl z 1 = 4
il riysitdl Ciivil UIIMIIcii

In many cases the environment in which the VSS is intended to operate will be beyond the control of
those responsible for deploying or operating the cameras. Careful positioning of the cameras may help
(see 7.5.2), but where it is also possible to exert some influence over the environment where the system
operates, the following points should be considered:

— uneven floors and steps should generally be avoided as changes of angle/height often cause
individuals to look down, thus making it hard to obtain usable images of the face;

— barriers may be introduced to modify the flow of individuals through the environment, ensuring
they all pass through the field of view of the camera(s) at the correct distance and moving towards
(in the case of an AFR system) the camera. Such techniques, together with careful positioning of the
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cameras can increase the amount of time an individual is within the field of view which will in turn
improve the performance of the system;

— choke points may be introduced to reduce the number of individuals passing through the field of
view of the camera at any one time, thereby reducing the number of target subjects that need to be
processed simultaneously by the biometric application. Choke points can also improve biometric
sample collecting by limiting the speed with which target subjects move through a capture area, by
improving the lighting at that location, and creating a situation where the pose of the target subject
to the camera(s) is more favourable.

The intfoduction of barriers or choke points may have negative implications for individuals movinlg
through|the environment. Due consideration should be given to the need for usability, accessibiljity~and
user frigndliness, and the balance between these factors and the need to obtain high quality images in
order to|maximise system performance should be determined on a case by case basis. See Ahnex B fdr
more information on societal aspects to be considered when employing such techniques.

7.3 Ilumination environment

Sufficient illumination is needed to support biometric processing. When possiblé, the following point
should He considered:

[72)

[om

— areds near windows or in sunlight should generally be avoided as the lighting cannot be controlle
andfwill vary with the time of the day/year and prevailing weather ¢onditions. Shaded or artificially
illuminated areas generally produce better results;

— add]tional lighting may be introduced to raise overall light levels and also to ensure balancefd
illupination across the faces, with no strong shadows ét-excessively bright highlights; additions
lighting also allows faster shutter speeds to be used, helping to avoid motion blur in the video;

—_—

(s

— neaf-infrared lighting may also be used (in conjunction with surveillance cameras that can deteq
thoge wavelengths) to help reduce shadows and%o improve biometric sample collection under loy
light conditions.

<

7.4 Illducing frontal view

AFR is highly sensitive to the orientation of the head relative to the optical axis of the camera. It i
often pdssible to modify subject hehaviour by installing “attractors” that encourage people to look in
particulpr direction, e.g. upwards,or towards specific camera position(s).

D wn

When ppssible, the environment should also be inspected to determine if any sources of distractio
exist, e.g. for example an-eXtraneous television screen that could undermine the biometric captur
process py adversely takihg attention from the intended direction of view.

[CER=]

7.5 Camerasand supporting infrastructure

7.5.1 Belection of cameras

Camera and lens combinations should be selected such that the image resolution, frame rate, field of
view and low-level light performance are capable of providing images of sufficient quality for use in the
intended biometric application.

Several different quantifiable metrics are necessary to assess the performance of a video camera and
associated system producing the video stream for video surveillance.

The spatial resolution of the video camera is one of the most important factors in determining the
quality of an image captured by a VSS. A measure of spatial resolution is the MTF. The camera’s original
image‘'s MTF20 should be at least 0,4 cycles per pixel. The original image is the same as described in
Annex D and refers to the unencoded signal.
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In the case of IP cameras the measure of spatial resolution is impossible, because only an encoded signal
is generated.

NOTE1 ISO 12233 specifies methods for measuring the resolution of a video frame. It is applicable to the
measurement of both monochrome and colour cameras which output digital data. Further information about the
relationship between MTF and resolution can be found in Annex D.

NOTE 2 IEC 61966-8 is applicable to the characterization and assessment of a VSS for the purpose of colour
management.

[he-exactrequirementsfor-theresolutionoffaciaHmages-eaptured-by-the-eameravarieswithiise case,
the specific scenario and AFR algorithm being used, but current systems typically require a facipl image
that has an Inter Eye Distance (IED) of at least 50 pixels if they are to return useful result$ from a
watchlist search.

—_

igher resolution images generally yield better results but the performance of many'current algorithms
flateaus at an IED of around 95 pixels, beyond which other factors such as camera position, lighting etc.
hay play a greater role than the image resolution in determining the performance.

=

NIST’s “FIVE” studyl12] provides more detailed information on the_ éffect of image resolyition on
gerformance for a number of current AFR algorithms. The study alse\notes that many of the tested
[gorithms would not acquire faces with less than 20 pixels betweenthe eyes, while others cgased to
ork if the IED was greater than 80 pixels.

s new algorithms are continually being developed, and indlight of the interdependencies petween
inage resolution and the various different algorithms,jt\s not possible to provide more| specific
uidance on “optimum” image resolution in this document.

utter speed, frame rate and image compression algorithms also have a bearing on image quality, the
im being to obtain the best possible image(s) from a target subject who may be moving adross the
eld of view and who may only look briefly in-the direction of the camera. In low light levels, inldividual
rames may exhibit motion blur, reducing theiamount of detail available in the image.

— =

onsideration should be given to the focal length of the camera lens. This is dependent on the |distance
etween the target subject and the camera but ideally should be similar to that used for th¢ images
tored in the watchlist, which therefore varies with the application. Large differences between the
bcal length used for the watchlist images and that of the video surveillance camera cause differences
h perspective that may negatively impact on the performance of the biometric subsystem. In addition,
ptical distortion resulting\from the type and quality of the lens may also have an adverse effect

O == n oM

any security cameras use a proprietary video format or container requiring specialized $oftware
from the manufacturer to play back the video stream. In some cases, the manufacturers do notjprovide
the ability to transeode their proprietary format to more common formats such as H.264, thus requiring
the developnient or procurement of additional software for this purpose. When selecting [cameras
nsiderationshould be given to the need to transcode the recording format to a more common |format.

he selection of appropriate video cameras plays a critical role in the overall performance of the
spstem, but it is only one of many contrlbutmg factors. It i is strongly recommended that organisations

most appropriate solution, and undertake proper performance testing both during the procurement
stage and prior to operational deployment.

7.5.2 Positioning of cameras

In many existing video surveillance installations the cameras are positioned to monitor a wide field
of view and as such are generally not well suited to biometric applications such as AFR. If video
surveillance cameras are to provide images of a quality suitable for AFR systems, it is important to take
particular care over their placement and orientation.
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Five basic types of video surveillance environments of increasing complexity (and difficulty) are
recognizedl[9]:

1.
2
3.
4

5.

Examplg¢ images from operational airport surveillance cameras corresponding to scenarios 1} 3 and
4 are shown in Figure 2 below. Note that the images depict the environments but not necessarily thie
optimurh field of view of the camera.

The follpwing clauses provide guidance on positioning camiéras in order to capture images suitable fqg
use with AFR and for gait analysis.

“Stationary” — as at passport control or biometric kiosk;

“Portal” — as in a one-way corridor or choke-point portal;

“Corridor” — as in a two-way corridor with more than one individual at time;

“Halls” — as in airport halls, shopping malls;

“Ou

7.5.2.1

It is rec
the sam

two solytions are recommended for the other scenarios:

1.
2.

usirlg an array of video cameras;

usirlg a combination of peint-and-shoot cameras with VSS cameras running video analytics (whic
tradk a face, while meaSuring its resolution).

Howeve

12

to optain an optimised image (usually of the face) by minimising the pitch, yaw (rotation) and ti

ang

individuals-in front of them;

NOTE ISO/IEC 19794-5 “best practice” for facial image capture recommends a maximum of 5P,

rdoors” — all other scenarios.

Figure 2 — Examples of Types 1,3 and 4 scenarios[9]

—

Camera positioning for use with AFR

pmmended, where possible, to use the-Type 1 setup where the individual spends some time op
b spot, and on which the camera-has’been pre-focused. When the Type 1 setup is not possiblg,

j=ni

, regardless of the setup type the objective should be:

(i

es, but without setting the camera so low down that faces of target subjects are obscured b,

<

although such stringent conditions are rarely met in video surveillance applications;

toh

ave the camera facing the direction of travel, and constrained to a choke pointto avoid individuals

moving across the main flow of traffic;

to limit the number of individuals in the field of view at any one time (to avoid placing excessive load
on the AFR software) whilst ensuring the area is adequately covered;

to avoid silhouetting of subjects, for example where individuals enter a building from outdoors;
where this cannot be avoided, or where strong shadows are present, consideration should be given
to the use of supplementary (possibly infra-red) lighting;
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— evenness of light distribution across the face as target subjects walk through the zone of recognition
(see Figure 3);

— sufficient illumination of the faces to avoid motion blur (due to slow shutter speeds) or sensor noise
impacting on the image quality.

Zone of Recognition ¥ /

Image resolution too low

Subjects out of.fgelis

Subjects in focus

Figure 3 — Zone of recognition

Note that whilst IEC 62676#4 was not written with AFR applications in mind, it does neverthelesq provide
useful information on the field of view of the cameras in relation to object or target size for] various
scenarios, including erowd monitoring, detecting the presence of an individual, recognition of 3 known
ihdividual and identification of an unknown individual (see Table 1 for an explanation of these terms).

Hor AFR applications the camera’s horizontal field of view in metres should be mapped agdinst the
Horizontal image frame size in pixels, to obtain an effective resolution of pixels per metre. [[his can
3150 be,considered as pixels per millimetre when assessing likely biometric performance, bajed upon

isting research which tests the inter-pupil distance or pixels between the eye centres. For AFR

plications the pixels per metre at the furthest distance that subjects are expected to be captured in
focus should be considered. For example a system may be optimised to work with facial images having
approximately 95 pixels between the centres of the eyes, which is a known plateauing of performance
for many current facial recognition systemsl51[6]. Assuming a typical inter-eye distance (IED) for adults
of 63 millimetres this will require a resolution of 1,5 pixels per millimetre (95/63) or 1 500 pixels
per metre. To achieve this level of resolution with a high definition camera which has a frame size of
1920 x 1 080 pixels, the horizontal number of pixels in the camera sensor (1920) is divided by required
pixels per metre (1 500) resulting in a maximum horizontal capture width of 1,27 metres.

NOTE In practice the actual optical resolution of the VSS camera system is always lower than the value
obtained using this method. Annex D contains more information on image resolution and methods for assessing
camera performance.

© ISO/IEC 2019 - All rights reserved 13


https://standardsiso.com/api/?name=2bd2a8d12ea72e2f3f337582098731b6

ISO/IEC 30137-1:2019(E)

pixels Q\
N
/\/
D
\
20 pixels 6,04m= 0,063*1920/20 Minimum value E})&Q&fned in FIVE study
S
50 pixels 2,41m=0,063*1920/50 Minimum \ék}e recommended in 8.5.1
80 pixels 1,51m=0,063*1920/80 Ma)\Ql m value examined in FIVE study
N
QO
95p pixels 1,27m=0,063*1920/95 ,\’\Q@Maximum value recommended in 8.5.2.1
o
\)
Figure 4 — Relationship between the IED in {Ge s and the maximum capture width of the camer

7.5.2.2

A gaitr
single c(

Gait ang
indepen
video fr
surveill:

the detalils of a gai nature, a minimum of one full gait cycle (i.e. two full steps) is required. Figure

illustrat

A typical I[ED in adults is around 0,063 metres

(63 millimetres)
[6] Dodgeson N,A (2004) - Variation and

Extrema of Human Interpupillary Distance.
SPIE, Proceedings Vol 5291.

A tull HD camera has a resolution ot 1920 by 1UBL@

N~

“O
e N . .
Camera positioning to captu(e)rmages for automated gait analysis

pcognition silhouette is t eo frame image of a person represented as a solid shape of
lour, usually black. The@ s of the silhouette match the outline of the subject.

lysis can be depl for identification in multi-camera surveillance scenarios. View-poir
dent rectificatio sed to calculate (for example) side view coordinates for multi-camer
hmes. Low fra a-i)ate (1 fps to 5 fps) video recordings made with still image cameras or vide
ince system compatible with normalized gait silhouette sequences. In order to capture a

es the uettes of the phases of one full gait cycle.

R

O — 0O O ~

o)
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LALAL

Hey

jo5)

,C),e) stance phases

o

,d) swing phaces
Figure 5 — Illustration of the phases of a full gait cycle

arious automated methods have been developed for gait recognition. Somé methods use the im|
s an input while others only use silhouettes. Also, automated methods can use either alignec

= 0O <

ecognition, therefore the gait sequence should be captured witha stationary camera.

he side view is the most discriminativel[10] view of a gait sequence. The subject should walk in a
ne perpendicular to the camera line of sight (lateral view) as illustrated in Figure 6. As an ad
his a similar recording showing frontal and back (dorsal) views may help in gait recognition
erson is followed through different scenes.

s o M e il awvill = |

= -

age data
| images

r non-aligned images. The capture process should allow for any.method to be used for automated

straight
dition to
when a

Figure 6 — Subject should be captured from the side view

By combining appearance and motion in a spatiotemporal way it is possible to achieve better results
than using just one modality in the most difficult scenarios, where there is variation in both appearance

and dynamics.

Walk through video analysis is less time consuming if illumination and background variations
are minimized. There are methods to reduce the effects of illumination variations and dynamic
backgroundsl[11] in video surveillance video material. Background subtraction is a challenging task,
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especially in complex dynamic scenes that can contain a moving background, vegetation, rippling
water, etc.

Given the constraints in terms of camera placement and environment required for automated gait
recognition, the applicability of this technique for subject recognition or tracking in real word scenarios
is limited.

7.5.3 Infrastructure considerations

7.5.3.1 [ Power

Power cpnsumption estimates should be made for

— cameras;

— netyork devices;

— digifal video recorders or more general network storage devices;
— progessing infrastructure.

The power consumption of such devices is typically published by manufacturers, such that pows
requirements can be estimated.

—

7.5.3.2 | Network requirements and compression

—

Conventjional VSS implementations transmit video imagery over a network for storage or processing g
both. TyJpically, this is done on a sustained basis without interruption and the quantities of video dat
are large.

[<9)

The bandwidth of the network should be sufficient&o allow video data to be streamed on a sustained
basis. The rate at which data flows over the network increases linearly with

— the humber of cameras;
— the width and height of the camera images;
— the frame rate;

— the pit-rate of the compressed video.

jom

Video data in VSS implementations is almost always compressed to conserve network bandwidth an
storage ppace. Compression is usually implemented within the camera and is almost always lossy. Thi
means that the origifial'video from the sensor cannot exactly be recovered on decompression. The los
is mininjized by

wn wn

a) spe¢ifying.a high bit rate, and

b) using-modern compression techniques, such as those specified in ISO/IEC 14496-10.

Such compression techniques achieve good performance, in part, by including motion compensation.
The bit rate is proportional to the network data flow rate. The bit rate is also a measure of video
quality with low bit rates corresponding to high compression ratios and more loss of information.
The recommended approach is to install sufficient network bandwidth to accommodate bit rates high
enough to cause immaterial loss to the video data. The definition of “immaterial” should be based on
automated recognition error rates, or on human judgements on the visibility of detailed features of the
human face.

NOTE In NIST’s FIVE studyl12], using ceiling mounted high definition cameras producing 30 frames per

second with pixel dimensions 1 920 x 1 080, the AVC codec was configured to produce a data rate of 24 megabits
per second from each camera.
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7.5.3.3 Storage and retention

When one or more cameras stream video data to a dedicated digital video recorder or other storage
equipment on a continuous basis, it will ultimately fill the device. Therefore, it is necessary to establish
a retention window sized to accommodate operational review objectives and cost constraints, in
addition to complying with relevant governance policies and data protection legislation.

7.6 Biometric software

7.6.1 General

owl

egardless of the specific mode being used, the biometric subsystem performs a number,ofitasks:
1. detecting the presence of individuals within the field of view of the camera;

4. extracting the information required to create a biometric template for each.ihdividual using one or
more frames from the video stream;

3. generating the biometric template(s);

4. comparing the template with those templates stored in a reference-database and returning|possible
matches for review by the operator.

—

he following sections look at these in more detail from the perspective of an AFR application.

7.6.2 Face detection software

his is the first stage in the recognition processiZbefore any matches can be made by subsequent
rocessing. The speed and accuracy of the face detection algorithm are key factors in determining the
verall performance of the system. Detecting faces in video is computationally expensive. It is e§pecially
hallenging where this has to be done in realtime and where there are multiple faces in the field of view
f the camera, but where each individualis moving and may only be in the optimum position (the zone
f recognition) for a matter of seconds;

O 0O O O ™ =

—

he task is made harder as faces(may be partially obscured by others, or the target subject mdy not be
boking towards the camera and.as a result may not be detected. At the other end of the scalg, images
and logos on clothing, or even'static objects within the field of view can be misinterpreted ps faces,
resulting in the creation-of-templates that are of no value. Developers of such software set thresholds
fpr various parameters, which need to be met before the image is classified as a face. If thes¢ are set
lpw (a “liberal” detectien policy) to ensure that all “real” faces in the video stream are detected, it will
ysually lead to arrincrease in the number of spurious templates that are created. If they are|set high
(p “conservative”)detection policy), while the templates generated will generally be of better quality,
t
t
S

f—

here is a riskthat many target subjects will not be detected at all and thus will not be searched against
he watchlist. Some algorithms may also set limits on the total number of faces that can be ¢letected
imultaneously (i.e. in any one frame) in order to avoid bottlenecks downstream.

oy

particular challenge in VSS applications is the frame rate at which the video cameras are operating.

ppheations-thisisattea 0 and-ay-be-mueh-highes taHy—e atirg-many tens
or hundreds of templates of each individual during the time they are in the field of view of the camera.
Suppliers of face detection software may use various techniques (such as sampling only a subset of all
available frames) in order to address this, but this may mean that the opportunity to create the “best”
template of a target subject is missed.

ost-appheatio 0P d e . PO 2

The optimum settings for the face detection software will vary with the application. Time should be
allocated during the commissioning of the system to determine the optimum balance between speed,
accuracy and reliability with which faces are being detected in the operational environment.

Some face comparison software uses biometric feature sets created by combining features extracted
from multiple face images from a single individual captured from different video frames. In this case
multiple face images of one person are continuously acquired by the use of face tracking algorithms
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(often different from face detection algorithms). Face images are then selected based on face quality
metrics and similarity to previous acquisitions (to minimise the risk of face tracking errors) processed
and combined into a single feature set.

7.6.3 Face comparison software

As with face detection software, the comparison software also varies in speed and accuracy, and a
supplier may develop different versions which give preference to one or the other, and/or recommend
specific processors and hardware in order to achieve optimum performance. A particular algorithm
may be yery-stitable-for-posteventsearchingoftargedatabases-where-thet 3 erencemage
have begn collected under ideal conditions, but may perform very poorly in a real time environme
e probe images are from video surveillance cameras and captured in far from optimu
ions. Developers of AFR software may use a variety of techniques in an attempt to,overco
problems with poor quality images, for example “averaging” faces across several video frames, or t
use of 3D models to generate multiple templates from a single image. However, a detailed’discussion of
algorithin design is beyond the scope of this document.

v =4 o ractaoa W PDTOD C y aeeas

t

7.6.4 Algorithm selection and testing

A suppller generally quotes figures for the performance of their algorithm, but it is important t
bear in mind that these results may have been obtained under optimalconditions very different t
the operational environment now being considered. Independent testing (e.g. such as that regularlﬁ

[e e

conductgd by NIST) may provide more reliable performance data but&ven this may not be representati
of what|will be obtained in practice. It is important that time“\is allocated for testing during t
procurement and commissioning process to ensure that the system is delivering the anticipated lev¢l
of perfofmance and that it has been correctly configured fofthe specific environment and operationd
need. GYidance on specifying performance metrics can be found in 11.5.

—_—

Advice dn such testing can be found in ISO/IEC 197952,

7.6.5 Pther (non-biometric) software

There may also be supplementary softwareg, not directly related to the biometric recognition function
but reqyired as part of wider business pfogesses, including:

— maragement information software to monitor and manage the efficiency and effectiveness gf
the pystem;

[Y)

— aud]ting software to re€ord usage of the system and to support investigations, e.g. following
reqyiest for informatjotiby a member of the public or allegations of inappropriate use of the systeny;

— business continuitysoftware to ensure continued availability of the system and or data in the everjt
of ppwer failures’or system outages.

7.7 Computational requirements

7.7.1 enerat

The computing power required varies with the use case and the specific scenario. In the most
demanding cases the system may consist of multiple high-resolution cameras, all running at high frame
rates and each with multiple target subjects within the zone of recognition, coupled with an operational
requirement for real time searching against a large watchlist of many thousands or tens of thousands of
reference images. If the recognition time (see 11.5.2) is to be kept within acceptable limits, significant
computational power may be required, possibly requiring dedicated rooms, fitted with suitable cooling
systems, to house the hardware. In other less demanding scenarios a well specified laptop may be quite
sufficient.
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Within the types of systems covered in this document there are a number of places where lack of
adequate processing power or capacity may result in computational performance bottlenecks:

— the communications network required to transmit the images from the cameras to the biometric
subsystem;

— the software to detect and extract location information on each target subject within the zone of
recognition of each camera;

— the software to create templates for searching against the watchlist;

+ the biometric matching software to search and compare the templates of the probe imageg against
those in the watchlist;

-+ the retrieval of potential matching images from the database along with any additional data which
needs to be displayed to the operator for review.

1.7.2 Core biometric processes

Hiometric recognition is broadly done in three phases. First is image. processing for detection and
tracking, followed by feature extraction, and finally searching against a watchlist. Regaildless of
Hiometric modality the cost of processing video sequences is largerthan in still images, as thelamount
df data is greater. While some algorithms may elect to operate onronly select subsets of the video data,
there is cost in isolating the frames of interest. In general, thelcomputation cost of the image prpcessing
thsks scales linearly with

+ the size of the images;

-+ the duration of the video sequence;

—+ the number of people present in the video;
—+ the duration of their appearance.

(Jomputation time varies greatly between algorithms, scaling linearly with

— how many (true and false) faces are reported;

- how many tracks are preduced (and whether tracking integrity is lost such that an individjial track
is broken into severdl parts).

]

h general, the cost afthe search is much smaller (depending on the size of the recognition tempjlate) but
cales linearly with

(%)

— the number-of templates extracted from the video;

- the number of enrolled templates (although sub-linear dependency is also known).

NOTEI'" In NIST’s FIVE studyl12] the time taken to process one second of a 1 920 x 1 080 video contaihing zero
facesvaried from about 0,4 s to 4 s for the most accurate algorithm and to 20 s for competitive alternaties.

NOTE 2  In NIST’s FIVE study[12] the time taken to process clips of scenes containing up to 7 persons varied
from 3 s to 11 s for the most accurate algorithm, and up to 80 s for other accurate suppliers. These figures are per
second of 1 920 x 1 080 video.

NOTE3 In NIST’s FIVE study[12] most algorithms produced templates whose sizes grew linearly with the
duration of the input video clip. Some algorithms, however, produced templates whose sizes were independent of
the duration of the input. This might be achieved via best-frame selection, or by integrating information over time.

Given considerable variation in the various algorithm processing times, it is necessary to couple the
hardware procurement specifications with those of the algorithm. It may not be sufficient to specify
time limits in a procurement document, as this may have adverse accuracy consequences.
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7.7.3 Reducing computational expense

There are a number of techniques which may be employed in an effort to reduce the computational
power requirements, including:

— In-camera processing of the images can substantially reduce the volume of data which has to be
transmitted over the network. For example it may be possible to detect and extract the facial
image data from the video frames and only transmit the best images to the biometric subsystem
for searching. However, in many scenarios there will be a requirement to view or record all of the
data from the camera so this approach may not be acceptable, or may also require a separate video
strefam for viewing or recording the original data.

— Redcing the frame rate, applying compression or reducing the camera resolution can significantl
redyice the volume of data to be transmitted over the network. However in each case some'data is
lostlwhich may have a negative impact on other aspects of the performance, in particular accuracy.

— Det¢cting a human target subject moving within the field of view of a video camera in real ti
reqliires significant computational resources, especially if the frame rate is high‘and/or there a
mulfiple target subjects within the frames. Some common techniques are/described in Annex A.
Possible solutions to reduce the computational overheads include only ‘sampling a subset of afll

availabl¢ frames, or raising the detection threshold, but the effect of both-of'these may be that so

target sybjects are missed [i.e. the failure to detect rate is increased. See 11.5.2for more details].

— Thefe may be an assumption that higher quality images, rich {n detail, will produce better (an
larger) templates, and that this in turn will lead to better search accuracy. However, the relationshi
is npt that simple and the processing power and time takertto create a biometric template fror
the [detected target subject(s) varies significantly withcalgorithm and supplier. As templates ar
proprietary and are closely coupled with the matchingalgorithm, selection of the most appropria]
one|for a given scenario should take into account:a\number of factors, including the speed wit
whirh a response is required, accuracy (given the:type and quality of data, both of the probes an
thoge in the watchlist), the size of the watchlist.and the available computing power.

0= 0 0 5o =X

— Techniques for minimising the time taken to-display responses to the operator include reducing thie
nunpber of candidates returned (either by raising the matching threshold or limiting the length qf
the list) and reducing the size and resglution of the images initially displayed (e.g. higher resolution
images are only provided if the operator wishes to take a closer look).

7.8 Specification for referenee image database

7.8.1 [General

Other clauses in this dociment give advice on the selection and positioning of VSS cameras to maximis
the likelihood of capturing high quality probe images. However, the quantity and quality of referend
images in the watchlist or database being searched (often referred to as the “gallery”) also plays a ver
large role in determining the performance of the system.

D

< @

7.8.2 eference database size

If a particular target subject's biometric data is not stored in the system then a “match” is not possible,
no matter how good the quality of the probe images is. However, as the size of the gallery increases, so
does the probability of the system returning false matches with comparison scores above the threshold.
If this occurs frequently, operators may become disillusioned with the system and as a result may fail
to recognise or act on a true match when one does occur. Large galleries may also result in multiple
candidates being returned with the risk that even when a true match is present it may be pushed
towards the bottom of the list and consequently not recognised as such by the operator.

For real time searching against watchlists, the number of target subjects whose templates are stored in
the gallery normally needs to be limited to no more than a few thousand if acceptable performance is
to be maintained. For non-real time applications (e.g. post event investigation following an incident) the
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gallery size may vary from just a few (e.g. if the aim is to find a small number of specific target subjects
captured on different cameras or in multiple locations) up to many millions.

NOTE In NIST’s FIVE studyl12] of video surveillance in a transport terminus, the percentage of target
subjects in the watchlist that were not identified (the false negative rate) increased from 21 % to 35 % as the
population size increased from 4 800 to 48 000 and the threshold was increased to keep the number of false
positives constant.

As the size of the database increases, the use of techniques such as binning or filtering may be helpful in
restricting the search space. Note that such techniques rely on metadata associated with the image and
if tThis data 1S ot present or 1S NOt reliable, the Use of such tecnniques may actuaily reduce rather than
inprove search accuracy.

.8.3 Reference image quality

eference images stored in the watchlist should be of the highest possible quality,For facial images, ISO/
EC 19794-5 provides guidance on how to obtain suitable images, and ISO/IECYTR 29794-5 describes
echniques that may be used to assess quality. Modern facial recognition algerithms can deliyer very
igh levels of accuracy when searching such images against a database of similarly controlled images.
owever, in VSS applications the probe images coming from the video cameras rarely melet all of
hese criteria, and while it may be possible to control the lighting,the’/positioning of the cam¢ras will
ypically result in the target subject's face being captured from slightly above or to one side. When they
re available, the storing of multiple images of each target subjéct in the database is reconjmended
improve the performance of both the automated and hurman comparison processes. Suclf images
o not necessarily need to all be of high quality (in theSense of being fully in accordance with best
ractices described in ISO/IEC 19794-5) to still be of value in a biometrically enabled VSS apglication;
facial images captured under a range of lighting conditions, at different pose angles and with different
meras/lenses may still generate high comparison scores, especially where they are compdrable to
the conditions under which the probe image has been captured.

o ot M o o — e

OTE1 In one study [FIVE] of non-real timé.video-based investigation, in a sports arena, accurady from a
single frontal photograph alone was compared with frontal plus the addition of non-frontal quarter-left and
uarter-right photographs to the reference database. Accuracy gains varied by algorithm, resulting in L5 % and
0 % fewer misses at rank 20. More modest gains were also seen at rank 1.

OTE2 In the same study the inchusion of additional non-frontal reference images in the database proved of
l¢ss value in real-time identification, where a high threshold is typically used. Identification misses re[duced by
ound 10 % using the two additional non-frontal enrolments.

Hegardless of the bjometric mode that generated the potential match, it is in most cgses the
dorresponding facidlimages that are used by the operator in reaching a decision. As explhined in
(lause 10 this is adifficult task, especially in a real-time application where a quick decision is required
sp that appropriate action can be taken. Images showing the target subject with a variety of app¢arances
(fifferent clethes, with and without facial hair, glasses or hats etc.) can all help the operator to arrive
at the cortect decision. If the images are of sufficient quality that a template can be created frgm them,
they may be added to the searchable database. If a template cannot be created from an image if may be
linkéd {(via metadata) to images of the same target subject from which templates have been |created.
NaKing these available to the operator along with probe image and the image(s) returned with scores
above the threshold may improve their performance.

7.8.4 Reference database maintenance

Database sizes tend to increase over time, as more images from more persons of interest are added. As
outlined in 7.8.2 this can increase the utility of the system by expanding the population of interest but
can lead to more false positives. The database growth rate equals the rate of addition minus the rate of
deletion. It is common for images not to be deleted at all. However, the database owner should establish
a systematic process to curate the contents of the database, by

— deleting templates from poor quality photos;
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— replacing with templates from new improved quality photos;

— deleting templates older than some pre-determined number of years;

— deleting templates from persons now above some age limit;

— deleting templates from subjects according to known case dispositions (e.g. death, incarceration);

— reviewing criteria for risk.

8 Muitiple camera operation

There afe two principal scenarios to consider regarding the use of multiple cameras in a biometrically
enabled[VSS:

1. overlapping — where more than one camera is covering the same zone (i.e. the zone of recognitio
overlaps);

-

2. nonfoverlapping — where the cameras are covering completely different/zenes (i.e. there is n
overlap in the zone of recognition).

[=}

When the Type 1 setup shown in Figure 2 cannot be used, an array of cameras'mounted around the poir
of visual saliency and attraction (e.g. around a monitor displaying traveller information in airport;
may prdvide a better chance of capturing a frontal image. Alternatively, cameras may be distribute
around the environment, but all focused on a particular region in.drder to ensure that at any given ti

a target|subject within that region is facing at least one of them.

T

Multipld camera operation is essential for multiple capture-zones. This may include “layers” of cameras
along thie path a target subject is expected to take to allow for multiple detection opportunities (e.g.
as the target subject walks along a corridor towards the cameras). This is useful not only if there a
issues wWith frame rate and dropped frames, but also to track a target subject if an alert is triggere
especiallly if there is significant detection latency.

<

Multipld cameras are also necessary for any-single capture zone that is too wide for one camera t|
provide jsufficient resolution of the face foerthe required performance levels, and to try and compensat
for targét subjects that may be facing different directions when traversing a particular camera’s field ¢
view or flepth of field. Such target subjects may be deliberately trying to avoid the cameras or they ma
simply He unaware of their presence.

-~ D O

<

Camerag with a wide field of 'view covering a large region may be supplemented by cameras with
narrowgqr field of view covering a subset of that region, but which as a result are able to captur
biometrjc samples at higher resolutions.

[CHEY

With an} multiple cameéra setup the AFR’s ability to manage target subject tracking becomes a key issuje
to avoid| unnecessary additional (both false and positive) alarms once an operator decision has been
made. Tqrget subject tracking may also be exploited to then automatically provide a current location fdr
the targgt subject to assist with responses.

Multiple—canreras—used—byAFR—systenrs—shouldnotremove—the—capabttity provided—by mamnuat-—or
automatically controlled cameras (e.g. PTZs) to assist operators and responders in validating a potential
match and to be able to see the target subject’s current position, clothing, luggage, and any associates.

9 Interfaces to related software

In some scenarios, the biometrically enabled VSS may communicate with other systems, such as an
access control application. Real-time communication between the VSS and an access control application
is in most cases based on one of two protocols (Wiegand or OSDP) while non real-time communication
(synchronising databases, updating activity and audit logs) is usually based on IP protocols.
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10 Guidance for operator assistance

When an alert is generated by the biometric subsystem, in most cases there is a requirement for a
human operator to assess the alert against a record held in the watchlist and to make a decision on
the most appropriate action to take. Regardless of the biometric mode that triggered the alert the
operator's decision is generally based on a comparison of the target subject's facial image with one or
more images on the watchlist.

However, an operator's ability to do this accurately when presented with facial images which are
ot familiar to them is in general very poor, even for those with many yvears of experience. Recent
esearchl15][16] indicates that the cognitive ability to perform this task is distributed unevenly across

the population, with some individuals (prosopagnosics) having exceptionally poor competence, while a

sjmall proportion of individuals demonstrate a high level of competence at this task.

[he careful selection and appropriate training of operators therefore plays a keyrole in detgrmining
the overall (end-to-end) operational performance of the system. While training courses |n facial
domparison are available, this is still an area of ongoing research and trainersyand examiners should be
darefully assessed against current practice.

[he operator's workstation should be configured to enable them to work effectively, using tpols and
qrocedures developed specifically for the purpose and taking account’of the time available td make a
decision. There may also be merit in having more than one individudal review the images to arrive at
ad consensus decision, or to have the operator perform just an initial screening of the output from the
Hiometric subsystem and to then pass likely matches on to a-second (more highly trained) indivjidual for

ore detailed analysis.

[he pictures of target subjects detected by the system in real time, and that result in one [or more
dandidates above the comparison threshold, should’be presented on the screen next to those jmage(s)
eturned by the biometric comparison process. This way the operator will have the ability to|visually
erify the output from the biometric subsystém and to confirm or reject the recognition. If they are
available it can be helpful to display multiple images of the same target subject from the watchlist,
thken under different conditions and at-different times. Likewise, the ability to view video|clips (if
available) rather than just still imagesmay also be beneficial to the operator.

Ih many applications the number of false alerts generated by the system is significantly higher than
the number of correct matches, and the time available to make a decision is very short. There may
dlso be multiple potential matches returned above the system threshold and processes shoyld be in
dJlace to handle such situations. Where it is available, additional information from the system (and
from appropriate decjsion’ support software) may be useful in helping the operator reach thg correct
decision.

As well as taking eare when selecting suitable operators, ongoing assessment of their perforimance is

ecommendedj-&’g. by holding regular training exercises in an operational environment and lessons
learned activities. In scenarios where very few true matches are expected, a mechanism for Injecting
“matches®into the workflow may be useful to monitor and ensure the vigilance of operators.

1-System design considerations

11.1 General

The following clauses provide information relevant to the design and implementation of a biometric
system for use with video surveillance cameras.

As is the case throughout this document, the assumption is that in most cases this will make use of
facial recognition technology, although the guidance can also be adapted for other modalities.
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11.2 Establishing the business requirements

Prior to
that the

starting any design activities, it is first necessary to understand the business requirements
system is intended to address, including how the biometric components fit within the wider

operational processes. For example:

— Is the use of biometrics really the most appropriate solution or are there other approaches that
could achieve similar results?

— Ifabiometric solution is to be implemented, what mode is most suitable and how will it be used (e.g.

real[time identification or post event analysis)?

— How will existing business processes (both internal and external) be impacted by the introductio!
of the new system?

— How will the results output by the biometric subsystem be used in normal operations; will they be
pregented to an operator for a quick review or will they require more detailed examination?

— Wh
thei

— Wh
env

— Is it{ possible that the system results and operator decisions may eventually need to be presentefd

and

11.3 Si

Unless working with data supplied by third parties over which there is little or no control the first ste

when pl
is to un
conduct
be unde
integrat
(and nig
location
underst

-

ht training will the operator require and what action will subsequently be taken as a result af
Ir decisions?

—

t are the legal and societal implications of introducing a biometriceapability in this particuld
ronment?

justified in a court of law?

Le survey

hinning for the implementation of a biometriccapability for use with video surveillance camera
lertake a detailed site survey of the location where it is to be deployed. This may initially b
bd by the customer, but for integration of FR into fixed infrastructure the site survey should als
Ftaken by the supplier of the biometric software and any other third parties such as a system|
pbr. An assessment of the numbers\ofindividuals typically present at different times of the d
ht), the way they move through the environment, the level, quality and variability of the lighting,
of existing cameras, opportunities for placing additional cameras etc. all contribute to a
hinding of the challenges and opportunities that the specific location provides. A site survey ca

»n © ®© »n'o

be an opportunity for the customer to assess the level of knowledge and expertise of potential suppliers,

but also
manage
other co|

As a mirfimum the site survey should seek to elicit answers to the following:

— Stalfeholders

for suppliers to imptoye their understanding of the user requirements and, if appropriate, t
user expectations régarding what is realistically possible with current technology given an
pstraints that might apply (e.g. positioning of cameras, lighting, overall cost).

Establishing who owns, maintains, operates or otherwise has a responsibility for all aspects af

41 _EEaRR-eRE-a 3 kb ara srekaia xazill b wlasz
CIIC—CTTV IT OTHICITC OT PTCTHTSTS WIICT C e S y STCTIT vy 1T OC U CPIOy CUn

Are there any dependencies on external systems or stakeholders that may send or receive data,
or that may otherwise be impacted by proposed changes to the existing processes?

Have other interested parties such as regulators, representatives of civic society and
organisations representing employees been consulted?

— Cameras

24

What cameras are currently in use [analogue/digital, frame size, frame rate, focal length, fixed
or moveable (e.g. PTZ cameras)]?

Are they suitable for use with the biometric modalities being considered?

© ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=2bd2a8d12ea72e2f3f337582098731b6

ISO/IEC 30137-1:2019(E)

Do they need to be upgraded, replaced or supplemented?

— Environment

How many individuals are likely to be present within the environment covered by the cameras

throughout the day/week/year (min, mean, max)?

What are the most common routes (including direction of travel) that individuals take as they

pass through?

-+ Lighting

+ Network infrastructure

11.4 Size and content of the watchlist

Subclause 78 provides guidance on the selection of images for the watchlist, and how its size
dn the petformance. In designing the system it is important to be clear what the watchlist will
and howithe data in it will be used by the biometric sub-system. For example:

1+CWhere will the images in the database come from and what is the overall quality and

Ll 1 P s ) 4 H 11 pa 4+ ] H £ L. £ o)
TTUVV lUlls uyv Luc_y Ly }Jl\,all)’ apcuu ITT LIIT CIT Al VITUVV Ul TAdUIl Ul L1IT Calliiads.

Are there any existing choke points that are also particularly well suited to facilitate the
of good quality biometric data?

capture

Is there an opportunity to introduce choke points or otherwise modify the flow of individuals?

Are there any attractors or distractions that may affect the target,subjects’ behav
better or worse)?

[s it possible to introduce attractors at strategic locations within.the environment?

[s lighting primarily artificial (i.e. controlled) or natural (i.e. uncontrolled and likely
throughout the day and with the weather)?

What type of lighting is used and how bright isit?

[s the lighting level consistent or are there,particularly bright or dark areas that m
shadows?

[s there an opportunity to introduce'a@dditional lighting?

What type of communicatigns network is currently installed for the cameras?

What standards are currently in use (e.g. video codecs, other data formats, interfaces to
systems)?

Does the netwark’have sufficient capacity/speed? Will it need to be upgraded?

our (for

to vary

ght cast

external

impacts
contain

quality

distribution?

— Ifthey are facial images, are they passport style photographs, in accordance with ISO/IEC 19794-5,
facial images extracted from CCTV footage or similar uncontrolled environments, or a mixture?

— Will there be multiple images/templates per target subject? How will these be linked?

— What quality criteria will be applied when determining if an image is of sufficient quality to be
enrolled; how will the optimum enrolment threshold be determined?

— What metadata is available and how will it be stored and used by the system?
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— Is there a requirement to be able to filter searches or logically partition (bin) the data based on
parameters such as gender, age, ethnicity or other parameters?

— What requirements and processes are there for creating, reading, updating and deleting records
from the database?

— How many templates will be stored in the database?

— Where will the database be physically located?
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r
ents capture process. These then need to be translated into measurable system metrics. Note
that in thost applications the end-to-end-service also includes one or more operators whose role is tp
review and confirm or reject potential ‘matches returned by the biometric subsystem. This humah
element|can have a significant impact.on the overall performance of the system but is often excluded
from system performance metrics)due to the difficulty in measuring it. See Clause 11 for furthdr
information on the role of the operator.

Key performance metrics inClude:

— failyre to detect rate: the proportion of individuals whose faces appear in the field of view of one dr
morje cameras bt which are not detected or accepted for subsequent processing and comparison;

— failyre to acquire rate: the proportion of individuals whose faces appear in the field of view of one g
moije caméras but which fail to result in the creation of a probe or reference template for subsequer
faciglleemparison;

— =

— true recognition rate: the proportion of individuals whose faces appear in the field of view of one
or more cameras, and that are also in the watch list, and which are detected and matched correctly.
Note that in some scenarios it can be difficult to determine this figure as the correctness of an alert
might not be established in all cases.

— false alert rate: the proportion of individuals whose faces are detected but which result in a false
match to a different individual in the watchlist. In some scenarios the number of false alerts may be
substantially larger than the number of true recognitions and this is a key factor in determining the
workload on the operator;

— recognition time: the average time from when a face appears in the field of view of the camera(s)
to the time when the facial recognition system declares a potential match. Note that in most

26 © ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=2bd2a8d12ea72e2f3f337582098731b6

ISO/IEC 30137-1:2019(E)

applications the actual operational recognition time is longer as it will also include additio
taken for the operator to review and confirm the match.

NOTE The definitions above refer to the faces of individuals appearing in the field of view of
However, it is also possible to use appearance of the face within the zone of recognition as the relevant criterion.

11.5.3 Presentation Attack Detection (PAD) performance metrics

nal time

cameras.

Some biometric systems include additional PAD software to detect presentation attacks or other

ttempts to subvert the system. The use of such software is likely to have an impact on th

overall

B
0
h
S

p—

b

e — 1y

erformance metrics (e.g. as a result of incorrectly classifying a legitimate presentation as asu
ne and vice versa). Therefore, it may be necessary to specify performance metrics for the
oth with and without such PAD software running, and/or specify performance metrics for
ubsystem. Examples include:

— Attack Presentation Classification Error Rate (APCER): the proportion of. presentation
incorrectly classified as normal presentations;

— Normal Presentation Classification Error Rate (NPCER): the proportien of normal prese]
incorrectly classified as presentation attacks;

— Attack Presentation Non Response Rate (APNRR): the proportien of presentation attacks
the PAD subsystem correctly fails to respond;

— Normal Presentation Non Response Rate (NPNRR): theproportion of normal presentations
the PAD subsystem incorrectly fails to respond.

urther information relating to the performance andevaluation of PAD subsystems can be
50/1EC 30107 (all parts).

1.6 Image data and metadata considerations

oth video cameras and digital still cameras are used for video enrolment and video sury
mage orientation is typically not a problem for VSS. Both JPEG and MPEG-4 Part 14 format de
hclude metadata for camera papameters and camera orientation. JPEG uses EXchangeable In

brmat. It is recommended te-lise these two formats for video and still image surveillance.

bversive
system
the PAD

attacks

ntations

n which

in which

found in

eillance.
finitions
lage File

EXIF) format as metadata and MPEG-4 Part 14 uses Extensible Metadata Platform as the metadata
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Annex A
(informative)

Other related (but non-biometric) video analytic techniques and

Al G

Automa
not in it
of video
locating

Such ap;j
may als
for com

Video arjalytics consists of computer-assisted reproduction of the andlysis that a human operator woul
do lookipg at the video footage from the surveillance cameras. Thé analytics software processes vide
to automatically detect people and events of interest for security. purposes. Only once they have bee
detected can the individuals be identified, monitored and located.

While
ability t

pre-requisite for the subsequent biometric matching,process. Hence this annex provides background

informa

A2 R

Most ale
alerts, s

may be
the pass

conform
one car

A3 Vi
Analytlc

g
alerts, anly the properties of tlie ,object movements are analysed by the system. More specific alerts
n

applications

bneral

ed tracking of subjects within and between cameras can play an important role4n/VSS but i
belf a biometric capability or use case. Similarly, estimation of crowd densities through the us
surveillance requires the system to be able to differentiate between individuals, possibly bly
and temporarily storing facial images/templates.

D wn

[72]

plications are not the primary focus of this document, but because a biometrically enabled VS
include this type of functionality, an overview of them is provided.in this informative anne
leteness.

>

> O =

any video analytics techniques are not directdy~applicable to biometrics applications, the
b recognise human beings in a video stream (and'in most cases to locate and extract faces) isf

Lion on techniques commonly used to deteet, classify and extract information from video.

pal time alerts

rt conditions are defined by the-intelligent video surveillance system user. They may be generic
ich as detecting an objectoran item in the scene moving over a set speed limit. To trigger thes

issued after the objects-or their movement have been classified (e.g. discrimination betwee
age of a human orfan animal in an outside area). Related alerts based on conformity or nor
ity with a behaviour model entered in the system (e.g. an individual trying to open more tha
n a parking let) constitute pre-defined alerts.

o=}

deo search for investigative purposes

shape of

S processmg makes it poss1ble to 1ndex v1de0 content based on characterlstlcs such as t

as metadata this 1nformat10n makes 1t p0551ble to conduct spatlotemporal searches such as “fmd all
footage with a person dressed in red passing in front of a certain building between two given dates”.

Video searches for investigations are executed both at the pixel and object level to achieve the scale.

They are grouped according to the following tasks:

— detection of changes;

— segmentation of moving humans;

— monitoring of humans;

28
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— classification and identification of humans;

— classification of activities and behaviours.

A.4 Detection and segmentation

Detecting changes in video footage does not specifically target the movement of humans, but may
highlight an image modulation. In order to segment moving humans it is necessary to be able to
discriminate between those fluctuations in pixel values corresponding to consistent movements and
those tluctuations caused by environmental changes.

XAMPLE The system is intended to detect an activity in a scene under surveillance, in(partifular the
ovement of objects. It can also reveal the appearance or disappearance of an object (e.g. abandoned jor stolen
bject). It is also used to automatically report accidental or intentional alterations in a gamera: obsfructions
Hust, spider webs, moisture, paint and stickers), re-orientation and blur.

—~ O

Several movement segmentation techniques have been proposed:
-+ Subtraction of the background

A first category of techniques consists of comparing each frame.in a sequence to a referende image,
called the background, which represents the undisturbed scene-The areas of change are fgrmed of
pixels with a difference in intensity that is above a thresheld. Pixel-by-pixel subtraction between
two images is very sensitive to the slightest environmental change, such as changes in lighting and
movements inherent to a scene (e.g. the foliage of atree blowing in the wind). In order fo offset
this problem, certain techniques continually adapt.the background model to intrinsic chpnges in
the environment. Subtraction of the background:isra method that is particularly suited tp indoor
environments, where lighting conditions are eontrolled and where there is little activity (e.g.
monitoring a hallway).

—+ Time-based difference

A second class of methods for deteeting change is based on a time difference betwedn a few
consecutive frames. These frames:adapt to variations in the time of the environment. On the other
hand, they tend to be oversermsitive to certain variations related to the movement of objects in
the scene, especially if they move slowly. They often produce holes in the objects detected. These
techniques therefore require smoothing treatment, with morphological operators and filtering of
holes and shapes that(are too small. In order to retain only significant movements and efliminate
occasional movements) certain techniques draw up a map of the regions with a high level offactivity,
based on a movement pattern.

—+ Optical flow

Methods,that analyse optical flow help to detect consistent directions of pixel change associated
with4he movement of objects in the scene. However, they require complex calculations |that are
difficult to do in real time. Optical flow is also sensitive to image noise.

A5 Tracking

Many tracking techniques are based on mathematical methods that make it possible to predict a
person’s position in a frame based on their movement in the previous frames.

Tracking several individuals at the same time poses many challenges, including associating each person
detected in a frame with the corresponding person in the subsequent frame. This matching is done
based on the individuals’ outlines, their characteristics (e.g. corners, area, ratios, etc.), or their model of
appearance.

NOTE Occlusions (regions hidden by objects or other individuals) represent a major difficulty for tracking

humans. A VSS can lose track of a target subject if they are totally or partially obstructed over a certain period of
time. It can also be difficult to separate two individuals when they are very close or when one obscures the other.
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A.6 Classification and identification of objects

Objects detected by a VSS are usually classified into different categories: human, vehicle, animal, etc.
This classification may be done prior to tracking in order to retain only the trajectories of objects that
are relevant for surveillance purposes.

EXAMPLE A human is usually presented as a form that is taller than it is wide, whereas an automobile would
be wider than it is tall. Human gait has specific features, in particular, a certain periodicity. Therefore, systems
recognize the nature of an entity detected based on its shape attributes and movement properties in general.

Object ig IO pust OT ' ; ' TN the class to witich ar
belongs, an identifier is also assigned. With surveillance, and in particular for access control or whe
searching for a suspect, the goal is to recognize a specific individual or decipher a particularvehicle

license plate.

There are many environmental factors which impact on the system’s ability to correctly‘analyse a
image: Had weather, headlight brightness, dirty or damaged licence plate. In order to read a car licence
plate, a $ystem first locates the rectangle of the plate among all of the image’s details)It then proceed]s
with opfical character recognition. A licence plate filmed at an angle distorts thé characters in t
image and complicates the recognition process. In order to maximize the system'’s efficiency, plaf]
recognifion is done most often using specialized systems that concentrate. on camera positioning an
lighting|quality.

=

A.7 Classification of activities and behaviours

Analysing and interpreting behaviours means recognizing miovement patterns and extracting from
them, atja higher level, a description of the actions and interactions. As is the case with all classification
issues, alsequence of characteristics observed has to be associated with a model sequence representi

a specific behaviour. The problem therefore consists of.ntodelling typical behaviours, by learning or EE
definitign, and finding a comparison method that tolerates slight variations.

EXAMPLE Hidden Markov Models (HMM), neurdlnetworks and Bayesian networks are among the most used
techniqups for modelling normal behaviour and thusfor detecting abnormal behaviour. These techniques trigggr
an alarn] based on statistical discrepancy withsthe inferred model of the scene. Predefined event detection
methods|also exist. These are based on a system of rules, such as triggering an alarm if an object bigger thanfa
thresholdl value remains stationary for a.cértain period of time in a given region.

A.8 Crowd analysis

It can bq important to undetstand a crowd’s movements for security purposes.

EXAMPLE The crowd’s trajectory and flow are analysed. When modelling the crowd and its behaviour
certain rgsearchers ceiisider the crowd as a whole and interpret the movements of the different parts. Techniqug
such as optical flow'and HMM are used to model movements. Some models combine microscopic (individual) an|
macroscopic (crewd) analysis.

o7

[o7)
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Annex B
(informative)

Societal considerations and governance processes
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slystems and lessons learned from other deployments of biometric technologies.

(feneral advice in respect of non-technology issues in the use of biometrics for surveillancg ¢an be found
ih ISO/IEC TR 24714-1.

Hor organisations intending to deploy such a system, best practice recommends that a syptematic
approach be employed to ensure that all relevant issues are addressed in a timely fashion. These should
He defined in a policy at the start of planning a system, and should cover légal issues (for ¢xample,

ddressing personal data protection, health and safety, and evidential 4tse¢ in courts of law), [security
donsiderations (including alerts to attempts at evasion), usability aspects, frequency and details of
tpsting, etc.

A governance structure which brings together stakeholders afid is put in place at an early [stage in
the planning process could assist in the development of a<system that gains acceptance acfross the
dommunity it aims to serve.

Although the design and deployment of a legally pebmitted service is paramount, other issues of
doncern to the community can be captured throughzthe creation of an ethics committee at arm(s length
from the operational authority and other governance bodies for the project. Such a committee could
ork within a previously determined ethical framework, that may be modelled on the principl¢s which
ave been established in other technology ar€as or use the insights of research projects such jas those
ih the Framework research programmesqef the European Union: for example, RISE[1Z], HIDE[18], Tabula
asall9] and PRESCIENTI20]. By takinga wider perspective than just the protection of personal flata and
drivacy, an ethics committee can consult groups who may not be usually represented (for exarpple, the
arginalised, transient visitors to the area under surveillance and those who are disabled), enquiring
hether “just because it is not forbidden, it should be necessarily permitted”.

An ethical principle whigh.is often not considered is equal access to expertise about the operation of
Hiometric systems. As.described in this document, a biometric surveillance system is complex, with the
ihterrelationships between components, interfaces and methods of assessing its performanc¢ known
tp the operating authority, but understood in depth only by those responsible for systems int¢gration.
Ih contrast, thaseindividuals and groups which may be affected by the introduction of a suryeillance
system are unlikely to be aware of possible impacts on them. The ethics committee can readgh out to
technical departments in universities, colleges of art and design, etc. to find ways of reprgsenting
dontentious issues in more accessible terms. Resources which have been developed can then bg shared

d : assess.
Whether it 1s de51gned to 1dent1fy premlum customers in a shoppmg mall to exclude those who have
been legally banned from entering areas under surveillance or to self-exclude from bars, casinos
and betting shops, the deployed system could be accepted by the local community as a standalone
service. However, by later connecting it as part of a network of systems across a city, thereby reducing
monitoring costs and using it for general law enforcement purposes, the initial justification to the
community may no longer be viewed as proportionate or acceptable.

Assumptions about the way biometric surveillance systems operate can lead to misunderstandings
and sometimes to adverse consequences for the individual or for the effective operation of the system.
For example, the non-uniform distribution of false alerts amongst the population (the “biometric zoo”
effect) can result in certain individuals being repeatedly misidentified as persons on a watchlist, and
others being particularly difficult to identify. In poorly designed systems, it may be relatively easy for
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target subjects to evade recognition through the use of simple measures (e.g. by looking away from the
cameras), and for others to be highlighted on suspicion of trying to take advantage of such measures;
in either case, it will compromise the effectiveness of the system. Repeated stories in the media of such
misidentifications could lead to a loss of trust in the technology.

During the design, deployment and testing of systems, there is a need for system operators to consider
the collection and use of metadata, the management of watchlists and the possible evidential use of the
identification of individuals in courts.

Metadata associated with the sensors and cameras, possible matches using the comparison software,
the humfan operator resolution of alerts, etc. can either be discarded or retained for subsequent use,ip
monitorfng the health of the system, for research into improved performance or to support evidentijl
use in cqurts. The exploitation of metadata whether for routine use or to allow access under excéptionadl
circumsfances requires careful analysis to ensure that excessive personal data is not retdined, thqt

y

data qudlity issues are addressed, and that search and use are facilitated. For countries ;with privac
and pergonal data protection laws, subject access requests may be permitted routinely,in which cas
the metdqdata should be easily searchable for this purpose.

)

The opdrator should develop a clear policy regarding the management of watchlists. Although t
suppliers of some commercial systems may claim that they can work with poer quality images, there is
evidenc¢ that the recognition performance is degraded. If facial images obtained from video cameras
are to b¢ added to the watchlist, tests should be undertaken beforehand to'déemonstrate that the syste
will operate effectively, and that standards are developed which set a minimum quality threshold befo
images are added to the watchlist. In certain installations, more thanh one operator may use the vide
cameraq with separate watchlists, necessitating a policy that niinimises the potential for conflicti
actions following a possible identification.

It is alsd important that the trade-off between usability and security issues is taken into account. ISO
IEC TR R9156, while not specifically intended for use*with surveillance systems, does neverthelegs
define ajmethodology on how to balance usability andsecurity requirements.

Where |magery and data from biometric suryeillance systems is likely to be used in courts, the
extractipn and secure management of materjdl, metadata and conclusions of operators needs carefyl
consideffation. Periodic tests should be carried out to demonstrate that the data continues to be
accessiblle and processes remain fit for the,purpose. Standards for training of operators monitoring thie
alerts frjom the automated system should also be developed. Confirmed instances of misidentification
(or missed identification) provide asaluable resource for fine tuning the operation of systems.

Although data retention policies’determine the period of time for which imagery and data is kept,
considefation is needed for 'exceptional cases, for example where more data, collected over a longe
period df time, etc. is required for research and testing purposes. Operational policies should allow fd
this, whjle minimisingthe‘opportunities for the abuse.

=

VSSs which have arbiometric surveillance capability should, in general, be identified as using thi
additionjal functionality. Signage to alert to the deployment of overt systems should be placed i
positionls whighwill be visible to persons entering an area under surveillance, alongside indications
how to gbtain'further information. Work is underway to develop a standard for a visual representatio
of faciallreeognition, ISO/IEC 24779-5

o= =g e RN 77}
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(informative)

Case study: The use of AFR with VSS for traveller triaging at the
border

(.1 General

h this example there is high volume of individuals (travellers arriving at the border) who need to be
uickly assessed for risk on arrival at the border control check point. To keep queties to a manageable
ength, travellers are to be referred for further questioning (secondary inspection) only if the syspected
isk is high.

= =0 =

he officer at the primary inspection point has some flexibility, within the'terms of the agreed Jtandard
perational Procedures (SOP), in choosing if and when to ask additional questions of the targef subject
hnd how many) with the objective of keeping the total wait time at the primary inspection lane within
he defined service level (e.g. less than 30 s for 80 % of travellers). Those travellers that give dause for
oncern (for whatever reason) are referred to a secondary in§pection point for further questioping.

O /e

—

0 help the border control officer reach a decision regarding the appropriate course of action[for each
raveller, an AFR system is employed, linked to a biometric watchlist populated with individjials that
are to be sent for additional processing.

—

(Jameras are positioned such that it is possible“to obtain high quality video footage of thle target
ubject’s face while they are standing at the.primary inspection desk and this is then used to sefarch the
Fatchlist.

< W0

—

he biometric subsystem is configured-with two comparison thresholds and the AFR search will result
h one of three responses:

—

4 A green “flag” from the system means that no potential match scoring above the lower threshold
was found in the watchlist and, at least with regards to this aspect of the border check, there is no
reason to send the target subject for additional secondary screening. Note that the officer may still
decide to refer someone to secondary inspection for other reasons, not related to the AFR result.

4+ Ayellow “flag”from the AFR system means that a potential match with a score somewhere petween
the lower and upper thresholds was returned. (This is sometimes referred to as a ‘low or moderate
confidence™ match). This information is used to prompt the officer to ask additional questiops to the
travellerf within the terms of the SOPs (i.e. without consideration of AFR results).

4+ ATed “flag” from the AFR system means that a potential match scoring above the upper threshold
was returned (a ‘high confidence’ match) and this results in immediate referral to secondary

moenaction
IO P e TtIoTts

C.2 Subjects

In this particular example the subjects are all travellers (without exception) passing though the
checkpoint/document control.

C.3 Target subjects

The target subjects are those individuals whose biometric data is held in the watchlist(s) maintained by
the border control operators.
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C.4 Role of the biometric subsystem

The role of the AFR is to provide a quick indication to the officers at the primary inspection point if a
traveller looks similar to someone in the watchlist, without requiring the officer to spend additional
time to further manually examine his or her resemblance.

The phrase “looks similar” as opposed to “match” is very important as a lexicon for border officers.
Similarity does not imply any negative connotation and should never result in inconvenience to
travellers based solely on the fact that they resemble someone else.

C.5 Operator role

—

The opefator in this example is the border officer sitting in the primary inspection booth. The"office
will have been shown the current list of “wanted” individuals (as part of their normal shift handove
procedulre) but is not generally trained to be a face expert.

—

=

Their rqle here is to ask additional questions if prompted to do so as a result of’the AFR syster
returning a yellow flag. They will then be sent either to the exit if the officer is-satisfied the targg
subject is a bona-fide traveller, or to secondary inspection if they still have concerns. A red flag trigger
an autorpatic referral to secondary inspection.

" ~+

C.6 Performance objectives

In orderlto keep queue lengths to a minimum, the number of false referrals to secondary inspection should
be minitpized, with the vast majority of travellers being processed at the primary inspection point.

In this garticular example, the “red alert” flag has beensét such that the false alert rate is no highdgr
than thg value used for random referrals (e.g. <0,2 %)."In other words 1 in every 500 travellers will
be randpmly selected for secondary inspection, regardless of the result of the AFR system. The use
of the AFR system should not result in more than\an equivalent number being referred to secondarjy
inspectipn.

The selgction of such parameters clearly~réquires a risk balanced trade-off between security and
conveni¢nce/queue length. Choosing lower matching thresholds on the AFR system may result in more
travellefs on the watchlist being identified but would also result in a much larger number of yelloy
and red [flags being returned and a¢orresponding increase in the number of legitimate travellers beiEE
referred to secondary inspection; Wwith all of the associated inconvenience and delays, as well as t

additionjal processing overheads incurred by the border control authority.
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Annex D
(informative)

Video acquisition measurements

.1 General

he measurements described in this annex are suitable for installation adjustment, calibration and for
aintenance purposes to maintain high image fidelity. Adjustment can then be made to set thg camera
nd illumination so that images taken are conformant with the relevant specifications.

The video camera performance measurements described here have been designed to be performed
at moderate cost with moderately skilled operators. The tests do not require expensive or highly
pecialized equipment. They generally involve photographing standard targets under cqntrolled
ghting conditions and then analysing the resulting video frame images\on a computer.

—

ey
camera sensor
output
transmission
storage
decoding
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biometric recognition'software
Figure D.1 — Access points for video image measurements

The original video stream from the camera sensor is processed for output and encoded for transmission,
dften inside the camera body. After the storage a decoding step follows before the video is disglayed or
sentfor processing by the biometric recognition software.

The H.264 [21] and MPEG-2[22] standards define different video encoding (video compression) formats
and transmission schemes. For this reason the video transmission path may look different to the one
shown in Figure D.1.

Access points (B) and (E) shown in Figure D.1 should be used for measurements.

In VSS applications the probe images coming from the video cameras rarely meet all of the criteria set
for the reference images. However, by controlling the image quality factors where possible probe image
quality is optimized. Image quality factors are affected by the video camera sensor and lens. These
quality factors include resolution, noise (total, fixed pattern and dynamic), dynamic range, exposure
uniformity (vignetting), and colour quality. Lens distortion deforms the image and may be observed
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as straight lines in the test target being rendered as curved lines in the image from the camera. Lens
distortion correction post-processing is possible but lowers the resolution of the image.

D.1.1 Resolution

Resolution is one of the most important image quality factors. Resolution is a single frequency
parameter that indicates whether the output signal contains a minimum level of detail information
for visual detection. In other words, resolution is the highest spatial frequency that a video camera
can usefully capture under cited conditions. The term resolution is often incorrectly interpreted as the
number ref-addressable photo—elemen e number of pixelsinthe sensor}Quaklitatively resolutic

is the alpility of a camera to optically capture finely spaced detail. Noise, low dynamic range, stron
vignettipg and poor colour quality impair pattern recognition software's ability to resolve the details
in an impge. Lighting condition improvements are vital in resolving problems related to these factors.

\||| 1
3

I

0.2 b

Figufre D.2 — Variable frequency sine wave chart showing the SFR measurement principle

SFR is a|multi-valued metric that measures contrast loss as a function of spatial frequency. Generally,
contras{ decreases as a function of spatiahlfrequency to a level where detail is no longer visually
resolved. This limiting frequency value is.the'resolution of the camera (see Figure D.2). Contrast valug
are marked showing the 50 % (0,5) and 20 % (0,2) levels.

[72)

The traditional method of measuging sharpness uses a resolution test chart. The measurement process
starts with taking a video and €apturing a still image frame of a resolution test chart containing bar
patterng (see Figure D.3). Next, the captured image is examined to determine the finest bar patterp
that is fliscernable as blackrand-white lines. Finally, measurements of the horizontal and verticgl
resolutipn are made by wsing bars orientated in the vertical and horizontal directions, respectively.
This prdcedure presents'problems because it is manual and its results have a strong dependence on the
observel’s perceptiom
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Figure D.3 — USAF 1951 resolution test chart

vl

urthermore, it delivers resolution results that correlate poorly with perceived sharpness sin¢e H.264
MPEG4 Part 10)[21] or similar video compressions degrade videe’quality. Therefore, it is reconfmended
b measure the MTF of the video camera system.

o~

50 12233 contains a powerful technique for measuringMTF from a simple, slanted-edge targpt image
hat is present in the ISO 12233 resolution test chart:If video frames are captured from conjpressed
ideo file then the MTF measurement shows the resolution of a compressed image and not the|original
amera image.

Q < o —

OTE Modulation transfer function (MTF)\is the scientific means of evaluating the fundamentjl spatial
esolution performance of an imaging system, or components of that system. The spatial frequency fesponse
BFR), analogous to the MTF of an optical intaging system, is one of four measurements for analysis pf spatial
esolution defined in ISO 12233 and provides a complete profile of the spatial response of digital sti}l-picture
ameras. In other words, MTF is thename given by optical engineers to Spatial Frequency Response ($FR). The
more extended the MTF response, the’sharper the image.

o == =

.2 Measurements

.2.1 Exposureumetering

andard Lighting Intensity (SLI) is approximately 200 lux to 500 lux (a lux is equal to one lumen per
square meter)with £10 % uniformity over the test target area. It is recommended to have a higher video
light intefsity on the subject in order to compensate for the ambient light. It is particularly iniportant
tp ensure good environmental conditions because poor conditions usually result in the creatioh of low-
uality biometric references, which lead to poor performance through increased biometric recpgnition
ror rates. Strong uncontrolled ambient lighting in the vicinity of the subject or camera should
be assessed to determine if it will deliver the level of security required whilst minimizing possible
interference to the recording of the subject as a result of excessive or uneven illumination.

Exposure measurements may be done by taking a picture with the video camera of a grey background
or grey target and measuring the resulting pixel RGB values with an image processing application.

D.2.2 Standard test chart setup

Use the standard test charts shown in this annex to measure resolution, noise, dynamic range (indirect
method) and colour accuracy (and white balance). Resolution is usually well above requirement limits
when digital cameras are in use and lights are set properly. Resolution measurement helps to determine
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