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INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) GATEWAY -

Part 2: Modularity and protocol

FOREWORD

ISO (International Organization for Standardization) and IEC (International Electrotechnical Commission) form t

[

—~ N —

1

nternational,Standard ISO/IEC 15045-2 was prepared by subcommittee 25: Interconnectio
f information technology equipment, of ISO/IEC joint technical committee 1: Informatio
chnology.

he list of all currently available parts of the ISO/IEC 15045 series, under the general title

specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate
the development of International Standards. Their preparation is entrusted to technical committees; any ISQ an
IEC member body interested in the subject dealt with may participate in this preparatory work. Intefnationf
governmental and non-governmental organizations liaising with ISO and IEC also participate in this preparation.

= Q5>

In the field of information technology, ISO and IEC have established a joint technical committee,{SO/IEC JTC
Draft International Standards adopted by the joint technical committee are circulated to national bedies for voting.
Publication as an International Standard requires approval by at least 75 % of the national bgdies casting a vote

The formal decisions or agreements of IEC and ISO on technical matters express, @s nearly as possible, &
international consensus of opinion on the relevant subjects since each technical cemmittee has representatig
from all interested IEC and ISO member bodies.

=

Q.

IEC, ISO and ISO/IEC publications have the form of recommendations for.international use and are accepte
by IEC and ISO member bodies in that sense. While all reasonable efforts are made to ensure that th
technical content of IEC, ISO and ISO/IEC publications is accurate, IEC(0r'ISO cannot be held responsible f
the way in which they are used or for any misinterpretation by any end,user.

= @

In order to promote international uniformity, IEC and ISO member bodies undertake to apply IEC, ISO and
ISO/IEC publications transparently to the maximum extent possible in their national and regional publication
Any divergence between any ISO/IEC publication and the corresponding national or regional publicatio
should be clearly indicated in the latter.

=N

=

ISO and IEC provide no marking procedure to indicate~their approval and cannot be rendered responsible f
any equipment declared to be in conformity with an-ISO/IEC publication.

All users should ensure that they have the latest'edition of this publication.

No liability shall attach to IEC or ISO or its.directors, employees, servants or agents including individual exper{s
and members of their technical committees and IEC or ISO member bodies for any personal injury, properfy
damage or other damage of any naturerwhatsoever, whether direct or indirect, or for costs (including legal fee$)
and expenses arising out of the publication of, use of, or reliance upon, this ISO/IEC publication or any other IEC,
ISO or ISO/IEC publications.

Attention is drawn to thesnormative references cited in this publication. Use of the referenced publications {s
indispensable for the correet application of this publication.

=

Attention is drawn {o-the possibility that some of the elements of this International Standard may be the subject
patent rights. IS@.and IEC shall not be held responsible for identifying any or all such patent rights.

- 2

Information technology — Home electronic system (HES) gateway, can be found on the IEC
web site.

This International Standard has been approved by vote of the member bodies, and the voting
results may be obtained from the address given on the second title page.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

IMPORTANT - The 'colour inside’ logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

As the market has developed for home systems, the number of communications protocols for
home networks and for access to the home has increased. This has occurred even while
ISO/IEC standards for these networks have been developed and published. Continuing
technological progress also suggests that such proliferation will persist, and that no single
technology or standard is likely to prevail.

Therefore, standards to enable interoperability among applications implemented on
Hcompatlble networks are being written. This standard addresses the gateway, whic

=

rovides an interconnection between an access network (a wide area network) and one 'g
ore home networks (home area networks).

his standard is part of a series of standards and technical reports for the HomeyElectroni
ystem (HES) that deal with the topic of control and communication networks~in" homes an
mall buildings. ISO/IEC 15045-1, published in 2004, defines a basic mode} of the residentid
dateway, including functional requirements.

w (n —
o0

Tlhis standard defines a common framework for implementing gateway platforms to achiev
terconnection and interoperability of home system products andZapplications. The objectiv
to support products from any manufacturer or provider in aimanner that is safe, reliablg
redictable and consistent. Service providers such as cable TV companies, Internet servic
roviders and telephone companies are each installing a gateway to deliver digital data an
udio/video streams, therefore some houses contain mdltiple gateways. As a consequence
n optional feature of this standard specifies how tointerconnect multiple gateways in on
ouse so that these gateways can co-ordinate servi¢é.offerings.

[N

O - O -

communications gateway provides an interconnection between a wide area network (WAN
nd local area network (LAN) where the protocols on each network differ. The gateway i
responsible for protocol translation of sighals, message formats and timing. The hom
stems industry has adapted LAN techfiology for Home Area Networks (HANs). Ideally, eac
ome system would be based on oneHAN and all attached devices and appliances would us
ne communications protocol. In.reality, multiple incompatible HAN technologies are bein
arketed. Also, each service provider is installing a separate gateway (e.g., DSL, cabl
roadband and satellite). Therefore, it is possible that a user will purchase and inst
roducts employing two (et more) dissimilar HANs within the same premises. These HAN
ay be connected to WANSs via separate incompatible gateways. However, the user expec
these products and networks to behave as if they were the same logical network in order t
deliver home services;-such as:

DO D OO0 O —

T

[®)

¢/ entertainment (audio/video);
o] data/internet access;
¢/ communication (telephony);

o ehergy management;

ol Hhealth care and monitoring;

e environmental control (heating and cooling);
e security and safety monitoring;
e appliance telemetry;

e lighting control.

This standard accomplishes interoperability by specifying a modular architecture and set of
protocols for interconnecting the modular elements with a common signalling bus. It relies on
a common intermediate language to achieve interoperability among applications called the
Common Interoperability Framework (HES-CIF), described in this standard. Parts of
ISO/IEC 18012 define the network-specific interworking functions needed to provide
conforming products.


https://standardsiso.com/api/?name=e0d549d53b7f7fcc3e4c5051a68a2715

15045-2 © ISO/IEC:2012(E) -7-

This International Standard defines a universal gateway system by specifying interfaces
between

e standalone local/Home Area Networks (HANs) and connected devices,
e multiple implementations of local/home area networks (HANs) and connected devices,

e Wide Area Networks (WANSs) (also known as access networks) and applications connected
to Home Area Networks (HANs) and connected devices.

This standard establishes a framework for implementation of a general-purpose
imteroperability platform or “translator’” among home area networks or between wide are
etworks and home area networks. It represents one approach to implementation of\ th
imteroperability standard ISO/IEC 18012. This standard does not attempt to specify a~centrgl
ntroller or control system; and does not attempt to improve or resolve dispadarities qr
hortcomings among transmission technologies, protocols, or application¢.languagesg.
owever, this standard does provide the premises with a platform for supporting<any numbgr
specific services and supporting fundamental elements of consumer secuFrity (i.e., firewall
rvices), safety and privacy.

Tlhis standard is not a design for a specific gateway, but rather it offers” an architecture, angd
therefore it is necessarily abstract. However, this standard is relevant for many commercia
dateway configurations. Examples of such implementations are\included for information ip
Annex A.

umming up, this standard shows how to build a gateway out of modular building blocks. Thi
hternational Standard does not describe or specify gateway applications, servic
bquirements, network topologies, or how gateways<are to be applied within home network
and systems. These specifications are left to otherthome gateway-related standards.

= (N

—
(2B
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INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) GATEWAY -

Part 2: Modularity and protocol

his part of ISO/IEC 15045 specifies a gateway architecture that provides an interconnectio
etween one or more Wide Area Networks (WANs) and one or more Home Area-Network
ANs). This standard is not needed for a “simple gateway” linking one WAN #o-6ne HA
here there is no intention of future expansion, as illustrated in Figure 1. The|scope of thi
andard applies to a “distributed gateway,” as illustrated in Figure 1 and is alse’referred to i
BO/IEC 15045-1 as the Complex Modular Gateway. Also, this standard™ specifies ho
eparate gateways in a single house can interoperate to provide co-ordinated functions.

< O 0O =0 o

WAN 1 HAN 1
Gateway
WAN HAN
WAN 2 HAN 2
Gateway
WAN 3 FrtaE HAN 3
Simple gateway Distributed gateway

Figure = Options for home-gateway configurations

Normative references

he following,documents, in whole or in part, are normatively referenced in this document anfd

=

ndated (references, the latest edition of the referenced document (including any
mendments) applies.

BO7IEC 18012-2:—, Information technology — Home electronic system (HES) — Guidelines fqr

p

3

3
F

1

roduct interoperability — Part 2: Taxonomy and application interoperability modell

Terms, definitions and abbreviations

A1 Terms and definitions

or the purposes of this document, the following terms and definitions apply.

To be published.
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3.1.1
appliance
apparatus intended for household or similar use

[SOURCE: IEC 60050-151:2001, 151-11-23]

Note 1 to entry: For example a clothes washer, water heater, television, inverter, etc.

3.1.2
bridge
interface between dissimilar lower layer networks

ote 1 to entry: A bridge may provide services at layer 1 (physical layer) or layer 2 (data link layer).

gommon or shared communication path or highway

ote 1 to entry: A bus is a means of interconnecting devices under a single administration, such as a LAN
cpmprising devices sharing a common set of pathways.

ote 2 to entry: A distinction may be drawn between “logical” and “physical™/buses when bus topologies aie
cpnsidered.

ote 1 to entry: A common interoperability framework includes
an HES-AIL (Abstract Intermediate Language) and

a set of network-specific Generic Interworking Function (GIWF) processes to express (i.e., translate) any
message to or from any specific HAN or WAN"message

}.1.5

gompatibility
goility of two or more netwerks within a premises to be mutually tolerant and that do ng
interfere with one another

—

ote 1 to entry: The networks are co-existent, but they are not necessarily interoperable.

1.1.6
gomponent
dgical subunit of a larger, encompassing concept

For example, the concept of interoperability is subdivided into constituent components such 4

mponent is also used to refer to logical subunits of syste

3.1.7
device
distinct physical unit on a network

Note 1 to entry: A device can either be an end node on the network, or an intermediate node (as in the case of a
gateway, router, or bridge device connecting two distinct physical networks).

3.1.8
distributed gateway
HES-gateway implemented as separate but interconnected modular elements
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3.1.9
gateway
interface between dissimilar networks

Note 1 to entry: A gateway may provide services up to OSI layer seven and above.

Note 2 to entry: The HES-gateway provides protocol and language translation services above layer seven.

3.1.10
gateway link

full seven-layer protocol stack and the physical bus internal to and specific to the HES
ateway architecture to connect GL modules

=

ote 1 to entry: The GL is used to communicate the HES-AIL encoded messages (resulting, from the GIW|
nslation process) between HES-link modules and is not intended to link to end user devices- IixiS a link in th
sense that it transports messages within, or native to, the CIF (i.e., GL and HES-AIL). The GL may also be referre
as the "HES-link".

[oNN()

.1.11
eneric interworking function
IWF
translation function between a specific home network applicationntanguage and the HES-AIL
bstract Intermediate Language) used within the HES-gateway system

.1.12

ES abstract intermediate language

IL

nguage to represent or express the messages oftany HAN or WAN

o

ote 1 to entry: AIL is an intermediate HES-gateway-oriented application language that includes a syntact
sfructure and semantic definitions comprising a lexicenZ6f terms including objects and methods (actions).

.1.13
ES-gateway
ateway conforming to ISO/IEC 15045-2

ote 1 to entry: The HES-gateway ‘provides protocol and language translation services above layer seven in
cpnformance with this standard.

.1.14
ES-link module
evice that proyides the required services for one of the networks of the HES-gateway system

ote 1 to entryIn the context of this standard, the HES-link module provides protocol and language translatio
sprvices above'layer seven and provides an interface to the GL for purposes of connecting by the GL to one

ore other-HES-link modules serving other networks. Two or more HES-link modules, connected together via a Gl,
cpmprisera gateway.

= o

41
(> e v

home area network

HAN

network specifically serving nodes, devices, components and functions within a home or
premises

3.1.16

home electronic system

HES

collection of devices and components operating within the home and interconnected over one
or more networks, and within which such devices and networks are compatible and
interoperable according to various ISO/IEC standards
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3.1.17
interface module
HES-link module that provides an interface to a particular HAN or WAN network

3.1.18

interoperability

ability of logical entities to function together for applications on a network or between multiple
networks

119

anagement information base
IB

emory function in some portion of the gateway that stores information useful for varioug
etwork management functions

=

ote 1 to entry: No relationship is implied here with Simple Network Management Protocol/(SNMP) from whig
the term "MIB" is borrowed.

.1.20

etwork
istinct interconnection or set of nodes or devices that sharefa common communicatiop
rotocol and are mutually compatible and interoperable

.1.21
bject
rogram or unit of software functionality

ote 1 to entry: This definition is similar to that traditionally~used in object-oriented programming.

[FOURCE: ISO/IEC 18012-2:-2, 3.1.27]

.1.22
roduct
evice or network of devices that-may be purchased to make up a home electronic system

.1.23

interface between dissimilar middle layer networks

Note 1 to entry: A router.may provide services at layer 2 (data link layer) or layer 3 (network layer).

3.1.24

service module
HES-linkkmodule that provides a specific service or process for the home that requires accesp
to oneror more networks available to the HES gateway

32— Abbreviations
AAA Authentication, Authorization and Accounting
ATM Asynchronous Transfer Mode
CIF Common Interoperability Framework (as specified in 3.1.4)
DBS Direct Broadcast Satellite
DDS Data Distribution Service
DG Distributed Gateway
DGS Distributed Gateway System
DSL Digital Subscriber Line
GIWF Generic InterWorking Function

2 |SO/IEC 18012-2 is planned to be published together with ISO/IEC 15045-2.
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GL Gateway Link

HAN Home Area Network

HES Home Electronic System

HES-AIL Home Electronic System - Abstract Intermediate Language
IP Internet Protocol

IP Sec IP security

MIB Management Information Base

OMG Object Management Group

OSI Open Systems Interconnection

PNA Phone Network Alliance

POTS Plain Old Telephone Service (analogue voice)
RTPS Real-Time Publish-Subscribe

SAR Segmentation And Re-assembly (of ATM packets)
SNMP Simple Network Management Protocol

TLS Transport Layer Security

USB Universal Serial Bus

VDSL Very high speed DSL

\WAN Wide Area Network

4 Conformance

An HES gateway conforming to this standard shall implement the following elements in
dccordance with the requirements of the indicated clauses of this standard:
¢ HES-link modules shall conform to the modularzarchitecture described in Clause 6;

o HES-link modules shall implement GL bus“interfaces conforming to the requirement
identified in 8.3.

¢ HES-link modules shall implement the GIWF in the manner specified in 7.1.2.

(2]

>

s described in the scope, this standard is not intended to apply to the non-modular “simpl
ateway” situation where no future expansion is planned (i.e., no future connection tp
dditional WANs or HANS).

()

QD ©Q

5 Architecture

5.1 Architecturat‘model

IBO/IEC 150451/ specifies the functional requirements and basic framework for the residentia
dateway. This‘standard specifies the modular architecture, the interconnection of the module
(employing)intermediate busses or HES-links) and the overall structural, functional an
aignalling requirements for interconnecting communications networks inside and outside th

ouse X These specifications describe the network interfaces as a design philosophy for
niversal gateway system interconnecting the networks in a manner that allows them t
interoperate without moditication.

O U OO0

The architecture described here allows interconnection of multiple residential gateways,
where more than one may be installed in various locations within a home. These gateways
may be installed separately by various service providers. An optional feature of this standard
specifies how these gateways may exchange messages and function as a single gateway. In
other words, this standard anticipates two possible situations, as follows.

a) Simple gateway — one WAN connected to one HAN.
b) Distributed gateway — one or more interconnected gateways operating as one entity.

In case a) and if no of future expansion is planned, this standard need not apply. This
standard is only intended to apply to case b).
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This standard defines a gateway system of modular expandability employing a set of HES-link
modules. Each WAN and HAN connected to a distributed gateway should include an interface,
known as an HES-link module, that conforms to this standard, as shown in Figure 2.

Domain of HES-gateway

] WANa_ | | WANb | | HANc | | HANd | | Appnx_ | __| Appny |_
Interface Interface Interface Interface Service Service
module module module module module module
WAN a WAN b HAN ¢ HAN d Service x Service y

Interface modules Service modules

Figure 2 — Interoperating networks and domain of HES-gateway standard

—

his standard provides an open, modular and expandable framework for the delivery
ervices to the consumer that can accommodate diverse networks on both the HAN and WA
ide. The gateway may also provide a place to situate firewall functions that will protect th
utonomy, safety, privacy and security of the consumer, yet enable trusted relationships wit
referred service providers. The basic functionality of the HES-gateway system is shown i
igure 2.

n

n
>S5 o000 = =

his standard provides a design guidéline to create products that can offer interoperabl
ateway functionalities. It describes all layers (or stacks) of the intermediate protocol, know
s the gateway link (GL) protocol,xneeded to interconnect an interoperable array of HES-Lin
odules, which consist of speeific WAN Interface Modules, HAN Interface Modules an
pecific Service Modules. Required layers of specific WAN or HAN protocols are ng
pecified, but are left entirely to the product manufacturer. The GL and other HAN/WA
rotocol stacks implementa Common Interoperability Framework (CIF) described in 7.1.1.
uch CIF includes generic interworking functions (GIWF) that reside above layer seven, (i.e
bove the application~layer of the ISO reference model, 1ISO 7498), and interfaces to th
AN/WAN protocol stacks.

o ~ X D 0

D

-

—

he HES-gateway system is intended to provide interconnection and interoperability

o where*two or more dissimilar HANs are installed or implemented in a premises,

o] ~where two or more dissimilar HANs are required to interoperate or interwork in a premisep
or

e where a product acts as a bridge, router, gateway or residential gateway between two or
more dissimilar HANs, or between at least one WAN and at least one HAN, in a premises.

The HES-gateway architectural model is modular in concept, for purposes of definition and
conformity assessment. However, implementation is left to the choice of manufacturers.
Alternative distributed architectural models are depicted in Figure 3. In this figure, "W" and
"H" represent WAN and HAN HES-link modules, respectively. Methods of implementing these
alternative models are further described in Annex C. The distributed system may be thought
of as simply a combination of smaller centralised systems. These alternative architectural
models are referred to in ISO/IEC 15045-1 as the “complex modular implementation”.
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gyilored to some defined set of services on both the HAN and WAN side. In the quest for lo
I

design around the minimum feasible functional unit, rather than the maximum. There is n

Pl

Distributed HES-gateway<altérnative
configuratien

Figure 3 — Alternative distributed modular architectural models

.2 Design philosophy

21 General approach

onventional gateways, e.g. set-top box designsi|.generally take a “one-size-fits-all” approach
v

st and economies of scale in manufactufing, modularity and expandability are sacrificed
ong with flexibility that service providers™frequently need. Often, the result is a "big box" thg
ies to accommodate many functions<and services, yet frequently fails to provide the ke
batures that are most needed in any particular situation. These big boxes are frequentlk//
esigned around a powerful central.processor and operating system.

—

.2.2 Distributed gateway 'system (DGS)

his standard is based\.on a model, the distributed gateway system (DGS) that seeks t

O 0

bquirement for a_central processor or controller in a DGS.

OTE For example, the most generalised implementation of the DGS would use a distributed computing modegl
bnsisting of a'metwork of semi-autonomous interfaces and agents running in dedicated embedded microcomputels
tuated on<individual modules (e.g., circuit cards) and interconnected by a “backplane.” Multiple backplane unifs
buld bedinked together to form a single logical backplane. Each module may be associated with a single HAN ¢r
AN., This modularity is similar to the "blade server" architecture employed in the commercial computing
hvironment.

a

p
(i
d

uch like the design of the Internet, the HES-gateway seeks simplicity by separating content
nd application from transport and delivery. Such separation moves as much “intelligence” as
ossible out of the gateway. Applications and services reside on the periphery of the gateway
.e., on the respective HANs and WANs or on service modules) where they can grow and
evelop in directions not dependent on the gateway itself.

The HES-gateway system design seeks to minimise the information or knowledge that the

g

ateway needs about the products and services residing on each network. Therefore the

semantics are transposed from one product/service domain to another by applying the
interoperability taxonomy principles described in Clause 7 of 18012-2 of and the object

S

chema described in Clause 8 of ISO/IEC 18012-2. This architecture provides a measure of

“future-proofing” by employing intermediate bus and protocol or language elements that are
layered and upward compatible with future additions or changes. For example, the language
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elements may be defined and contained in a metadata registry that can be continuously
updated and accessed by product developers. In this case, protocol stacks for an expanding
list of WAN and HAN protocols may be maintained in an open-source library that is also
available to developers. Such a metadata registry will be specified in subsequent parts of this
standard.

5.2.3 Modularity

The interface to each HAN or WAN might be hosted in a variety of HES-gatewa
configurations. These HAN and WAN modules might be housed in a common gateway chassi
dr in multiple gateway chassis that may be directly interconnected over a network. Thi
stem of modules is self-configuring and should be “hot-pluggable” so a module may b
added or removed while the others are operating. This approach is roughly analogous”to th
blade server” architecture widely employed in the commercial networking industry. In mor
pecialised implementations, although the modules might be combined and the’intermediat
protocol and bus might be collapsed, the principle of modularity at the CiFy1evel shall b
preserved.

D O O D O’

odularity in the HES-gateway system represents, more importantly; a functional divisio
rather than a physical one. The main principle is to provide a functional structure within whic
the CIF can live. In terms of physical realisation, the entire gateway could end up as a singl|
piece of silicon, that choice is up to manufacturers and the spécific set of services they ma
ish to support (e.g., in the simple gateway, the intermediate’ bus and protocol are completel
collapsed). The modular architecture is simply a framewerk. The HES-link module and th
imple gateway concepts are introduced in order to clarify this concept.

T< < (D O O

=3

OTE In other words, the HES-gateway does not have to(be manufactured in a modular fashion, however, |i
should be DEFINED here within a modular framework socthat CIF operates. This is because the CIF itself is [a
odular concept. Conformity is assessable by the interchange of modules or by the passing of CIF messages
thhe modular interface.

=3

any case (see above), implementations of HES-link modules compliant with this standarp
hall conform to the modular architecture as specified in Clause 6.

5.2.4 Common interoperability platform

he HES-gateway accommedates the conventional (simple) gateway (one WAN and on
AN) as a specific cases within a generally defined DGS architectural framework. The DGS i
d modular architecture that supports multiple WANs, HANs and services, and provides
platform for implementing the CIF described in 7.1.1. It imposes no specific requirements o
plementations,although complying with it implies a certain specific choice of modularity thsg
preserves the iategrity of the CIF. With respect to protocols and communications services, th
)GS model“gprovides a structure that is analogous to the OSI reference model fg
gommunications (ISO 7498). In both cases, a specific implementation is not required t
include.every element (layer) of the reference model.

O S O —+ 35 O O 0

[

any case (see above),

implementations of HES-gateway modules compliant with thi

C OUduld d Ule Pe cU U U 9 O O d c W

U
ISO/IEC 18012-2.

6 Modularity requirements

The basic function of the HES gateway is to translate messages between networks that use
different communication protocols and/or application languages. This translation is
accomplished by the Common Interoperability Framework (HES-CIF). Each message shall be
translated into a common intermediate language, the HES Abstract Intermediate Language
(HES-AIL) described in 7.2 of ISO/IEC 18012-2 as application domain. The translation
process in the HES gateway is performed by a network-specific Generic Interworking Function
(GIWF) specified in 7.1.2. In the case of the DGS where modules (HES-link modules) are
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physically distributed on an HES-gateway intermediate bus or GL (gateway link), then the
translated message may be transported via the GL protocol to the receiving GIWF, which then
translates it into the language and protocol of the target network. The GL thus accommodates
multiple WANs and HANs without requiring separate translators for each possible combination
of networks (e.g., WAN and HAN, or HAN and HAN). A “simple gateway”, linking one WAN
and one HAN, may incorporate the dual translation process without using the GL, and lies

outside of the scope of this standard.

In the most generalised |mplementat|on of the HES distributed gateway system network

3 HES link module that prowdes a GIWF I|nk|ng thls network to an abstract HES commo
interoperability system, comprising an abstract intermediate language and (AlL)\ an
intermediate protocol (GL protocol). Alternatively, specific appliances may incorporate suc
GIWF and AIL/GL interface functions (examples on reference models are provided i
Annex A).

NOTE An optional specialised implementation such as the simple gateway (ile,,~ see A.2.6.2
I$O/IEC 15045-1:2004) may combine modules into a single unit and collapse the intermediate GL bus entirely, an
ies outside the scope of this standard.

ach module may be visualised as a HES-link module connected with an intermediat
rotocol and GL bus. This bus need not be confined to a common chassis, but could b
xtended throughout the premises using an appropriate bus technology or tunnellin
echnique. Such distributed HES-link module implementation” options further described i
nnex C.

D o 0T M

~l

HES-gateway system

7.1 Conceptual process model
7.1.1 Common interoperability framework (CIF)

Tlhe generalised HES-gateway system model is depicted in Figure 4, known as the CI
(Common Interoperability Framewerk). The various systems in Figure 4 comprise network
that

¢/ connect the home to service providers via a wide area network and
(This is the primary @bjective of the gateway: interconnect WAN and HAN networks.)

o/ connect HAN to MHAN.

This is a secondary objective of the gateway and is required only if the house include
multiple HANs that do not conform to the same communications protocol. In that case, th
HES gateway provides the following additional services

e linking components of home applications to form a functional system (e.g., audio/vide
entertainment, heating and cooling (HVAC), energy management, lighting and lif
safety) from multiple local area networks and

DjLJ_DUJ

Q=

= QW D

(2]

(1)

O

D

s—mterconmectng-homeapptications(e-gto co-ordimate tightmgwithtormmgomtghts
case of a fire alarm).

Since the communications protocols on the external and the various in-home networks may

differ, the HES gateway is responsible for signal, protocol and language (syntax) translation.
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HES abstract intermediate language (AIL)

- =

GIWF #1 GIWF #2 GIWF #3 GIWF #4
#1& AS #2AS #3AS #4AS
It 1T 1T

1L

System #1 System #2 System #3 System #4

Figure 4 — Common interoperability framework (CIF)

he CIF represents the home electronic system — common ipteroperability framewor
escribed in this standard.

Qo —i

Tlhe HES abstract intermediate language (HES-AIL) for _enabling interoperability amon
jpplications on different networks is specified in 7.2 of<{ISO/IEC 18012-2:20123 as th
pplication domain. The HES-AIL shall be implemented when multiple gateways are combine
tp a distributed gateway, as shown in Figure 1.

Tlhe HES-AIL comprises a language for expressing-the set of common functions (e.g., object
nd methods) served by all home systems. For example, the HES-AIL has representations fqg
lighting system elements such as switchessand sensors. Each home system application i
efined by a specific subset of the CIF,.Known as a generic interworking function (GIWH
escribed in 7.1.2.

7.1.2 Generic interworking function (GIWF)

Tlhe GIWF serves as a translator between any specific system and the abstract (commor
slystem. The abstract HES=AIL language constructs are expressed and conveyed by a G
(pateway link) that includes”a common meta-protocol and an application language. In terms ¢
the seven-layer OSI reference model (ISO/IEC 7498), the GIWF communicates messages 3
the top of the protocol stack associated with the interface module process of a particuld
S

intermediate processes.

—

he GIWE resides in modules that may be designed and implemented by manufacturers t
erform~ translation between specific HES implementations of device classes and th
tergperability application models device classes. The HES-gateway system provide

o)

O 0 O

ystem. An HES<gateway stack model is described further in Clause 8 on the HES-gatewaly

——

~ O = O

)
|
f
t
r

mmercial network system developers and manufacturers the opportunity to specify

D
e
S
A

specific GIWF Ttor their network protocol to achieve Interoperability within the CIF.

ISO/IEC 18012-2 specifies interworking functions and provides other requirements such a

S

those needed to establish a metadata registry for this type of interfaces and interworking

functions.

7.2 Physical architecture

The basic physical architecture of the HES gateway including associated architectural

domains is shown in Figure 5.

3 Tobe published. 2012 = estimated year of publication.
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Figure 5 - HES-gateway architectural domains

Tlhe HES gateway architecture consists of the domain of the HES gateway specified in thi
andard and the three user domains of the WAN, the HAN-and the Service Application. Th
pper centre block represents the HES gateway intermediate bus (optionally present) ovsg
hich the GL/HES-AIL messages are transported (the Al is “intermediate” in the sense that

transports messages within, or native to, the CIF (i.e.,.GL and HES-AIL)).

~ = b O

he interface modules shown in Figure 5 are previded by manufacturers seeking to suppo

rious WAN or HAN networks. Each such madule includes a portion that is in conformanc
ith the interoperable HES gateway standard and also talks the language of CI
(standardised in ISO/IEC 18012-2) using.\specific GIWFs residing on each module. Thes
odules interconnect with each otheryusing the GL protocol and bus. All informatio
rocessing resides on individual modules and not on the bus or elsewhere. The intermediat
L bus block depicted in Figure.5.represents only a data transfer or switching/arbitratio
function. There is no specific,_abstract limit to the number of modules that may b
ccommodated in any given ‘configuration. However, the physical realisation of the G
rotocol and intermediatebus may set a practical limit. Three basic types of module
mprise a HES-gateway:/WAN interface modules, HAN interface modules and servic
odules (see 7.3.4). The-latter two are associated with the domain of HAN.

MW —~

OO T S50 o5

7.3 Modularity
7.3.1 General

A usefulhway of thinking about the HES gateway architecture is in terms of the HES lin

odulex~The HES link module is a modular unit that provides the services and interface fg
ne of the specific networks served by the HES gateway. It communicates with the other HE
|i@m&mw = |

protocol. Each HES link module provides the translation from a specific network to the HES-
AIL language. The HES-AIL messages are then transported over the intermediate GL bus to
such other specific HES link modules as may be appropriate. The HAN and WAN interface
modules shown in Figure 5 may be thought of as HES link modules, as shown in Figure 6.

Ul s X
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1L !

HES-link HES-link
module module
WAN HAN

Appliance(s)

»
\
HES-link (GL) Bus

WAN HAN
HES-link HES-link HAN
module module Appliance(s)
HAN
L IT ¥ JC
WAN

Figure 6 — HES-link modulelinkage model

igure 6 depicts the use of two options for a HES“ink module. The blocks labelled HAN an
VAN are HES-link modules. The top example represents a case where the HAN HES lin
odule is physically removed from the HES“gateway unit, possibly co-located with a HA
dppliance, and is linked by an extension of‘the intermediate bus and protocol. In each casgq
the translation process takes place in the) HES link module. The bottom example represents
case where the HES link module e€mploys a transmission facility/protocol that is alread
interoperable with the end user HAN appliance(s). The HES link modules depicted in th
fpllowing subclauses show the 'distribution of functionality within each module. Only thos
portions of the drawings located within the domain of the HES gateway are intended t
contain normative elements-for purposes of this standard.

=T
Z X O

O 0D I <K L.

OTE The HES-gateway/intermediate bus is “intermediate” only in the sense that it transports messages withi
of native to, the CIF (i€.,~GL and HES-AIL). In some cases, the same bus may be transporting other messag
tfaffic as well.

D

.3.2 WAN/access module

P

he WAN.access module is a unit that provides a complete interface between a specific WA
gnd the~HES gateway intermediate bus and GL. A generalised block diagram of the WA
interface module is shown in Figure 7 The portion Iabelled domam of HES gateway is out5|d

P

— (D

data from WAN to HAN Typical WANs might include access networks such as cable xDSL
DBS, optical fibre, or wireless (e.g., LMDS (Local Multipoint Distribution System), MMDS
(Multipoint  Multichannel Distribution System), IEEE 802.16 (WiMAX, Worldwide
Interoperability for Microwave Access), etc.).
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i GL interface |
: GL L] oL
! interface | private i
: processes MIB !
i GIWF
L] iPIe_r[n_e_d_i@t_e__<___>___Stu_a[e_d_____l Domain of
processes MIB HES gateway
WAN L WAN
interface private
processes AL MIB
Specific WAN
interface
Figure 7 — WAN access module block diagram
Tlhe specific WAN interface would - include physical layer signalling and decoders Qqr
emodulators. WAN interface processes would include data processing and any protocgl
ack necessary to extract the -méssage content meaningful to the application (i.e., up to the

pplication layer (OSI layer.seven)) and deliver it to the GIWF and intermediate gatewa
rocesses for translation (into the GL. The WAN interface processes are determined by th
pecific manufacturer and/could also include any processes necessary for management of th
AN connection, according to the technology it supports, e.g. DSL (Digital Subscriber Line},
1/T1, etc. The elements depicted in Figure 7 are included for illustration purposes only. |
ractice, they aredesign matters of manufacturers.

OTE A private memory or MIB (management information base) might be needed for such a connection (e.g,
spich as information relevant to maintaining a customer account relationship, passwords, usage statistics, account
cpdes, eter)» The use of the term MIB here is borrowed from the IP (Internet Protocol) world, but in this case (unli
IP and SNMP — Simple Networking Management Protocol) it is not intended to imply external access to the MIB Hy
other than a specific service provider. For instance, in the case of WAN modules, a manufacturer may choose
pfovide a place for storing private information about the WAN connection. This information would allow a servide
provider or manufacturer to protect customer-specific data from competitors, who may also have WAN modules
installed in the same HES gateway system.

The GIWF and intermediate gateway processes may also have access to a MIB for storage of
information that might need to be shared by the WAN and the gateway (e.g., connection
status, error, data format or routing information). Once the data have been translated into the
GL by the GIWF process, the data are passed to the GL interface processes. The GL includes
a protocol stack that passes these data to the intermediate bus and then to the appropriate
HAN module(s) where a mirror procedure occurs. The GL private MIB might be used to store
information necessary for the proper delivery of this type of information (e.g., HES-gateway
intermediate configuration information, addressing and routing, gateway management
information, user preferences, access codes, etc.) within the HES-gateway system.
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This subclause describes the architecture of a typical WAN module. The portion of Figure 7
that lies within the domain of HES gateway shall be in conformance with this standard. The
structure and content of the remaining portion is entirely up to the specific module
manufacturer and is provided here only for illustration purposes.

7.3.3 HAN access module

The HAN access module is a unit that provides a complete interface between the HES-
gateway mtermedlate bus and GL and a speC|f|c HAN A generallsed block d|agram of the

utS|de the HAN domain. Again, the data row will be traced in the WAN to HAN d|rect|on fqr
purposes of explanation. Typical HANs might include ISO/IEC 8802-3, ISO/IEC 14543-B
eries, ISO/IEC 14543-4 series |IEEE 1394, IEEE 802.11, IEEE 802.15.1, USB etc.

l :
i :
i GL interface '
! i
| 1C :
| GL GL :
! interface c:> private i
: processes MIB !
= 1L :
! GIWF
L]l intermediate _/'\’_Z‘_>_ \Shared |+ pomain of
processes MiB HES gateway
HAN 1 HAN
intérface private
processes AL MIB
Specific HAN
interface

Figure 8 — HAN access module block diagram

The nparafinn of the HAN interface module faollows 2 ﬁnmplnmanfary rr_\::H-nrn to—the \ALAN

interface module. The intermediate bus delivers the GL data to a RG bus interface. It is then
passed to the GL interface processes where it is extracted up to OSI layer seven and
delivered to the GIWF for translation into the specific HAN protocol. The elements depicted in
Figure 8 are included for purposes of illustration only. In practice, they are design matters of
manufacturers. The GL private MIB might be used for storing local information such as
intermediate configuration information (e.g., addressing and routing, gateway management
information, etc.). The GIWF and intermediate processes block formats the data and manages
the appropriate user processes on the HAN side (e.g., streaming, segmentation, error control,
etc.), using a shared MIB, if necessary. The translated data are then passed to the HAN
interface processes, which actually manage the passing of data to the HAN devices, via the
HAN specific interface. The HAN private MIB might be used for HAN configuration or services
information, addressing or routing.
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This subclause describes the architecture of a typical WAN module. The portion of Figure

8

that lies within the domain of the HES gateway shall be in conformance with this standard.
The structure and content of the remaining portion is entirely up to the specific module

manufacturer and is provided here for illustration purposes only. The HES gateway portion i
not responsible for specific knowledge about the HAN configuration or managing its services.

7.3.4 Service module

S

A third type of module in the HES gateway is the service module, illustrated in Figure 9. The

rvice madule resides par’rly in the domain of the HES gateway and par’rly in the domain of

A

rivate service application process. The service module has no HAN interface but acts as™a
gent for managing specific services on a HAN or WAN by having access to an intermediat
ES gateway (i.e., gateway link) data traffic, and may be associated with specific ‘HAN g
VAN services.

=T QOO

OTE Typical service module applications might include security applications, firewall functions,ydata encryptio
uthentication, Authorisation and Accounting (AAA) energy applications, managementy (elg., demand sid
anagement, remote meter reading (e.g., “smart meter”), demand response, etc.), entertainment (e.g., ilnteractiy

, pay-per-view (PPV), video-on-demand (VOD), etc.), safety and an unlimited number,of additional services.

43 > =

GL

GL interface

GL interface GL private

ja—
processes \l—\/ MIB
pa—

GIWF
intermediate Shared MIB Domain of

processes \ % HES gateway

N
e
r

D O -

- -

Service application
process

Figure 9 — Service module block diagram
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7.4 Data flows
7.4.1 General

The general data flows between the WAN and the HES gateway system are shown in
Figure 10, a copy of Figure 7 with data “pipes” overlaid to illustrate the termination of three
kinds of data streams. The various functions in the HES-gateway may be managed remotely
or from within the HAN, or by a combination of both. Individual portions of the HES gateway
(HAN or WAN modules) may be managed by separate entities requiring multiple remote
management functions.

GL interface

t:

GL GL
interface c:> private
processes MIB
GIWF
_irltetrn_esi@_te_z:“, _Shared\{ "} Domain of
processes [TV MIB HES gateway
WAN 1 WAN
interface private
processes MIB
Specific WAN
interface

Gateway
functions

Figure 10 — Data flows

Figure 10 depicts the data flows through a typical module using three vertical “data pipes”
inserted into Figure 7 for illustration purposes. In this example, WAN functions are those that
are only intended to manage the specific WAN interface and are the domain of the WAN
service provider (e.g., connection establishment signalling, access authorisation, accounting,
etc.). The gateway functions are those that are shared between the WAN service provider and
the gateway, but do not pass through the gateway to the HAN side (e.g., resource binding or
routing information). User service functions are those that flow through to some application in
the domain of the HAN (e.g., a video data stream, user data, etc.). Data flows may be
generally divided into control plane and content (data) plane flows.
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7.4.2 Control plane

GIWF and GL processing are likely to involve a great deal of control plane activity. Control
plane flows include short messages that read or write data, inquire, declare device or network
states or parameters discover or allocate resources, manage networks (e.g., including safety,
privacy and security) or setup or terminate connections for the management of content flows.
An example might be Session Initiation Protocol (SIP), a common control protocol for VolP

(Voice over Internet Protocol) put forward by the Internet community.

743 Content (data) plane

Gontent plane flows typically might include digitally encoded video streams, VolP pacKsg
streams and the like. Once such connected streams are initially set up, they would7involv
little or no GIWF processing, but they would involve the transfer and routing of packéets via th
GL (if implemented).

8 Intermediate processes

8.1 General

Tlhe HES-gateway intermediate processes include

gd) protocol stacks for both specific networks and the GL meta-protocol,
b) the GL protocol,

d) the GL bus and

d) network management functions.

8.2 Protocol stacks

8.2.1 Generalised model

generalised model of the HES-gateway protocol stacks is shown in Figure 11. These stack

bllow the convention of the OSt (Open Systems Interconnection) seven-layer model, whic
escribes communication functions from the physical layer (layer 1) through the applicatio
yer (layer 7). The OSI reference model is used here for illustrative purposes only and is ng
tended to be normativé. )The stack models in Figure 11 apply to either WAN or HA
odules. The GL protocdl shall not be confounded with the specific networking protocol
eing translated (i.e.(being rendered “interoperable”). The GL protocol and bus are unique t
ne HES gateway and are an optional method of transporting data between GIWFs.
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HES-link module #1 HES-link module #2
GIWF
application
[
Application I| Application Application || Application
[ |
Presentation : Presentation Presentation I Presentation
| |
Session : Session Session : Session
| |
oSl Transport | Transport Transport | Transport
layers | |
Network : Network Network : Network
| |
Data link : Data link Data link l Data link
| |
Physical | Physical Physical | Physical
| |
| ¢ HES-gateway ¢ |
| GL Bus |
Data < g
transfer |L |
Network 1 Gateway-link Network 2

Figure 11 — HES-gateway generalised protocol stack model

Data transfer from Network 1 toj)Network 2 would begin by entering the Network 1 HE
aateway module and passing.upward to the top of the specific Network 1 stack where the dat
re then passed to the GIWF"which exists above the application layer. The GIWF translate
the Network 1 application\language into the GL and then sends it downward through the G
r]‘.eta-protocol stack to the HES gateway intermediate bus. The data are transferred by th
termediate bus to-‘the Network 2 HES gateway module where they are passed upwar

—_ =

Tlhe data are then-passed down the specific Network 2 stack to Network 2, and then on to th
nal destination-on Network 2.

—h

—

he specific network stacks are defined by the specific product manufacturer or by existin
andards or other specifications. Many of these stacks may be accumulated and maintaine

hrough its GL stask-to the GIWF for translation into the application language of Network 3.

OO T 0O YU

()

im @n ‘'open source library for use by those developing HES gateway modules. Also associate

a - a - aV¥a - A aa

8.2.2 Specific model — Simple gateway

S OO0

The simple gateway protocol stack model (one WAN, one HAN) is depicted in Figure 12. It
eliminates the GL and intermediate bus by incorporating both HES-link modules on a single
module to form a complete one-to-one gateway. This case is shown for conceptual purposes
and is beyond the scope of this standard because it does not use the HES-link modular

structure.
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HES simple gateway
GIWF
application
Application Application
Presentation Presentation
Session Session
Osl Transport Transport
layers
Network Network
Data link Data link
Physical Physical
Data
transfer
Network 1 Network 2

Figure 12 - HES-gateway special’case: simple gateway protocol stack model

8.2.3 GIWF application

I{ is important to note that the 'GIWF is the application and not part of the associated stacksg.
Tlhe HES interoperability-guidelines standard ISO/IEC 18012-2 specifies the GIWF. Howeve
there is nothing to preclude additional application functions being added on top of the GIWH
depending on the patticular network application being served. For instance, various servic
dgents might reside -above the GIWF, monitor the data flow, and modify or control the flow g
d
€
t

ata, or even initiate data messages, as might be appropriate to any particular application. A
xample might.be the insertion of routing or addressing information, or perhaps to establish @
erminate a‘data-stream connection.

= e ¢

 thelcase of the service module, the specific network stacks would be absent and only th
L-would be employed.

[

~ —

NOTE For example, typical service agents include those specified by the Open Service Gateway Initiative (OSGi)
or The Application Home Initiative (TAHI) consortia.

8.24 Data flow control plane signalling

Figure 12, as a generalised model, might be taken to imply that all communications into and
out of the HES gateway traverses all seven layers of the ISO stack, see ISO/IEC 7498 series.
Although this would be true in regard to “control plane” signalling, it would not be strictly true
in cases of content (data) plane (or data steam) message traffic. Some traffic will connect at
the physical layer, data link layer, or network layer, as perhaps in the case of TLS or IPSec.
Some forms of message traffic have no protocol stack, such as analogue TV or plain old
telephone service (POTS). These may need to connect at the physical layer, although they
might employ HANs for switching control signalling.
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8.3 Intermediate bus (GL bus) and protocol (GL protocol)
8.3.1 General

The gateway link bus, if present, may be implemented in any manufacturer-selected Physical
and Data Link Layer communication technology, provided they support the Internet Protocol
(IP) as defined in RFC 0791.

The GL bus uses the Internet Protocol (IP) for transmission of information, including both
control signalling and content transmission. The bus allows distributed gatewa
implementations, see Annex C.

OTE Certain characteristics should be taken into account when selecting the appropriate technology
hplement the GL bus, namely a common module connector for delivering both data and power and(the need fo
Lipport isochronous communications. As the transfer of isochronous data within the gateway may.-be” frequently
eeded, it is preferable to support a high data rate and a relatively small number of modules employed to allow fgr
Hequate intermediate bandwidth and to avoid congestion. Note that with some standard busses, higher data ratds
ay be anticipated to be available for later implementations that will be upward compatible. [The’ GL bus (includi
ectrical characteristics) is not specified here because on the one hand it will support IP*as a network layer
Fotocol and on the other hand any interconnection will be done at this layer, as described.below.

=

S o030 5 0

—

he gateway link (GL), if present, is used here to refer to the set"of networking protocol
ecessary to transfer HES-AIL messages between modules (i.e.,‘HES-link modules) over th
L bus. HES-AIL is an HES abstract intermediate application<language that supports HE
roduct interoperability, specified in ISO/IEC 18012-2. The/Gl-protocol is defined in such
ay as to allow the GIWF process to communicate any translated message(s) to or from an
pecific HAN or WAN-specific subsystem. Existing €éenimonly used networking protoc
andards and specifications are specified for the GL.

—

hese protocols comprise the following three levels:

Q

) lower layer protocol (i.e., physical and dafa'link layers);

o

) middle layer protocol (i.e., network layér) and

(@)

) upper layer protocol (i.e., transport, Session, presentation and application layer).

§.3.2 Lower layers

—

Tlhe lower layer protocol alowed may include media and standardized data link protocols thag
sjupport IP; specifically;” any from the IEEE 802.3, IEEE 802.11, IEEE 802.15 suite ¢
protocols (including wired, wireless RF, PowerLine, etc.) that can provide an IP interface t
the GL as specifieddn this standard (see below).

O =

8.3.3 Middle Jayers

Tlhis standard incorporates by reference the Internet Protocol (IP) (RFC 0791) for the GL
Jetwork layer. Transport layer functions are provided by UDP/IP (see below).

.34 Upper layers

The upper layer GL protocol services interface with the GIWF processes, network interfaces
and interworking functions defined in ISO/IEC 18012-2. The upper layer GL protocol shall
meet the following requirements, it shall:

a) support the ISO/IEC 18012-2 asynchronous event bus (i.e., the upper layer GL protocol is
transparent to the applications that are communicating through the gateway);
b) be designed to run on UDP/IP (see 8.3.3);

c) be a one-to-many communication model (for support of the ISO/IEC 18012 series
asynchronous event bus);

d) support for both best-effort and reliable (i.e., guaranteed) delivery communication modes
(since UDP/IP is not reliable);
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e) have a fault tolerance; there will be no single-node (module) point of failure in the GL

protocol services (to support continued operation when one or more modules fail(s) in a
multiple, distributed HES-link module configuration);

f) not introduce any blocking operations (such as a blocking send operation) that would

cause unpredictable delays when using the GL protocol services;

g) be configurable to allow trade-offs between reliability and time-sensitivity application

oz

—

Qo -h <

requirements (one example is the choice between best-effort and reliable delivery, but
there may be other possible configuration options in a specific implementation).

[OTE _The communication requirement 1s 10 support BOTH best-effort AND reliable service. 1he choice betweegn
est-effort and reliable service is application-dependent, and is left to the application implementation.

he following are design considerations for the upper layer GL protocol.

) Minimal execution memory footprint.

—

Support for multiple senders through a single UDP communication instance (for efficien
use of IP stack resources).

Designed for time-sensitive applications (e.g., healthcare,/ “distributed energly
management).

—

Vith regard to the forgoing criteria, the HES gateway environmentis not significantly differen
om an industrial control environment, and enhanced performance, efficiency and reliabilitly
o not add to (and possibly reduce) unnecessary{,complexity or redundancy i

=)

o wn

ardware/software implementations.

.4 Gateway management

he HES gateway system, if implemented as a(distributed gateway system, has no centre
ntroller. Modules may be installed at any.time and a set of basic network managemer
lements provided on each module will- allow dynamic self-configuration. Depending o
ystem or service requirements, more advanced network management elements could latg
e added in the form of a specialised service module.

= 2 ~ —



https://standardsiso.com/api/?name=e0d549d53b7f7fcc3e4c5051a68a2715

15045-2 © ISO/IEC:2012(E) -29 -

Annex A
(informative)

Case examples

A.1  Overview of case examples

—

his annex includes block diagrams depicting a series of case examples of “typicali)ag
possible” HES gateway configurations or scenarios applying the generalised architectur
slpecified in this standard. These case examples are provided for purposes of illustration.

A.2 VDSL scenario

/iﬁﬁf

HES-gateway ATM VolP MREG 2
§ SAR decoder decoder
GL bus Ethernet
w_| interface g
VDSL POTS ~_RF &
/ decoder converter )~/ —|_modulator |
WAN interface ﬁ ﬁ ﬁ ﬁ H AN
module interfaces
VDSL POTS PC v
access phones set

WAN interface HAN appliances

Figure A.1 — VDSL scenario

igure A.1 depicts the ,use of VDSL (Very-high-speed Digital Subscriber Line) service t
rovide voice, video and-data service to the home. In this particular case, voice, video an
ata packets are delivered via VDSL (layer 1) service employing ATM (Asynchronous Transfe
lode) packet switching technology. The video packets, using MPEG 2 compression, in thi
xample, are then decoded and converted to conventional RF modulated video and audi
ignals for displdy on a conventional TV set. A typical installation might employ more than on
PEG 2 jinterface module, depending on the capacity of the VDSL access service and th
eeds of\the viewer. The MPEG 2 interface might also include a remote control receiver fg
imitiating~data traffic back to the video source to change channels or other purposes. In thi
xample the VolP decoder could use a POTS (Plain Old Telephone Service) converter t

O =0 T T

—

D

The Ethernet interface might also provrde a hub for multiple PCs or other Ethernet- base
appliances.

d
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A.3 DBS/DSL scenario
’— . . . — —————
A3C  JT IC JC  J¢C
/ ATM VolP MPEG 2
/ SAR decoder Ethernet decoder
. DBS interface
HES-gateway receiver -
GL bus VDSL pOTS ¥ <
< decoq/gr// converter
WAN interfaces
interfaces VDSL DBS POTS PC
access dish phones
HAN appliances
Figure A.2 — DBS/DSL scenario
Higure A.2 depicts the use of DBS (Direct Broadcast Satellite) combined with DSL (Digita
Yubscriber Line) service to provide voice, video and data service to the home, similar t
Higure A.1. In this case, video is provided by DBS and veice and data are provided by DSL.
Tlhis arrangement may be employed where VDSL service is not available, or where DB
delivery is more advantageous. Also, DSL provides a reverse channel for the DBS service fq
APV (Pay-Per-View), service provisioning or other interactive applications.

HES-gateway GL Bus

Figure A3 — Cable/DSL/energy management/ZigBee scenario

ATM MPEG 2 Energy
SAR Digital ZigBee® Ethernet decoder mgmt
cable yvireless interface controller
VDSL decoder interface RF servicle
decoder modulator module
|
ir 4t 1r It
module
VDSL Cable Electric PC TV
access drop meter set HAN
' interfaces
VAN interfaces HAN app[,’ances

Figure A.3 depicts the use of cable combined with DSL service to provide video and data
service to the home. Such an arrangement might be employed when data service over cable
is not available or when DSL might also be desirable for certain services. In this example, a
ZigBee®4 wireless interface is also shown that might be used for remote meter reading and
energy management functions. These functions might be managed by a special service
module provided by an energy utility or other service provider offering efficiency and cost

advantages t

4 ZigBee® is a registered trademark of the ZigBee Alliance, San Ramon, CA, USA. This information is given for the
convenience of users of this document and does not constitute an endorsement by IEC of the product named. Equivalent

o the user.

products may be used if they can be shown to lead to the same results.
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A.4 Healthcare management scenario

HES-gateway GL Bus

ATM MPEG 2 Energy
SAR Digti)tlal ZigBee® Ethernet decoder mgmt
cable i .
cable .wlre_ltess interface controller
VDSL SECOGe mMterTace RF Service
decoder modulator module
IT If 1L If 11" .
rmiodule
VDSL Cable Electric PC TV
access drop meter set HAN
interfaces

WAN interfaces HAN appliances

Figure A.4 — Healthcare management scenario

-

igure A.4 depicts the use of DSL service to provide data/service to specialised healthcar
ionitoring and management applications in the home.“The specific healthcare appliance

ight employ wireless connections and be managed.by a special service module provided b
edical or healthcare related services. The DSL; access could also be shared with othe
ntertainment, data or communication applications*shown in the previous figures.

=< OO0

[0)

A.5 DSL/HomePNA scenario

HES-gateway éﬂ\é
GL bus HomePNA

interface

DSL

/ decoder / /P OTS g

. HAN POTS

WAN Siiterface ﬁ interface j E phones
modules

module
DSL HomePNA

access . Ethernet
w appliances
WAN interface

HAN appliances

Figure A.5 — DSL/HomePNA Scenario

Figure A.5 depicts the use of DSL service and HomePNA (Home Phone Network Alliance)
signalling technology utilising the existing POTS wiring and connectors to provide combined
conventional voice and Ethernet data services. The HomePNA interface module combines the
analogue voice POTS signals with the digital Ethernet signals to convey the voice and data
services from the WAN interface. A HomePNA bridge can extract the Ethernet/HomePNA
signals or provide other appropriate formats, such as USB (Universal Serial Bus) or PCI
(Peripheral Component Interconnect), to be used by various data application terminals.
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