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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrot
Commission) form the specialized system for worldwide standardization. National bodies
members of ISO or IEC participate in the development of International Standards through t
committees established by the respective organization to deal with particular fields of t
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other inter
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take pa
work. In the field of information technology, ISO and TEC have established a joint technical co

echnical
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national
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50/1EC JTC 1.

The procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria ne
the different types of document should be noted. This document was drafted in ac¢ordance
gditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the
df patent rights. ISO and IEC shall not be held responsible for identifying any or all sucl
rights. Details of any patent rights identified during the development\of the document will |
Ihtroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents).

Any trade name used in this document is information given forcthe convenience of users and
donstitute an endorsement.

dssessment, as well as information about ISO’s adherence to the WTO principles in the T
Harriers to Trade (TBT) see the following URL: Foreword - Supplementary information

The committee responsible for this document is ISO/IEC JTC 1, Information technology, SC 27,
techniques.

This third edition cancels and replaces the second edition (ISO/IEC 11770-3:20(
50/1EC 11770-3/Cor1:2009), which hds been technically revised.

b et

50/1EC 11770 consists of the following parts, under the general title Information technology —
echniques — Key management;

~

-+ Part 1: Framework

-+ Part 2: Mechanisms.using symmetric techniques
-+ Part 3: Mechanisms using asymmetric techniques
-+ Part 4: Méchanisms based on weak secrets

1+ Part5:Group key management

—+c.Part 6: Key derivation

h\nce are
bded for
with the

subject
W patent
e in the

Hoes not

Hor an explanation on the meaning of ISO specific terins and expressions related to comformity

echnical

Security

8 with

Security

Further parts may follow.
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Introduction

This part of ISO/IEC 11770 describes schemes that can be used for key agreement and schemes that can
be used for key transport.

Public key cryptosystems were first proposed in the seminal paper by Diffie and Hellman in 1976. The
security of many such cryptosystems is based on the presumed intractability of solving the discrete
logarithm problem over certain finite fields. Other public key cryptosystems such as RSA are based on
the difficulty of the integer factorization problem.

A third [class of public key cryptosystems is based on elliptic curves. The security of such a pulec
key systlem depends on the difficulty of determining discrete logarithms in the group of points.of ap
elliptic qurve. When based on a carefully chosen elliptic curve, this problem is, with current knowledge
much hdrder than the factorization of integers or the computation of discrete logarithms/in a finite
field of gomparable size. All known general purpose algorithms for determining elliptie curve discrete
logarithms take exponential time. Thus, it is possible for elliptic curve based publici\key systems tp
use mudh shorter parameters than the RSA system or the classical discrete logarithim based system|s
that make use of the multiplicative group of some finite field. This yields significantly shorter digital
signatutes, as well as system parameters, and allows for computations using.smaller integers.

-

This payt of ISO/IEC 11770 includes mechanisms based on the following;
— finite fields;

— elligtic curves;

— bilifear pairings.

—_—

The Infernational Organization for Standardization) (ISO) and International Electrotechnics
Commispkion (IEC) draw attention to the fact that it istclaimed that compliance with this Internationd
Standarfl may involve the use of patents.

—_—

ISO and [[EC take no position concerning the eyidence, validity and scope of these patent rights.

The holders of these patent rights have assured ISO and IEC that they are willing to negotiate licence
under rgasonable and non-discriminatory terms and conditions with applicants throughout the world.
In this fespect, the statements of the-holders of these patent rights are registered with ISO and IE(.
Informafion may be obtained from those in Annex H.

[72)

Attention is drawn to the poS§sibility that some of the elements of this document may be the subject gf
patent r|ghts other than thoSe identified above. ISO and IEC shall not be held responsible for identifying
any or a]l such patent rights.

ISO (wWw.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line databases of patenf]
relevanf to their{standards. Users are encouraged to consult the databases for the most up to daf]
information concerning patents.

[72)

D
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Information technology — Security techniques — Key
management —

Part 3:

w»

1 Scope

—

his part of ISO/IEC 11770 defines key management mechanisms based on asymmetric crypt
echniques. It specifically addresses the use of asymmetric techniques to achiewe'the following

—

d) Establish a shared secret key for use in a symmetric cryptographic technique between twd
A and B by key agreement. In a secret key agreement mechanism;the secret key is com
the result of a data exchange between the two entities A and B. Neither of them should b
predetermine the value of the shared secret key.

H) Establish a shared secret key for use in a symmetric cryptographic technique between twd
A and B via key transport. In a secret key transport ntechanism, the secret key is chosel
entity A and is transferred to another entity B, suitably protected by asymmetric techniqu

d Make an entity’s public key available to other ertities via key transport. In a public key ti

but not requiring secrecy.

@)

mechanisms in ISO/IEC 9798-3.[6]

—]

his part of ISO/IEC 11770 does not cgver certain aspects of key management, such as

- key lifecycle management,

~ mechanisms to generate,or validate asymmetric key pairs, and

— mechanisms to store, archive, delete, destroy, etc. keys.

Vhile this part of ISO/IEC 11770 does not explicitly cover the distribution of an entity’s pri
bf an asymmetnic key pair) from a trusted third party to a requesting entity, the key ti
hechanisms ‘described can be used to achieve this. A private key can in all cases be distribu
hese mechdnisms where an existing, non-compromised key already exists. However, in pra
istribution of private keys is usually a manual process that relies on technological means
mart'cards, etc.
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mechanism, the public key of entity A shall be tfansferred to other entities in an authenticated way,

ome of the mechanisms of this part of ISOAEC 11770 are based on the corresponding authentication
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mechanisms.

hgement

NOTE To provide origin authentication for key management messages, it is possible to make provisions
for authenticity within the key establishment protocol or to use a public key signature system to sign the key

exchange messages.

2 Normative references

The following referenced documents, in whole or in part, are normatively referenced in this document

and are indispensable for its application. For dated references, only the edition cited app
undated references, the latest edition of the referenced document (including any amendments)

© ISO/IEC 2015 - All rights reserved
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ISO/IEC 10118 (all parts), Information technology — Security techniques — Hash-functions
ISO/IEC 11770-1, Information technology — Security techniques — Key management — Part 1: Framework

ISO/IEC 15946-1, Information technology — Security techniques — Cryptographic techniques based on
elliptic curves — Part 1: General

ISO/IEC 18031, Information technology — Security techniques — Random bit generation

3 Tenpms-and-definitions
For the purposes of this document, the following terms and definitions apply.

31
asymmetric cryptographic technique
cryptographic technique that uses two related transformations, a public transformation (defined by thie
public key) and a private transformation (defined by the private key), and has the property that given
the publiic transformation, then it is computationally infeasible to derive the privatejtransformation

Note 1 tg entry: A system based on asymmetric cryptographic techniques can either\be an encryption system
a signatyre system, a combined encryption and signature system, or a key agreement scheme. With asymmetr
cryptogrpphic techniques there are four elementary transformations: signatyre-and verification for signatur
systems,|encryption and decryption for encryption systems. The signature and'the decryption transformation
are kept [private by the owning entity, whereas the corresponding verification and encryption transformation
are published. There exist asymmetric cryptosystems (e.g. RSA) where the four elementary functions can b
achieved| by only two transformations: one private transformation suffices for both signing and decryptin
messages, and one public transformation suffices for both verifying.and encrypting messages. However, since th
does not|conform to the principle of key separation, throughout-this part of ISO/IEC 11770 the four elementar
transforgations and the corresponding keys are kept separate:

< »nwdQ O v v OO

3.2
asymmetric encryption system
system [based on asymmetric cryptographic,féchniques whose public transformation is used fdr
encryptjon and whose private transformatioun-is used for decryption

3.3
asymmetric key pair

pair of related keys where the priyate'key defines the private transformation and the public key defing
the publjic transformation

[72)

3.4
certifichation authority
CA
centre tfusted to créate and assign public key certificates

3.5

collision-resistant hash-function

hash—futllction satisfying the following property: it is computationally infeasible to find any two distinc
i

—

in uts w h raantatha canaa ~bat
p VVIIICIT lllul.l CU LIIC OodI1I1Ic UMLIJML

[SOURCE: ISO/IEC 10118-1:2000, 3.2]

3.6
decryption
reversal of a corresponding encryption

[SOURCE: ISO/IEC 11770-1:2010, 2.6]

2 © ISO/IEC 2015 - All rights reserved
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3.7

digital signature

data unit appended to, or a cryptographic transformation of, a data unit that allows a recipient of the
data unit to verify the origin and integrity of the data unit and protect the sender and the recipient of
the data unit against forgery by third parties, and the sender against forgery by the recipient

3.8
distinguishing identifier
information which unambiguously distinguishes an entity

SOURCE: ISO/IEC 11770-1:2010, 2.9]

[

3.9
ancryption
(reversible) transformation of data by a cryptographic algorithm to produce ciphertext, i.e. tohide the
ipformation content of the data

SOURCE: ISO/IEC 11770-1:2010, 2.10]

10
ntity authentication
orroboration that an entity is the one claimed

Q M Y —

SOURCE: ISO/IEC 9798-1:2010, 3.14]

A1
ntity authentication of entity A4 to entity B
ssurance of the identity of entity A for entity B

O M )

(F%]

A2
xplicit key authentication from entity 4 to-entity B
ssurance for entity B that entity A is the only-other entity that is in possession of the correct key

S E¢>)

ote 1 to entry: Implicit key authentication from entity A4 to entity B and key confirmation from entity 4| to entity
together imply explicit key authentication from entity A to entity B.

o =

A3

brward secrecy with respect to entity 4
roperty that knowledge éf entity A’s long-term private key subsequent to a key agreement operation
oes not enable an opponent to recompute previously derived keys

Q.o .

14

pbrward secrecy-with respect to both entity 4 and entity B individually
roperty thatkhewledge of entity A’s long-term private key or knowledge of entity B’s long-term private
ey subsequent to a key agreement operation does not enable an opponent to recompute previously
erived Keys

(@M, ulse lll- ML)

otel fo entry: This differs from mutual forward secrecy in which knowledge of both entity A’s and ¢ntity B’s
ng=term private keys do not enable recomputation of previously derived keys.

—_—=

3.15

hash-function

function which maps strings of bits to fixed-length strings of bits, satisfying the following two
properties:

— itis computationally infeasible to find for a given output, an input which maps to this output;

— it is computationally infeasible to find for a given input, a second input which maps to the same
output

Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.

© ISO/IEC 2015 - All rights reserved 3
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Note 2 to entry: For the purposes of this standard all hash-functions are assumed to be collision-resistant
(see 3.5).

[SOURCE: ISO/IEC 10118-1:2000, 3.5]

3.16

implicit key authentication from entity 4 to entity B

assurance for entity B that entity A is the only other entity that can possibly be in possession of the
correct key

3.17
key
sequenck of symbols that controls the operation of a cryptographic transformation (e.g. encryption,
decryptjon, cryptographic check function computation, signature calculation, or signature vegificatior})

[SOURCE: ISO/IEC 11770-1:2010, 2.12]

3.18
key agrepement
process |of establishing a shared secret key between entities in such a way thidt neither of them cap
predetermine the value of that key

ot

Note 1 td entry: By predetermine it is meant that neither entity 4 nor entity B ¢an, in a computationally efficier]
way, chopse a smaller key space and force the computed key in the protocoltofall into that key space.

3.19
key compmitment
process jof committing to use specific keys in the operation of-arkey agreement scheme before revealing
the spedified keys

3.20
key confirmation from entity 4 to entity B
assuranfe for entity B that entity A is in possession of the correct key

3.21
key congrol
ability tp choose the key or the parameters used in the key computation

3.22
key derjvation function
function] that outputs one of more shared secrets, for use as keys, given shared secrets and othdr
mutually known parametersias input

3.23
key establishment
process jof makirg available a shared secret key to one or more entities, where the process includes kely
agreemgnt and'key transport

3.24
key token

key management message sent from one entity to another entity during the execution of a key
management mechanism

3.25
key transport
process of transferring a key from one entity to another entity, suitably protected

3.26
message authentication code
MAC

4 © ISO/IEC 2015 - All rights reserved
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string of bits which is the output of a MAC algorithm
Note 1 to entry: A MAC is sometimes called a cryptographic check value (see for example I1SO 7498-2[1]).
[SOURCE: ISO/IEC 9797-1:2011, 3.9]

3.27
Message Authentication Code algorithm
MAC algorithm

algorithm for computing a function which maps strings of bits and a secret key to fixed-length strings

df bits, satistying the followling two properties:

- for any key and any input string, the function can be computed efficiently;

- for any fixed key, and given no prior knowledge of the key, it is computationally infe:
compute the function value on any new input string, even given knowledge of\a-set of inpu
and corresponding function values, where the value of the ith input string;might have beei
after observing the value of the first i - 1 function values (for integers i >1)

Note 1 to entry: A MAC algorithm is sometimes called a cryptographic check function (see for
150 7498-2[1]).

Note 2 to entry: Computational feasibility depends on the user’s specifi¢ sectrity requirements and envi

SOURCE: ISO/IEC 9797-1:2011, 3.10]

[
3.28
mutual entity authentication

gntity authentication which provides both entities with assurance of each other’s identity
3.29

mutual forward secrecy

fdroperty that knowledge of both entity A’s\and entity B’s long-term private keys subsequent
greement operation does not enable an@pponent to recompute previously derived keys

.30

dne-way function
flinction with the property thatitis easy to compute the output for a given input but it is comput
infeasible to find an input which maps to a given output

.31

prefix free representation

epresentation of‘a,data element for which concatenation with any other data does not produc
epresentation

.32
private.key
Jey of'an entity’s asymmetric key pair that is kept private

[SOURCE: ISO/IEC 11770-1:2010, 2.35]

3.33
public key
key of an entity’s asymmetric key pair which can usually be made public without compromising

hsible to
L strings
h chosen

example

ronment.

to a key

htionally

e a valid

security

Note 1 to entry: In the case of an asymmetric signature system, the public key defines the verification
transformation. In the case of an asymmetric encryption system, the public key defines the encryption
transformation, conditional on the inclusion of randomisation elements. A key that is “publicly known” is not

necessarily globally available. The key can only be available to all members of a pre-specified group.

[SOURCE: ISO/IEC 11770-1:2010, 2.36]

© ISO/IEC 2015 - All rights reserved


https://standardsiso.com/api/?name=f81f4c64fb121f789a06058eac2a2393

ISO/IEC 11770-3:2015(E)

3.34

public key certificate

public key information of an entity signed by the certification authority and thereby rendered
unforgeable

3.35

public key information
information containing at least the entity’s distinguishing identifier and public key, but can include
other static information regarding the certification authority, the entity, restrictions on key usage, the
validity period, or the involved algorithms

3.36
secret Rey
key used with symmetric cryptographic techniques by a specified set of entities

3.37

sequen¢e number

time vatfiant parameter whose value is taken from a specified sequence which is nron-repeating withi
a certain time period

—

[SOURCE: ISO/IEC 11770-1:2010, 2.44]

3.38
signatufe system
system pased on asymmetric cryptographic techniques whosefprivate transformation is used fdr
signing aind whose public transformation is used for verification

3.39
third party forward secrecy

property that knowledge of a third party’s private key, subsequent to a key agreement operation dog
not enaljle an opponent to recompute previously derived keys

[72)

Note 1 t¢ entry: Instead of third party forward sectécy, master key forward secrecy is also used in Referende
[19].

3.40
time stamp
data itefn which denotes a point in-{ime with respect to a common time reference

3.41
time-stamping authority
trusted third party trusted.to provide a time-stamping service

[SOURCE: ISO/IEC 13888-1:2009, 3.58]

3.42
time variantparameter
data itefn used to verify that a message is not a replay, such as a random number, a time stamp or p
sequence humber

Note 1 to entry: If a random number is used. then this is as a challenge in a challenge-response protocol. See also
ISO/IEC 9798-1:2010, Annex B.

[SOURCE: ISO/IEC 9798-1:2010, 3.36]

3.43
trusted third party
security authority or its agent, trusted by other entities with respect to security related activities

[SOURCE: ISO/IEC 9798-1:2010, 3.38]

6 © ISO/IEC 2015 - All rights reserved
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4 Symbols and abbreviations

The following symbols and abbreviations are used in this part of ISO/IEC 11770.

A B C distinguishing identifiers of entities

BE encrypted data block

BS signed data block

Jqa certification authority

(erty entity A’s public key certificate

D4 entity A’s private decryption transformation function

1o entity A’s private decryption key

H elliptic curve, either given by an equation of the form Y2 = X3 + aX + blover
the field GF(p™m) for p>3 and a positive integerm;, by an equation of the form
Y2 + XY = X3 + aX2 + b over the field GF(2m), 61yby an equation of the f¢rm Y2 =
X3 + aX? + b over the field GF(3m), togetherwith an extra point O ref¢rred to
as the point at infinity, which is denoted.by E/GF(pm), E/GF(2m), or E/GF(3m),
respectively

Ha entity A’s public encryption trangformation function

eu entity A’s public encryptionkey

K key agreement function

H(h,g) key agreement function using as input a factor h and a common elemént g

HP key agreementfunction based on pairing

1t point o Eswith order n

g common element shared publicly by all the entities that use the key agree-
ment function F

gcd(a,b) greatest common divisor of two integers a and b

4F(pm), GF(2m), GF(3m) finite field with pm, 2m, 3m elements for a prime p>3 and a positive integer m

Ha entity A’s private key agreement key

Hash hash-function

j cofactor used in performing cofactor multiplication

K secret key for a symmetric cryptosystem

Kap secret key shared between entities A and B

NOTE1 In practical implementations the shared secret key should be subject to further processing before it
can be used for a symmetric cryptosystem.

kdf
KT

KTy

key derivation function
key token

entity A’s key token

© ISO/IEC 2015 - All rights reserved
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KTy key token sent by entity A after processing phase i

| supplementary value used in performing cofactor multiplication

M data message

MAC Message Authentication Code

MACk(Z) output of a MAC algorithm when using as input the secret key K and an arbi-
trary data string Z

MQV Menezes-Qu-Vanstone

n prime divisor of the order (or cardinality) of an elliptic curve E overa finite
field

Og elliptic curve point at infinity

P point on an elliptic curve E

pA entity A’s public key-agreement key

pairing pairing defined over an elliptic curve and usedin FP

parameters parameters used in the key derivation fungtion

PKliy entity A’s public key information

Py public key-agreement key in aneliptic curve of entity X

q prime power p™ for some pritne p # 3 and some integer m = 1

r random number generated in the course of a mechanism

ra random number issued by entity 4 in a key agreement mechanism

S1, S2, 54 sets of elements

Sa entity Als private signature transformation function

SA entity A’s private signature key

T trusted third party

Texti i th optional text, data or other information that may be included in a data
block, if desired

TVP time-variant parameter such as a random number, a time stamp, or a
sequence number

V4 entity A’s public verification transformation function
VA entity A’s public verification key

w one-way function

X(P) x-coordinate of a point P

\/q square root of a positive number g

#E order (or cardinality) of an elliptic curve E

8 © ISO/IEC 2015 - All rights reserved
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[| concatenation of two data elements

[x] smallest integer greater than or equal to the real number x
D digital signature
m(P)

the point P

=z

OTE2 No assumption is made on the nature of the signature transformation. In the case of\a"s

[%2)

appendix, S4(M) denotes the message M together with the signature ).

- O = —

he public verification transformation of entity A4 is denoted by Vy.

L

Requirements

[ is assumed that the entities involved in a mechanism are awadre of each other’s claimed id
his may be achieved by the inclusion of identifiers in information exchanged between the two
r it may be apparent from the context of use of the mechanism. Verifying the identity means ¢
hat a received identifier field agrees with some known (trusted) or expected value.

O e =

Y

Fa public key is registered with an entity, then thatléntity shall make sure that the entity who 1

—

ey registration).

Key derivation functions

he use of a shared secret as derivedin Clause 10 as a key for a symmetric cryptosystem withou
rocessing is not recommended. [t will often be the case that the form of a shared secret est
s a result of using a mechanism specified in this part of ISO/IEC 11770 will not conform to 1
eeded for a specific cryptegraphic algorithm, so some processing will be needed. Moreover, th
secret (often) has arithmetic properties and relationships that might result in a shared symmj¢
ot being chosen from-the full key space. It is therefore advisable to pass the shared secret

015(E)

(X(P) mod 2“’/21) + 20721 \where p=[log,n]| and X(P) is the x-coordinate of

ignature

ystem with message recovery, Sy(M) denotes the signature Y itself. In the case of a signattire’sysfem with

OTE3 The keys of an asymmetric cryptosystem are denoted by lower case letterss(indicating its function)
ndexed with the identifier of its owner, e.g., the public verification key of entityn4‘is denoted by v4. The
prresponding transformations are denoted by upper case letters indexed with the identifier of their oyner, e.g.,

entities.
entities,
hecking

egisters

he key is in possession of the corresponding private key (see ISO/IEC 11770-1 for further guidance on

[ further
ablished
he form
e shared
etric key
through

key derivation function, e.g. involving the use of a hash function. The use of an inadeqiiate key

erivation funetion could compromise the security of the key agreement scheme with which if
It is recomménded to use a one-way function as a key derivation function.

key dérivation function produces keys that are computationally indistinguishable from r
enerated keys. The key derivation function takes as input a shared secret and a set of key de

is used.

hindomly
rivation

arameters and produces an output of the desired length.

In order for the two parties in a key establishment mechanism to agree on a common secret key, the key
derivation function shall be agreed upon (see ISO/IEC 11770-6 for further guidance on key derivation

functions).

Annex C provides examples of key derivation functions.

7 Cofactor multiplication

This clause applies only to mechanisms using elliptic curve cryptography. The key ag

reement

mechanisms in Clause 11 and the key transport mechanisms in Clauses 12 and 13 require that the user’s
private key or key token be combined with another entity’s public key or key token. If the other entity’s
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public key or key token is not valid (i.e., it is not a point on the elliptic curve, or is not in the subgroup of
order n), then performing this operation may result in some bits of the private key being leaked to an
attacker. One example of such an attack is known as the ‘small subgroup attack’.

NOTE 1 The small subgroup attack is described in [37].

In order to prevent the ‘small subgroup attack’ and similar attacks, one option is to validate public keys
and key tokens received from the other party using public key validation, as specified in ISO/IEC 11770-
1.

As an a[ternative to public Key validation, a technique called cofactor multiplication as speciiied 1
Clause 11 can be used. The values j and /, defined below, are used in cofactor multiplication.

=}

If cofactpr multiplication is used, there are two options:

— If cogmpatibility with entities not using cofactor multiplication is not required, then\let j = #E / p
and|/ = 1. If this option is chosen, both parties involved shall agree to use this optignjotherwise thie
medhanism will not work.

— If cdmpatibility with entities not using cofactor multiplication is required, thén'letj = #E / n and |
j11pod n.

o

NOTE 2 The value j -1 mod n will always exist since n is required*to be greater than 4\/q an
thereforfe ged(n, j) = 1.

If cofactpr multiplication is not required, then letj=1=1.

Regardless of whether or not cofactor multiplication is used, if the shared key (or a component of the
shared key) evaluates to the point at infinity (Og), then the, user shall assume that the key agreemerjt
procedulre has failed.

Itis parficularly appropriate to perform public key-validation or cofactor multiplication in the following
cases:

— if thie entity’s public key is not authenticated;
— if thle key token is not authenticated;
— if thle user’s public key is intended for a long-term use.

If the other entity’s public key is‘authenticated and the cofactor is small, then the amount of informatiop
that can|be leaked is limited. Thus, it may not always be necessary to perform these tests.

8 Key commitment

Clause 1]1 describes key agreement mechanisms in which the established key is the result of applying
one-way function to the private key-agreement keys. However, one entity may know the other entity|s
public kpy.0r key token prior to choosing their private key. As a result, such an entity can control tl:le
value of|s bits in the established key, at the cost of generating 2s candidate values for their private key-
agreement key in the time interval between discovering the other entity’s public key or key token and
choosing their own private key.[31]

One way to address this concern (if it is a concern) at the cost of one additional message/pass in the
protocol is through the use of key commitment. Key commitment can be performed by having the first
entity hash the public key or key token and send the hash-code to the second entity; the second entity
then replies with its public key or key token, and the first entity replies with its public key or key token.
The second entity can now hash it and verify that the result is equal to the hash-code sent earlier.
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9 Key confirmation

Explicit key confirmation is the process of adding additional messages to a key establishment protocol
providing implicit key authentication, so that explicit key authentication and entity authentication are
provided. Explicit key confirmation can be added to any method that does not possess it inherently.
Key confirmation is typically provided by exchanging a value that can (with very high probablity) only
be calculated correctly if the key establishment calculations were successful. Key confirmation from
entity A to entity B is provided by entity A calculating a value and sending it to entity B for confirmation
of entity A’s correct calculation. If mutual key confirmation is desired, then each entity sends a different

valuatatha athar
Vi e+ttt e-0tiet-

ey confirmation is often provided by subsequent use of an established key, and if something {s wrong
hen it is immediately detected. This is called implicit key confirmation. Explicit key confirmatign in this
se may be unnecessary. If one entity is not online (for example, in one-pass protocols Used in store and
brward (email) scenarios), then it is simply not possible for the other entity to obtaiwkey confifmation.
owever, sometimes a key is established yet used only later (if at all), or the enfity performing the key
stablishment process may simply not know if the resulting key will be uséd immediately of not. In
hese cases, it is often desirable to use a method of explicit key confirmation, as it may otherwige be too
hite to correct an error once detected. Explicit key confirmation can alsa be seen as a way of [firming
p” security properties during the key establishment process and mayybe warranted if a conservative
rotocol design is deemed appropriate.

oS o T el ~vuli s S ¢ Ml m e B 0 M s L o)

n example method of providing key confirmation using a MAC is as follows:

wul

ntities A and B first perform one of the key establishment'procedures specified in Clauses 11 and 12
f this part of ISO/IEC 11770. As a result, they expect toshare a secret MAC key K4p. They then perform
he following procedure.

(mille)

- Entity B forms the message M, an octet string.consisting of the message identifier octet 0x0)2, entity
B’sidentifier, entity A’s identifier, the octetstring KTp corresponding to entity B’s key token {omitted
if not present), the octet string KTy corrésponding to entity A’s key token (omitted if not present),
the octet string pp corresponding to entity B’s public key-establishment key (omitted if not present),
the octet string p4 corresponding to'entity A’s public key-establishment key (omitted if not present)
and, if present, optional additional Text1, i.e.:

M = 02||B||A||KTg||KT4||ps||pa)| Text1l, where 0x02 is the message number.

- Entity B calculates K§ ='kdf(K4p), and then calculates MACkgp(M) for the message M under the
(supposedly) shared\sécret key Kp for an appropriate MAC scheme.

- Entity B sends-the message M and MACkp(M) to entity A.

- Entity A calculates K4 = kdf(K4p), computes MACg4(M) using the received message M, and verifies
MACkpMI)= MACka(M).

- Assuming the MAC verifies, entity A has received key confirmation from entity B (that is,|entity A
knows that K4 equals Kp). If mutual key confirmation is desired, entity A continues the protpcol and
forms the message M as the octet strmg con51st1ng of the message 1dent1f1er octet 0x03 entity A’s

' ' ' AT g omitted if
not present) the octet strlng KTB correspondlng to entlty B’s key token (omltted if not present) the
octet string p4 corresponding to entity A’s public key-establishment key (omitted if not present), the
octet string pp corresponding to entity B’s public key-establishment key (omitted if not present) and

optional additional octet string Text2, i.e.:

M’ =03||A||B||KTa||KTg||pallps||Text2, where 0x03 is the message number.

— Entity A calculates MACg4(M’) under the (supposedly) shared secret K4 using an appropriate MAC
scheme.

— Entity A sends M’ and MACg4(M’) to entity B.
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— Entity B uses Kp to verify MACkg4(M’) on the message M’. Assuming the MAC verifies, entity B has
received key confirmation from entity A4 (that is, entity B knows that K4 equals Kp).

Other methods of key confirmation are possible. If the shared secretis to be used for data confidentiality
(encryption), one entity can send the encryption of some specific plaintext known to the other entity,
for example a block of all binary zeros or all binary ones. Care should be taken that any subsequent use
of the key is very unlikely to encrypt the same plaintext as was used for key confirmation.

10 Framework for key management

10.1 Ge¢neral

This clapse contains a high-level description of a framework for the key establishment mechanism
specifieql in this part of ISO/IEC 11770. Four categories of mechanism are defined (key agreemer
betweernl two parties, key agreement between three parties, secret key transport’and public kely
transport), together with requirements for their use.

-+ 0

10.2 Key agreement between two parties

This clapise applies to the Key Agreement mechanisms 11.1 through 11.1hthat describe key agreement
betweer] two parties. Key Agreement between two parties is the process.of establishing a shared secrgt
key betyveen two entities A and B in such a way that neither of thém can predetermine the value of
the shafed secret key. Key agreement mechanisms may provide for implicit key authentication; ip
the context of key establishment, implicit key authentication. means that after the execution of the
mechan]sm only an identified entity can be in possession of the'correct shared secret key.

Key agrgement between two entities A and B takes placé in a context shared by the two entities. Thie
context [consists of sets S1 and S, and a key agreement function F. The function F shall satisfy the
followinlg requirements:

a) F:8 xSz = S2 maps elements (h, g) S1 x Szt0 Sz, and we write y = F(h, g).

b) F satisfies the commutativity condition'B(hg, F(hp, g)) = F(hp, F(ha, 9)).

ot

c) Itis|computationally intractable to find F(hy, F(h2, g)) from F(hy, g), F(h2, g) and g. This implies tha
F(-d) is a one-way function.

d) Thelentities A and B share a.common element g in Sz which may be publicly known.

e) Thelentities acting in this setting can efficiently compute function values F(h, g) and can efficiently
gengerate random gelements in S1. Depending on the particular key agreement mechanism, furthg
conglitions may beimposed.

—

NOTE 1 | Examplesfor the function F are given in Annex D and Annex E. See also ISO/IEC 15946-1.

NOTE 2 | As discussed in Clause 6, in practical implementations of the key agreement mechanisms the shared
secret keyhould be subject to further processing.

NOTE 3 It will in general be necessary to check the received function values F(h, g) for weak values. If such
values are encountered, the protocol shall be aborted.

10.3 Key agreement between three parties

This clause applies to the Key Agreement mechanism 11.12 that describes key agreement between
three parties. Key agreement between three parties is the process of establishing a shared secret key
among three entities 4, B, and C in such a way that none of them can predetermine the value of the
shared secret key. Key agreement among three entities 4, B, and C takes place in a context shared by the
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three entities. The context consists of sets S1, S2, and S3, a function F, and a function FP. The functions F

and FP shall satisfy the following requirements:
— F:S81xS82 - 52 maps elements (h, g) S1xS2to Sz, and we write y = F(h, g).

— F satisfies the commutativity condition F(hy, F(hp, g)) = F(hp, F(ha, 9)).

— Itis computationally intractable to find F(hy, F(hp, g)) from F(h1, g), F(h2, g) and g. This implies that

F(-,g) is a one-way function.

D C C C C 1 e .) Ll AR o ) C C C_ 4 1 £ oL C
Ol ¥ I I/ JJ 7T IdS 1uaya dll CICITITITIU kll(‘, I LIIA, y}, I Lllﬁ, yJ) J] I/ J/ LU dll TITITITTIL UL O

write z = FP(h¢, F(hg, g), F(hp, g)). ISO/IEC 15946-1 shall be referred for the relation betwe

FP.

-+ FP satisfies the commutativity condition

— FP(hc, F(hy, g), F(hg,g)) =FP(hc, F(hp, g), F(ha,g)) =FP(hg, F(ha, g), Flac, 9))
=FP(hy, F(hp, g), F(hc, 9)) = FP(hy, F(hc, g), F(hp, g)) =FP(h, F(hgrg), F(ha, 9)).

-+ Itis computationally intractable to find FP(h¢, F(hg, g), F(hp g)) from'¥(hg4, g), F(hg, g), F(h
g- This implies that F(-, p4, pp) is a one-way function.

-+ The entities 4, B, and C share a common element g in S, whichumay be publicly known.

1 The entities acting on this setting can efficiently compute function values F(h, g) and FP(|
9), F(hy, g)), and can efficiently generate random eléments in S1. Depending on the partic
agreement mechanism, further conditions may be iniposed.

NOTE4  Anexample of a possible function FP is given'in Annex F.

OTE5 Asdiscussed in Clause 6, in practical implementations of the key agreement mechanisms, t}
ecret key should be subject to further processing. A derived shared secret key should be comput
y extracting bits from the shared secret key K4pc directly, or (2) by passing the shared secret key
ptionally other nonsecret data through a oné-way function and extracting bits from the output.

o o wn =

(=Y

0.4 Secret key transport

Secret key transport (oftentabbreviated to “key transport”) is the process of transferring
ey, chosen by one entity ,(er a trusted centre), to another entity, suitably protected by asy
yptographic encryption.

0.5 Public keytransport

ublic key trahsport makes an entity’s public key available to other entities in an authenticated
uthenticated distribution of public keys is an essential security requirement. This distributio|
chieved in two main ways:

Public key distribution without a trusted third party.

, and we
en F and

-, g), and

¢, F(hp,
ular key

e shared
ed by:(1)
Kapc and

a secret
mmetric

fashion.
n can be

b) Public key distribution involving a trusted third party, such as a certification authority.

The public key of an entity A is part of the public key information of entity A. The public key information

includes at least entity A’s distinguishing identifier and entity A’s public key.

© ISO/IEC 2015 - All rights reserved
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11 Key agreement

11.1 Key agreement mechanism 1

This key agreement mechanism non-interactively establishes a shared secret key between entities 4
and B with mutual implicit key authentication. The following requirements shall be satisfied:

— Each entity X has a private key agreement key hx in S1 and a public key agreement key px = F(hy, g).

— Each-entity has accessto an authenticated copy ofthe pnh]ir‘ l(r:my agreement ](ny of the gther entity.

Thi§ may be achieved using the mechanisms described in Clause 13.

Key agr¢ement mechanism 1 is summarised in Figure 1.

Entity A Entity B
Key Key
Construction Construction
(A1) (B1)

Figure 1 — Key Agreement'Mechanism 1

Entity A Entity B
Key Token

Construction

(A1) KT,,

_—

Key Key
Construction Construction

(A2) (B1)

Figure 2 — Key Agreement Mechanisms 2, 8

Key Conjstruction (A1) Entity A computes, using its own private key agreement key hy and entity B]s
public key agreement key pp, the shared secret key as K4p = F(hy, pp).

Key Construction (B1) Entity B computes, using its own private key agreement key hp and entity A’s
public key agreement key py4, the shared secret key as K4p = F(hp, p4)-

As a consequence of requirements on F specified in Clause 10, the two computed values for the key K4p
are identical.

NOTE1 The number of passes is 0.
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NOTE 2  This mechanism provides mutual implicit key authentication. However, a zero-pass protocol such as
this will always generate the same key. One way to eliminate this problem is to ensure that the key is only used
once. Furthermore, the use of a unique initialization vector with each utilization of the key can also solve this
problem.

NOTE 3  This mechanism does not provide key confirmation.

NOTE4  This mechanism is a key agreement mechanism, since the established key is a one-way function of
the private key agreement keys hg and hp of entities A and B, respectively. However, one entity might learn the
other entlty s publlc key prlor to Choosmg their prlvate key As descrlbed in Clause 8, such an entlty can select

m = 2 s 2 ivate key
n private

OTES5  Examples of this mechanism (known as Diffie-Hellman key agreement) are given in-Annexeg D.2, D.3,
and E.3

[=Y

1.2 Key agreement mechanism 2

his key agreement mechanism establishes a shared secret key in one pass between entities|A and B
Uith implicit key authentication from entity B to entity A, but no entity authentication from entity A to
ntity B (i.e., entity B does not know with whom it has established theshared secret key). The fpllowing
equirements shall be satisfied:

=5 0O < =

— Entity B has a private key agreement key hp in S1 and a public key agreement key pp = F(hp| g9).

- Entity A has access to an authenticated copy of entity B’s public key agreement key pp. Thi$ may be
achieved using the mechanisms described in Clause13.

Hey agreement mechanism 2 is summarised in Figure 2.

Key Token Construction (A1) Entity A randomly and secretly generates r in S1, computes F(f; g) and
ends the key token KTy1 = F(r, g)|| Text to entity B

(%)

Key Construction (A2) Entity A computes the shared key as K4p = F(r, pp).

L ]

(ey Construction (B1) Entity B extracts F(r,g) from the received key token KT41 and compjutes the
hared secret key Kap = F(hp, £(1; 9)).

(%)

s a consequence of the requirements on F specified in Clause 10, the two computed values for the key
[4p are identical.

NOTE1 The numberof passesis 1.

NOTE 2  Thisymechanism provides implicit key authentication from entity B to entity A (entity B is| the only
entity other than entity A who can compute the shared secret key).

NOTE 3 <~This mechanism does not provide key confirmation.

N OTE 4 Thls mechamsm is a key agreement mechamsm since the estabhshed key is a one- way function of

35 e y d e 8, since
entltyA could learn entity B S publlc key prior to choosmg the Value n entltyA may select apprOXImately s bits of
the established key, at the cost of generating 2s candidate values for r in the interval between discovering entity
B’s public key and sending KTy1.

NOTES5 Examples of this mechanism (known as ElGamal key agreement) are described in Annexes D.4 and
E.4.

NOTE 6  As entity B receives the information necessary to compute the key K4p from entity A, which has not

been authenticated, use of K4p by entity B should be restricted to functions not requiring trust in entity A’s
authenticity, such as decryption and generation of message authentication codes.
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11.3 Key agreement mechanism 3

This key agreement mechanism establishes a shared secret key in one pass between entities A and B
with mutual implicit key authentication, and entity authentication of entity A4 to entity B. The following
requirements shall be satisfied:

Key agrt¢

16

Entity A has an asymmetric signature system (S, V4).

Entity B has access to an authenticated copy of the public verification transformation V4. This may
be achieved using the mechanisms described in Clause 13.

Entity B has a key agreement scheme with keys (hp, pp).

Entity A has access to an authenticated copy of the public key agreement key pp of entity B. This maly

be achieved using the mechanisms described in Clause 13.

(Optional) If used, the TVP shall either be a time stamp or a sequence number. If fime stamps ar
, secure and synchronized time clocks are required; if sequence numbers ate used, the abilit
aintain and verify bilateral counters is required.

use
to

The
fun

Entity A

Key
Construction
(A1.1)

Key Token
Signature
(A1.2)

KT g

pement mechanism 3 is summarised in Figure 3.

entities A and B have agreed on a MAC function and a way to use Kzg\as the key for this MAC
tion. ISO/IEC 9797[5] is referred for a MAC function.

EntityrB

Figure 3 — Key Agreement Mechanism 3

v

Key
Construction
(B1.1)

Key Token
Signature
(B1.2)

< @
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Entity A Entity B
Key Token Key Token
Construction Construction
(A1) KTy (B1)

KTy
Key Key
Construction Construction
(A2) (B2)
v v
Kyp Kyp

Figure 4 — Key Agreement Mechanisms 4, 5,9

[ey Construction (A1.1) Entity A randomly and secretly generates.fin'S; and computes F(r, ¢). Entity
computes the shared secret key as K4p = F(r, pp).

L

sing the shared secret key Kgp, entity A computes a MAC 'on the concatenation of the |sender’s
istinguishing identifier for entity A and an optional TVP, atime stamp or a sequence number.

o,

Key Token Signature (A1.2) Entity A signs the MAC,\using its private signature transformation Sg.
Then entity A forms the key token, consisting of the Sender’s distinguishing identifier for entity 4, the
Key input F(r; g), the (optional) TVP, the signed MA€{and some optional data, i.e.

KTa1 = Al[F(r, 9)ITVPI SAMMACk4p(A||TVP))|| Textl

and sends it to entity B.

Ll

(ey Construction (B1.1) Entity B extracts F(r;, g) from the received key token and computes the shared
ecret key, using its private key agreement key hp, K4p = F(hg, F(1, 9))-

(%)

—

sing the shared secret key Kjp, entity B computes the MAC on the sender’s distinguishing identifier for
ntity A and the (optional)(TVP.

(o)

Signature Verification /(B1.2) Entity B uses the sender’s public verification transformati¢n V4 to
verify entity A’s signature and thus the integrity and origin of the received key token KT41. Then entity
B validates the timeliness of the token (by inspection of the (optional) TVP).

NOTE1 The%number of passes is 1.

NOTE 2 «-xThis mechanism provides explicit key authentication from entity A to entity B and implicit key
authentication from entity B to entity A.

NOTE 3 This mechanism provides key confirmation from entity A to entity B

NOTE4  This mechanism is a key agreement mechanism, since the established key is a one-way function of
a random value r supplied by entity A and entity B’s private key agreement key. As discussed in Clause 8, since
entity A could learn entity B’s public key prior to choosing the value r, entity A can select approximately s bits of
the established key, at the cost of generating 25 candidate values for r in the interval between discovering entity
B’s public key and sending KTy1.

NOTES5 The (optional) TVP prevents replay of the key token from entity A to entity B.

NOTE 6  Examples of this mechanism (known as Nyberg-Rueppel key agreement) are described in Annex D.5
and E.5
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NOTE 7  If Textl is used to transfer entity A’s public key certificate, then requirement 2 at the beginning of
11.3 can be relaxed to the requirement that entity B is in possession of an authenticated copy of the CA’s public
verification key.

11.4 Key agreement mechanism 4

This key agreement mechanism establishes a shared secret key in two passes between entities A and B
with joint key control without prior exchange of keying information. This mechanism provides neither
entity authentication nor key authentication.

Key agriement mechanism 4 is summarised in Figure 4.

Key Token Construction (A1) Entity A randomly and secretly generates ry in S1, computesck(#y, g
construgts the key token KTy1 = F(ry, g)||Text1, and sends it to entity B.

<

Key Tolken Construction (B1) Entity B randomly and secretly generates rp in Sq, computes F(rp, g
construgts the key token KTp1 = F(rp, g)||Text2, and sends it to entity A.

<

Key Construction (A2) Entity A extracts F(rp, g) from the received key token KTgi and computes thie
shared decret key Kap = F(r4, F(rs, 9)).

Key Construction (B2) Entity B extracts F(ry, g) from the received key teken KT41 and computes thie
shared decret key Kap = F(rg, F(ra, 9)).

NOTE 1 | The number of passes is 2.

NOTE 2 | This mechanism does not provide implicit or explicit kejauthentication. However, this mechanisi
can be ugeful in environments where authenticity of the key tokens.s verified using other means. For instance,fa
hash-code of the key tokens could be exchanged between the entities using a second communication channel. Sele
also Public Key Transport Mechanism 2. Another example of entity authentication is using mechanisms specified
in.[6]

NOTE 3 | A separate channel or means shall exist whereby the key tokens can be verified.

NOTE 4 | This mechanism provides no key confitmation.

NOTE 5 | This mechanism is a key agreement mechanism, since the established key is a one-way function
random Yalues ry and rp supplied by entities A and B respectively. As discussed in Clause 8, since entity B coul

learn F(r}, g) prior to choosing the valiie-rp, entity B can select approximately s bits of the established key, at th
cost of ggnerating 25 candidate values.for rp in the interval between receiving KT41 and sending KTp1.

o = =

[

NOTE 6 | Examples of this mechanism (known as Diffie-Hellman key agreement) are described in Annexes D
and E.7.

11.5 Key agreemént mechanism 5

[om

This key agreemeént mechanism establishes a shared secret key in two passes between entities A an
B with putualimplicit key authentication and joint key control. The following requirements shall b
satisfied:

D

— Each entity X has a private key agreement key hx in S1 and a public key agreement key px = F(hy, g).

— Each entity has access to an authenticated copy of the public key agreement key of the other entity.
This may be achieved using the mechanisms described in Clause 13.

— Both entities have agreed on a common one-way function w.
Key agreement mechanism 5 is summarised in Figure 4.

Key Token Construction (A1) Entity A randomly and secretly generates ry in S1, computes F(rg, g) and
sends the key token KTy1 = F(rg, g)|| Text1 to entity B.
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Key Token Construction (B1) Entity B randomly and secretly generates rg in Sq, computes F(rp, g) and

sends the key token KTp1 = F(rp, g)||Text2 to entity A.

Key Construction (B2) Entity B extracts F(rg, g) from the received key token KT41 and computes the

shared secret key as Kgp = w(F(hp, F(r4, 9))||F(rp, p4a)) where w is a one-way function.

Key Construction (A2) Entity A extracts F(rp, g) from the received key token KTp1 and computes the

shared secret key as Kap = w(F(r4, pp)||F(ha, F(rs, 9))).

NOTE1 The number of passes is 2.

NOTE 2  This mechanism provides mutual implicit key authentication. If the data field Text2 contai
(pn known data) computed using the key K4p, then this mechanism provides explicit key authénticaf
entity B to entity A.

NOTE 3  If the data field Text2 contains a MAC (on known data) computed using the)key Kgp,
mechanism provides key confirmation from entity B to entity A.

—

hndom values ry and rp supplied by entities A and B respectively.

NOTES5  Examples of this key agreement mechanism (known as the Matsumoto-Takashima-Imai
agreement scheme) are described in Annexes D.7 and E.6. Another exampl€is known as the Goss protod

=z

OTE6 If Textl and Text2 contain the public key certificates of’entity A’s and B’s key agreem
espectively, then the requirement 2 at the beginning of 11.5 can/e'replaced by the requirement that eg
in possession of an authenticated copy of the CA’s public verification key.

—

OTE7  Under certain circumstances this mechanism maybe subject to a source substitution attack.

a concern, this type of attack can be avoided by ensuring that as part of the process of submitting a p
b a CA for certification, the submitter proves possession of the corresponding private key. This type of
ightly more serious in the case of protocols basedwn elliptic curves.[26]

wn ot = —

[=Y

1.6 Key agreement mechanism 6

This key agreement mechanism establishes a shared secret key in two passes between el
and B with mutual implicit key duthentication and joint key control. It is based on the use of]
dsymmetric encryption scheme’and a signature system. The following requirements shall be s

d) Entity A has an asymmetric encryption system with transformations (E4, D4).
h) Entity B has an asymmetric signature system with transformations (Sg, Vp).

d Entity A has‘access to an authenticated copy of entity B’s public verification transformg
This may/be.achieved using the mechanisms described in Clause 13.

d) Entity B‘has access to an authenticated copy of entity A’s public encryption transformation
may.be achieved using the mechanisms described in Clause 13.

Hey-agreement mechanism 6 is summarised in Figure 5.

ns a MAC
ion from

hen this

NOTE4  This mechanism is a key agreement mechanism, since the established key is a one-way function of

A(0) key
ol.

ent keys,
ch entity

30] If this
ublic key
attack is

htities A
both an
tisfied:

ition Vp.

E4. This
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Entity A Entity B
Key Token Key Token
Construction Processing
(A1) KT, (B1)
« KT
Key Token c Key
Processing OnStll;l;CtIOn
and Key (B2)
Construction
(A2)
v

Figure 5 — Key Agreement Mechanism 6
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Processing
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Processing
and Key
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(A2) KLy,
Key Token
Processing
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Figure 6 — Key Agreement Mechanism 7

Key ToKen Construction (A1) Entity A generates a random number ry4, constructs the key token KTy
r4||Text], and sends.it to entity B.

Key Token Precessing (B1) Entity B generates a random number rp and signs a data block consistirrrllE
of the d|stinguishing identifier for entity A, the random number ry4, the random number rp and so
optional data Text2 using its private signature transformation Sg, to obtain BS = Sg(A||ra||rs|| Text2).

Entity B then encrypts a data block consisting of its distinguishing identifier (optional), the signed block
BS, and some optional data Text3 using entity A’s public encryption transformation E4. Entity B then
sends the key token KTp1 = E4(BS||Text3)||Text4 back to entity 4, or entity B may include the identifier
for B as KTp1= E4(B||BS|| Text3) || Text4.

Key Construction (B2) The shared secret key consists of all or part of entity B’s signature ) contained
in the signed block BS (see Note 2 in Clause 4), after passing through a key derivation function.

Key Token Processing and Key Construction (A2) Entity A decrypts the key token KTp1 using its
private decryption transformation Dg, optionally checks the sender identifier, and uses entity B’s
public verification transformation Vp to verify the digital signature of the signed block BS. Then entity
A checks the recipient identifier and that the random number ry in the signed block BS equals the
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random number ry4 sent in token KTy1. If all checks are successful, entity A accepts all or part of entity
B’s signature of the signed block BS used with a key derivation function as the shared secret key.

NOTE1 The number of passes is 2.

NOTE 2  The partofthe signature X that is to be used as the basis of the secret key established between entities
A and B shall be agreed in advance.

NOTE 3  This mechanism provides implicit key authentication from entity A to entity B and explicit key
authentication from entity B to entity A.

NOTE 4  If the data field Text3 contains a MAC (on known data) computed using the key Kagrthen this
mechanism provides key confirmation from entity B to entity A.

OTES5 This mechanism is a key agreement mechanism, since the established key is a onie-way fulnction of
hndom values r4 and rp supplied by entities A and B respectively. As discussed in Clause 8)Since entity B could
barn F(ry, g) prior to choosing the value rp, entity B can select approximately s bits of the ‘established Key, at the
pst of generating 25 candidate values for rp in the interval between receiving KT41 andsending KTp1.

Q == =

od
1

OTE6  This mechanism is derived from Beller and Yacobi’s two pass protocol'described in Annex D.|

NOTE 7  If Textl and Text4 contain a public key certificate for entity A’s)'encryption key and a ppblic key
certificate for entity B’s verification key, respectively, then the requirerments 3 and 4 at the beginnirlg of 11.6
cpn be relaxed to the requirement that each entity is in possession of:an authenticated copy of the C{\’s public
verification key.

NOTE 8 A significant feature of this scheme is that the Jdentity of entity B can remain anonymous to
epvesdroppers, a property of potential significance in a wireless communication environment.

11.7 Key agreement mechanism 7

o |

his key agreement mechanism is based on the'three-pass authentication mechanism of ISO/IEC 9798-
(6] and establishes a shared secret key bétween entities A and B with mutual authenticatjon. The
bllowing requirements shall be satisfied:

= )

—+ Each entity X has an asymmetri¢signature system (Sy, V).

-+ Both entities have access to ah authenticated copy of the public verification transformati¢n of the
other entity. This may be.achieved using the mechanisms described in Clause 13.

1+ The two entities have agreed on a common MAC function.

Hey agreement mechanism 7 is summarised in Figure 6.

L ]

(ey Token Construction (A1) Entity A randomly and secretly generates ry in S1, computes|F(r4, g),
onstructs the Key token KT41 = F(r4, g)||Text1, and sends it to entity B.

Q

ey Token'Processing and Key Construction (B1) Entity B randomly and secretly generategrpin Sy,
omputes F(rp, g), computes the shared secret key as K4p = F(rp, F(r4, g)), and constructs the signed key
pKen

[l @ <]

KTp1 = Sp(DB1)|IMACkaB(DB1)||Text3,
where DB1 = F(rp, g)||F(ra, g)||A|| Text2, and sends it back to entity A.

Key confirmation is provided by including MACk4p(DB1) in KTp1. Alternatively, if both parties have a
common symmetric encryption system, key confirmation can be obtained by replacing KTp1 with KTp1
= F(rg, 9)||Ekap(Se(DB1)), where E is a suitable symmetric encryption function.

Key Token Processing and Key Construction (A2) Entity A verifies entity B’s signature on the key
token KTp1 using entity B’s public verification key, and then verifies entity A’s distinguishing identifier
and the value F(ry, g) sent in step (Al). If the checks are successful, entity A proceeds to compute the
shared secret key as K4p = F(ra, F(rg, 9))-
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Using K4p, entity A verifies MACkap(DB1)- Then entity A constructs the signed key token
KTp2 = S4(DB2)||MACk4B(DB)|| Text5,
where DBy = F(r4, 9)||F(rs, g)||B|| Text4, and sends it to entity B.

Key confirmation is provided by including MACkap(DB?) in KT42. Alternatively, key confirmation can be
obtained by replacing KT4 with KT42 = Exap(Sa(DB2)).

Key Token Processing (B2) Entity B verifies entity A’s signature on the key token KTy, using entity
A’S publ C VU1 1f1\,atluu II\Cy, thcu vl lf;CD Clltit)’ B’D d;btillsuib}lills 1dcut1f1c1 Cllld that t]llC VCl}LlCD F(IA, &)
and F(rg g) agree with the values exchanged in the previous steps. If the checks are successful, entitpB
verifies MACkap(DB2) using K4p = F(rp, F(ra, g))-

NOTE 1 | The number of passes is 3.

NOTE 2 | This mechanism provides mutual explicit key authentication and mutual entity authentication.
NOTE 3 | This mechanism provides mutual key confirmation.

NOTE 4 | This mechanism is a key agreement mechanism, since the established key.is a one-way function
random Yalues r4 and rp supplied by entities A and B respectively. As discussed in Clause 8, since entity B coul

learn F(r}, g) prior to choosing the value rp, entity B can select approximately s bits'of the established key, at th
cost of ggnerating 25 candidate values for rp in the interval between receiving K741 and sending KTp1.

[CIE="=S

NOTE 5 | Examples of this mechanism (known as the Diffie-Hellman schieme) can be constructed by combinin|
the exanyples in Annex E.9 with use of a digital signature scheme, sucidas*one of those specified in ISO/IEC 979
and ISO/[EC 14888.

N9

NOTE 6 | This mechanism conforms to ISO/IEC 9798-3.16] KT44;,KTp1, and KTy, are identical to the tokens ser
in the thtee pass authentication mechanism. The TVPs are alse‘identical, with the following changes of use: th
TVP Ry i$ set to the value F(ry4, g); and the TVP Rp is set to the value F(rp, g).

D ~+

NOTE 7 | If the data fields Text1 and Text3 (or Text5ahd Text3) contain the public key certificates of entities 4
and B, regpectively, then the second requirement at.the beginning of 11.7 can be relaxed to the requirement th3
all entiti¢s are in possession of an authenticated cepy of the CA’s public verification key.

ot

NOTE 8 | Ifasignature mechanism with texthashing is used, then F(r4, g) and/or F(rp, g) need not be sent in ke
token KTfg1. Similarly, neither F(ryg, g) nonF(rp, g) need be sent in key token KT42. However, care shall be taken ths
the randgpm numbers are included in the;:¢computation of the respective signatures.

- <

NOTE9 | Key confirmation can.alternatively be achieved by encrypting part of the signature. In this case, the
third requirement at the beginning of 11.7 does not apply.

11.8 Key agreement mechanism 8

This key agreementimechanism uses elliptic curve cryptography, and establishes a shared secret key i
one pas§ between'entities A and B with mutual implicit key authentication. The following requirement]
shall be satisfied:

[Z =}

— h antitvy Yhag o blickev aorcement ke P —E(h (
ac
HeRHEY-A RIS Y reementKkey+x

o 4 nil
S) TIICTITre Iy X ot T PerorreTx Tt o).

— Each entity has access to an authenticated copy of the public key agreement key of the other entity.
This may be achieved using the mechanisms described in Clause 13.

Key agreement mechanism 8 is summarised in Figure 2.

The values /and j are used for cofactor multiplication as explained in Clause 7. A function is also required
to convert an elliptic point P to an integer. An example of such a function is (P) = (X(P) mod pr/ﬂ )+
er/ﬂ , where p = [logz n] and X(P) is the x-coordinate of the point P.

Key token construction (A1) Entity A randomly and secretly generates r4 in S1, computes F(rg, G),
constructs the key token KTy41 = F(r4, G), and sends it to entity B.
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Key construction (A2) Entity A computes the shared key as
Kap = ((ra + 1(KTa1)ha)-D(-(Pp + T(Pp) PB)).
Key construction (B1) Entity B computes the shared key as
Kap = ((hp + n(Pp)hp)-1)(j:(KTa1 + T(KT41)P4)).
NOTE1 The number of passes is 1.

QTE 2 Thismechanism prnvidPQ mutual imp]irif keyv anthentication

NOTE 3  An example of this mechanism (known as MQV key agreement) is described in Annex E.11,

11.9 Key agreement mechanism 9

This key agreement mechanism uses elliptic curve cryptography and establishes a sharef secret
Key in two passes between entities A and B with mutual implicit key authentication. The fpllowing
requirements shall be satisfied:

d) Each entity X has a private key agreement key hy in S1 and a publie-key agreement key Px =|F(hy, G).

h) Each entity has access to an authenticated copy of the publickeyagreement key of the oth¢r entity:.
This may be achieved using the mechanisms described in Clause 13.

Hey agreement mechanism 9 is summarised in Figure 4.

—

he values/and j are used for cofactor multiplication as-explained in Clause 7. A function is also fequired
b convert an elliptic point P to an integer. An example of such a function is m(P) = (X(P) mod 2(‘0/21 )+
2 [0/2] , where p= [logz n—| and X(P) is the x-coprdinate of the point P.

—

3

=

(ey token construction (A1) Entity A rahdomly and secretly generates r4 in S1, computes |F(rg, G),
onstructs the key token KT41 = F(rs, G),@nd sends it to entity B.

Q

Key token construction (B1) Entify B randomly and secretly generates rp in Sq, computes |[F(rp, G),
onstructs the key token KTp1 = E(pp, (), and sends it to entity A.

Q

Key construction (A2) Entity.4A computes the shared secret key as

Kap = ((ra + m(KTa1)ha)-1)-(KTp1 + (KTB1) PB)).
Key construction(B2) Entity B computes the shared secret key as

Kap = ((rp + m(KTp1)hB)- 1)+ (KTa1 + 1(KT41) Pa)).-
NOTE1 (The number of passes is 2.

NOTE 2>~ This mechanism provides mutual implicit key authentication.

NOTE 3  Anexample of this mechanism (known as MQV key agreement with two passes) is describedlin Annex
E.12.

NOTE4  Under certain circumstances this mechanism may be subject to a source substitution attack.[26] If
this is a concern, such an attack can be avoided by adding delay detection. Other countermeasures are described
in [26].
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11.10 Key agreement mechanism 10

This key agreement mechanism uses elliptic curve cryptography and establishes a shared secret
key in three passes between entities A and B with mutual implicit key authentication. The following
requirements shall be satisfied:

— Each entity X has a private key agreement key hy in S1 and a public key agreement key Py = F(hy, G).

— Each entity has access to an authenticated copy of the public key agreement key of the other entity.
This may be achieved using the mechanisms described in Clause 13.

Key agrt¢
The valy

to conve
2(19/2}

tement mechanism 10 is summarised in Figure 7.

eslandjare used for cofactor multiplication as explained in Clause 7. A function is alsg requirefd

ES

rt an elliptic point P to an integer. An example of such a function is (P) = (X(P) maod 2[’)/21 )
where p = [logz n] and X(P) is the x-coordinate of the point P.

Entity A Entity B
Key Token
Construction
( Al) KT Al R
Key
KT g, Construetion
MAC ((2|KT 44||KT 5,) (B1)
—
Key
Construction
(A2) MAC ((3]IKT 44|IKT 5,)
Verification
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Figure 7 — Key Agreement Mechanism 10
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Key MAL kapUM2)
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Figure 8 — Key Agreement Mechanism 11

Key token construction (A1) Entity A randomly and secretly generates rq in Sq, computes F(rg, G),
constructs the key token KT41 = F(r4, G), and sends it to entity B.

24
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Key construction (B1) Entity B randomly and secretly generates rp in S1, computes F(rp, ), and
constructs the key token KTp1 = F(rp, G).

Entity B computes the shared secret key as
Kap = ((rp + m(KTp1)hB)-1) - (KTa1 + 1(KT41) Pa)).-

Entity B then computes the key K = kdf(K4p ). Entity B further constructs MACk(2||KT41||KTp1), and
sends KTp1 and MACk(2 || KT41 || KTp1) to entity A.

1& i Y LAY oot A + 4] i) | 1
) kC_y CUIISLUI UTLIVUIX [ﬂh} LAllLlLy L1 LUIIIIJL[LCD LIIC SITAdITU STLICTCL I\Cy adS

Kap = ((ra + m1(KTa1)ha)-)(j-(KTp1 + ©(KTp1) Pp)).

ntity A computes the key K = kdf(K4p ). Entity A computes MACk(2||KTa1||KTp1) and Verifies what was
ent by entity B. Entity A then computes MACk(3||KT41||KTp1), and sends it to entityB.

v

=t

[erification (B2) Entity B computes MACk(3||KT41||KTg1)-
NOTE1 The number of passes is 3.
NOTE 2  This mechanism provides mutual explicit key authentication.

OTE3 An example of this mechanism (known as MQV key agreément with three passes) is desfribed in
nnex E.13.

= =z

(=Y

1.11 Key agreement mechanism 11

o |

his key agreement mechanism establishes a shared Key in four passes between entities A and B. The
bllowing requirements shall be satisfied:

-

-+ Entity B has an asymmetric encryption system with transformation (Ep, Dp).

1 Entity A has access to an authenticated copy of the public verification transformation necgssary to
verify Certp.

-+ Both entities have agreed on(@ common key derivation function kdf.

Hey agreement mechanism El\is summarised in Figure 8.

vl

ntity Confirmation (A): Entity A chooses a random integer ry, and sends a message M1 = (r}||Text1)
D entity B.

—t

vl

ntity Confirmation (B1): Entity B chooses a random integer rp, and sends My = (rp||Certp||Text2) to
ntity A.

(0]

Key Tokemyand Key Construction (A2): Entity A verifies Certp to obtain a trusted copy of entity B’s
fdublic key. Entity A then generates a random integer r’4 and computes the shared key Kap = klf(ra, ra,
n

4)-

4 dead D
LU TIILILY D.

[« B
3
>
9]
=
N
S
frun)
3
=
=+
b
N
L

Entity A thenrsends-the key token K =Ep{ra=an
Key Construction (B2): Entity B decrypts KT42 and computes the shared key K4p = kdf(ry, r, r'4).

Entity B computes MACkap(M1 || KT42) and compares it with the received MAC value. Entity B sends
MACkap(M3) to entity A.

Key Verification (A3): Entity A computes MACg4p(M2) and compares it with the received MAC value.
NOTE1 The number of passes is 4.

NOTE 2  This mechanism provides B’s implicit key authentication to A.
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NOTE 3  This mechanism is derived from the Transport Layer Security (TLS) protocol,[15] which can be
regarded as an example of this mechanism. In TLS, the key agreement process is known as the TLS handshake
phase. In TLS, each entity has a ‘cipher suite’, i.e. a list of algorithms that the entity supports. Text1 and Text2 are
used to exchange these cipher suites as part of a process known as ‘cipher suite negotiation’.

11.12 Key agreement mechanism 12

This key agreement mechanism non-interactively establishes a shared secret key among entities 4, B,
and C with mutual implicit key authentication. The following requirements shall be satisfied:

— Each entity X has a private key-agreement key hy in S1 and a public key-agreement key px = F(hy, g).

— Each entity has access to an authenticated copy of the public key-agreement key of the otherentities.
Thig may be achieved using the mechanisms described in Clause 13.

Key agr¢ement mechanism 12 is summarised in Figure 9.

Entity A Entity B Entity C
Key Key Key
Construction Construction Congstriretion
(A1) (B1) (€1)

Figure 9 — Key Agreement'Mechanism 12

[72)

Key Comstruction (A1) Entity A computes, using its own private key-agreement key hy4, entity B
public key-agreement key pp, and entity C’s public key-agreement key pc, the shared secret key as K4

=FP(ha)pB. pC)-

)

v

Key Comstruction (B1) Entity B computes, using its own private key-agreement key hp, entity A
public key-agreement key py, and entity-C’s public key-agreement key pc, the shared secret key as K44

=FP(hg|pc, pa)-

)

[@)

Key Corstruction (C1) Entity.C'eomputes, using its own private key-agreement key hc, entity A’s publj
key-agr¢ement key py4, and-entity B’s public key-agreement key pp, the shared secret key as K4p¢

FP(hc, ph, pB).

As a consequence of therequirements on functions F and FP specified in Clause 10, the three computef
values for the key-K4pc are identical.

NOTE 1 | Thexnumber of passes is 0.

NOTE 2 | “This mechanism provides mutual implicit key authentication. However, a zero-pass protocol such gs
this will always generate the same Key. One way to eliminate this problem is to ensure that the kKey is only used
once. Furthermore, the use of a unique initialization vector with each utilization of the key can also solve this
problem.

NOTE 3  This mechanism does not provide key confirmation.

NOTE 4  Thisis a key agreement mechanism, since the established key is a one-way function of the private key
agreement keys hy, hp, and hc of entities 4, B, and C respectively.

NOTES5  Anexample of this mechanism (known as Joux key agreement) is given in Annex F.2.
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12 Secret key transport

12.1 Secret key transport mechanism 1

This secret key transport mechanism transfers a secret key in one pass from entity A to entity B with
implicit key authentication from entity B to entity A. The following requirements shall be satisfied:

— Entity B has an asymmetric encryption system (Ep,Dp).

— F'nfify Ahas accesstoan authenticated Copy of nnh'fy B’s pnh]ir‘ nnr‘rypfinn transformation EB- This

may be achieved using the mechanisms described in Clause 13.

-+ The optional TVP shall either be a time stamp or sequence number. If time stamps ar€e|used,[then the
entities A and B need to maintain synchronous clocks. If sequence numbers are used, then entities A
and B shall maintain bilateral counters.

Secret key transport mechanism 1 is summarised in Figure 10.
Entity A Entity B
Key Token
Construction
(A1) KT,y R
i Key Token
Deconstruction
(B1)

A 4

D

Figure 10 — Secret Key Transport Mechanism 1
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Entity A Entity B
Key
Encryption
(A1.1)
Key Token
Construction
(A1.2) KT,,
Key Token
Verification
(B1.1)
Key
Decryption
(B1.2)

Figure 11 — Secret Key Transport Mechanisnr 2

Key Token Construction (A1) Suppose K is a secret key that entityy A wishes to securely transfer tp
entity B| Entity A constructs a key data block consisting of its distinguishing identifier (optional), t

key K, ai optional TVP and an optional data field Text1. Entity 4 then encrypts the key data block usi&E
the recejver’s public encryption transformation Ep and sends.the key token

KTa1 = Eg(A||K||TVP||Fext1)|| Text2

to entity B.

Key To!(en Deconstruction (B1) Entity B decrypts the encrypted part of the received key toke
KTy1 using its private decryption transformation Dp, recovers the key K, checks the optional TVP, an
associates the recovered key K with the clainied originator entity A.

jo e

NOTE 1 | The number of passes is 1.

NOTE 2 | This mechanism provides.implicit key authentication from entity B to entity 4, since only entity B cajn
possibly fecover the key K.

NOTE 3 | This mechanism de€s not provide key confirmation.
NOTE 4 | Entity A can-choose the key.

NOTE 5 | Asentity\Breceives the key K from a non-authenticated entity 4, secure use of K by entity B should b
restrictefl to functions not requiring trust in entity A’s authenticity. For example, decryption and generation
message fauthentication codes can be performed, whereas encryption and verification of message authenticatio|
codes sh¢uld hot.

550

NOTE6  An example of this mechanism (known as ElGamal key transfer) is described in Annex G.1. A second
example of this mechanism using RSA is described in Annex G.3, and a third example based on Sakai-Kasahara
Key Establishment is described in Annex G.6.

12.2 Secret key transport mechanism 2

This secret key transport mechanism is an extension of the one-pass entity authentication mechanism
in ISO/IEC 9798-3.[6] It transfers a secret key, encrypted and signed, from entity A to entity B with
explicit key authentication from entity A to entity B and implicit key authentication from entity B to
entity A. The following requirements shall be satisfied:

— Entity A has an asymmetric signature system (Sg, V4).
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— Entity B has an asymmetric encryption system (Ep, Dp).

— Entity A has access to an authenticated copy of entity B’s public encryption transformation Ep. This
may be achieved using the mechanisms described in Clause 13.

— Entity B has access to an authenticated copy of entity A’s public verification transformation V4. This
may be achieved using the mechanisms described in Clause 13.

— The optional TVP shall be either a time stamp or sequence number. If time stamps are used, then
the entities A and B need to maintain synchronous clocks or use a Trusted Third Party Time Stamp
Uthority. ters.

ecret key transport mechanism 2 is summarised in Figure 11.

ey Encryption (A1.1) Suppose K is a secret key that entity A wishes to securely transfer to pntity B.
ntity A forms the key data block, consisting of the sender’s distinguishing identifier, the key K and an
ptional data field Text1. Entity A then encrypts the key data block with entity\B’s public en¢ryption
transformation Ep and forms the encrypted block BE = Ep(A||K]|Text1).

ey Token Construction (A1.2) Entity A forms the token data blockyconsisting of the recipient’s
istinguishing identifier, an optional TVP (time stamp or sequence srumber), the encrypted block BE
nd the optional data field Text2. Then entity A signs the token ddta block using its private signature
transformation Sy, appends optional Text3, and sends the resulting key token

KTa1 = Sa(B||TVP||BE|| Text2)|| Text3
tp entity B.

Key Token Verification (B1.1) Entity B uses the>seénder’s public verification transformatipn V4 to
verify the digital signature in the received key token KTy41. Entity B then checks its identifierf in KT41
and, optionally, the TVP.

Key Decryption (B1.2) Entity B decryptsthe block BE with its private decryption transformation Dp.
Hntity B then compares the identifier for:entity A contained in block BE with the identity of thg signing
gntity. If all checks are successful, entity B accepts the key K.

NOTE1 The number of passes is 1t

NOTE 2  This mechanism prevides entity authentication of entity A to entity B, and implicit key authentication
fom entity B to entity A.

-

=z

OTE3  This mechanism provides key confirmation from entity A to entity B. Entity B can be sufe that it
shares the correct key‘with entity A, but entity A can only be sure that entity B has indeed received thelkey after
it has obtained aspesitive reply from entity B encrypted using key K.

=z

OTE4 The-optional TVP provides entity authentication of entity A to entity B and prevents replay ¢f the key
bken. In order to prevent replay of the key data block BE, an additional TVP can also be included in Text1.

(s

OTE 5 Entity A can choose the key Ky, since it is the originating entity. Similarly, entity B can choode the key
piJoint key control can be achieved by requiring entities A and B to combine two keys K4 and Kp, trahsported
SITTg tWO ITTSTATCeS Of the MeCaniSIT, to fOTTT a SITared SECTet Rey KAp. All eXtra pass 15 required for joint key
control. The combination function shall be one-way, otherwise entity A can choose the shared secret key. This
mechanism can then be classified as a key agreement mechanism.

= =z

NOTE 6  Entity A’s distinguishing identifier is included in the encrypted block BE to prevent entity A from
misappropriating an encrypted key block intended for use by another entity. Prevention of the attack is achieved
by requiring entity B to compare entity A’s identifier with entity A’s signature on the token.

NOTE7 In conformance with ISO/IEC 9798-3,[6] entity authentication using a public key algorithm KTy1 is
compatible with the token sent in the one-pass authentication mechanism. The token accommodates the transfer
of the key K through use of the optional text field: Text1 in the ISO/IEC 9798-3[6] mechanism has been replaced
by BE || Text2.
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NOTE 8 The data field Text3 can be used to deliver the public key certificate of entity A. If this is the case, then
the fourth requirement at the beginning of 12.2 can be relaxed to the requirement that entity B is in possession of
an authenticated copy of the CA’s public verification key.

NOTE9 Examples of this mechanism are described in Annexes G.2 and G.5.

12.3 Secret key transport mechanism 3

This secret key transport mechanism transfers a secret key, signed, and encrypted in one pass from
entity A to entity B with unilateral key confirmation. The following requirements shall be satisfied:

a) Entity A has an asymmetric signature system (Sya, V4).
b) Entity B has an asymmetric encryption system (Ep, Dp).

c) Entity A has access to an authenticated copy of entity B’s public encryption transformiation Ep. This
mayf be achieved using the mechanisms described in Clause 13.

[72)

d) Entity B has access to an authenticated copy of entity A’s public verification transformation V4. Thi
mayf be achieved using the mechanisms described in Clause 13.

=}

e) The|optional TVP shall be either a time stamp or a sequence number; Iftitne stamps are used the
the [entities A and B need to maintain synchronous clocks. If sequence numbers are used thep
entities A and B shall maintain bilateral counters.

Secret kpy transport mechanism 3 is summarised in Figure 12.

Entity A Entity B
Key Block
Signature
(A1.1)
Key Token
Construction
(A1.2) KT,
Key Token
Decryption
(B1.1)
Key Block
Verification
(B1.2)
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Entity A Entity B
Key Token
Construction
(A1) KT, R
Key Block
Encryption
(B1.1)
Key Token
- Construction
P (B1.2)
Key Token
Verification
(A2.1)
Key
Decryption
(A2.2)

Figure 13 — Secret Key Transport Mechanism 4

(ey Block Signature (A1.1) Suppose K is a secret key that’entity A wishes to securely transfer fo entity
. Entity A forms a key data block consisting of the regipient’s distinguishing identifier, the Key K, an
ptional TVP (sequence number or time stamp), andioptional data. Entity A then signs the key block
sing its private signature transformation Sy4 to generate the signed block BS = S4(B||K||TVP||Text1).

o O oy ==

Key Token Construction (A1.2) Entity A formis the token data block, consisting of the signed plock BS
and optional Text2. Then entity A encrypts\the token data block using the receiver’s public engryption
transformation Ep, appends optional Text3, and sends the resulting key token

KTy1 = Ep(BS||Text2)|| Text3

—+

D entity B.

Ll

(ey Token Decryption (B1.1) Entity B decrypts the encrypted part of the received key token KT41
sing its private decryption transformation Dp.

o

(ey Block Verification (B1.2) Entity B uses the sender’s public verification transformatipn V4 to
erify the integrity)and origin of BS. Entity B validates that it is the intended recipient of the tpken (by
hspection of the/identifier in BS) and, optionally, that the TVP is within acceptable bounds (fo verify
he token’s timeliness). If all verifications are successful, entity B accepts the key K.

—+ = L

NOTE 1<=The number of protocol passes is 1.

NOTE2 This mechanism provides entity authentication of entity A to entity B, and implicit key authentication
f

oy antituy B0 ontity 4
SH-eRHty-b-+t0-eRtty1-

NOTE 3  This mechanism provides key confirmation from entity A to entity B. Entity B can be sure that it
shares the correct key K with entity 4, but entity A can only be sure that entity B has indeed received the key
after it has obtained a positive reply from entity B encrypted using key K.

NOTE 4  Entity A can choose the key.

NOTES5  Entity B’s distinguishing identifier is included in the signed key block BS to explicitly indicate the
recipient of the key, thereby preventing misuse of the signed block BS by entity B.

NOTE 6  The data field Text3 can be used to deliver the public key certificate of entity A. If this is the case, then

the fourth requirement at the beginning of 12.3 can be relaxed to the requirement that entity B is in possession of
an authenticated copy of the CA’s public verification key.
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NOTE 7  Iftwo executions of this secret key transport mechanism are combined (from entity A to entity B and
from entity B to entity A) then mutual entity authentication and joint key control can be provided (depending on
use of the optional TVP).

12.4 Secret key transport mechanism 4

This secret key transport mechanism is based on the two-pass authentication mechanism of
ISO/IEC 9798-3,[6] and transfers a key from entity B to entity A. The following requirements shall be
satisfied:

— Entity 4 has an asymmetric encryption system (Eg4, Dg).

— Entity B has an asymmetric signature system (Sp, Vp).

[72)

— Entity A has access to an authenticated copy of entity B’s public verification transformation V. Thi
mayf be achieved using the mechanisms described in Clause 13.

— Entity B has access to an authenticated copy of entity A’s public encryption transfermation E 4. This
mayf be achieved using the mechanisms described in Clause 13.

Secret kpy transport mechanism 4 is summarised in Figure 13.

Key Token Construction (A1) Entity A generates a random number rygfconstructs the key token KT4;
consistihg of r4 and an optional data field Text1, KT41 = r4||Textl and.sends it to entity B.

=}

Key Bldck Encryption (B1.1) Suppose K is a secret key that entity B wishes to securely transfer t
entity Al Entity B forms a key data block, consisting of the sender’s distinguishing identifier, the kely
K and ah optional data field Text2. Entity B then encrypts<the key data block with entity A’s public
encryptjon transformation E4, and forms the encrypted black BE = E 4(B||K||Text2).

Key Token Construction (B1.2) Entity B optionally:'generates a random number rp and forms thee
token dgta block, consisting of the recipient’s distinguishing identifier, the random number ry receivefd
in step ((A1), the new random number rp (optional), the encrypted block BE, and the optional data field
Text3. Tlhen entity B signs the token data block-with its private signature transformation Sp, appends
optional Text4, and sends the resulting key.token KTp1 = Sp(A||ral||rp||BE|| Text3)|| Text4 to entity A.

Key ToKen Verification (A2.1) Entity A uses the sender’s public verification transformation Vp to verif
the digitlal signature in the receivedkey token KTpj. Then entity A checks its distinguishing identifier i
KTp1 anfl checks that the receivedwalue ry agrees with the random number sent in step (A1).

=2

=}

Key Blofk Decryption (A2.2) Entity A decrypts the block BE with its private decryption transformatio
D4. Entity A then validates\the sender’s distinguishing identifier in BE. If all checks are successful, entitly
A accepfs the key K.

NOTE 1 | The numberof protocol passes is 2.

NOTE 2 | Thismechanism provides implicit key authentication from entity A to entity B.

ot

NOTE 3 | (Fhis mechanism provides key confirmation from entity B to entity A. Entity A can be sure that

h t £ 1 IZ N -y D lo..4+ 34 D 1 L. £lood L34 4l A | | 3 AN 1
snares tire—cotrfect l\C_y IV VVILIT CllLlLy D, Uut Clll_ll,_y D udll Ullly UT SuUulrcT tiiat ClltlL)’ 2 11Ia5 TITUTTU TUTLUTIVEU ULIIT 1IN y

after it has obtained a secured message from entity A which has been processed using K.

NOTE 4  Entity B can choose the key.

NOTES5 The tokens KT41 and KTp; conform to the tokens sent in the two-pass authentication mechanism
described in 5.1.2 of ISO/IEC 9798-3[6] (note that the roles of entities A and B are exchanged). The token KTp1
accommodates the transfer of the key K through use of the optional data field: Text2 in the ISO/IEC 9798-3
mechanism has been replaced by BE || Text3.

NOTE 6  If this secret key transport mechanism is executed twice in parallel between two entities, then

the resulting mutual secret key transport mechanism is in conformance with the mechanism described in
ISO/IEC 9798-3.[6]
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rpis no longer required and is therefore optional in this mechanism.

12.5 Secret key transport mechanism 5

Data field rp is included for consistency with ISO/IEC 9798-3.[6] Because of the presence of BE in KTp1,

This secret key transport mechanism is based on the three-pass authentication mechanism of
ISO/IEC 9798-3l6] and transfers two shared secret keys with mutual entity authentication and key
confirmation. One key is transferred from entity A to entity B and one key from entity B to entity A. The
following requirements shall be satisfied:

(@5)

Entity A

Key Token Construction
(A1)

KT

Al

Each entity X has an asymmetric signature system (S, Vx).
Each entity X has an asymmetric encryption system (Ey, Dy).

Each entity has access to an authenticated copy of the public verification transformiation of t
entity. This may be achieved using the mechanisms described in Clause 13.

Each entity has access to an authenticated copy of the public encryption transformation of
entity. This may be achieved using the mechanisms described in Clause13.

ecret key transport mechanism 5 is summarised in Figure 14.

Entity B

KT

B1

Key Block Encryption
(B1.1)

Key Token Construction

(B1.2)

Key Token Verification
(A2.1)

Key Block Decryption
(A2.2)

Key Block Encryption
(A2:3)

Key Token Construction
(A2.4)

KT

A2

v

Key Token Verification
(B2.1)

Key Block Decryption
(B2.2)

Figure 14 — Secret Key Transport Mechanism 5

he other

he other
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Entity A

Key Token
Construction
(A1)

Entity B

Key Token
Construction
(B1)

KT,y

KT,

Key and Entity
Canfirmation

Key Token Construction (A1) Entity A randomly generates rg, constructs the key token KTy41

ra|| Text

Key Bld
to entity
optional

Key ToK
I, r'a, th
using itd
SB(ral|r4
Key ToK

B’s publ
the rece

Key Blojck Decryption (A2.2) Entity A decrypts the encrypted block BE using its private decryptio

transfon
entity A

(A2.1)

Key Token
Response
(A2.2)

KT,

Key and Entity
Confirmation
(B2)

A 4

), G

Figure 15 — Secret Key Transport Mechanism 6

| and sends it to entity B.

ck Encryption (B1.1) Suppose K is a secret 'key that entity B wishes to securely transfe
r A. Entity B constructs a block containing-its own distinguishing identifier, the key Kp, an
Text2, and encrypts the block using theecipient’s public encryption transformation E 4:

= =

BE1&E4(B]|Kp|| Text2).

en Construction (B1.2) Entity Brandomly generates rg and constructs a data block containinig
e recipient’s identity, the encrypted key block BE1, and optional Text3. Entity B signs the block
private signature transfermation Sp, appends optional Text4, and sends the key token KTp1 F
||A||BE1]|Text3)||Text4 te’entity A.

en Verification (A2:1) Entity A verifies entity B’s signature on the key token KTp1 using entit|
c verification transformation Vp, checks its distinguishing identifier in KTp1 and checks th3
ved value rgagrees with the random number sent in step (A1).

- <

-

matien\D4 and checks the distinguishing identifier for entity B. If all checks are successful,
accepts the key Kp.

Key Block Encryption (A2.3) Entity A constructs a data block containing its own distinguishing
identifier, its own key Ky, and optional Text5, and encrypts the block using the recipient’s public
encryption transformation Ep to obtain BE; = Ep(A||Kg4||Text5).

Key Token Construction (A2.4) Entity A constructs a data block containing the random number ry4, the
random number rp, the recipient’s distinguishing identifier, the encrypted key block BE>, and optional
Text6. Entity A signs the data block using its private signature transformation Sy, appends optional
Text7, and sends the key token KT = S4(ra||rs||B||BE2||Text6)|| Text7 to entity B.

Key Token Verification (B2.1) Entity B verifies entity A’s signature on the key token KTy using entity
A’s public verification transformation Vg, checks its distinguishing identifier in KT42 and checks that
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the received value rp agrees with the random number sent in step (B1.2). In addition, B checks that the
received value ry agrees with the value contained in KTys.

Key Block Decryption (B2.2) Entity B decrypts the encrypted block BE; using its private decryption
transformation Dp and verifies the distinguishing identifier for entity A. If all checks are successful,
entity B accepts the key K4. If only unilateral key transport is required then, as appropriate, either BE1
or BE7 can be omitted.

NOTE1 The number of passes is 3.

IS mechanism provides mutual entity authentication, implicl
to entity A and implicit key authentication of Kp from entity A to entity B.

m entity

OTE3 This mechanism provides key confirmation from sender to recipient for both keys K4 and K.
oreover, if entity A includes a MAC on Kp in the data field Text6 of KTy, then this mechanism’ providgs mutual
y confirmation with respect to Kp.

OTE4  Entity A can choose the key Ky, since it is the originating entity. Similarlyentity B can choode the key
B. Joint key control can be achieved by each entity by combining the two keys Kgand Kp to form a sharfed secret
y K4p. The combination function shall be one-way, otherwise entity A can chioose the shared secret|key. This
echanism can then be classified as a key agreement mechanism.

OTES5  KTy1, KTp1, and KTy are compatible with the tokens sent in thé-three pass authentication m¢chanism
escribed in Clause 5.2.2 of ISO/IEC 9798-3.16] The second token accommodates the transfer of the key Kp: Text2
the ISO/IEC 9798-3 mechanism has been replaced by BE1||Text3, The third token accommodates thg transfer
the key K4: Text4 of the ISO/IEC 9798-3 mechanism has been replaced by BE;||Text6. The third toker] can also
commodate the transfer of a MAC within Text6.

OTE 6  If the data fields Textl and Text4 (or Text7 and Text4) contain the public key certificates df entities
and B, respectively, then the third and fourth requiftéments at the beginning of 12.5 can be relaxgd to the
requirement that both entities are in possession of an‘authenticated copy of the CA’s public verification key.

2.6 Secret key transport mechanism'\6

his secret key transport mechanism._securely transfers two secret keys in three passes, gne from
tity A to entity B and one from entity B to entity A. In addition, the mechanism provides mutujal entity
thentication. This mechanism is-based on the following requirements:

— Each entity X has an asymimetric encryption system (Ey, Dy).

— Each entity has access'to an authenticated copy of the public encryption transformation of the other
entity. This may-be-achieved using the mechanisms described in Clause 13.

(@5)

ecret key transport mechanism 6 is summarised in Figure 15.

(ey Token Censtruction (A1) Entity A has obtained a key K4 and wants to transfer it securely fo entity
. Entity-4 selects a random number r4 and constructs a key data block consisting of its distinguishing
lentifier, the key K4, the number r4 and an optional data field Textl. Then entity A encryptq the key
lockwising entity B’s public encryption transformation Ep, thereby producing the encrypted dgta block
E1-= Ep(A||Kallral|Text1).

[wnlloullwlewil

Entity A constructs the token KT41 = BE1||Text2, consisting of the encrypted data block and some
optional data field Text2.

Entity A sends the token to entity B.

Key Token Construction (B1) Entity B extracts the encrypted key block BE7 from the received key
token KTy41 and decrypts it using its private decryption transformation Dp. Then entity B checks that
the decrypted version of BE1 contains the identifier for entity A.

Entity B has obtained a key Kp and wants to transfer it securely to entity A. Entity B selects a random
number rp and constructs a key data block consisting of the distinguishing identifier for entity B, the
key Kp, the random number rp, the random number ry4 (as extracted from the decrypted block) and
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an optional data field Text3. Then entity B encrypts the key block using entity A’s public encryption
transformation E4, thereby producing the encrypted data block BE7 = E4(B||Kp||ral|rp|| Text3).

Then entity B constructs the key token KTp1 = BE7||Text4, consisting of the encrypted data block BE;
and an optional data field Text4.

Entity B sends the token to entity A.

Key and Entity Confirmation (A2.1) Entity A extracts the encrypted key block BE; from the received
key token KTp1 and decrypts it using its private decryption transformation D4. Then entity A checks
the validity o
containgd in the encrypted block BE. If the verification is successful, entity A has implicitly confirme
that K4 has safely reached entity B.

=

Key Token Response (A2.2) Entity A extracts the random number rp from the decrypted key bloc
and constructs the key token KT47 = rp||Text5, consisting of the random number rp and an'optional da]
field Text5.

<)

Entity A|sends the token to entity B.

Key andl Entity Confirmation (B2) Entity B verifies that the response rgyextracted from KTy i
consistent with the random number rp sent in encrypted form in KTp1. If the Verification is successful,
entity B|has authenticated entity A and at the same time has obtained ¢onfirmation that Kp has safellir
reached|entity A.

[72)

NOTE 1 | The number of passes is 3.

NOTE 2 | This mechanism provides implicit key authentication 6f.K4 from entity B to entity A and implicit key
authenti¢ation of Kp from entity A to entity B.

NOTE 3 | Entity A can choose the key Ky, since it is the originating entity. Similarly, entity B can choose the key
Kp. Joint key control can be achieved by each entity by -combining the two keys K4 and Kp on both sides to forin
a shared|secret key K4p. However, the combination funetion shall be one-way, otherwise entity B can choose the
shared s¢cret key. This mechanism could then be classified as a key agreement mechanism.

oY

NOTE 4 | This mechanism uses asymmetricitechniques to mutually transfer two secret keys, K4 from entity
to entity [B and Kp from entity B to entity A. The following cryptographic function separation can be derived fro:E
the mechanism: entity A uses its key K4 to encrypt messages for entity B and to verify authentication codes fro

entity B. Entity B in turn uses the received key K4 to decrypt messages from entity A and generate authenticatiojn
codes for|entity A. The cryptographicfunctions of Kp can be separated in an analogous manner. In such a way, the
asymmefric basis of the key transpert mechanism can be extended to the usage of the secret keys.

NOTE5 | This mechanism.is derived from the three pass protocol known as COMSET.[18]
NOTE 6 | This mechanism is based on zero-knowledge techniques. From the execution of the mechanism,

neither of the entitiesJéarns anything that it could not have computed itself.

13 Public key transport

13.1 Public key transport mechanism 1

If entity A has access to a protected channel (i.e., a channel which provides data origin authentication
and data integrity), such as a courier, registered mail, etc., to entity B then entity A may transport its
public key information directly via that protected channel to entity B. This is the most elementary form
of transferring a public key. The following requirements shall be satisfied:

— Entity A’s public key information PKI4 contains at least entity A’s distinguishing identifier and entity
A'’s public key. In addition it may contain a serial number, a validity period, a time stamp and other
data elements.
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Since the public key information does not contain any secret data, the communication channel need
not provide confidentiality.

Public key transport mechanism 1 is summarised in Figure 16.

Entity A Entity B
Key Token
Construction
(A1) KTy
Key Token
Reception
(B1)

Figure 16 — Public Key Transport Mechanism 1

Entity A Entity\B
Key Token
Construction
(A1) KTa1 o
Key Token
Verification Reception
Token (B1)
Construction
(A2) N KTz
Key Token
Verification
(B2)

Figure'l7 — Public Key Transport Mechanism 2

=

(ey Token Constructien-(A1) Entity A constructs the key token KT41 containing the pu
hformation of entity A.and some optional data field Text, and sends KT41 = PKl4||Text via a p
hannel to entity B.

et

(ey Token Reception (B1) Entity B receives the key token via the protected channel from
etrieves entity-A’s public key information PKI4 and stores entity A’s public key into the list

blic key
rotected

entity A,
bf active

ublic keys.(this list shall be protected from tampering).

OTE 5> This mechanism can be used to transfer public verification keys (for an asymmetric signatur
r pblic encryption keys (for an asymmetric encryption system) or public key agreement keys.

b system)

o =z o lilie il |

NOTE 2  Authentication in this context includes both data integrity and data origin authentication (as defined
in ISO 7498-2[1]).

13.2 Public key transport mechanism 2

This mechanism transports the public key information of entity A via an unprotected channel to entity
B. To verify the integrity and the origin of the received public key information a second authenticated
channel is used. Such a mechanism is useful when the public key information PKI is transferred
electronically on a high bandwidth channel, whereas the authentication of the public key information
takes place over an authenticated low bandwidth channel such as a telephone, courier, or registered
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mail. As an additional requirement, the entities shall share a common hash, as defined in ISO/IEC 10118-
1. The following requirements shall be satisfied:

— Entity A’s public key information PKI4 contains at least entity A’s distinguishing identifier and entity
A’s public key. In addition it may contain a serial number, a validity period, a time stamp and other
data elements.

— Since the public key information does not contain any secret data, the communication channel need
not provide confidentiality.

Public kfy Transport mechanism Z 1s summarised 1n Figure 17.

Key Token Construction (A1) Entity A constructs the key token KT41 containing the publig ke
information of entity A and sends KT41 = PKI4||Text1 to entity B.

<<

=}

Key ToKken Reception (B1) Entity B receives the key token, retrieves entity A’s public key informatio!
PKl4, and stores it protected from tampering for later verification and use.

Verification Token Construction (A2) Entity A computes a check value hash(PKlIy) on its public ke
information and sends this check value together with the optional distinguishing identifiers of entitie
A and B to entity B using a second independent and authenticated channel (e7g) a courier or registere
mail), where

_-wn <<

KTy = A||B||hash(PKly)|| Text2.

Key Token Verification (B2) Upon reception of the verification teken KTy, B optionally checks the
distingdishing identifier of entities A and B, computes the check value on the public key information of
entity Afreceived in the key token KT41 and compares it with¢the check value received in the verificatiop
token KY42. If the check succeeds, entity B puts entity A’s gublic key onto the list of active public keyls
(this list shall be protected from tampering).

NOTE 1 | This mechanism can be used to transfer publi¢verification keys (for an asymmetric signature systeny)
or publiclencryption keys (for an asymmetric encryption system) or public key agreement keys.

NOTE 2 | Authentication in this context includes:both data integrity and data origin authentication.

[¢)

NOTE 3 | If the public key that is transported is a key for an asymmetric signature system not giving messag
recovery| then entity A can sign the token KT41 using the corresponding private signature key. In that cas
the veriffication of entity A’s signaturesin step (B1) using the received public verification key confirms thg
entity A knew the corresponding private signature key, and so presumably, was the only entity that knew th
corresponding private signature.kKey at the time the token was created. If a time stamp is used in PKly, the
verificatjon confirms that entity-4 currently knows the corresponding private signature key.

s D e+ <

NOTE 4 | A manually signed letter from Entity A can be used for the verification token.

13.3 Public key-transport mechanism 3

key 1nformat10n together with a dlgltal 51gnature prov1ded by a trusted third party, the Certification
Authority (CA). The introduction of a CA reduces the problem of authenticated user public key
distribution to the problem of authenticated distribution of the CA’s public key, at the expense of a
trusted centre (the CA). 11770-1 shall be referred. See also ISO/IEC 9594-8[2] (Annex E).

This mechanism is based on the assumption that a valid public key certificate Certy4 of entity A’s public
key information PKI4 has been issued by some certification authority, and that entity B has access to
an authenticated copy of the public verification transformation Vca of that certification authority CA
which has issued the public key certificate.

Public key transport mechanism 3 is summarised in Figure 18.
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Entity A Entity B

Key Token
Construction
(A1) KT,
Certificate
\erification
(B1)

Figure 18 — Public Key Transport Mechanism 3

certificate of entity A and sends it to entity B, KT41 = Certy||Text.

o

ertificate Verification (B1) Upon reception of the public key certificate, entity B uses th

—

hformation and to check the validity of entity A’s public key-

]

F entity B wants to make sure that entity A’s public key certificate has not been revoked recen
ntity B should consult a trusted third party (such asithe CA) via some authenticated channel.

(o)

OTE1 Thenumber of passesis 1, but there could hiave been a request from entity B to entity A for the
f the public key certificate. This additional pass is\gptional and not shown here. Entity A’s public key c
puld also be distributed by a directory, in which’case this public key transport mechanism would be
etween the directory and entity B.

o0 9o =

=z

OTE 2  Entity authentication is not provided by this mechanism.

=z

OTE3  Receiving a public key certificate provides confirmation that the public key has been certifi
dA.

=z

OTE4  The public verification key vca of the CA shall be made available to entity B in an authentic
Thhis can be done using the'méechanisms described in Clause 13.

Key Token Construction (A1) Entity A constructs the key token K743 containing the public key

e public

erification transformation V/ca of the certification authority to ¥erify the authenticity of the piliblic key

tly, then

transfer
ertificate
executed

ed by the

hited way.
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Annex A
(normative)

Object identifiers

(11770)

object-identifiers (0)

(11770)

keyAgreeméntMechanisml (1)
keyAgreementMechanism?2 (2)
kéyAgreementMechanism3 (3)
keyAgreementMechanismé (4)
keyAgreementMechanismb (5)
keyAgreementMechanismé6 (6)
keyAgreementMechanism7 (7)
keyAgreementMechanism8 (8)

keyAgreementMechanism9 (9)

{ id-km-at keyAgreementMechanismlO0 (10) }

asymmetrie®echniques (3) }

}

}

}
}

This anmpe hre

part of ISO/IEC 11770.
Key-manhpgement-AsymmetricTechniques {
iso(l) ptandard(0) key-management
asymmetfkicTechniques (3) asnl-module (0)
DEFINITLONS EXPLICIT TAGS = BEGIN
-— EXPORTS All; --

—-— IMPORTS None; --

OID =| OBJECT IDENTIFIER - Alias
-— Synopyms -—

id-km-af OID ::= {

iso(l) ptandard(0) key-management
-- Assipnments -

id-km-af-kAM-1 OID = { id-km-at
id-km-afp-kAM-2 OID = { id-km-at
id-km-af-kAM-3 OID = { id-km-at
id-km-afp-kAM-4 OID = { id-km-at
id-km-af-kAM-5 OID = { id<km=at
id-km-afp-kAM-6 OID = {~Id-km-at
id-km-af-kAM-7 OID T4 1d-km-at
id-km-afp-kAM-8 OIR = { id-km-at
id-km-af-kAM-=-8201D = { id-km-at
id-km-af-KAM~10 OID =
id-km-at-kAM-11 OID =

id-km-at-kAM-12 OID

id-km-at-kTM-1 OID = { id-km-at
id-km-at-kTM-2 OID ::= { id-km-at
id-km-at-kTM-3 OID = { id-km-at
id-km-at-kTM-4 OID = { id-km-at
id-km-at-kTM-5 OID = { id-km-at
id-km-at-kTM-6 OID = { id-km-at

40

keyTransportMechanisml (12)
keyTransportMechanism2 (13)
keyTransportMechanism3 (14)
keyTransportMechanism4 (15)
keyTransportMechanismb5 (16)

keyTransportMechanism6 (17)

{ id-km-at keyAgreementMechanismll (11) }

{ id-km-at keyAgreementMechanisml?2 (21) }

}
}
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id-km-at-pKT-1 OID

{ id-km-at publicKeyTransportMechanisml (18) }

id-km-at-pKT-2 OID ::= { id-km-at publicKeyTransportMechanism2 (19) }

id-km-at-pKT-3 OID { id-km-at publicKeyTransportMechanism3 (20) }
-- Key Agreement Mechanism 1 -

keyConstruction-la OID ::= {

id-km-—at-kAM-1 kevyConstructionFunction-1a (1) 1}

KMeyConstruction-1b OID ::= {

id-km-at-kAM-1 keyConstructionFunction-1b(2) }
-~ Key Agreement Mechanism 2 -
KHeyTokenConstruction-2 OID ::= ({

id-km-at-kAM-2 keyTokenConstructionFunction(1l) }
KHeyConstruction-2a OID ::= {

id-km-at-kAM-2 keyConstructionFunction-2a(2) }
KHeyConstruction-2b OID ::= {

id-km-at-kAM-2 keyConstructionFunction-2b(3) }
- Key Agreement Mechanism 3 -

KMeyConstruction-3a OID ::= {

id-km-at-kAM-3 keyConstructionFunctign=3a(1l) }
KMeyTokenSignature-3 OID ::= ({

id-km-at-kAM-3 keyTokenSignatmreFunction (2) }
KMeyConstruction-3b OID ::= {

id-km-at-kAM-3 keyConsEructionFunction-3b(3) }
slignatureVerification-3.0ID ::= ({
id-km-at-kAM-3“§ignatureVerificationFunction (4) }
-+~ Key Agreemént Mechanism 4 -
KHeyTokenCenstruction-4a OID ::= {

idskm-at-kAM-4 keyTokenConstructionFunction-4a(l) }

KefZFokenConstruction-4b OID ::= {

id-km-at-kAM-4 keyTokenConstructionFunction-4b(2) }
keyConstruction-4a OID ::= {

id-km-at-kAM-4 keyConstructionFunction-4a(3) }
keyConstruction-4b OID ::= {

id-km-at-kAM-4 keyConstructionFunction-4b (4) }
-- Key Agreement Mechanism 5 -

keyTokenConstruction-5a OID ::= {
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id-km-at-kAM-5 keyTokenConstructionFunction-5a(1l) }
keyTokenConstruction-5b OID ::= {

id-km-at-kAM-5 keyTokenConstructionFunction-5b(2) }
keyConstruction-5a OID ::= {

id-km-at-kAM-5 keyConstructionFunction-5a(3) }

keyConstruction-5b OID ::= {

id-kp-at-kAM-5 keyConstructionFunction-5b(4) }
-- Key Agreement Mechanism 6 -
keyTokehConstruction-6 OID ::= {

id-kp-at-kAM-6 keyTokenConstructionFunction(l) }
keyTokehProcessing-6b OID ::= {

id-kp-at-kAM-6 keyTokenProcessingFunction-6b(2) }
keyConsfkruction-6 OID ::= {

id-kp-at-kAM-6 keyConstructionFunction(3) }
keyTokehProcessing-6a OID ::= {

id-kp-at-kAM-6 keyTokenProcessingFunction-6a(4) }
-- Key Pgreement Mechanism 7 -
keyTokehConstruction-7 OID ::= ({

id-kp-at-kAM-7 keyTokenConstructionFunctidn(l) }
keyTokehProcessingAndKeyConstruction-7 OIDv::= {

id-kp-at-kAM-7 keyTokenProcessingAndKeyConstructionFunction (2) }
keyTokehProcessing-7a OID ::= {

id-kp-at-kAM-7 keyTokenPrecessingFunction-7a(4) }
keyTokehProcessing-7b OID(:x= {

id-kp-at-kAM-7 keyTekenProcessingFunction-7b(5) }
-- Key Pgreement MeChanism 8 -
keyTokehConstrugfion-8 OID ::= ({

id-kp-at-kAM-8 keyTokenConstructionFunction(l) }

keyConsesgetionr—Sa—60Fb———rt

id-km-at-kAM-8 keyConstructionFunction-8a(2) }
keyConstruction-8b OID ::= {

id-km-at-kAM-8 keyConstructionFunction-8b (3) }
-- Key Agreement Mechanism 9 -
keyTokenConstruction-9a OID ::= {

id-km-at-kAM-9 keyTokenConstructionFunction-9a(1l) }

keyTokenConstruction-9b OID ::= ({
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id-km-at-kAM-9 keyTokenConstructionFunction-9b (2)

keyConstruction-9a OID ::= {

id-km-at-kAM-9 keyConstructionFunction-9a(3) }
keyConstruction-9b OID ::= {

id-km-at-kAM-9 keyConstructionFunction-9b (4) }

-— Ke Agreement Mechanism 10 —

ISO/IEC 11770-3:2015(E)

KMeyTokenConstruction-10a OID ::= {

KMeyConstruction-10b OID ::= ({

id-km-at-kAM-10 keyConstructionFunction-10b(2)
KMeyConstruction-10a OID ::= ({

id-km-at-kAM-10 keyConstructionFunction-10a(3)
vlerification-10b OID ::= {

id-km-at-kAM-10 verificationFunction (4) }

-~ Key Agreement Mechanism 11 -

gntityConfirmation-1la OID ::= {

gntityConfirmation-11b OID ::= {

KHeyTokenAndKeyConstruction-11 QIPi:= {

KHeyConstruction-11 OID ;=33

id-km-at-kAM-11 keyConstructionFunction (4) }
KeyVerification-11%0ID ::= {

id-km-at-kAM»11 keyVerificationFunction (5) }
-1~ Key Transport Mechanism 1 -
KMeyTokenConstruction-1 OID ::= {

iFd-km-at-kTM-1 keyTokenConstructionFunction (1)

id-km-at-kAM-10 keyTokenConstructionFunction (1)

}

}

id-km-at-kAM-11 entityConfirmationFunctien-1la (1)

id-km-at-kAM-11 entityConfirmationFunction-11b(2)

id-km-at-kAM-11 keyTokenProeeessingAndKeyConstructionFunction(3) }

}

keyTokenDeconstruction-1 OID ::= {

id-km-at-kTM-1 keyTokenDeconstructionFunction (2)

-- Key Transport Mechanism 2 -
keyEncryption-2 OID ::= {

id-km-at-kTM-2 keyEncryptionFunction(l) }
keyTokenConstruction-2a OID ::= {

id-km-at-kTM-2 keyTokenConstructionFunction (2)
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keyTokenVerification-2 OID ::= {

id-km-at-kTM-2 keyTokenVerificationFunction (3) }
keyDecryption-2 OID ::= {

id-km-at-kTM-2 keyDecryptionFunction (4) }
-- Key Transport Mechanism 3 -

keyBlockSignature-3 OID ::= {

id-kp-at-kTM-3 keyBlockSignatureFunction(l) }
keyTokehConstruction-3 OID ::= ({

id-kp-at-kTM-3 keyTokenConstructionFunction(2) }
keyTokehDecryption-3 OID ::= {

id-kp-at-kTM-3 keyTokenDecryptionFunction(3) }
keyBlockVerification-3 OID ::= {

id-kp-at-kTM-3 keyBlockVerificationFunction (4) }
-- Key [[ransport Mechanism 4 -
keyTokehConstruction-4c OID ::= {

id-kpn-at-kTM-4 keyTokenConstructionFunction-4c (1)
keyBlockEncryption-4 OID ::= ({

id-kpn-at-kTM-4 keyBlockEncryptionFunction (2) .\
keyTokehConstruction-4d OID ::= {

id-kjn-at-kTM-4 keyTokenConstructionFunction-4d(3)
keyTokehVerification-4 OID ::= {

id-kp-at-kTM-4 keyTokenVerificationFunction (4) }
keyBlockDecryption-4 OID ::=~{

id-kpp-at-kTM-4 keyBlockDecryptionFunction (5) }
-- Key [[ransport Meché&mism 5 -
keyTokehConstructieir=5c OID ::= {

id-kp-at-kTMs53 keyTokenConstructionFunction-5c (1)

}

}

}

keyBlockEn€ryption-5b OID ::= {
1id-klr—et—ePM—bE—jceyRtoekEreryptioniurctionr—Sb{2—
keyTokenConstruction-5d OID ::= ({

id-km-at-kTM-5 keyTokenConstructionFunction-5d(3)
keyTokenVerification-5a OID ::= ({

id-km-at-kTM-5 keyTokenVerificationFunction-5a(4) }
keyBlockDecryption-5a OID ::= {

id-km-at-kTM-5 keyBlockDecryptionFunction-5a(5) }

keyBlockEncryption-5a OID ::= {

44
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id-km-at-kTM-5 keyBlockEncryptionFunction-5a(6) }
keyTokenConstruction-5e OID ::= {

id-km-at-kTM-5 keyTokenConstructionFunction-5e(7) }
keyTokenVerification-5b OID ::= ({

id-km-at-kTM-5 keyTokenVerificationFunction-5b(8) }

kevBRlockDecrvption—-5b QOID - -:= {

ISO/IEC 11770-3:2015(E)

id-km-at-kTM-5 keyBlockDecryptionFunction-5b(9) }
-~ Key Transport Mechanism 6 —
KMeyTokenConstruction-6a OID ::= {

id-km-at-kTM-6 keyTokenConstructionFunction-6a(l) }
KMeyTokenConstruction-6b OID ::= {

id-km-at-kTM-6 keyTokenConstructionFunction-6b(2) }
KMevEntityConfirmation-6a OID ::= ({

id-km-at-kTM-6 keyEntityConfirmationFunction-6a(3) ¢
KMeyTokenResponse-6 OID ::= {

id-km-at-kTM-6 keyResponseFunction (4) }
KMevEntityConfirmation-6b OID ::= ({

id-km-at-kTM-6 keyEntityConfirmationFunction-6b (5) }

- Public Key Transport Mechanism 1 =~
KHeyTokenConstruction-la OID ::= (f

id-km-at-pKT-1 keyTokenCons€ructionFunction(l) }
KHeyTokenReception-1 OID_<3= {

id-km-at-pKT-1 keyTokenReceptionFunction (2) }

- Public Key TransSport Mechanism 2 -
KMeyTokenConstkuetion-2b OID ::= {

id-km-atFpKT-2 keyTokenConstructionFunction(l) }
KHeyTokenReception-2 OID ::= {

Fd-km-at-pKT-2 keyTokenReceptionFunction(2) }

keyTokenVerification-2a OID ::= {

id-km-at-pKT-2 keyTokenVerificationFunction (3) }
-- Public Key Transport Mechanism 3 -
keyTokenConstruction-3a OID ::= {

id-km-at-pKT-3 keyTokenConstructionFunction(l) }
certificationVerification-3 OID ::= {

id-km-at-pKT-3 certificationVerificationFunction(2) }

© ISO/IEC 2015 - All rights reserved
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END -- Key-management-AsymmetricTechniques --
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Annex B
(informative)

Properties of key establishment mechanisms

’FL:,\ followzing hloc ciiaaaign bha rhiac of b ooy actabhlich o [Eram oo £ aane

015(E)

anisms

£ +
€TOHOWIHIEtaBre S-S artZe—+nie .uuju. prepertiesor+tne ey \,.n.uuuauuu,u\_/ tFaSpoertee

specified in this part of ISO/IEC 11770.

—

he following notation is used in Table B.1 — Properties of key agreement mechanisms, Tab

Hroperties of secret key transport mechanisms, and Table B.3 — Properties of public key ti
mechanisms:

A mechanism provides the property with respect to entity A.

B mechanism provides the property with respect to entity B.

A B the mechanism provides the property with respect to bothentities, A and B.

No the mechanism does not provide the property.

(Qpt the mechanism can provide the property as an_eption, using additional means.

(n the mechanism can optionally provide the property with respect to entity 4, using a

tional means.

B) the mechanism can optionally provide the property with respect to entity B, using a
tional means.

NFS the mechanism provides mutual forward secrecy.

#passes the number of passes.

Hublic key operations in Tables B.1, B.2, and B.3: the number of computations of asy
transformation. F and FP,the number of computations of asymmetric transformation exec

[0)

nd entity B needs one-computation of the function F in Key Agreement Mechanism 2 in Table
the number of compiutations of asymmetric transformation, “(1FP,1FP,1FP)” means that entity|
ne computationcef'the function FP, entity B needs one computation of the function FP, and
eeds one confputation of the function FP in Key Agreement Mechanism 12 in Table B. 1. “(
)| means thatéentity A needs one computation of the function Eg and entity B needs one com
f the funCtion Dp in Table B.2. “(0 ,1Vca )” means that entity B needs one computation of th
erification transformation Vca of the certification authority CA in Table B.3.

e B2 —
ansport

idi-

ddi-

mmetric
uted by

ntity X, Ex, Dy, Sx, and ¥ . “(2F,1F)” means that entity A needs two computations of the function F

B. 1; and
A needs
entity C
|Eg ,1Dp
putation
e public

nother important property that can be derived from key freshness is replay attack preventior]

1. Replay

The property of implicit key authentication has direction by its definition. When the table for

implicit

key authentication has an “A”, this means that entity B is assured that entity A is the only other entity
that can possibly be in possession of the correct key. When the table for implicit key authentication
has an “A, B”, this means that entities A and B are assured that only the other entity can possibly be in

possession of the correct key.

NOTE1 Only mechanism 12 in Table B.1 executes among three entities and others execute among two entities.

NOTE 2  All mechanisms except mechanism 1 in Table B.1 use secure random bit generation.
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Table B.1 — Properties of key agreement mechanisms

Mecha- |#passes |Implicitkey |Key Entity Public key operations Forward |Key fresh-
nism authentica- |confirma- |authentica- secrecy |ness
tion tion tion
1 0 A, B No No (1F, 1F) No No
2 1 B No No (2F, 1F) A A
3 1 A, B B A (2F/1S4, 1F/1Vy) A A
4 2 No No No (2525 MFS A B
5 2 AB Opt No (3F, 3F) A,B AB
6 2 AB Opt B (1Vp/1Dgy, 1Sp/1E4) B A'B
7 3 A, B A, B A, B (2F/1Vp/1S4, 2F/1S- MFS A, B
B/1Va)

1 A, B No No (2F, 1F) A A
9 2 A, B No No (2F, 2F) MFS A, B
10 3 A B A B AB (2F, 2F) MFS A, B
11 4 B A B B (1Vca/1Ep, 1Dp) MFS A B
12 0 A,B,C No No (1FP, 1FP, 1FP) No No
E3 2 AB No No (3F+2FP, 3k42FP) A, B AB
F4 2 AB No No (3F+2EP, 3F+2FP) A, B AB

Table B.2 — Properties of secret key transport mechanisms

Mecha- | |#passes |Implicitkey |Key Key con-\ “|Entity Public key Forward |Key
nism authentica- |confirma- |trol authentica- |operations |secrecy |freshness
tion tion tion
1 1 B No A No (1Ep, 1Dp) A A
2 1 B B A A (1Ep/1Sy, A A
1V4/1Dp)
3 1 B B A A (1S4/1Ep, A A
1Dp/1V4)
4 2 A A B B (1VB/1Dg, B A
1E4/1Sp)
5 3 A B (A),B AB A B (1Vp/1Dy No A, B
/1Ep/1S4,
1E4/1Sp
/1Va/1Dp)
6 3 A'B No A B No (1Ep/1Dg4, No AB
1Dp/1E4)
Table B.3 — Properties of public key transport mechanisms
Mecha- |#passes |Implicitkey |[Key Key control | Entity Public key Forward |Key
nism authentica- confirma- authentica- |operations |secrecy |freshness
tion tion tion
1 1 - - A A (0,0) - No
2 - - A A (0,0) - No
3 1 - - A A (0, 1Vca) - No
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Annex C
(informative)

Examples of key derivation functions

015(E)

(.1 ASN.1 syntax for key derivation functions

This clause describes ASN.1 syntax for a key derivation function.

—

he input to the key derivation function is the shared secret ZZ and other informiation Other
ther information includes the initiator’s information entityAlnfo, and the résponder’s infg
ntityBlnfo, suppPublnfo, and suppPrivinfo.

QO

(an)

therInfo ::= SEQUENCE {
keyInfo KeySpecificlnfo,
entityAlnfo [0] OCTET STRING OPTIONAL,
entityBInfoll] OCTET STRING OPTIONAL,
suppPublnfol2] OCTET STRING OPTIONAL,
suppPrivinfol3] OCTET STRING OPTIONAL

=

eySpecificlnfo ::= SEQUENCE {
algorithm OBJECT IDENTIFIER]

counter Counter

(Jounter ::= INTEGER (1...32767)

—

he suppPubInfo andsuppPrivinfo fields are optional fields used in key derivation. These field
sed to hold additional, supplementary public and private information that is mutually know
ommunicating parties, but that is not specific to either party.

Qo

he conténts of suppPublnfo and suppPrivinfo are defined by the key management proto

o o,

f tlie key management protocol and are beyond the scope of this part of ISO/IEC 11770.

Info.The
rmation

b may be
n to the

col. The

efinition, syntax, and encoding rules of the suppPublnfo and suppPrivinfo fields are the responsibility

II inputs to the key derivation hash function shall be an integral number of octets in length.

suppPrivinfo may include ZZ.

NOTE1 Some mechanisms in Clauses 11 and 12 derive shared secrets either as points on the elliptic curve or
as the concatenation of two points on an elliptic curve. In the first situation, in order to obtain a shared secret

integer z for input into the key derivation function, the function m should be applied to the point.

NOTE 2  OtherInfo is used in Annexes C.3, C.5, and C.6.

C.2 The IEEE P1363 key derivation function

This clause describes the key derivation function that is given in the IEEE P1363 standard.[14]
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Preconditions As a precondition of the use of this key derivation function, users shall agree on a
common hash function. Users who use different hash functions will obtain different results. For the
purposes of this part of ISO/IEC 11770, the hash function is referred in ISO/IEC 10118. The shared key
that is produced will have length equal to the length of the output of the hash function.

Input The inputs to this key derivation function are
— The shared secret z which is an integer, expressed as an octet string.

— The key derivation parameters, parameters, also expressed as an octet string.

NOTE 1 | Users shall also agree on a common method of converting integers and parameters to octet stringsfg
input intp the key derivation function.

—

[

Actions|If the combined length of the shared secret z and the parameters exceeds any limitation th3
may exist for the agreed hash function, hash, then output “error” and stop.

Otherwise compute the value K = hash(z || parameters).

Output Dutput K as the key.

C.3 The ANSI X9.42 key derivation function

=}

This element describes a key derivation function based on the key derivation function that is given i
the ANS| X9.42 standard.[12]

=

Prerequisites A hash function specified in ISO/IEC 10118 is chosen. Let hashlen denote the length ¢
the output of the hash function chosen, and let maxhashlen denote the maximum length of the input t
the hasH function.

[=}

Input The input to the key derivation function is:

— ZZ: A bit string denoting the shared secret,

[¢)

NOTE 1 | Some mechanisms in Clauses 11 and 12 derive shared keys K4p either as points on the elliptic cury
or as the|concatenation of two points on an €lliptic curve. In the first situation, in order to obtain a shared secrg
value ZZ for input into the key derivation function, the function 7 should be applied to the point and the resultin
integer cpnverted to a bit string. In thessecond situation, the function 7 should be applied to both points to obtai
two integers z1 and z. The two integeis should then be converted to bit strings and concatenated (or combine|
using any prefix-free encoding method), as were the points, to obtain the appropriate bit string.

0 ~+

(VR

—

— keydatalen: An integer. fepresenting the length in bits of the keying data to be generated. This intege
is lefss than (hashlen®(232-1)).

— OthegrInfo: A bitstring, specified in ASN.1 DER encoding, consisting of the following key specificatio
informationds,specified in Annex C.2

=

— AlggrithmiD: a unique object identifier (OID) of the symmetric algorithm(s) with which the keyinig
datgq will'be used.

— Counter: a 32-bit octet string, with initial value 00000001 (in hexadecimal).
— (Optional) EntityAlnfo: A bit string containing public information contributed by the initiator.
— (Optional) EntityBlnfo: A bit string containing public information contributed by the responder.

— (Optional) SuppPrivinfo: A bit string containing some additional, mutually known private
information, e.g., a shared secret symmetric key communicated through a separate channel.

— (Optional) SuppPublnfo: Abitstring containing some additional, mutually known publicinformation.

NOTE 2  Users shall also agree on a common method of converting integers and parameters to bit strings for
input into the key derivation function.
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Actions The key derivation function is computed as follows:
a) Letd= (keydatalen / hashlen—| .

b) [Initialize Counter = 00000001 (in hexadecimal).

c) Fori=1tod,

— Compute h; = hash(ZZ || OtherInfo) where h; denotes the hash value computed using the
appropriate hash function, and OtherInfo = AlgorithmID || Counter [|| EntityAlnfo || EntityBInfo

LLC hmY - hd Vol LC A 1.1 £ 1
[[ QUPPIrITIVIIIIO [T SOUpprullllo .

— Increment Counter.

— Incrementi.

d) Compute K = leftmost keydatalen bits of hy || hz || ... || ha-

dg) OutputK.

Qutput The keying data K as a bit string of length keydatalen bits.

Note that this key derivation function based on ASN.1 DER encoding produces keying data which is
lgss than hashlenx(232-1) bits in length. It is assumed that all key, derivation function calls arg indeed
fpr bit strings which are less than hashlenx(232-1) bits in length. Any scheme attempting tof call the

ey derivation function using a bit string that is greater€han or equal to hashlenx(232-1) Hits shall
utput “invalid” and stop. Similarly, it is assumed that all(key derivation function calls do not involve
ashing a bit string that is more than maxhashlen bits inrlength. Any scheme attempting to cal] the key
erivation function on a call involving hashing a bit string that is greater than maxhashlen Lits shall
utput “invalid” and stop.

cao~To =

)

4 The ANSI X9.63 key derivation function

his clause describes a key derivation/function based on the key derivation function that is given in the
NSI X9.63 standard.[13]

[ o B |

rerequisites The prerequisite for the operation of the key derivation function is that a hash function,
ash, specified in ISO/IEC-10118 is chosen. Let hashlen denote the length of the output of the hash
inction chosen, and let maxhashlen denote the maximum length of the input to the hash function.

- =

o

hput The input to the-Key derivation function is:

- A Dbit stringZwhich is the shared secret.

OTE1 Séme mechanisms in Clauses 11 and 12 derive shared keys K4p either as points on the elliptid curve or
s the concatenation of two points on an elliptic curve. In the first situation, in order to obtain a shared secret Z
r inputiinto the key derivation function, the function m should be applied to the point and the resultirlg integer
pnverted to a bit string. In the second situation, the function m should be applied to both points to olytain two
tegers z1 and z;. The two integers should then be converted to bit strings and concatenated (or combil|1ed using
Ny prefix-iree encoding method]J, as were the points, to obtain the appropriate bit string.

L =0 Th Y =

— Aninteger keydatalen which is the length in bits of the keying data to be generated. keydatalen shall
be less than hashlenx(232-1).

— (Optional) A bit string SharedInfo which consists of some data shared by the two entities intended
to share the secret Z.

NOTE 2  Users shall also agree on a common method of converting integers and parameters to bit strings for
input into the key derivation function.
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Actions The key derivation function is computed as follows:

— Initiate a 32-bit, big-endian bit string counter as 00000001 (in hexadecimal).
— Fori=1toj= rkeydatalen/hashlen_l , do the following:

— Compute Hash; = H(Z || counter [ || SharedInfo ]).

— Increment counter.

— Incrementi

— Let|HHash; denote Hash; if keydatalen/hashlen is an integer, and let it denote the (keydatalen
(haghlenx(j-1))) leftmost bits of Hash; otherwise.

— Set KeyData = Hash; || Hashy || ... || Hashj1 || HHash;.
Output [The bit string KeyData of length keydatalen bits.

Note thgt the key derivation function produces keying data of length less than hashlenx(232-1) bits. We
assume fhat all key derivation function calls are indeed for bit strings of length lessthan hashlenx(232-1)
bits. Any scheme attempting to call the key derivation function for a bit string of length greater thah
or equal to hashlenx(232-1) bits shall output ‘invalid’ and stop. Similarly, it is assumed that all kely
derivatipn function calls do not involve hashing a bit string that is more-than maxhashlen bits in length.
Any sch¢me attempting to call the key derivation function on a call ifivolving hashing a bit string that is
greater than maxhashlen bits shall output “invalid” and stop.

C.5 The NIST SP 800-56A concatenation key derivation function

This clafise describes a key derivation function based on the key derivation function that is given in thie
NIST Spegcial Publication 800-56A.[32]

Functiop call: kdf (Z, Otherlnput),
where OtherInput is keydatalen and Otherlnfo.
Fixed Values (implementation dependent):

a) hashlen: an integer that indicates the length (in bits) of the output of the hash function used tp
derive blocks of secret keying material.

(s

b) max_hash_inputlen: aninteger that indicates the maximum length (in bits) of the bit string(s) inpy
to the hash function;

Auxiliary Function;
a) H:aph appreved hash function chosen from those specified in ISO/IEC 10118.

Input:

a) Z:abyte string that is the shared secret.

b) keydatalen: An integer that indicates the length (in bits) of the secret keying material to be
generated; keydatalen shall be less than or equal to hashlen x (232 -1).

c) Otherlnfo: A bit string equal to the following concatenation:
AlgorithmlID || EntityAlnfo || EntityBInfo [ || SuppPublnfo ] [ || SuppPrivinfo ]
where the subfields are defined as follows:

a) AlgorithmID: A bit string that indicates how the derived keying material will be parsed and for
which algorithm(s) the derived secret keying material will be used. For example, AlgorithmID
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might indicate that bits 1-80 are to be used as an 80-bit HMAC key and that bits 81-208 are to be

used as a 128-bit AES key.

b) EntityAlnfo: A bit string containing public information that is required by the application using this
kdf to be contributed by entity A to the key derivation process. At a minimum, EntityAlnfo shall

include IDp, the identifier of entity A. See the notes below.

c) EntityBInfo: A bit string containing public information that is required by the application using this
kdf to be contributed by entity B to the key derivation process. At a minimum, EntityBInfo shall

include IDg, the identifier of entity B. See the notes below.

d) (Optional) SuppPublnfo: A bit string containing additional, mutually-known public infoxm3

¢) (Optional) SuppPrivinfo: A bit string containing additional, mutually-known private infd
(for example, a shared secret symmetric key that has been communicated through a
channel).

Hach of the three subfields AlgorithmID, EntityAlnfo, and EntityBInfo shall be the concatenati
plication-specific, fixed-length sequence of substrings of information. Each substring repres
separate unit of information shall have one of these two formats: Eitheritis a fixed-length bit g
it has the form Datalen || Data, where Data is a variable-length string 6fzero or more bytes, and
i$ a fixed-length, big-endian counter that indicates the length (in bytés) of Data. (In this variabl
fprmat, a null string of data shall be represented by using Datalen to indicate that Data ha
ro.) An application using this kdf shall specify the ordering,and number of the separate infg

tion.

rmation
beparate

on of an
enting a
tring, or
Datalen
e-length
s length
rmation

sjubstrings used in each of the subfields AlgorithmID, EntityAInfo, and EntityBlnfo, and shall als¢ specify

hich of the two formats (fixed-length or variable-length) is used for each substring. The ap}
shall specify the lengths for all fixed-length quantities, including the Datalen counters.

he subfields SuppPrivinfo and SuppPublnfo (when-allowed by the application) shall be forme
ncatenation of an application-specific, fixed-length sequence of substrings of additional infqg
that may be used in key derivation upon dmutual agreement of entities A and B. Each s
presenting a separate unit of informatiorrshall be of the form Datalen || Data, where Datais a

blication

d by the
rmation
ibstring
rariable-

length string of zero or more (eight-bit)-bytes and Datalen is a fixed-length, big-endian counter that

ihdicates the length (in bytes) of Data-"The information substrings that entities A and B choof
ntribute are set equal to Null, anid*are represented in this variable-length format by setting
qual to zero. If an application allows the use of the OtherInfo subfield SuppPrivinfo and/or the
ppPublnfo, then the applieation shall specify the ordering and the number of additional infd
ubstrings that may be uséd)in the allowed subfield(s) and shall specify the fixed-length of the]
dounters.

W

Hrocess:
d) reps= (keydatalen/ hashlen—| .
H) Ifreps>'(232 -1), then ABORT: output an error indicator and stop.

d Initialize a 32-bit, big-endian bit string counter as 00000001 (in hexadecimal).

be not to
Datalen
subfield
rmation
Datalen

n error

=

If counter ” Z H Qtherlnfo is more than mny_hnch_inpuf‘lpn bits ]nng’ then ABOQRT: output

indicator and stop.
e) Fori=1torepsby1,do the following:
1) Compute Hash; = H(counter || Z || OtherInfo).

2) Increment counter (modulo 232), treating it as an unsigned 32-bit integer.

f) Let Hhash be set to Hashyeps if (keydatalen / hashlen) is an integer; otherwise, let Hhash be set to

the (keydatalen mod hashlen) leftmost bits of Hashyeps.

g) SetDerivedKeyingMaterial = Hash || Hashy || ... || Hashyeps-1 || Hhash.
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Output: The bit string DerivedKeyingMaterial of length keydatalen bits (or an error indicator). Any
scheme attempting to call this key derivation function with keydatalen greater than or equal to hashlen
x (232 -1) shall output an error indicator and stop without outputting DerivedKeyingMaterial. Any
call to the key derivation function involving an attempt to hash a bit string that is greater than max_
hash_inputlen bits long shall cause the kdf to output an error indicator and stop without outputting
DerivedKeyingMaterial.

NOTE1 IDya and IDg shall be represented in OtherInfo as separate units of information, using either the fixed-
length format or the variable-length format described above - according to the requirements of the application
using this kdf.

—_—

NOTE 2 | Entity A shall be the initiator, and entity B shall be the responder, as assigned by the protoe
employing the key agreement scheme used to determine the shared secret Z.

C.6 The NIST SP 800-56A ASN.1 key derivation function

This clafise describes a key derivation function based on the key derivation function’that is given in thie
NIST Spegcial Publication 800-56A.[32]

Functiopn call: kdf (Z, OtherInput)
where QtherInput is keydatalen and OtherInfo.
Fixed Values (implementation dependent):

a) hashlen: an integer that indicates the length (in bits) of theloutput of the hash function used tp
derive blocks of secret keying material.

[

b) max hash_inputlen: an integer that indicates the maximum length (in bits) of the bit string(s) inpy
to the hash function.

Auxiliary Function:

a) H:ap approved hash function chosen from those specified in ISO/IEC 10118.
Input:
a) Z:apyte string that is the shared\secret.

b) keydatalen: An integer that indicates the length (in bits) of the secret keying material to b
generated; keydatalen shall be less than or equal to hashlen x (232 -1).

c) Othgrinfo: Abitstringspecified in ASN.1 DER encoding, which consists of the following information:

1) |AlgorithmID<A bit string that indicates how the derived keying material will be parsed and fo
which algorithm(s) the derived secret keying material will be used. For example, Algorithml
mightindicate that bits 1-80 are to be used as an 80-bit HMAC key and that bits 81-208 are t
besed as a 128-bit AES key.

o U=

2) 'EntityAnforAbitstringeontaining publicinfermationthatisrequiredby theapplteationrusin
this kdf to be contributed by entity A to the key derivation process. At a minimum, EntityAlnfo
shall include IDy, the identifier of entity A. See the notes below.

3) EntityBInfo: A bit string containing public information that is required by the application using
this kdf to be contributed by entity B to the key derivation process. At a minimum, EntityBInfo
shall include IDg, the identifier of entity B. See the notes below.

4) (Optional) SuppPublnfo: A bit string containing additional, mutually-known public information.

5) (Optional) SuppPrivinfo: A bit string containing additional, mutually-known private
information (for example, a shared secret symmetric key that has been communicated through
a separate channel).
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Process:

a) reps= (keydatalen/hashleﬂ .

b) Ifreps > (232 -1), then ABORT: output an error indicator and stop.

c) Initialize a 32-bit, big-endian bit string counter as 00000001 (in hexadecimal).

d) If counter || Z || OtherInfo is more than max_hash_inputlen bits long, then ABORT: output
indicator and stop.

dan error

g) Fori=1torepsby 1,do the following:
1) Compute Hash; = H(counter || Z || OtherInfo).
2) Increment counter (modulo 232), treating it as an unsigned 32-bit integer.

f) Let Hhash be set to Hashyeps if (keydatalen / hashlen) is an integer; otherwise, let Hhash
the (keydatalen mod hashlen) leftmost bits of Hashreps.

) SetDerivedKeyingMaterial = Hashj || Hashy || ... || Hashreps-1 || Hha$l:

he ASN.1 kdf produces secret keying material that is at most*hashlen x (232-1) bits in len

o S0 o o e/ 09

erivedKeyingMaterial.

=z

OTE1 IDp and IDg shall be represented in Otherlnfo as separate units of information.

=z

OTE2  Entity A shall be the initiator, and\'entity B shall be the responder, as assigned by the
mploying the key agreement scheme used, to-determine the shared secret Z.

(¢)

be set to

Jutput: The DerivedKeyingMaterial as a bit string of length keydatalen bits (or an error indicator).

bth. Any

all to this key derivation function using a keydatalen value thatis greater than hashlen x (232f-1) shall
Quse the kdf to output an error indicator and stop witheut outputting DerivedKeyingMaterial. Any
all to the key derivation function involving an attempt t0 hash a bit string that is greater thian max_
ash_inputlen bits long shall cause the kdf to output.anerror indicator and stop without outputting

protocol
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D.1 Examples of a function F, and sets S1 and S

This annex first specifies a widely used example of a function F, and accompanying sets S1 and Sz, whic
is conjedtured to satisfy the five properties listed in Clause 10, given that certain parameters are chose
appropriately.

Let p be

Then set F(h, g) = gh mod p.

F is com

The primpe p shall be large enough so that F(,g) can be conjectured to he*a-one-way function. Let each
entity X|have a private key hy in S1 which is only known by entity X, and a public key px = ghy mod
known By all other entities.

NOTE 1
computi
other c

It is alsq recommended to choose p to be a strong prime{such that p - 1 has a large prime factor q and
choose g to be a generator of a group of its large primesorder gq.

NOTE 2
product

such that factoring the modulus is computatignally infeasible. Some additional conditions on the choige
of the pijimes can be imposed in order tormake factoring the modulus computationally infeasible.

D.2 N

This [20]is an example of keycagreement mechanism 1.

Key Cogstruction (A1) Exntity A computes, using its own private key agreement key hy and entity B

public k

Key Construction, (B1) Entity B computes, using its own private key agreement key hp and entity A

public k

D3 1

Annex D
(informative)

Examples of key establishment mechanisms

==3

a prime number, and g be a primitive element of Fp. Let S2 = {0, 1, ... p-1}, and S = {2, ..., p - 2}

mutative with respect to h, where (ghp)ha = (gha)hp = (ghap) mod p.

S

For discrete logarithm modulo a prime, the size.ofithe prime should be chosen such thgt
g discrete logarithms in the corresponding cyclicgtoup is computationally infeasible. Some
ditions on the prime number can be imposed in order to make discrete logarithms infeasibl¢.

For discrete logarithm modulo a~composite, the modulus should be chosen as the
of two distinct odd primes that should*be’kept secret. The size of the modulus should be chosen

bn-interactive Diffie{Hellman key agreement

[72)

by agreement Key pp, the shared key as K4p = ppfig mod p.

[72)

by agreemiént key py, the shared key as K4 = p4hip mod p.

pnfify-hn sed.mechanism

This [23] is an example of key agreement mechanism 1, which is identity-based in the following sense:

— the public key of an entity can be retrieved from some combination of its identity and its certificate;

— the

authenticity of the certificate is not directly verified, but the correct public key can only be

recovered from an authentic certificate.

Let (ny)

be the public verification key of a certification authority, in the digital signature scheme giving

message recovery which is specified in ISO/IEC 9796-2, Annex B (informative). Therefore n is the

product

of two large prime numbers p and q, kept secret by the certification authority, and y is co-prime

with Iem(p-1, g-1).

56
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Let O be an integer of large order modulo n and g = 0¥ mod n.

Let Iy be the result of adding redundancy to a public information on entity X which contains at least the
distinguishing identifier of entity X and possibly a serial number, a validity period, a time stamp and
other data elements. Then entity X ‘s key management pair is (hy, px) where hy is an integer less than n
and py = ghy mod n. ISO/IEC 9796-3[4] is referred for a description of how to add redundancy.

Its certificate is computed by the certification authority as Certy = syOhy mod n, where sy is the integer
such that

SkTly=1mod n.

Key Construction (A1) Entity A computes the public key of entity B as pp = CertgY:lpymgdd n and
gomputes the shared secret key as Kap = pgha = ghahp mod n.

Key Construction (B1) Entity B computes the public key of entity A as pg =/Certq¥-Il4 mdd n and

gomputes the shared secret key as Kap = pahp = ghahp mod n.

NOTE A one-pass and a two-pass identity-based mechanisms using the samfe set-up are describpd in the
references [23], [34] and [36] in the Bibliography.

D.4 ElGamal key agreement

This [21] is an example of key agreement mechanism 2.

(an)

ne shall check that p to be a strong prime such that'p - 1 has a large prime factor and [that the
xponentials are not of the form 0, +1, -1 mod p.

[0)

=

(ey Token Construction (A1) Entity A randomlyand secretly generates r in {2, ..., p-2 }, conlputes gr
hod p and constructs the key token KT41 = g" mod p and sends it to entity B.

=

Key Construction (A2) Entity A computes.the shared key Kap = (pg)'modp = ghp" mod p.

Key Construction (B1) Entity B computes the shared key Kzp = (g")"gmodp = ghg" mod p.

.5 Nyberg-Rueppel key-agreement

his [33] is an example of key agreement mechanism 3. The signature system and the key agreement
sicheme are chosen in such/a way that the signature system is determined by the keys (hyx, px).

et g be alarge prinie/divisor of p-1, g an element of F, of order g, and set H = {2, ..., g-2}. Then eptity X s
symmetric keypair used for signatures and key agreements is (hy, px), where hy is an element|of H and

= ghx mod;p:

o prevent replay of old key tokens this example makes use of a time-stamp or a serial number, TVP,
ndof'a cryptographic hash function hash, which maps strings of bits of arbitrary length to[random
iptegers in a large subset of {2, ..., p-2}, for example, in H.

NOTE A hash-function as defined here is collision resistant.
Key Construction (A1.1) Entity A randomly and secretly generates r in H and computes e = g" mod p.
Further entity A computes the shared secret key as K4p = pg” mod p.

Using the shared secret key K4p, entity A computes a MAC on the sender’s distinguishing identifier for
entity A and a sequence number or time-stamp TVP, e’ = e-hash(Ky4p||A||TVP) mod p.

Key Token Signature (A1.2) Entity A computes the signature y = r-hge’ mod q.

Entity A forms the key token KT41 = Al|e||TVP||y and sends it to entity B.
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Key Construction (B1.1) Entity B computes the shared secret key, using its private key agreement key
hg,

Kap = ehgmod p.

Using the shared secret key K4p, entity B computes the MAC on the sender’s distinguishing identifier for
entity A and the TVP, and computes e’ = e-hash(K4p||A||TVP) mod p.

Signature Verification (B1.2) Entity B checks the validity of TVP and verifies, using the sender’s public
key p4, the equality e = g¥p4¢ mod p.

D.6 Diffie-Hellman key agreement
This [20]is an example of key agreement mechanism 4.

One shall check that p to be a strong prime such that p - 1 has a large prime factor and that the
exponeritials are not of the form 0, +1, -1 mod p.

Key ToKen Construction (A1) Entity A randomly and secretly generates ry in {Z,.,-; p-2 }, computes g
mod p, constructs the key token as KT41 = g"4 mod p, and sends it to entity B.

=

Key ToKen Construction (B1) Entity B randomly and secretly generates rgin {2, ..., p-2 }, computes g
mod p, constructs the key token, KTp1 = g"p mod p, and sends it to entity A.

5]

Key Construction (A2) Entity A computes the shared key as KTag'={g"5)"4 = g"4a"s mod p.

Key Cornstruction (B2) Entity B computes the shared key as Kap = (g74)"B = g"a"s mod p.

D.7 Matsumoto-Takashima-Imai A(0) key agreement
This [28] is an example of key agreement mechanisft5.

One recpmmended method is to use a safe prime p and to check that the exponentials are not of thie
form 0, 11, -1 mod p.

Key ToKen Construction (A1) Entity A randomly and secretly generates r4 in {2, ..., p-2}, computes the
key tokdn as KT41 = g"4 mod p and sends it to entity B.

Key ToKen Construction (B1) Entity B randomly and secretly generates rgin {2, ..., p-2}, computes thie
key tokgn as KTg1 = g"p mod p_and sends it to entity A.

Key Construction (B2).Entity B computes the shared key as Kap = W(KTa1"p,p4"B) = KTa1"p pa" mod p.
Key Corlstruction {A2) Entity A computes the shared key as Ksp = w(pg'a,KTp1"4) = KTa1'g pa"s mod p.

NOTE To aveidattacks in,[25] each entity needs to reject a trivial value of KTA1 or KTB1 = 0 or 1 and the
same priyate/keys ha = hp.

D.8 Beller-Yacobi protocol

This clause gives a description of the original Beller-Yacobi protocol,[1Z] which has been used to derive
key agreement mechanism 6.

NOTE This mechanism is not completely compatible with the Mechanism 6 as it was optimized for specific
situations. Specifically it uses ElGamal signature scheme and makes use of an additional symmetric encryption
algorithm to transfer entity B’s signature verification key and its certificate to entity A in a confidential way, thus
assuring anonymity.

Letenc: K: M — Cbe a conventional encryption function, such as the algorithms found in ISO/IEC 18033-
3, where K = key space, M = message space, and C = cryptogram space.
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Let Sy denote the ElGamal signature operation of entity X. The process described below emphasizes the
distinction between off-line and on-line operations required in EIGamal family of signature schemes.

We use Px and Cy to denote entity X ‘s public key and certificate, respectively. The public encryption
operation of entity X (which uses Py) is denoted Ex (modular squaring in the case of Rabin).

Off-line computation: entity B picks a random number rp and computes u = g"'g mod p.

Key Token Construction (A1) Entity A picks a random number r4 and computes KT41 = (r4||A||C4) and
sends it to entity B.

ey Token Processing (B1) Entity B produces the signature BS = (u,v) = Sp(r4||A), where u.anid v is the
lGamal signature. Then entity B picks a random xp and creates KTp1 = E4(BS)||enc(u, (B} Pgl|CB||xB))
nd sends it to entity A.

L ]

(ey Construction (B2) The shared secret key consists of part of entity B’s signature) u.

(ey Token Processing and Key Construction (A2) Entity A decrypts the key token E4(BS) to|find the
ession key u, then decrypts the conventional encryption enc(u,(B||Pp||Cg||xB)) using session [key u to
nd the identifier, public key, and certificate of the alleged entity B. Entity A verifies certificat¢ Cp, and
[ positive it then uses the verification function, Vp to verify entity B’s\signature BS. If positive it then
ccepts u as a shared secret key.

Q = ) e
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Annex E
(informative)

Examples of elliptic curve based key establishment mechanisms

E.1 Example of a function F

This annex first gives a widely used example of a function F to satisfy the five properties listed in/€lausle
10, given that certain parameters are chosen appropriately.

Let E bejan elliptic curve defined over a finite field Fy. Given an integer d and a point G inE(GF(g)) wher
G is the base point, then the function F is F(d,G) = dG.

D

F has the property that d1(d2G) = d(d1G) = d1d2G.

E(Fg) shpll be large enough so that F(,,G) can be conjectured to be a one-way\function. Let each entity X
have a ﬂ;ivate key hyin E(F(g)), which is only known by entity X, and a publi¢ key px = hy G known by a
other entities.

—_—

E.2 Common information

For all key agreement mechanisms, prior to the process of agreeing upon a shared secret, the followin
commor1} information shall be established between the patties and optionally validated (ISO/IEC 15944
1 is refefred for a description of parameter validation):

5]

— the Elliptic curve parameters with which the key pairs shall be associated, which shall be the samle
for both parties key pairs. This includes pyxp™m, 2m, or 3m, a description of GF(q), GF(p™) ,GF(2m), d
GF(Bm) and an indication of the basis used; E, n and G.

—

(9]

Named ¢urve identifiers such as those specified in X9.62, provide a simple means of identifying ellipti
curve d¢main parameters and can bewused to specify groups of common information values.

In each ¢f the mechanisms defined-below, the resulting agreed key should not be used as a cryptographi
key directly. Instead, it should\be used as the input to a key derivation function, allowing both partig
to deriv¢ the same cryptographic keys from it. Hence, it is also necessary for the two parties to agree op
the following informatiofi

[Z0Ks)

— akely derivation‘furiction, kdf;
— any(parameters to the key derivation function, and

— the fype.of cofactor multiplication that is to be performed (if any).

E.3 Non-interactive key agreement of Diffie-Hellman type

This [20] is an example of key agreement mechanism 1. This key agreement mechanism non-interactively
establishes a shared secret between two entities A and B.

Prior to the process of agreeing upon a shared secret, in addition to the common information, the
following shall be established:

— for each entity X, a private key-agreement key hy and a public key-agreement key Py, which is an
elliptic curve point satisfying Py = hyG. ISO/IEC 15946-1 is referred for a description of how to
generate this key pair.
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— for each entity, access to an authentic copy of the public key-agreement key of the other party.

Each entity shall independently verify that the other entity's public key is indeed a point on the elliptic
curve. ISO/IEC 15946-1 is referred for a description of how to do this.

The values I and j are used for cofactor multiplication as explained in Clause 7.

Key construction (A1) Entity A computes, using its own private key-agreement key h4 and entity B’s
public key-agreement key Pp, the shared key as Kap = (ha1)(j-PB).

A £ Y rd» X YR SIS I») 4 H Y o o] £ 1 L | : A’
kC_y CUIISUI UTLIVUIL [IJLJ LAllLlLy D LUllllJuLCD, ualus ILS UVVIL lJl IvVvdlicl I\Cy Clsl CUCIIITTIU I\Cy Iy diru ntlty S

ublic key-agreement key Py, the shared key as Kgp = (hp*l)(j:-Pa).

he same value. For this reason it is suggested that the input to the key derivation function inthis cage include

T

I

H

NOTE As a consequence of the first property, the established secret between the same two.users always has
t

time-varying information.

==l

4 Key agreement of ElGamal type

—

his [21] is an example of key agreement mechanism 2. This key agreemént mechanism establishes a
shared secret between two entities A and B in one pass.

—_—

rior to the process of agreeing upon a shared secret, in addition to the common information, the
bllowing shall be established:

-

— for entity B, a private key-agreement key dp and a public key-agreement key Pp, which is ap elliptic
curve point satisfying Pp = dpG. ISO/IEC 15946-1 is referred for a description of how to genefrate this
key pair.

- for entity 4, access to an authentic copy of the'public key-agreement key of entity B.

wul

ntity A should verify that entity B’s public'key is indeed a point on the elliptic curve. ISO/IEC[15946-1
b referred for a description of how to dohis.

—

The values I and j are used for cofactor multiplication as explained in Clause 7.

Key token construction (Al.1) Entity A randomly and secretly generates r in the range {2,..,n-2},
omputes rG, constructs thekey token, KT41 = rG, and sends it to entity B.

Q

Key construction (A1.2) Entity A computes the shared key as K4p = (r-I)(j:Pp)-

Ll

(ey construction.((B1) Entity B should verify that KTy4; is indeed a point on the elliptic gurve. A
escription of howto do this is referred in ISO/IEC 15946-1. Using its own private key, entity B cpmputes
he shared key)from KTy as follows: Kap = (dp-1)(jKT41).

(i oW

NOTE This key agreement mechanism provides forward secrecy with respect to entity A.

E.5 Key agreement following Nyberg-Rueppel

This [33] is an example of key agreement mechanism 3. The protocol is not a 1-1-transcript of protocol
C.4; but follows the essential ideas of C.4.

The signature system and the key agreement scheme are chosen in such a way that the signature system
is determined by the keys (hy, Py).

Let g be a large prime divisor of p-1, g an element of F of order g, and set H = {2, ..., g-2}. Then entity X'’s
asymmetric key pair used for signatures and key agreements is (hy, px), where hyis an element of H and

px = ghyxmod p.
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To prevent the replay of old key tokens this example makes use of a timestamp or a serial number TVP,
and of a cryptographic hash function hash, which maps strings of bits of arbitrary length to random
integers into H, for example.

The values I and j are used for cofactor multiplication as explained in Clause 7.
NOTE A hash-function as defined here is collision resistant.

Key Construction (A1.1) Entity A randomly and secretly generates rin H and computes R = rG.

F th 34 A 4+ £l L < +£.1 /4 Lo N D D)
ur er AALIL)’ L1 LUllllJuLCD LIIC SIIdITU SCULITU I\Cy do NNAF = LI l)U I BJ.

Using the shared secret key K4p, entity A computes a MAC on the point R, the sender’s distinguishing
identifigr for entity A and a sequence number or timestamp TVP: e =hash(R||K4p]||A||TVP).

Key ToKen Signature (A1.2) Entity A computes the signature y = (r-h4e) mod g, forms the'Key token
KTa1 = (RI|A]|TVP||y) and sends it to entity B.

Key Construction (B1.1) Entity B computes the shared secret key, using its private’key agreement kely
hg,

Kap = (hp-D(U-R).

Using thle shared secret key K4p entity B computes the MAC on the sendet’s distinguishing identifier fo
entity Afand the TVP and computes e =hash(R||K4p||A||TVP).

—

Signatujre Verification (B1.2) Entity B checks the validity of TVP and verifies, using the sender’s public
key Py, the equality R = yG + ePy.

E.6 Key agreement of Matsumoto-Takashima-Imai type A(0)

This [28] is an example of key agreement mechanism 5.

Let g beja large prime divisor of p-1, g an element of F, of order g, and set H = {2, ..., q-2}.
The valyes I and j are used for cofactor multiplication as explained in Clause 7.

Key Tolken Construction (A1) Entity A randomly and secretly generates r4 in H, computes the kely
token

KTa1 = (fa°1)(j-G), and send&’itto entity B.

Key Tolken Construction (B1) Entity B randomly and secretly generates rp in H, computes the kely
token

KTg1 = (Ip'1)(j-G)rand sends it to entity A.

Key Construction (B2) Entity B computes the shared key as K4p = w(hpKT41,rpP4), where w is a ong
way funttioh.

Key Construction (A2) Entity A computes the shared key as K4p = w(hgKTp1,r4Pp).

E.7 Key agreement of Diffie-Hellman type

This[20] is an example of key agreement mechanism 4. This key agreement mechanism establishes a
shared secret between entities A and B in two passes.

This key agreement mechanism does not require any initial information other than the common
information to be set up. The values ] and j are used for cofactor multiplication as explained in Clause 7.
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Key Token Construction (A1) Entity A randomly and secretly generates r4 in the range {2,..,n-2},

computes r4G, constructs the key token, KT41 = r4G, and sends it to entity B.

Key Token Construction (B1) Entity B randomly and secretly generates rg in the range {2,..,n-2},

computes rgG, constructs the key token, KTp1 = rpG, and sends it to entity A.

Key Construction (A2) Entity A should verify that KTp; is indeed a point on the elliptic curve. A
description of how to do this is referred in ISO/IEC 15946-1. Entity A computes the shared key K4p =

(ra:D(-KTp1).

Key Construction (BZ) Entity B should verily that K141 1s indeed a point on the elnptic
escription of how to do this is referred in ISO/IEC 15946-1. Entity B computes the shared'k

d
(rB-)(-KTa1).
N

OTE This key agreement mechanism provides mutual forward secrecy.

=

.8 Key agreement of Diffie-Hellman type with 2 key pairs

o |

his key agreement mechanism establishes a shared secret between entities A and B in two pa

Hrior to the process of agreeing upon a shared secret, in addition,to the common informa
bllowing shall be established:

-

- for each entity X, a private key-agreement key dy and afgublic key-agreement key Px, wh
elliptic curve point satisfying Py = dxG. ISO/IEC 15946-1 is referred for a description o
generate this key pair.

wul

ach entity should independently verify that the\other entity’s public key is indeed a point on th
urve. ISO/IEC 15946-1 is referred for a descfiption of how to do this.

Q

The values I and j are used for cofactor niultiplication as explained in Clause 7.

=

(ey token construction (A1) Entity A randomly and secretly generates rq in the range
omputes r4G, constructs the keytoken, KT41 = r4G, and sends it to entity B.

Q

Q=

omputes rpG, constructsthe key token, KTp1 = rpG, and sends it to entity A.

(ey construction (A2): Entity A should verify that KTp1 is indeed a point on the elliptic
escription of how'to’do this is referred in ISO/IEC 15946-1. Entity A computes the shared k

K

d

({a-DU-KTp)||@aD - PB)-

Key construction (B2) Entity B should verify that KT41 is indeed a point on the elliptic
d
(

1) (5P| (dB-1) (j-KTa1).

NOTE 1 Concatenation of a representation of the points is not the only alternative for the construct

- for each entity, access to an authentic copy of the public key-agreement key of the other par

(ey token construction (B1) Entity B randomly and secretly generates rp in the range {

escription/of how to do this is referred in I[SO/IEC 15946-1. Entity B computes the shared sec

Furve. A
by Kap =

pSes.

Fion, the

ch is an
F how to

ty.
e elliptic

curve. A
by Kap =

rurve. A
et Kap=

on of the

key. Any prefix free representation (such as ASN.1) will also work. As there are choices, the method to combine
the two values becomes part of what is needed to be agreed upon by all parties. See also Annex C for further

discussion.
NOTE 2  The number of passes is 2.
NOTE 3  This mechanism provides forward secrecy with respect to both entity A and B individually.

NOTE4  This mechanism provides mutual implicit key authentication.
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E.9 Key agreement of Diffie-Hellman type with 2 signatures and key
confirmation

This is an example of key agreement mechanism 7.
This key agreement mechanism establishes a shared secret between entities A and B in three passes.

Prior to the process of agreeing upon a shared secret, in addition to the common information, the
following shall be established:

— for each entity, a private signature key and a public verification key corresponding to a mutuallly
agre¢ed upon signature algorithm.

— for ¢ach entity, access to an authentic copy of the public verification key of the other party.
— any(parameters to be used in the signature transformations.

— a MAC function.

jom

Let X ‘s private and public signature transformations be denoted Sy and Vy respectively; (Sx, Vx) coul
denote giny signature system. Both ISO/IEC 9796-2,[3] ISO/IEC 9796-3,[4] and ISO/IEC 14888I2] an
referred for signature systems.

[}

The valyes I and j are used for cofactor multiplication as explained in,Clause 7.

Key toKen construction (A1) Entity A randomly and secretlysgenerates ry in the range {2,..,n-2
computgs r4G, constructs the key token KT41 = raG, and sends it.to-entity B.

-

Key token processing and key construction (B1) Entity B should verify that KT41 is indeed a point o
the elliptic curve. ISO/IEC 15946-1 is referred for a description of how to do this. Entity B randomly an
secretly|generates rp in the range {2,..,n-2}, computes\rgG, computes the shared secret as K4p = (rp-}
(jKTa1)| constructs the signed key token, KTp1 = Sg(DB1)||MACkap(DB1) for DB1 = rpG||KTy1]|A|| Text
and sendls it to entity A.

T — =

[¢)

NOTE 1 | Asaway to reduce the amount of data:transmitted, if a signature scheme with appendix is used, th
redundant value KT41 need not be returned-with the block KTp1, although it still shall be included within th
scope of the signature calculation.

[¢)

(9]

Key tokpen processing (A2) Entity-Averifies B’s signature on the key token KTp1 using entity B’s publj
verificafiion key. If a signature scheme with message recovery is used, this includes recovering the dat
block DB from the signature~and verifying that entity A’s distinguishing identifier and the value ryg
are conftjained in it. If a sighatture scheme with appendix is used, this includes reconstructing the dat
block DB using the valde)in KTy1, entity A’s distinguishing identifier and the received value rpG an
verifying the signature.on that data block.

[S PRSIy Iy )

Entity 4 should yerify that the value rpG obtained from KTp1 is indeed a point on the elliptic curvg.
ISO/IEC|15946<15is referred for a description of how to do this. If the checks are successful, entity
computgs the'shared key Kap = (ra:1)(j-rG).

>

MAC (NP Than antityy A conctrnctcthon cigmnand o +al-nn
VIIYG Tt

Usin K Aantityu A vuarifiac Pay o
g K AprentityA-verifies MAGAs{tPB—ThenrentityA-construets-the-signed-key-token

KTz = Sa(DB2)|IMACkap(DB2), where DB; = raG||rpG||B|| Text2 and sends it to entity B.

NOTE 2  As a way to reduce the amount of data transmitted, if a signature scheme with appendix is used, the
redundant values r4G and rpG need not be returned with the block KTy, although they still shall be included
within the scope of the signature calculation.

Key token processing (B2) Entity B verifies entity A’s signature on the key token KT, using entity A’s
public verification key. If a signature scheme with message recovery is used, this includes recovering
the data block DB; from the signature and verifying that entity B’s distinguishing identifier and the
values r4G and rpG are contained in it. If a signature scheme with appendix is used, this includes
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