INTERNATIONAL ISO
STANDARD 21298

First edition
2017-02

Corrected version
2017-04

Health informatics — Functional and
structural roles

Informatique de santé — Roles fonctionnels et structurels

Reference number
1SO 21298:2017(E)

©1S0 2017


https://standardsiso.com/api/?name=e1359c840f60bde7d56637a67788f86a

IS0 21298:2017(E)

COPYRIGHT PROTECTED DOCUMENT

© IS0 2017, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

www.iso.org

ii © ISO 2017 - All rights reserved


https://standardsiso.com/api/?name=e1359c840f60bde7d56637a67788f86a

IS0 21298:2017(E)

Contents Page
FFOT@WOTM ........ooccccceeeesse e85 5588585555555 iv
IIMETOUICEIONL. ..ot 8885 v
1 S0P ... 1
2 Normative references
3 Terms and definitions
4 Abbreviated terms
5 Modeling roles in an architectural CONTEXt ... Ao e 5
5.1 Roles within the Generic Component Model..........m e e 5
5.2 Roles and policy aspects..........ccscss
5.3 Roles in privilege management
5.4  Relations of this standard to related privilege management specifications......}.......c..... 9
5.5 SEFUCTUTAL TOIES ..o e e

55.1  General

5.5.2  Structural roles of healthcare professions from thenternational Lab¢ur
Organization for trans-jurisdiction mapping

5.5.3  Healthcare specialties .......c.nSdonn

5.6 FUNCHONAL FOLES ..o e

6 Formally mOdelling TOLeS.............o A et
6.1 Roles within the Generic Component Model
6.2 Developing the role model.......... pn &
6.2.1  Relationships and transformation....
6.2.2  Assignment of Structural.TOLES. ...
6.2.3  Generic role SPeCifiCationy. . ...
6.3 Relationships between structural and functional 10les...........ccocoseses o, 18

7 Use cases for the use of structural and functional roles in an interregional or
INternational COMTEXT ...l e 18

Annex A (informative) ISCO-08 sample MaPPING ... e 20
Annex B (informative) Sample-eertificate profile for regulated healthcare professional{................ 31

BIDIIOZTaAPRY . ... ettt e 33

© 1S0 2017 - All rights reserved iii


https://standardsiso.com/api/?name=e1359c840f60bde7d56637a67788f86a

ISO 21298

:2017(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedpres—tsed—+to—develop-thisdocumentand-those—n ded—+o e 3 3
the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the

described i
different ty
editorial ru
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any patent 1
on the ISO li

Any trade n
constitute a

Foran expla
as well as ir
Technical B4

bes of ISO documents should be noted. This document was drafted in accordande\with the

es of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

drawn to the possibility that some of the elements of this document may be the subj¢ct of
s. ISO shall not be held responsible for identifying any or all such patént rights. Detafils of
ights identified during the development of the document will be in the)Introduction aid/or

st of patent declarations received (see www.iso.org/patents).

hme used in this document is information given for the conyvenience of users and doefs not

h endorsement.

hation on the meaning of [SO specific terms and expressions related to conformity assessment,
formation about ISO’s adherence to the World TradeOrganization (WTO) principles ip the

rriers to Trade (TBT) see the following URL: wwwSo.org/iso/foreword.html.

This first edlition of ISO 21298 cancels and replaces ISOLTS 21298:2008, which has been technically

revised.
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This correct
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tee responsible for this document is ISO/TC 215, Health informati

ed version incorporates the following correction:

ment of Figure 2.
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Introduction

This document contains a specification for encoding information related to roles

8:2017(E)

for health

professionals and consumers. At least five areas have been identified where a model for encoding role

information is needed.

a) Privilege management and access control: role-based access control is not possible without an

effective means of recording role information for healthcare actors.

b) Directory services: structural roles are usefully recorded within directories of healthcare

nraviders (QPP for example 1S0 21091)

c) Audit trails: functional roles are usefully recorded within audit trails for health
dpplications.

d) Lublic key infrastructure (PKI): The ISO 17090 series allows for the enceding of heal
in certificate extensions, but no structured vocabulary for such roles is'spécified. Th
identifies such a coded vocabulary.

information

thcare roles
s document

e) 1urpose of use: A role specification determines for what purposes-healthcare informption can be

sed. Purposes of use are tied to specific roles in many cases (seefor example, ISO 21091).

In addition to these security-related applications, there are several other possible applications of this

stanglard, such as follows.
— (Clinical care provision: finding and identifying the right professional for a health ser}
— $Support of care: billing of healthcare services.
— Communication management: directing healthcare-related messages by means of a s
— Health service management and quality assurance: defining the purpose of use for g

This|document is complementary torother relevant standards that also describe and def
the purpose of access control. It extends the model through the separation of role and
separation allows for a richer and\more flexible capability to instantiate business rules acr
domains and jurisdictions. Backward compatibility with ANSI International Committee for
Techhology Standards (INCIPS) and HL7 RBAC (Role-Based Access Control) is provid
simpllification by combining policy and role into a single construct.

The [role concepts~deéfined in this document are referenced and reused in many i
stanglards created) fer example, by ISO, CEN, HL7 International. Examples are ISO 22600, R
Reference [10] and Reference [11].

The [European Commission and the EU Parliament have established a Professional Q
Dire¢tive (2005/36/EC) defining medical specialties (see http://eur-lex.europa.eu/legal-

rice.

pecific role.
pecific data.

ne roles for
policy. This
oss multiple
[nformation
ed through

hternational
eference [9],

halifications
rontent/EN/

TXTAHTML/?uri=CELEX:02005L0036-20140117&from=EN).

Annex A provides ISOCO-08 sample mapping while Annex B provides sample certificate profile for

regulated healthcare professionals.

© IS0 2017 - All rights reserved


http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:02005L0036-20140117&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:02005L0036-20140117&from=EN
https://standardsiso.com/api/?name=e1359c840f60bde7d56637a67788f86a



https://standardsiso.com/api/?name=e1359c840f60bde7d56637a67788f86a

INTERNATIONAL STANDARD 1SO 21298:2017(E)

Health informatics — Functional and structural roles

1 Scope

This document defines a model for expressing functional and structural roles and populates it with a
basic set of roles for international use in health applications. Roles are generally assigned to entities
that are actors. This will focus on roles of persons (e.g. the roles of health professionals) and their roles

in the context of the provision of care (e.g. subject of care).

Roles
functional (e.g. a provider who is a member of a therapeutic team, an attending physician

etc.)

between entities expressed at a level of complex concepts. Functional roles are-Jbound to th
of acfions and are highly dynamic. They are normally expressed at a decemposed level of
concepts.

Role

management and access control is one of the applications of this document. This documé
addrpss specifications related to permissions. This document\treats the role and the pe
separate constructs. Further details regarding the relationship with permissions, policy
control are provided in ISO 22600.

2 Normative references

Therk are no normative references in this document.

For the purposes of this document;, the following terms and definitions apply.

ISO gnd IEC maintain terminolpgical databases for use in standardization at the following ¢

31

acceps control

mea

entitjesin authorized ways

can be structural (e.g. licensed general practitioner, non-licensed transecription

| Structural roles are relatively static, often lasting for many years. They-deal with 1

b addressed in this document are notrestricted to privilege management purposes, thoy

Terms and definitions

IEC Electropedia: ayailable at http://www.electropedia.org/

ISO Online browsing platform: available at http://www.iso.org/obp

s of ensuring that the resources of a data processing system can be accessed only by

ist, etc.) or
, prescriber,
elationships
b realization
fine-grained

gh privilege
bnt does not
rmission as
and access

ddresses:

r authorized

[SOURCE: ISO/IEC 2382-8:2015, 2126294]

3.2

attribute certificate authority

AA

authority which assigns privileges by issuing attribute certificates (3.3)

[SOURCE: ISO/IEC 9594-8:2014, 3.5.2, modified]

© IS0 2017 - All rights reserved
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attribute certificate
data structure, digitally signed by an Attribute Authority, that binds some attribute values with
identification (3.12) about its holder

[SOURCE: IS

3.4
authorizati

O/IEC 9594-8:2014, 3.5.1]

on

granting of privileges, which includes the granting of privileges to access data and functions

Note 1 to ent,

d on

access rights
[SOURCE: I
3.5

v Derived from I1SQ 7498-2- the granting of righfc which includes the granting of access hag

0 22600-1:2014, 3.6]

certification authority

CA
certificate i
certificates

Note 1 to ent
issues certifi

Note 2 to ent]
Certificate is

[SOURCE: I§

3.6
delegation
conveyance

[SOURCE: IS

3.7
delegation
ordered sed
identity, can

[SOURCE: IS

3.8
entity
any concret

Note 1 to ent

Ssuer; an authority trusted by one or more relying parties to create, assign and mag
ry: Optionally, the certification authority can create the relying parties’ keys [ISO 9594-8]. T
Cates by signing certificate data with its private signing key.

ry: Authority in the CA term does not imply any government authorization, only that it is try
buer can be a better term but CA is used very broadly.

0 22600-1:2014, 3.8]

of privilege from one entity (3.8) that/holds such privilege, to another entity
0 22600-1:2014, 3.10]

path
uence of certificates which, together with authentication of a privilege asserter’s (|
be processed to verify the authenticity of a privilege asserter’s privilege

0 22600-2:2014,-3115]

e or abStract thing of interest

nage

he CA

sted.

3.19)

[yeWhile in general, the word entity can be used to refer to anything, in the context of modellin

g itis

reserved tor

39

C 1 - 1 : £ 1 b A |
CITT LU UIIITES TITUIC UIIIVET ST UTIUISTUUTL ST UCIITE HHTUUCTTITU.

functional role
role (3.21) which is bound to an act

Note 1 to entry: Functional roles can be assigned to be performed during an act.

Note 2 to entry: Functional roles have been specified in this document.

Note 3 to entry: Functional roles correspond to the ISO/HL7 21731 RIM participation.

Note 4 to entry: See also structural role (3.26).

© ISO 2017 - All rights reserved
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3.10

healthcare organization

officially registered organization that has a main activity related to healthcare services or health
promotion

EXAMPLE Hospitals, Internet healthcare website providers, and healthcare research institutions.

Note 1 to entry: The organization is recognized to be legally liable for its activities but need not be registered for
its specific role (3.21) in health.

[SOURCE: ISO 17090-1:2013, 3.1.4]

3.11
healthcare professional
healthcare personnel having a healthcare professional entitlement recognized in a given jufisdiction

Note |l to entry: The healthcare professional entitlement entitles a healthcare professiohalto provigle healthcare
indegendent of a role (3.21) in a healthcare organization (3.10).

EXANMPLE GP, medical consultant, therapist, dentist, etc.

3.12
identification
performance of tests to enable a data processing system to recoghize entities

3.13
non-regulated healthcare personnel
perspn employed by a healthcare organization (3.10), butiwho is not a regulated health professional

EXANPLE Massage therapist, music therapist, etc,
[SOURCE: 1SO 17090-1:2013, 3.1.5, modified]

3.14
organization employee
perspn employed by a healthcare organization (3.10) or a supporting organization (3.27)

EXANPLE Medical records transcriptionists, healthcare insurance claims adjudicators, and phlarmaceutical
orderf entry clerks.

3.15

polig¢y
set of legal, political;,”organizational, functional and technical obligations for commurfication and
coopgration

[SOURCE: 1S6:22600-1:2014, 3.13]

3.16
poli¢y agreement
written agreement where all involved parties commit themselves to a specified set of policies

[SOURCE: 1SO 22600-1:2014, 3.14]

3.17

principal

human users and objects that need to operate under their own rights

[SOURCE: OMG Security Services Specification: 2001]

© IS0 2017 - All rights reserved 3


https://standardsiso.com/api/?name=e1359c840f60bde7d56637a67788f86a

ISO 21298

3.18
privilege
capacity ass

:2017(E)

igned to an entity (3.8) by an authority according to the entity’s attribute

Note 1 to entry: Per OASIS Extensible Access Control Markup Language (XACML) V2.0, privilege, permissions,
authorization, entitlement and rights are replaced by the term ‘rule’.

[SOURCE: IS
3.19

0 22600-1:2014, 3.17]

privilege asserter

privilege ho

der using their attribute certificate (3.3) or public-key certificate to assert privilege (3

18)

[SOURCE: IS

3.20
privilege v¢
entity (3.8)

[SOURCE: IS

3.21
role
set of compg

[SOURCE: I§

3.22
role assign
certificate t

[SOURCE: IS
3.23

role certifi¢

certificate t

Note 1 to en
with a subjed
contained in

3.24

0 22600-2:2014, 3.27]
erifier
Ferifying certificates against a privilege policy

0 22600-2:2014, 3.30]

tencies and/or performances that are associated with a task

0 22600-2:2014, 3.33]

ment certificate

0 22600-2:2014, 3.34]

ate
hat assigns privileges (3.18) to a role (3.21) rather than directly to individuals

fry: Individuals assigned td_a) tole, through an attribute certificate (3.3) or public-key certi
t directory attributes extension containing that assignment, are indirectly assigned the priv
the role certificate.

role specification certificate

certificate t
[SOURCE: IS

3.25
sponsored

hat contaings,the assignment of privileges (3.18) to a role (3.21)

0 22600=2:2014, 3.35]

earlthearoe nrovider

hat contains the role attribute, assigning one;or'more roles (3.21) to the certificate holder

ficate
leges

1+
ICUILIIvAaITr Pl UVIACI

health services provider who is not a regulated professional in the jurisdiction of his/her practice, but who
is active in his/her healthcare community and sponsored by a regulated healthcare organization (3.10)

EXAMPLE

[SOURCE: IS
3.26

Drug and alcohol education officer who is working with a particular ethnic group, or a healthcare
aid worker in a developing country.

0 17090-1:2013, 3.1.10]

structural role
role (3.21) specifying relations between entities in the sense of competence, often reflecting
organizational or structural relations (hierarchies).

Note 1 to entry: Structural roles have been specified in this document.

4
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Note 2 to entry: Structural roles correspond to the ISO/HL7 21731 RIM role.
Note 3 to entry: See also functional role (3.9).

3.27

supporting organization

officially registered organization which is providing services to a healthcare organization (3.10), but
which is not providing healthcare services

EXAMPLE Healthcare financing bodies such as insurance institutions, suppliers of pharmaceuticals and
other goods.

[SOURTE:TSO I7090-1:2013, 3. T.11]

3.28
supporting organization employee
perspn employed by a supporting organization (3.27)

4 Abbreviated terms

AA Attribute Authority

CA Certification Authority

GCM Generic Component Model

HL7 Health Level 7

ILO International Labour Organization
NIST] National Institute for Standards

PKI Public Key Infrastructure

PMI Privilege Management Infrastructure
RBAC Role-Based Access.Control

UML Unified Modeling Language

XACML eXtensible/Access Control Markup Language

XML eXtensible Markup Language

5 lr/lodeling roles in an architectural context

5.1 Roles within the Generic Component Model

For embedding components meeting functional requirements and services needed in a system, the
components of that system have to be managed in its architectural context. Therefore, requirements
analysis, design, and deployment of those components have to be developed and managed based on a
reference architecture following a unified process.

With the Generic Component Model (GCM), such reference architecture in conformance with essential
standards for distributed, component-based, service-oriented and semantically interoperable
information systems has been developed in the mid-1990s (e.g. ISO/IEC 9594-8, ISO/IEC 10746-2,
and ISO/IEC 2382-8) and used in the context of several ISO TC 215 and CEN TC 251, as well as HL7
specifications. The model specifies a component-based and service-oriented architecture for any
domain. While this document goes beyond security and privacy issues, functional and structural
roles are also used to manage privileges and access control. In this restricted context, functional and

© IS0 2017 - All rights reserved 5
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structural roles have been specified and modelled in ISO 22600. This document extends scope, services,
and deployment of functional and structural roles, nevertheless being based on the architectural
approach for semantically interoperable eHealth/pHealth (personal health) information systems[Z][8]-

A system architecture defines the system’s components, their functions and interrelationships. A
system architecture is modelled in three dimensions.

— Components for meeting specific domains’ requirements.

— The decomposition and, after detailing the underlying concepts, the composition of those
components following corresponding aggregation concepts/rule (e.g. component collaboration,

workfl
service

— The dif

/functions and basic concepts.

erent views on that component according to ISO 10746 from the Enterprise VieWw (bus

case, upe case, requirements) through the Information View and the Computational
representing the platform independent logic of the system/component, as well as'the Engine
View and Technology View both dealing with platform-specific implementatiomaspects.

Figure 1 prd

adding a redl-world business viewpoint to the ISO 10746 viewpoints.

basic

ness
View
bring

sents the Generic Component Model providing the aforementioned reference architedture,

© ISO 2017 - All rights reserved
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Domain Perspective System’s Archi-
tectural Perspective

Policy Domain
Medical Domain

Resource Domain N T \ AN A4

Concepts

Relations
Networks

Aggregations

Details |

82 3 & & & & 3,8 8 8 & &

3 & & B B 8, % 8 8 B
1i:31%8: iiid
Development £ § § & § 3 QA £ 8§ & & § 3
Process 3 & g % £ £ QO 2 ¢ 'g % £ £
Perspective w e W 3
P £ § g = (%) RS § L

4‘\‘0 Resource Domain

/<O Admin/Org Policy Domain

/= Structural Role Domain

/() Contextual Policy Domain

*. Medical Policy Domain

- Functional Role Domain

AOV Medical Domain

K3

S
¢

NOTE Modelled after Reference [8] (modified).

Figure 1 — Representation of the role concepts defined in this standard using the Generic
Component Model

The principles established in this document are also applicable to domains other than healthcare. In
that case, that domain and its related policy domain have to be entered in Figure 1c.

© IS0 2017 - All rights reserved 7
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The development of components, their concept representation and their aggregation are based on
constraint modeling. Concepts and rules can be represented using meta-languages such as UML and
UML derivatives or the XML languages set.

5.2 Roles and policy aspects

Roles group entities regarding their functions and relations in a business context. Roles should be
managed according to all dimensions of a system, represented, for example, by the GCM. They may be
expressed by an entity attribute.

For managing relationships between the entities, structural (organizational) and functional roles

can be defi

11‘ed. Roles might be assigned to any entity as an actor in a communication or cooper

interrelatiopship (e.g. person, organization, system, device, application, component, etc.). "Beg

entities are
and structu

Policies ar¢
without rep
implicitly er]

actors in use cases, roles have relationship to actors and therefore to actionsiFunct]
Fal roles are associated with, and defined by, policies.

defined and applied to rule a system’s behaviour. Without separating concerng
resenting specific perspectives on that system in specific GCM dimensions, policies w

system’s components (attributes and operations) and their relationships strueturally and functio

This is, for

example, done in some simplistic Role-Based Access Contraly(RBAC) specificatior

summarizing those constraints in permission bound to a role and expréssed as permission attr

without exp
conflicting ¢
not availabl

A policy ma
administrat|

rights, dutig
recording,

By formally
concerns or

(see Figure
possible con

Policies can

as an at
as an in
as asep

as a rulq

licitly defining and binding the driving policy to the corpesponding component. In c3
onstraints, related access control decision policies have to be deployed. If such policie
e, the most restrictive constraint is usually applied.

y describe the legal framework including rules.and regulations, the organizationa
ive framework, functionalities, claims and objectives, the entities involved, agreem
s, and penalties defined, as well as the tecliiological solution implemented for collec
rocessing and communicating data in information systems.

representing a system through a.Reference Architecture Model (e.g. the GCM) separ
perspectives in dimensions, policies can be explicitly modelled as specific GCM dimen
1a). So, applicable multiple pelicies can be automatically harmonized, thereby reso
flicts (policy negotiation).

be specified and implermented in different ways, including the following:

in a policy agreement as specified in ISO 22600-1;

tribute;
plicit policy as part of another component;

arate\policy element to be combined with another component or used directly;

htion
ause
jonal

, l.e.
ill be

hbedded in the system components specification. They control a system by constraininfg the

hally.
s by
bute
se of
S are

and
ents,
ting,

pating
sions
lving

b policy combined with another policy;

as structured expressions (e.g. using XACML).

Further details regarding policy specification and the relationship to privilege management and access
control are provided in ISO 22600.

Roles can be instantiated through numerous mechanisms, including directory entries, database
variables and certificates, among others. Role assignment certificates may be attribute certificates or
public-key certificates. Specific privileges are assigned to a role rather than to an individual through
role specification certificates. The indirect assignment enables the privileges assigned to a role
to be updated, without impacting the certificates that assign roles to individuals. Role specification
certificates should be attribute certificates, and not public-key certificates. If role specification
certificates are not used, the assignment of privileges to a role may be done through other means (e.g.
may be locally configured at a privilege verifier).

8 © IS0 2017 - All rights reserved
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For role and privilege management, the following measurements are possible:

a) any number of roles can be defined by any Attribute Authority;

b) the role itself and the members of a role can be defined and administered separately, by different
Attribute Authorities;

c) aprivilege, may be delegated;

d) roles may be assigned any suitable lifetime.

Further discussion regarding assignment of multiplicity of structural and functional roles is addressed

in5.%

are [
are

Func

5.3

Privileges can be assigned to an individual by a role assignment, or directly, following a co

acces
key d
If th
subj
publ
assig
cont

Thus
dem
The
asso
spec

ivilege verifier should have an\inderstanding of the privileges specified for the role. The
pse privileges to the role\may be done within the Privilege Management Infrastructy
e specification certificate or outside the PMI (e.g. locally configured). If the role pj

and 5.6, respectively. Further details regarding the expression of roles through digita
rovided in ISO 17090. Further details regarding the representation of roles as a'dirg
rovided in ISO 21091.

tional and structural roles are associated with and defined by policies.

Roles in privilege management

s control model such as Discretionary Access Control (DAC)(A role can be express
ertificates, attribute certificates or in a directory entry as-déscribed in ISO 17090 an
role assignment certificate is a public-key certificate) the role attribute is contz
pctDirectoryAttributes extension. In the latter caseyany additional privileges cont
c-key certificate are privileges that are directly assigned to the certificate subject, n
ned to the role. If the role assignment certificate@s an attribute certificate, the role|
hined in the attributes component of the attribute certificate.

h

, a privilege asserter may present a relé assignment certificate to the privil
nstrating only that the privilege asserter has a particular role (e.g. “manager” or
privilege verifier may know a priori, or'may have to discover by some other means, tH
rfiated with the asserted role in.0rder to make a pass/fail authorization decisig
fication certificate can be used foy this purpose.

certificates
pctory entry

'responding
ed in public
1 1SO 21091.
ined in the
hined in the
bt privileges
attribute is

pge verifier

“purchaser”).

e privileges
n. The role

assignment
ire (PMI) in
ivileges are
the relevant

dpecification

tificate may
Aministered
te or public-
er privileges
e certificate.

ath processing

because such functlonallty essentlallydefmes another delegatlon path whlchmust be followed The delegation
path for the role assignment certificate can involve different AAs and can be independent of the AA that issued
the role specification certificate (see, for example, ISO 22600-2).

5.4 Relations of this standard to related privilege management specifications

The role concepts defined in this document are referenced and reused in many International Standards
created, for example, by ISO, CEN, HL7 International, dedicated to privilege management solutions.
Examples are ISO 22600, Reference [9] and Reference [10].

Starting point for privilege management solutions is frequently a role-based access control (RBAC) as
defined at the US National Institute for Standards (NIST). Considering functional roles in addition to the
commonly used structural roles, this RBAC can be refined as specified in Reference [10]. An intermediate

© IS0 2017 - All rights reserved
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solution for flexible and scalable automated security and privacy management, Reference [10] has
been standardized in 2013 by HL7 International. A sophisticated solution is specified in ISO 22600.
The latter solution defines the rules required for assuring security and privacy as ontology-based,
explicit policies. Those policies flexibly consider contextual and environmental conditions, as well as
individual preferences at any level of granularity, thereby supporting comprehensive interoperability.

The specific
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Structural Role vocabulary identification: iso (1) standard (0) functional and structural roles (21298)
structural role vocabulary (1)

This structural role vocabulary is reflected in the CodedData of the hcRole attribute as described in
[SO 17090. An example is provided in Annex A to further clarify this usage.

This structural role vocabulary may be used for international interoperability for the coding system

indicated in

the HCProfessional object class, HCProfession attribute as described by ISO 21091.

This structural role vocabulary may be used for recording the internationally recognized role of the
individual involved in health related transactions in associated audit logs.
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This vocabulary is freely available from the International Labour Organization (ILO) and is therefore
not replicated in this document. Annex A provides an example of possible mappings for several national
regulated healthcare professions.

When a jurisdiction or domain uses this document, it will need to map its healthcare specialties to
the internationally recognized structured vocabulary identified to assure compatibility. Policy
mapping shall be used to negotiate the specifics of these roles between jurisdictions. If there are any
interpretation differences between two parties entering into an exchange, then these differences
should be reconciled through policy agreement (see ISO 22600-1 as an example of a policy model).

This vocabulary shall be used to specify the structural role associated with the following Healthcare
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Regulatory status vocabulary identification: iso (1) standard (0) Healthcare Rerson regulatory
gtatus (21298) regulatory status (2) for roles defined in this standard.

Fable 1 — Vocabulary for specifying structural roles associated with healthcareperson
regulatory status

Reg| sta-

tus_id Reg_status_name Description

01 healthcare professional Healthcare personnel having a healthcare professional entitlement
recognized in a given jurisdiction

NOTE The healthcare professional entitlement entitlgs a health-
care professional‘te)provide healthcare independent of a role in a
healthcare organization.

EXAMPLES, GP, medical consultant, therapist, dentist|nurse, radi-
ographegyetc. (EN 13940)

02 non-regulated healthcare Persontemployed by a healthcare organization, but whp is not a
personnel regulated health professional (ISO 17090-1)

EXAMPLES Receptionist or secretary who organizes appoint-
ments or a business manager who is responsible for validating a
subject of care’s health insurance.

03 sponsored healthcareptovider |Health services provider who is not a regulated profesgional in
(NOTE: This category-is used to |the jurisdiction of his/her practice, but who is active in} his/her
reflect healthcare professionals|healthcare community and sponsored by a regulated healthcare
under training) organization (ISO 17090-1)

EXAMPLES A drug and alcohol education officer who i$ working
with a particular ethnic group or a healthcare aid worker in a
developing country.

34 supporting organization em- Person employed by a supporting organization (ISO 17090-1)

ployee EXAMPLES Medical records transcriptionists, health¢are insur-

ance claims adjudicators and pharmaceutical order enfry clerks.

5.5.3 Healthcare specialties

Structural roles may be classified by healthcare specialty. Healthcare specialties may be associated
with medical doctors, nursing, other healthcare professions, and supporting roles.

It is clear that each jurisdiction operates under its own classification of healthcare specialties. The
informative value set below can be used to map these specialties for trans-jurisdiction semantic
interoperability. A jurisdiction may map to the node of the SNOMED-CT tree that most accurately
describes the specialty. Where there is not an exact match, then the mapping should be applied to the
value that most closely matches the specialty of the jurisdiction.

The following healthcare specialties value set may be used for such sub-classification to enable
international interoperability using the OID structure:
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Healthcare specialty value set identification: iso (1) standard (0) healthcare specialty value set

functional and structural roles (21298) healthcare specialty (3).

Value Set Name: Healthcare Specialties (ISO 21298)

Value Set OID: 1.0.21298.3

Value Set Description: Healthcare specialty classification supporting structural roles.

Value Set Type: Intensional (code values extracted using a rule)

Intensional Rule for Value set: Value set includes all concepts that are children of the nodes in the

SNOMED-CT tree of concepts exemplified in Table Z.

Table 2 — Intensional Value set root nodes for specifying structural roles associated'wit
healthcare specialities

h

Concept code Concept name Codé€ system
394658006 Clinical specialty (qualifier value) SNOMED-CT
394733009 Healthcare specialty (qualifier value) SNOMED-CT

When a jurisdiction or domain uses this document, it will need to map itS healthcare specialties to

the internationally recognized structured vocabulary identified £0y*assure compatibility. B
mapping shall be used to negotiate the specifics of these specialties‘between jurisdictions. If ther]
any interpr¢tation differences between two parties entering intosan exchange, then these differsg
should be rdconciled through policy agreement (see ISO 22600-1"as an example of a policy model).

5.6 Functional roles

Functional [roles are bound to the realization/performance of actions performed by an e
Regarding the healthcare business process, functienal roles can be defined in relation to the ca
administratiive process. One entity may performras a single functional role in a single act only.
security angl privacy context, these functiofial'roles may be bound to policies representing diff
levels of authorizations and access rights. ‘Because the functional role is bound to the action, onc
action has Heen completed, the correspending relationship between the entity and the functiona
associated with the action ends.

The assignment of a structural role is an activity performed by two interacting entities playing ag
bound functjional roles (see 6.2.)

As functional roles comprise rather business functions, services or simply transactions (basic bus
concepts), flunctional teles relate to lower levels of complexity in the Generic Component M

(Figure 1).

Further detjilstcegarding the role engineering process and related policies can be found in ISO 224
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list which shall be used for international interoperability where more specific functional roles are

unavailable (Table 3):

Functional roles coded values vocabulary Identification: iso (1) standard (0) functional and structural

roles (21298) functional role vocabulary (4)
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Table 3 — Vocabulary for specifying high-level functional roles

role_
iden- role_name Description
tifier
01 Subject of care Recipient of care services, e.g. patient
02 Subject of care proxy e.g. parent, guardian, carer, or other legal representative
NOTE Some jurisdictions may use different terms to describe this role (e.g.
Subject of care proxy).
03 Personal healthcare pro- |Healthcare professional with the closest relationship to the subject of care,
bebiUlla‘l UftCll t}lC DLIIUJ.C\,t Uf cal C,O GP
04 Privileged healthcare Healthcare professional nominated by the subject of care
professional OR
Nominated by the healthcare facility of care (if ther@jis’a nominjation by
regulation, practice, etc. such as an emergency oyer-ride)
05 Directly involved health- |Healthcare professional involved in providing direct care to the subject of
care professional care
06 Indirectly involved health- |Healthcare professional indirectly involved in caring the subjedt of care
care professional (teaching, research, etc.)
07 Supporting healthcare Party supporting service provision,to the subject of care
party
This| identifies a high-level list of functional roles “te" enable interoperable exchanges across
jurisflictional or domain boundaries. This can be applied’to manage the creation, access, projcessing, and

communication of health information. More granularfunctional roles may be asserted with

or ju

Addi
recoy

—
—

—

q

Fionally, functional roles can be grouped according to the relation to the informat
‘ded, entered, processed, stored, and communicated:

omposer;
ommitter;
ertifier;
igner;
juthorizer;

ubject ofinformation;

Exa

in a domain

Fisdiction or may be agreed upon for communications between such domains or jurisdictions.

ion created,

— :J:lformation provider.

ples for low-level functional roles (aggregations or even details in the GCM) are

— prescriber,

— observer,

— diagnostician, and

— therapist.

These may be aggregated in relation to a process (admission, care of a certain subject, etc.). Examples
for functional roles of healthcare professionals are

— caring doctor (responsible doctor),

— member of diagnostic team,
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member of therapeutic team,
consulting doctor,

admitting doctor,

family doctor, and

functional specific nurse.

6 Formally modelling roles
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Figure 2 — Development of the role model
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6.2.2 Assignment of structural roles

A relationship between two (or more) entities may be the result of a contractual agreement act between
the entities playing specific functional roles (see Figure 3). Such a contract could define the structural
role as being, for instance, a head physician. Another example would be an Entity-Entity relationship
for education whereby a special qualification is granted, as well as a certification act resulting in a

certificate certifying this qualification as a structural role.

This structural role constrains another Entity-Entity relationship influencing the functional role
played by the entities involved in an activity. Structural roles are established as an act between entities
according to specific act-related functional roles. This is depicted in Figure 3, which in principle

-1 1 . - 1.1 1 1 - e - 1 1
deSC TDTS LT ASSTZIHIITITHU PIULESS dITU LT UCPIU Yy IHITHU PTULESS U St utiul dl TUITS.

Authority

FRCertifyer

Certification Certificate

FRCertified StructuralRole

Client / FunctionalRole

Activty

Figufe 3 — Establishment of a structural role within an act according to specific func

Consjidering both structural roles and functional roles in the same context, structural roles
prer¢quisites/competencies for entities to perform interactions (an act) within their specif

roleg. Qualifications, skills, etc. are influencing both the assignment of the structural r
performance of activities according to their functional roles.

tional roles

provide the
c functional

Tles and the

6.2.3 Genericrole specification

Figure 4 in principle describes a role using XML.
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<role>

<role identifier/>
<role-name/>

<role-authority>
<authority identifier/>
<authority name/>
</role-authority>

<role-description>

</role description>

</role>

Table 4 desdribes the Role attributes.

Figure 4 — Role specification

Table 4 — Role attributes

Attribute Type Remarks
role_identifier SET <II> Set of Instancelndentifier
role_name CS CodedSimpleValue
authority_identifier_ID OID ISO Objectldentifier
authority_identifier_name ST String
role_description CD ConceptDescription

As shown in Figure 4, role_description provides a typed, concept description, e.g. representing typed
rules (policies), thereby enabling flexibility and extensibility by preserving interoperability. As policies
describe any legal, social, ethical, functional, and techhical implication of a system’s and its components’
security, priivacy and safety, policies are used\to describe the related dimensions in the Geperic
Component [Model, i.e. constraints on consjdered components, their functions and interrelations. In
that context, the medical domain of, e.g. creating, storing, processing, retrieving, and communicpting
Electronic Health Records (EHR) has to.be.combined with the ethico-legal domain, fixing requirenpents
and conditi¢gns for the operation of sich*an EHR system. Therefore, all classes in the interaction ¢hain
reflecting ce¢rtain domains’ perspectives have to be connected to corresponding policy classes ruling
the former dlasses’ behavior. ISO(22600 has introduced a policy model meeting the requirements ¢f the
Generic Compponent Model (Eiglre 5). More details about modelling and use of policies in the security,
privacy, and safety context€ad be found in ISO 22600.

16
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Policy

| & policy_identfier : I
frpolicy_name : CS
fepolicy_aumority_ID: OID

& policy_authority_name : ST
frpolicy_domain_identifier : OID
Repolicy_domain_name : EN
Repolicy_target_list : IST <INT>

7

[

BasicPolicy
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|
MetaPolicy
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.ol
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AuthorisationPolicy
IManagementStructure
A Delegation POy Q,ﬁgf’; e
[ ] frgrantee - O & metructs : Mstruct
raccessRights : CE [
Auth+ Auth- N
& action : CE & action : CE
s Group
N Begroup_identifier : I
) Deleg+ Deleg- & group_name - CS
& group_description : CD

Figure 5 — Policy model (after ISO 22600)

As components representing different domain relations, granularity levels, or viewpoints|of a system
and |ts componentS“can be aggregated, the resulting component presents structure anfl behaviour
of the componerntunder consideration under the constraints of the interfering component and the
corr¢sponding-dssociation. Assuming simple constraining rules, attributes of the inteiffering class
can be expressed as additional attribute in the considered component’s class. Combined With certain
consfraining operations, an additional attribute and related constraints for its instances can be defined,

redu 1ng the system S complex1ty An example for such Component composmon usmg UML
aggrege ' '

could be the
a combined

role_policy_ class representlng the pohcy rules by a 51mple permlssmn attribute in an extended role
class” as defined in the NIST RBAC approach. Such simplification demonstrates the applicability of the
models offered in this standard and the related specifications, even if the richness of the approach goes

far beyond.

Simple policies widely introduced and used in the security domain are, for example, separation of duties,
other administrative, organizational, or time constraints, etc. For example, authorization restrictions
may be applied by policy that requires constraints related to the following:

— cardinality;

— time of day;

— static and dynamic separation of duties.
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See 5.1 for an overview of the relationship between roles and policies, as well as ISO 22600 for details
regarding policy and privilege management.

6.3 Relationships between structural and functional roles

In general, two types of roles can be distinguished: structural roles and functional roles. Structural roles
reflect the structural aspects of relationships between entities. Structural roles describe prerequisites,
skills, or competencies for acts. Functional roles reflect functional aspects of relationships between
entities. Functional roles are bound to the realization/performance of acts.

Considering both structural roles and functional roles in the same context, structural roles provide
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n denominator can be harmonized.

ing explicit policy definitions and binding, the HL7 RBAC Task Force provided a
example by defining functional and transactional permissions for US-related struc

ses for the use of structural and functional roles in an interregional ¢
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ganizational policy-defines his/her privileges and duties. Where this is delivered as g
he role certificatewould be delivered as part of an employment contract that expresse
policy applicabl€ for that role. Such a policy might also refer to other policies to whic
e assigned\role should conform such as legislation, regulations, etc. This structural r
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Alternativelly,the 'structural role may reflect an individual’s job or position within the organiz
(e.g. Head OW&%@_@W

owner performs in the enterprise context in all business cases according to this structural role. This
might cover a series of basic functions (performed under functional roles) such as hiring staff members,
assigning structural roles within a policy domain, planning, preparing, controlling processes, planning
activities and functions, managing infrastructure, or managing resources such as budgets. Concepts
and functions bound to a structural role depend on the underlying policy. Therefore, structural roles
differ from policy domain to policy domain within and across organizational boundaries, and especially
between different jurisdictions and countries.

For example, in an emergency case such as a traffic accident, a person (living entity) performs according
to his/her structural role [e.g. as physician (2211) or nurse (2221)] or following ethical principles or
legal challenges without explicit role assignment in the functional role of Healthcare professional (05)
in order to care for accident’s victims. Once the action associated with the functional role has been
performed, the functional role disappears.
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Within a clinical workflow, a physician (2211) performs a prescription as part of his/her structural
role obligations dedicated to a specific subject of care in a specific case of care. In one policy domain
with a common understanding of the different transactions performed in the context of a prescription
action/function, the locally defined functional role of prescriber (locally coded) can be communicated
and used for semantic interoperability. Because of differences regarding the required transactions
to perform a prescription in different jurisdictions, the prescription action/function can be refined
towards the transactions involved such as substance administration or signing a prescription. For
international semantic interoperability, the functional role would be Healthcare professional (05), and
the structural role would by Medical Doctor (2211). Cross-jurisdiction recognized transactions may
be agreed upon through the policy agreement process to enable interoperable prescription signing
functions at a more detailed functional role level. Coarse-grained roles (e.g. structural roles) require
harnonization of underlying policies, while fine-grained roles (functional roles used at the|transaction
level) are suitable for global communication and cooperation. For establishing a cooperative|{framework,
we lgverage the highest level of common policy.

In arf RBAC model of an EHR, the member of a therapeutic team, functional roletl€althcare professional
(05),| might include a midwife (2222) in one country, but it might exclude this particular healthcare
profe¢ssional in another country, classifying him or her as another functional role, Hdalth-related
professional (06). If interoperability is to be achieved, the privileges and-obligations of edch different
healfhcare professional must be examined, and a common consensus must be achieved thyough policy
agreement between these two jurisdictions.
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Annex A

(informative)

ISCO-08 sample mapping

Table A.1 provides a sample mapping of multiple national regulated professionals to ISCO-08. Blank cells
indicate that there is no regulation of the corresponding ISCO-08 profession in a particular jurisdiction.

Table|

A.1 — Sample mapping of multiple national regulated professionals to ISCO-08

ISC

0-08

SNOMED-
CT

Japan

France

Finland

Ontario

Nether-
lands

Austrd

lia

2211 Generalj
practitioners
District medid
therapist, Fanj
practitioner, G
tioner, Medicad|
al), Medical off
Resident med
cializing in ge
Physician (geq
healthcare ph

5t medical
including

al doctor -

ily medical
eneral practi-
| doctor (gener-
ficer (general),
cal officer spe-
heral practice,
eral), Primary
ysician)

112247003

‘Medical
Doctor’

GPs

physician

Phy/sicians
and Sur-
geons

Physicians

Medical
tition|

prac-
er

2212 Specialig
titioners (incl
thetist, Cardid
gency medicin
Gynaecologist]

cian, Patholog
medicine sped
atrist, Radiolg
medical office]
training, Spec|
(internal med
etc)

t medical prac-
ding Anaes-
logist, Emer-

e specialist,
Obstetrician,

Ophthalmologist, Paediatri-

ist, Preventive
ialist, Psychi-
gist, Resident
I in specialist
alist physician
cine), Surgeon,

69280009

specialists

2261 Dentists
Dental Practit]
Surgeon, Denf]

(including
ioner, Dental
ist, Endodon-

tist, Oral and ]

Maxillofacial

106289002

‘Dantict’

Dental

dantict

Dental Sur-

Dantictc

Denti

st

Dental

Surgeon, Oral
Orthodontist,

Stomatologist

athologist,
Paedodontist,

Periodontist, Prosthodontist,

Surgannc
B HS

Interns

geons

pe-

cialist

Dispensing ch

macist, Retail

2262 Pharmacists (including

emist, Hospital

pharmacist, Industrial phar-

pharmacist)

46255001

‘Pharma-
cist’

Pharmacists

head
dispenser,
pharmacist

Pharmacists

Pharma-
cists

Pharmacists
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SNOMED-

Nether-

ISCO-08 CT Japan France Finland Ontario lands Australia
2131 Biologists, botanists,
zoologists and related pro-
fessionals (including Animal
Behaviourist, Bacteriologist,
Biologist, Biotechnologist,
Botanist, Cell Geneticist, Ma- 31641003
rine Biologist, Microbiologist,
Molecular Rin]ngicf' Maolec.
ular (ieneticist, Zoologist,
Pharmacologist)
3213|Pharmaceutical techni-
cian (including Pharmaceuti- Pharma-
uaing 1" 1159040006 ceutical
cal technician, Pharmaceuti- .
. Assistant
cal agsistant)
3212[Medical and pa_ltholo- Medical _ Medical tech-
gy laboratory technicians Technolo- medical Medical nologist
(inclyding Blood-bank tech- gist’ laboratory |08
- . 159285000| .5 .. Laboratory Clinical
niciap, Cytology technician, Clinical technolo- L
. . v Technician laboratory
Medital laboratory techni- Laboratory gist technologist
cian, [Pathology technician) Technician’ 8
2.11'9 Forensic science tech- 159285000
niciap
Medical
radiation
3211|Medical imaging and Radiation practitioner
thergpeutic equipment tech- Technol- Medical Diagnostic
nicians (including Diagnostic ‘Radiologi- |ogist, Manip- radiog- Radiation radiographer
medifal radiographer, Mam- |386626000\ cal Technol- ulateur ra hi Technolo- Nuclear
mogrjapher, Medical radiation ogist’ d’electro- P ists medicine
therapist, Nuclear medicine radiologie 8 technologist
techrjologist, Sonographer) medicale Radiation
therapist
Sonographer
2221|Nursing professionals
(inclyding Clinicalnurse, Dis- ‘General nurse
trict purse, Nurse anaesthe- Nurse’ ublic Resistered
tist, Nurse€ educator, Nurse 224569005 ‘Public Nurses p Nurses Nurses 8
... . health nurse
practjitioner, Professional Health
Nursé Piblic health nurse Nurse’ nurse
Specialist nurse)
2222 Midwifery profession-
als (including Professional 106294002| ‘Midwife’ Midwifes midwife Midwives Midwives Midwife
midwife)
2264 Physiotherapists
(including Geriatric physical
therapist, Paediatric physical 36682004 ‘Physical |Physiothera- | physiother- | Physiothera- | Physiother- | Physiother-
therapist, Orthopaedic phys- Therapist’ pists apist pists apists apist
ical therapist, Physiothera-
pist)
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health nutritionist,
Sports nutritionist)

Table A.1 (continued)
1SC0-08 SNOMED- Japan France Finland Ontario Nether- Australia
CT lands
ocl:iﬁpatio_nt— Occupational
2269 Health professionals Occupation- a rofgsfel; therapist
not elsewhere classified (in- al Therapist poccu a- i Podiatrist
cluding Arts therapist, Dance ‘Occu- tional It)itle- Occupatlgn-
and movement therapist, 309398001 | pational Podiatrist odiatrist. al Therapists Medical
Occupational therapist, Podi- Therapist’ | . P v v 1 | Chiranadicts laboratory
atrist, Recreafional therapist, AR ”(')Zc‘;";_“ i scientjist
etc.) trician . p: Clinical sci-
tional title: .
chiropodist entige
2267 Optomedrists and oph-
thalmic opticipns (including . . .»| Orthoptists L Optometrist Optomejtrist
Ophthalmic Optician, Optom- 28229004 | ‘Orthoptist Optician optician Opticians Orthoptist
etrist, Orthoptist)
2266 Audiologists and speech Audiolo- . .
therapists (in¢luding Audi- Speech Speech and speech gists and Speech | Audiologists
ologist, Langulage therapist, [159026005 Thgra ist’ language thIe)ra ist Speech-Lan- | Pathology, Speech|pa-
Speech theraplist, Speech, p pathologist P guage Pa- | Audiologist thologist
Pathologist) thologists
. ‘Dental Altlgé(;?srto_ Audiomgtrist
3214 Medical and dental Technician’ p hési Dental gros-
prosthetic technicians ) rothesiste thetikt
(including Dental technician, | 500,604 Prosthetics | dentaife/ | gental tech-| Dental Tech- Dental {ech-
Denturist, Orthotic techni- and (.)r'thc- teghnicien nician nologists nician
cian, Orthotist, Prosthetic ‘ tic dentaire
technician, Prpsthetist) .Artlf'1c1al’ Prosthetist Orthotyst/
limb fitter Orthotist prosthgtist
3221 Nursing pssociate
professionals [including
Associate professional nurse, | 224576000 E?l;(;lszd
Assistant nurge, Enrolled
nurse, Practicpl nurse)
3222 Midwifefy associafe
professionals [includingAs- 309452001 Mother¢raft
sistant midwife, Traditional nurse
midwife)
2265 Dieticians and nutri-
tionists (including Clinical ‘National
dietician, Food service ' 1159033005 | Registered | Dieticians | dietitian | Dieticians Dietician
dietician, Nutritionist, Public ‘Dietitian’ Nutritionist
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Table A.1 (continued)

IS0 21298:2017(E)

1SCO-08 SNOMED- Japan France Finland Ontario Nether- Australia
CT lands

2635 Social work and coun-
selling professionals (includ-
ing Addictions counsellor,
Be_reavement counsellor, ‘Certified Assistant Social worker
Child and youth counsellor, . .

: : 106328005 Social en service Welfare sup-
Family counsellor, Marriage , .

. Worker social port worker
counsellor, Parole officer,
Probatien nFFir-ﬂr' Social
worker, Women'’s welfare
organizer)
5321|Healthcare assistants, Nl(;;ilvl\l/%:l?epr-
Nursing aide (including Birth P e P
assisfant (clinic or hospital) Certified Personal care
) o ’ 1224577009 | Care Work- assistant
Nursing aide (clinic or hos- or’ Aged or
pital), Patient care assistant, disal%led care
Psychiatric aid, etc.)
worker.

5322|Home-based personal
care workers (including
Horp( care alde', Home birth 224577009
assistant, Nursing aide
(homle), Personal care provid-
er, etf.)
2240[Paramedical practition-
er (including Advanced care
paramedic, Clinical officer
(pargmedical), Feldscher, 397897005
Primpry care paramedic,
Surgilcal technician)

Ambulance
3258|Ambulance workers olgzztezfttiii- ;)Iffil%zrrs- Intensive care
(inclyding Ambulance pffieer, ‘Emergency al tit{)e- hos- amedics ambulance
Ambuilance paramedig, Emer- |409971007| Medical ital .and Intensivé paramedic
gency medical technician, Technician’ aII)nbulance Care Ambulance
Emerjgency paraniedic) attendant Ambulance officer

Paramedic
2634 Psychologists (includ- Healthcare
ing Clinical Psychologist, P . .

. . sychiat- Psycholo- | Psychologist
Educational Psychologist, . ; psycholo- | Psycholo- . N
. . 59944000 | ricSocial | Psychologue . - gists, Clinical Psy-
Organizational Psychologist, Worker’ gist gists Psvcho- chologist
Psychotherapist, Sports psy- h yeh &
chologist) therapists
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Table A.1 (continued)
1SC0-08 SNOCI\,/II.ED' Japan France Finland Ontario l\ll‘;t:;:- Australia
2149 Engineering profession-
als not elsewhere classi-
fied (including Biomedical
engineer, Explosive ordnance 106269003 ‘Clinical Biomedical
engineer, Marine salvage Engineer’ engineer
engineer, Materials engineer,
Optical engineer, Safety engi-
neer, etc.)
protected
occupa-
3255 PhysiotHerapy techni- tional title: M
cians and assiptants (includ- trained assgge
irig Acuplll"essure thel;iapisﬁ, masseur theragist
Electrotherapjfst, Hydrother- . ) Massage Therapyl aide
apist, Massagg therapist, 309404006 ‘Masseur protected | Therapists Ph}?s};o-
Physiotherapyf technician, _occupa- therap]st’s
Physical rehabilitation tech- tional title: assistant
nician, Shiatsy therapist, etc.) p}flysw—
therapy
assistant
3251 Dental agsistants and Dentalfhy-
therapists (in¢luding Dental 26042002 ‘Dental dental Dental Hy- gienipt
assistant, Denftal hygienist, Hygienist’ hygienist gienists Dental gher-
Dental therapist) apisf
5329 Persona] care workers
in health servjces not else- Dental dssis-
where classifipd (includ- tant
ing Dental aid] First-aid Dental furse
attendant, Hogpital orderly, 184152007 )
Medical imaging assistant, Phlebotgmist
Pharmacy aid) Phlebotomist, Therapyaide
Sterilization afid)
1120 Managing directors and Chief execu-
chief executives (including 265911003 tive offfcer
Chief executivie, Managing General man-
director, Regi¢pnal manager) age
Medical ad-
1342 Health service man- ministrator,
agers (including Clinical Nursing clini-
director, Community health- cal director,
care coordinator, Director 224579007 Health ser-
of nursing, Hospital matron, vice manager
Medical administrator) Nurse man-
ager
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Table A.1 (continued)
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ISC0-08 SNOMED- Japan France Finland Ontario Nether- Australia
CT lands
1343 Aged care service
managers (Aged care home
director, Cgmmunlty aged 224608005
care coordinator, Nursing
home director, Retirement
village coordinator)
1344{Social welfare manag-
ers (including Community
centr? manager, Famlly_ 158932008 Care M’an-
servifes manager, Housing ager
servifes manager, Welfare
Centgle Manager, etc.)
3254|Dispensing opticians
(1nc.h ding .Contac.t lens . 159023002 Optical dis-
opticjan, Dispensing optician, penser
etc.)
protected
occupa-
tional title:
trained chi-
ropractor
3259|Health associate profes- protected )
siongls not elsewhere classi- |/, occupa- Chiroprac- Chiropractor
fied (fincluding Chiropractors 06288005 tional title: tors
g p ’ : : Osteopath
Ostegpath, Naprapaths) trained
osteopath
protected
occupa-
tional title:
naprapath
3413|Religious assoc€iate
professionals (including Faith
healdr, Lay predcher, Monk, 54503009
Nun)
Acupunctur-
2230 Traditional and comple- ist
mentary medicine practition- Chinese herb-
ers (including Acupuncturist, al medicine
Ayurvedic practitioner, 225423004 practitioner
Chinese herbal medicine Chinese herb-
practitioner, Homeopath, Na- al dispenser
turopath, Unani practitioner) Naturopath
Homeopath
©1S0 2017 - All rights reserved 25


https://standardsiso.com/api/?name=e1359c840f60bde7d56637a67788f86a

IS0 21298:2017(E)

Table A.1 (continued)

ISCO-08

SNOMED-
CT

Japan

France

Finland

Ontario

Nether-

lands Australia

3230 Traditional and comple-
mentary medicine associate
professionals (including
Bonesetter, Herbalist, Witch
doctor, Village healer, Scrap-

ing and cupping therapist)

224609002

5321 Healthcd

Patient care a
chiatric aid)

re assistants

(including Birfh assistant
(clinic or hospijital), Nursing
aide (clinic or hospital),

sistant, Psy-

224577009

Aide soign-
ant

protected
occupa-
tional title:
assistant
nurse

Nursing
Assistant

(including Ady
paramedic, Cl
(paramedical]

Surgical techn

3256 Medical pssistant

anced care
nical officer
, Feldscher,

Primary care paramedic,

ician)

22515006

2263 Environ
occupational |
hygiene profe

mental and
ealth and
sionals

307969004

2133 Environ
tion professio

mental protec-
hal

265926001

3257 Environi
and occupatio
inspectors an
(including Heg3
, Occupationall
safety inspect|
health and saf]
Sanitarian, Sa
tor, Workplacg
safety)

nental

hal health
associates

Ith inspector

health and

br Occupational

Pty inspector,

hitary inspec-

health and

45956004

Environmen-
tal Hedlth
Officer
Occupatjonal
Health pnd
Safety Officer

2111 Physicis
mers (includiy
Medical Physi
Physicist, Phy

s and astrono-
g Astronomer,
Fist, Nuclear
bicist)

106257006

protected
occupa-

tional title:
hospital
physicist

Medical phys-
icis

2352 Special 1f

eeds teachers

(including Le

TTIng Disabit=

ties Special Education Teach-
er, Learning support teacher,
Remedial teacher, Teacher

of gifted children, Teacher of
the hearing impaired, Teach-
er of the sight impaired)

281569003

2250 Veterinarians (in-
cluding Animal pathologist,
Veterinarian, Veterinary
epidemiologist, Veterinary
intern, Veterinary surgeon)

106290006
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