INTERNATIONAL ISO/IEC
STANDARD 9804

First edition
1990-11-15

Information technology =<~ Open Systems
Interconnection — Service definition for the
Commitment, Concurrency and Recoyery
service element

Technologies de l'iaformation — Interconnexion de systémes ouyerts —
Spécification du service pour I'élément de service d’engagement) concurrence et
reprise

Reference number
ISO/IEC 9804 : 1990 (E)

wm"'"' """"'"""'””||||;‘
N

5
MIlI||.m.....‘........‘.mllllim

\\
H


https://iecnorm.com/api/?name=b8bc040dd1f591b5b0ee18234ff473bc

ISO/IEC 9804 : 1990 (E)

Contents
FOreword ...o.oofeereniiiicii e VI
INErOAUCHION ... [ ein i e vii
I 1o oL T PP PPN 1
2 Normative references ....cc.ocvvvviiiiiiiiinicnii 1
3 DefinitiONS ... [ eeiee i e 1
3.1 Referenge model definitions .......coovvvvviiiiiiiii T 1
3.2 Naming pnd addressing definition........c..cocovviiiirivivinnnn &N 2
3.3 Service gonventions definitions .......ccoovvviiviiiiiiiii et R 2
3.4 Presentdtion service definitions .......cccoeeiiiiiimiiinc a@H e, 2
3.5 ACSE sdrvice definitions ......c.cooviiiiiiinnnnin it 2
3.6 Applicatjon Layer structure definitions............ 00 i 2
3.7 CCR seryice definitions ........ecvevevcevrns Db 2
4 Abbreviationg .....c.covveininiiiiniienn e 4
5 CONVENTIONS |.iiniiiiriieiiie @bt e e renn s e rt e e rtbia s s eb s s s s s sens s e st s s anan e 4
B CONCEPES covveinrernnnrrnemnencmnaale e 5
6.1 Use of QCR in a distributed application environment.........coceevuiiiniiniiinnnne 5
6.2 COR faC|lItIeS «.e 5w e ettt ee ettt ime s e e e e 7
6.3 Heuristiq dEGISIONS ....covvniiiiiiiiiiieri i e e 8
7 Service definition .......oveeieeiiin it e 9
7.1 C-BEGIN SEIVICE ..uvvuieneiniriiiniiiiiiisiiiee sttt ce st sanrmns st sn s asnsaanss 9
7.2 C-PREPARE SEIVICE ..vuuviiieiieiiiiieiiin ettt st enr s s e e nn s 10

©® ISO/IEC
All rights reserved.

1990

No part of this publication may be reproduced or utilized in any form or by any

means, electronic or mechanical, including photocopying and microfilm, without permission in
writing from the publisher.

International Organization for Standardization
Case postale 56 ¢ CH-1211 Genéve 20 ¢ Switzerland

Printed in Switzerland



https://iecnorm.com/api/?name=b8bc040dd1f591b5b0ee18234ff473bc

ISO/IEC 9804 : 1990 (E)

7.3 C-READY SEIVICE .iitiiiiiiianiianiiaieniriarsanssuisssesssasarssasssassrmrsanssiossasnens 11
7.4 C-COMMIT SEIVICE ..vvunierieriuarriereemeritieiins sttt eens e ersesamsessbninesnns 1
7.5 C-ROLLBACK SBIVICE «.eoievirrnrreraiiniiiiirnniiiiienirniesssniinanasceenssmmmteneeson 11
7.6 C-RECOVER Service ............... e rreareeteaeeatten s eesar e a e e e et in s naan 12
8 Sequencing INfOrMation ......cocciiiiiiiiii 13
0 I 1T a YT - | TR T U 13
8.2 Events ....ccoovviiiniiinniann, Eivenerun i eearea et e heereaeh e iateteeusar it een st reaatans 14
8.3 StAtES . uveeirrrrreerureeereruranaerrreaaseniieeserateestnsimnsrnanpmrahebrneesaissartaerane 14
8.4 Interpretation of the state table...................... PO /R0 I TP 14
8.5 Completing the branch ........evviiniiiviiimnd b, 14
8.6 Collisions and disruptive services .........0 o fonn 14
9 USING CCR ..euvitiieeierrrnrrriinceineencnsin seafepianineessasenassnssssnecdion e 20
(I I CT-1a T 1| IO U S TP UTL ISR DU OPPP 20
9.2 Use of CCR by a cooperating main Service .....ceemvvvvvvrencforinnnnniinnni 20
9.3 Use of resynchronization ........ccevevviiieveiiiiiininmineiinnsnnesbenenecn, 20
9.4 Use of transportiexpedited Service ........ovvvvevvennnnancnnennd s et vnerteieaaanan 20
9.5 Starting @ branch........uuvueviiniiiimmiiin e e 20
Annexes
A CCR service-user ruleS.....c..ccoovriereerinniiencnirornessesrmsacrimeceboinmnna.. 21
P W I 11 £ o Yo (B oy (1o ) NPT PSURRPTIUUTOTRRIPYS! SUUTPPPIPOOI RN 21
A.1.1 Rule CAtEGOriBS cuuvvrniceniiinriineriiniiiccernvreneeeenrne s 21
A.1.2 Heuristic decision considerations ...... ereerrererreenrnee s 21
A.2 COMPUANCE wevrnreerrerereertaererrrrerreeaneeeerineeriraessersisseamesresdoirsssniieinnnan 21
A.3 CCR service primitive uSage rules .......ccooceevvvenrirninniiienincbuniininee. 22
A.3.1 C-BEGIN request primitive .......ccooeveivemnieiinniminiinnnorreninecicencinnm 22
A.3.2 C-PREPARE request primitive ...........ocovviiviinnniiincdoriniiniiniennnnn.., 22
A.3.3 C-READY request primitive ........ooceveevieniiinennneniiene s, 22
A.3.4 C-COMMIT request Primitive ....o..veeniieieenimeniiiieniiniinnin s ire e 22
A.3.5 C-COMMIT responSe PrimMitivVe .....ceeeririeviernvenimuciminiuneiiereinuirsesuee 22
A.3.6 C-ROLLBACK request primitive ........cceevnriiiinieniiiniieiiineeiniinsensnienass 22
A.3.7 C-ROLLBACK indication primitive ......ccoveieerininieiiiiineiniinnisiisnae 23
A.3.8 C-RECOVER(ready) request primitive ......ccoeeeeeenciiiniiinieinneinn. 23
A.3.9 C-RECOVER(commit) request primitive. ....c.ccoievrmiiiiniiecciniinrenenens, 23
A.3.10 C-RECOVER({done) response primitive ................ et 23


https://iecnorm.com/api/?name=b8bc040dd1f591b5b0ee18234ff473bc

ISO/IEC 9804 : 1990 (E)

A.4 Atomic action data maniptiation rUles .......ceeiveierniiniiiiivr e eveon 23
A.4.1 Recording atomic action data that indicates an offer of commitment .. 23

A.4.2 Forgetting atomic action data that indicates an offer of commitment.. 23

A.4.3 Recording atomic action data indicating an order of commitment ....... 23
A.4.4 Forgetting atomic action data indicating an order of commitment ....... 24
A.5 Bound data manipulation rulesS ........ceoeviiiiiiiiinininiin e 24
A.5.1 Changing bound data to produce the final state ..........c.ccoveivrininnnis 24
A.5.2 Relegsing bound data in the initial state as part of rollback ................. 24
A.5.3 Reledsing bound data in the final state as part of commitment ........... 24
A.5.4 Relegdsing bound data as part of a heuristic decision .......................... 24
A.6 CCR servife-user data transfer rules.......ccovemvrniiciiiiiiiiiiinn 24
A.6.1 Data|transfer request and response primitive ........cco.cevevvenvenciineniininn, 24
A.6.2 Dataltransfer indication and confirm primitive .........cocoveiniiininiinnnn, 24
B Relationship|of CCR to the Application Layer Structure .......cccecevvvnviennnnnnan i 25
B.1 CCR SErvige-proVider .......ocvvieeniiiniinirieiinernnrnnsee s srss s eme e sisinnses 25
B.2 CCR SEIVIGE-USEI . .cvvrirernrrernseranraceearerossiumietininssenasersnserensaniieesdorennennas 25
B.3 ALOMIC @CHION trEE . euievrereiiiiiiinein i i e i ceu s i s rassnie ses et nrasebsaranans 25
Lo 02 0 T - | U RPN 27
C.1 INtrodUCHION ...evveereeeeeeenrenccreneeenr e s e e 27
C.1. T Whatis CCR? wevnricieeciin e MO e e 27
C.1.2 AtONMIC ACHON ..euiiineieereiiiiiie e B e et vincreriea v eet e res e vt st ess e aaeens 27
Lo I B T T 1T U PPRPPRIN 28
C.1.4 USING CCR ereerecee L e 28
C.2 Structure gf an atomic action Tre€ ......c.euviieiiiiiiiiiiii e .28
o 2 I U T | S OO 28
€.2.2 CCR $EIVICBIUSEN ....verererrsseracsearssesssmasssssssssnssssssssssssnssmsesssnssenes 28
C.2.3 Brandh'and its identifiers ........oeeevriniceeiiiiiiiiin e 30
C.2.4 Anexample USING JTM ... 30
C.3 CCR service-user information reSOUrCES .........ceeuviviiiieriienineiieenicenaennnnas, 30
o 30 I 1o T T3 T I - : TSP 30
€.3.2 AtOMIC BCHON GBLA .v.v.veeereeresvveressesissesesseesssesesesesesesesesssemsessssnees 31
C.3.3 0perational data ...ccivveeiieniiriiiiiiiir e e 31
Lo B 0o ot U1 £ (=1 0 o3 2R S 31
C.4.1 General conSIAErations ........covuvviuiiiiiiriiiniriiiiee e eraresireamnenns 31
C.4.2 Concurrency example — l0CKING ...ocvvviiiiiiimininiiii e, 31


https://iecnorm.com/api/?name=b8bc040dd1f591b5b0ee18234ff473bc

ISO/IEC 9804 : 1990 (E)

C.5 RECOVEIY .euniivniieirireirereneeernersneeeserrensesnreesinerenss ettt ere e e err e rranaaaens 32
C.5.1 AtOmicC action data.....coovvivniimiiiriiiiiiini e 32
C.5.2 Presumed rollDACK ... .couiiiuiemn it et 33
C.5.3 AP and AE invocation identifiers ........ccovviviiioniiiiiiiinin e 34

C.6 Time relations and sequence of Service primitives ....c...ccevveieviiiinniencrinnannns 39

C.7 Comments on implementation COMPIEXItY ......covvvveermireieriiieniiirieeeaeeennenn 39

C.8 Using the User Data parameter on CCR éervices ....................................... 40
C.8.1 Level Of COMMITMENT ..coovviiiiiriiieeriiecnirerireensennesadae b ee i orrernemnnnn 40
C.8.2 CCR diagnostiCs ....ceuvererneennrninneirnaninenirereinens e enens o, ............... 40
C.8.3 Application-semantiCs ...cccovveierrneiirrinieipniedereneenreneaibcriniiiniicimnnens 40
C.8.4 HeuristiC Warning .....cccceeiimeireeinrenee e Znaneerernneennesendiornrimnieseneenn 40

C.9 Optional use of C-PREPARE ............. 88 iiiiiiiiiincece b e, 40
C.9.1 Implicit prepare semantic ....0eh vviiieiiiiiiiriieiieieceee b e 41
C.9.2 Implicit conditional prepafe and continue ...........cccoevifonniinnnnni, 41
C.9.3 C-READY and application-semantics collision ..............feereiiriiiinan, 41

C.10 Use of session synchronize and resynchronize services ......v.coeeiiiinnnnnn, 42



https://iecnorm.com/api/?name=b8bc040dd1f591b5b0ee18234ff473bc

ISO/IEC 9804 : 1990 (E)

Forewor

ISO (the Interpational Organization for Standardization) and IEC (the International
Electrotechnicdl Commission) form the specialized system for worldwide standardiz-
ation. National|bodies that are members of ISO or IEC participate in the development
of International Standards through technical committees established by the respective
organization to| deal with particular fields of technical activity. ISO and IEC technical

committees co

laborate in fields of mutual interest. Other international organizations,

governmental gnd non-governmental, in liaison with ISO and IEC, also take part in the

work.

In the field of i
committee, IS

hformation technology, 1ISO and IEC have established a joint technical
D/IEC JTC 1. Draft International Standards adopted by _thé joint

technical comTittee are circulated to national bodies for voting. Publication as an

International S
a vote.

andard requires approval by at least 76 % of the national bodies casting

International Standard ISO/IEC 9804 was prepared by Joint.Technical Committee

ISO/IEC JTC 1

, Information technology.

Annexes A and B form an integral part of this International Standard. Annex C is for

information on

Y.
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Introduction

This International Standard is one of a set of International Standards produced to
facilitate the interconnection of information processing systems. |It relates to other
International Standards in the set defined by the Reference'Model for Open Systems
Interconnection (1ISO 7498). The reference modelsubdivides the area of stand-
ardization for interconnection into a series of layersof-specificatior], each of manage-
able size.

The goal of Open Systems Interconnection is\¢o allow, with a minjmum of technical
agreement outside the interconnection standards, the interconneciion of information
processing systems

—from different manufacturers;
—under different managemedts;
—of different levels of complexity; and

—of different technologies.

This International Standard recognizes that application-processes fnay wish to com-
municate with each other for a wide variety of reasons. However|, any communica-
tion requires cettain services independent of the reasons for comimunication. The
application-séryvice-element defined in this International Standard provides such ser-
vices.

This International Standard defines the facilities of the application-service-element
for cammitment, concurrency and recovery (CCR). CCR provides s¢rvices for a single
association. A referencing specification uses these services for sparting and ending
aspecific sequence of distributed application operations despite application or com-
munication failure.

This International Standard is referenced by a specification to |apply CCR to its
operation. CCR services may be used with presentation services (IBO 8822), or with
other Application Layer services. However, the use of CCR servicgs is subject to the
restrictions specified in clause 9. The use of CCR services allgws a referencing
specification to define its activity as an atomic action. An atomjc action may use
many associations, possibly with different protocols on each association.

Annex A describes the rules that shall be followed by a specificati
this International Standard.

bn that references

Annex B nresen . onshin o a z1ala to the Apphcation

Layer Structure (SO/IE94).
Annex C is a tutorial to aid the understanding of the concepts and facilities of CCR.

vii


https://iecnorm.com/api/?name=b8bc040dd1f591b5b0ee18234ff473bc



https://iecnorm.com/api/?name=b8bc040dd1f591b5b0ee18234ff473bc

INTERNATIONAL STANDARD

ISO/IEC 9804

: 1990 (E)

Information technology — Open Systems Interconnection —
Service definition for the Commitment, Concurrency and

Recovery

@ Scope

This Internationa

service element

Standard is intended for reference by other

specifications when the functionality of commitment, con-

currency and red
whenever the pr
invocationsinad
into an atomic ac

This Internationa
a single associa
invocations invol

overy is required. it can be referenced
cessing of two or more application-entity
stributed application needs to be organized
tion.

Standard defines services that are used on
ion to coordinate two application-entity
ed in an atomic action. The determination

of which applicaftion-entity invocations are involved in an

atomic action is
Standard.

This International
for the coordinaté

not within the scope of this International

Standard establishes the general principles
d use of the CCR services when more than

two application-¢gntity invocations are involved in asingle

atomic action, or
coordination of m
tion-entity invoc
achieved by a rel
this International

s Internationa
®plication whos
Standard.

This Internationa
plementations o
plementation of
system.

when recovery is required after failure” The
ultiple associations and the related-applica-
tions that constitute an atomic’ action is
erencing specification in conjunction with
Standard.

Standard is only applicable to a distributed
e specification references this International

Standard does not specify individual im-
products.\ It does not constrain the im-
pntities_and interfaces within a computer

No requirement isl made for conformance to this International

Members of IEC and 1SO maintain registers of
International Standards:

ISO 7498:1984, Information processing Sys

currently valid

tems — Open

Systems Interconnection — Basic Reference |Mode/.

ISO 7498-3:1989, Information processing syjstems — Open

Systems Interconnection — Basic Reference
3: Namipng.and addressing.

1ISO 8326:1987, Information processing sys
Systems Interconnection — Basic connectio
sion)service definition.

ISO/TR 8509:1986, /nformation processir
Open Systems Interconnection — Service Cg

ISO 8649:1988, Information processing sy
Systems Interconnection — Service definiti
sociation Control Service Element.

ISO 8822:1988, Information processing Sys
Systems Interconnection — Connection orie
tion service definition.

ISO/IEC 9545:1989, Information technology
tems Interconnection — Application Layer st

ISO/IEC 9805:1990, Information technology
tems Interconnection — Protocol specificatio
mitment, Concurrency and Recovery service

3 Definitions

3.1 Reference model definitions

Mode/ — Part

tems — Open
M oriented ses-

g systems —
nventions.

tems — Open
bn for the As-

tems — Open
nted presenta-

— Open Sys-
(ucture.

— Open Sys-
n for the Com-
element.

Standard.

This International Standard includes requirements for com-
pliance that apply to a referencing specification.

2 Normative references

The following standards contain provisions which, through
reference in this text, constitute provisions of this Interna-
tional Standard. At the time of publication, the editions
indicated were valid. - All standards are subject 1o revision,
and parties to agreements based on this International Stand-
ard are encouraged to investigate the possibility of applying
the most recent editions of the standards indicated below.

ThisIntemational Standard makes use or the |
derived from 1SO 7498:

a) application-association; association;
b) application-entity;

c) Application Layer;

d) application-process;

e) presentation-connection;

f) presentation-service;

g) session-service; and

h) session-connection.

ollowing terms
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3.2 Naming and addressing definition

This International Standard makes use of the following term
defined in ISO 7498-3:

a) application-entity title.

3.3 Service conventions definitions

This International Standard makes use of the following terms
defined in ISO/TR 8509:

munication or application failure. It is begun by the use of
CCR services and later completed by either the use of CCR

services or by an application or communication failure.

3.7.5 atomic action branch identifier; branch identifier: A
value assigned by the superior that uniquely identifies a
branch within the scope of the atomic action.

3.7.6 atomic action data: State and control information
about an atomic action and its branches. Atomic action data

a) confirmed service;

b) non-conffirmed service;
c) primitive;
d) request|{primitive);

e) indication {primitive);

f) response (primitive}; and
g) confirm|{primitive).

3.4 Presentation service definitions
This Internatipnal Standard makes use of the following terms
defined in IS¢ 8822:

a) abstract syntax;

b) abstract syntax name;

c) definedjcontext set;

d) presentption context; and

e) presentation data value.

3.5 ACSE service definitions

This Internatipnal Standard makes use of the following.terms
defined in ISQ 8649:

a) association-initiator;

b) association-initiator; and

c) disrupt.

3.6 Application Layer structure definitions
This Internatipnal Standard makes use of the following terms
defined in ISQ/IEC 9545:
a) application-entity-invocation;
b) application-serviceselement;
association control function;
d) single association control function; and
e) single agsociation object.

Tequi
tion failure occurs.

3.7.7 atomic action identifier: A_valug
master that uniquely identifies_an atomid
0OSl environment.

3.7.8 atomic action tree:, (A hierarchic
tween CCR service-users involved in thg
atomic action.

3.7.9 atomicity: A ‘property of a set of
such that the operations are either all per
them are performed.

3.7.10 bound data: Data that are accesse
by a CCR service-user as part of an atom
is bound by the rules of CCR. Bound dat
tion’ and communication failures and ¢
atomic action branch.

3.7.11 CCR service-provider: Two pee
service-elements involved in the same ato

3.7.12 CCR service-user: That part of an
invocation that makes use of CCR service

or more branches of an atomic action tree.

ion or communica-

assigned by the
action within the

bl relationship be-

operations of ai

related operations
ormed, or none of

d and manipulated
C action. Its state
b survives applica-
xists beyond the

CCR application-
mic action branch.
application-entity
5 to coordinate one

3.7.13 commitment of an atomic action branch; commit-

ment: Completion of an atomic action
release of bound data in the final state.

3.7.14 communication failure: The une)
the supporting association.

3.7.15 compensating action: Operations
lish either the initial or the final state from
that was brought about by a conflict

decision(s) and the decision of the mastef.

branch with the
pected release of

used to re-est3
a mixed situati

between heuristic

3.7.16 concurrency control: A real open system mechanism

that coordinates modifications to bound
current atomic actions so theisolation pro
action is guaranteed.

data used by con-
perty of the atomic

3-7-17-eeonfirmation-of-commitmenti—A
S1+7

3.7 CCR service definitions

3.7.1 acceptor: The CCR service-user that receives the
indication primitive for a particular CCR service. For a con-
firmed service, it also issues the response primitive.

3.7.2 application failure: The failure of an application-entity
invocation to meet its normal specification.

3.7.3 atomic action: A specific set of operations of a dis-
tributed application that may be characterized by the proper-
ties of atomicity, consistency, isolation, and durability.

3.7.4 atomic action branch; branch: A relationship between
two CCR service-users representing an integral part of an
atomic action. The relationship may survive both com-

statement from a

subordinate to the superior that the subordinate has com-
pleted local commitment procedures.

3.7.18 consistency: A property of a set of related opera-
tions such that the effects of the operations are performed
accurately, correctly, and with validity, with respect to ap-
plication semantics.

3.7.19 cooperating main service: A referencing specifica-
tion that incorporates the CCR semantics within its own
service primitives and carries CCR transfer syntax within its
own protocol-data-units.

3.7.20 distributed application: An information procéssing
endeavor that is accomplished using two or more applica-
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tion-entity invocations interconnected within the OSI en-
vironment.

NOTE — This term will be removed from this subclause when
its definition becomes available in another referenced standard.

3.7.21 doubt period: For a CCR service-user (that is not the
master), the period during an atomic action that begins when
it decides to offer commitment to its superior and ends when
it receives either the order to commit or to roliback. The

1ISO/IEC 9804 : 1990 (E)

3.7.35 offer of commltment of an atomic action branch;
offer of commitment: A statement from the subordinate to
the superior that the subordlnate is ready for either commit-
ment or rollback. .

3.7.36 order of commitment of an atomic action branch;
order of commitment: A statement by the superior to the
subordinate to initiate commitment of the atomic action
branch.

master CCR service-user doesnothave adoubtperiad3.7.37 ghase—k—Fora—CCR-serviee-user that is not the

3.7.22 durability: A property of a completed set of related
operations such that all the effects of the operations are not
altered by any sort of failure.

3.7.23 final state: The state of bound data produced as a
result of the completed application operations of the atomic
action.

‘.7.24 heuristif decision: A decision of a CCR service-user
that has offerpd commitment to the superior and then
releases all or part of its bound data before it is ordered to
commit or to rdii back by the superior.

3.7.25 initial state: The state of bound data at the time of
first use by an §tomic action.

3.7.26 intermetliate CCR service-user; intermediate: A CCR
service-user that has the role of both subordinate and supe-
rior. It is a suljordinate of the master CCR service-user or
another intermgdiate CCR service-user. It is the superior of
one or more other intermediate and/or leaf CCR service-
users.

3.7.27 intermediate state: One of the states of bound data
produced during the manipulation of bound data thatlis
neither the initigl nor the final state.

3.7.28 interrupited branch: An atomic action branch-whose
supporting asso¢ciation was released because of'an applica-
tion or commurgication failure.

.zcessible except by operations of the set. This definition
fe rent sets of related operahons that have this

release of all resources usedin performmg the atomuc actcon

3.7.32 local rollback procedures: Re-establishing the initial
state of all bound data, removal of concurrency controls, and
release of all resources used in performing the atomic action.

3.7.33 master CCR service-user; master: A CCR service-
user that has the role of superior. As the creator of the
atomic action tree, it has no superior, but it is the superior of
one or more intermediate and/or leaf CCR service-users.

3.7.34 mixed heuristic situation; mixed situation: The state
of bound data produced as the result of heuristic decision(s)
when a CCR service-user releases bound data in a state
different from the master.

master, the period during an atomic action| that ends when
it decides to offer commitment to_ its)superior. For the
master CCR service-user, phase | ends when it decides to
commit the atomic action. This Internationpi Standard does
not specify when phase | starts.

3.7.38 phase ll: For a CCR-service-user that is not the
master, the period during’an atomic action fhat begins when
it is ordered to commif by’its superior. For{the master CCR
service-user, phase 'begins when it decidé¢s to commit the
atomic action. Phase'li ends for any CCR sérvice-user when
it completes all ofits branches and its involvement with the
atomic action.ends.

3.7.39 presumed roliback: The recovery fnechanism used
by CCR\ It conditionally allows a CCR service-user to treat
an application or communication failure as|a rollback. This
oceurs if it has not recorded atomic actlon data for the
branch. In addition, a CCR service-user agting as a subor-
dinate may presume rollback under the follpwing condition.
It has recorded atomic action data for the bganch but, during
recovery, it discovers that the superior doe.r not.

3.7.40 recovery of an atomic action branch; recovery: Pro-
cedures used by a CCR service-user to cdmplete an inter-
rupted atomic action branch for which |it has recovery
responsibility.

3.7.41 recovery responsibility for an atomic action branch;
recovery responsibility: A property of a JCR service-user
that determines whether it attempts recgvery. The CCR
service-user acquires this property as a result of using certain
CCR services. It retains the property until the completion of
the atomic action branch.

3.7.42 referencing specification: An Application Layer In-
ternational Standard or other specification that specifies the
use of CCR services. CCR services are|always used in
conjunction with a referencing specification.

3.7.43 requestor: The CCR service-user| that issues the
request primitive for a particular CCR seryice. For a con-
iTmed SETVice, It also Teceives the contirm primitive.

3.7.44 rollback of an atomib action branch; rollback: Com-
pletion of an atomic action branch with the release of bound
data in the initial state.

3.7.45 subordinate of an atomic action branch; subordinate:
The CCR service-user that receives the request to begin the
branch, offers commitment and receives the order to com-
mit. |

3.7.46 superior of an atom\lc action branch; superior: The
CCR service-user that requests the beginning of the branch,
receives the offer of commitment and orders commitment.
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4 Abbreviations 6 Conventions
This International Standard uses the following abbreviations. This International Standard defines services for CCR follow-
ACSE Association Control Service Element ing the descriptive conventions defined in ISO/TR 8509.
e opiatonani o e e
AEl application-entity invocation primitive, the presence of each parameter is described by one
ASE application-service-element of the following values.
CCR Cormi ' ’ blank not applicable
Recgvery application-service-element Cc conditional
CCR-sp Conimitment, Concurrency, and . M mandatory
Recgvery service-provider U user option
enf confyrm primitive in these tables, the notation ( = indicates tha} a parameter
ind indigation primitive value is semantically equal to thevalue toits left in the table.
MACF multiple association control function .
Osl Open Systems Interconnection
OSIE Open Systems Interconnection environment
req requist primitive
rsp resppnse primitive

SACF single association control function
SAQ single association object
U-ASE  User application-service-element
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6 Concepts

6.1 Use of CCH
environment

CCR services are
not concerned wj|
topology of a

specification is a
‘rvices. Howsel
nderstanding of

6.1.1 Atomic ac
6.1.1.1 Atomic

An atomic actig
application oper
following proper

o ©

 in a distributed application

defined for a single associations’ They are
th and do not address the organization and
Histributed application.” A referencing
ways required to coordinate the use of CCR
ver, the use of CCR ‘services requires an
the distributed application environment.

tion environment
hction properties

n is a<specific set of related distributed
btions that may be characterized by the
iesy

a) atomicity: At

that the operations are either aII performed or none of
them are performed.

b) consistency: A property of a related set of operations
such that the effect of the operations are performed
accurately, correctly and with validity, with respect to

application se

c) isolation: A
that partial re

mantics.

property of a set of related operations such
sults are not accessible, except by opera-

tions of the set. This definition implies that different sets
of related operations that have this property and that
share bound data are serializable.

Figure 1 - Atomic action tree

d) durability: A property of a set of related g
that all the effects of the operations are no
sort of failure.

In the ideal case, all these atomic action
maintained by the CCR service-user. Howe
of achievement of these properties depends

perations such
t altered by any

properties are
ber, the degree
on the level of

compliance to the CCR service-user rules (se
the local strategies of the CCR service-users

Taking heuristic decisions is an example of 3

that might violate the atomic action prope
Heuristic decisions do not guarantee atomici
action. Another example is the use of
mechanism that allows intermediate states o
be visible outside the atomic action.

6.1.1.2The atomic action tree

form a relatlonshlp that has a tree structure

e annex A) and

local strategy
ties (see 6.3).
of the atomic
B concurrency
bound data to

atomic action
For this Inter-

national Standard, such a relationship is modelied as an

atomic action tree, as shown in figure 1.
tree consists of CCR service-users and
branches.

An atomic action

atomic action

A given AEl can represent one or more CCR service-users of

the same or different atomic action trees.

NOTE — Atomic action branches between CCR service-users in
the same AEl are outside of the scope of this International

Standard.

A branch of the atomic action is the relatio
two logically adjacent CCR service-users.

nship between
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An atomic action tree is dynamically constructed by the
formation of its branches. The atomic action tree and its
branches only exist for the lifetime of the atomic action.

An atomic action tree starts when a CCR service-user begins
the first branch. This CCR service-user assigns this atomic
action an atomic action identifier whose value uniquely iden-
tifies it within the OSIE. This value is propagated throughout
the atomic action. A CCR service-user uses it to maintain
concurrency ¢ application or com-

tions are isolated from concurrent operations that take place
outside of the atomic action.

6.1.4 Atomic action data

For this International Standard, the term atomic action data
refers to state and control information about an atomic
action and its branches. Atomic action data needed for
recovery is required to persist if an application or com-
munication failure occurs.

munication failure, it is used to correlate recovery for inter-
rupted branchgs of the atomic action.

Based on the requirements of the referencing specification,

a CCR service-user can introduce another CCR service-user
into the atomig action tree. This adds a new branch to the
atomic action {ree.

Beginning fror any CCR service-user, an atomic action tree
can be ordered| hierarchically. Such an ordering that begins
with the CCR [service-user that started the atomic action
defines the atpmic action begin-tree. Figure 1 shows an
atomic action tree in this ordering started by CCR service-
user A, The afrow on each branch shows the direction in
which it was started.

Following failute, the recovery facilities of CCR are used to
ensure that brgnch completion procedures are correctly ap-
plied througholit the atomic action. An atomic action tree
ends with the ¢ompletion of all the individual branches.

6.1.2 Atomic 3ction branch

An atomic actipn branch is a relationship between two logis
cally adjacent CR service-users. Th|s relatuonshlp performs

chy, the CCR service-user that receives the request is one
level lower tham the CCR service-user that begins'the branch.

The CCR servjce-user that begins a branch uses the ap-
propriate atomjc action identifier. It assigns a branch iden-
tifier whose vdlue is unique withinthe‘scope of the atomic
action. This bdanch identifier is used'to identify a particular
branch of the g§tomic action tree-during recovery following
an application pr communication failure.

A branch is sugjported by-an.association. If an application or
communication failure‘oecurs, the branch may endure and
continue with another association {see 6.2.2.2).

6.1.3 Bound data

6.1.5 Operation of an atomic action

The overall goal of an atomic actiongs te exchange applica-
tion semantics to coordinate the setting of[the final state of

all bound data. To achieve this, €CR supp
commitment mechanism. During phase | g
ment are collected. Duringphase Il comm
and confirmed.

Within the atomic action, each CCR servic
commitment on ong ‘branch or it may nj
commitment. The atomic action may thg
sented as a hierarchical tree ordered on the

brts a two-phase
ffers of commit-
tment is ordered

e-user may offer
ake no offer of
erefore be repre-
basis of offers of

commitment‘— this is the atomic action cgmmit-tree.

6.1.6 Roles in an atomic action

Offers‘of commitment on a branch are onily made from the
CERservice-user that received the C-BEGIN indication primi-
tive for the branch.

The following roles for a branch can therefore be distin-
guished.
a) superior (of the branch): the CCR service-user that
requests the beginning of the branch, receives the offer
of commitment and orders commitment.
b) subordinate (of the branch): the CCR service-user that
receives the request to begin the branch, offers commit-
ment and receives the order to commit.

Three types of CCR service-users exist within an atomic

action.
a) master: has the role of superior. As the creator of th
atomic action tree, it has no superior, but it is the superio
of one or more intermediate and/or ldaf CCR service-
users.

b) intermediate: has the role of both |subordinate and
superior. It is a subordinate of the master CCR service-
user or of another intermediate CCR service-user. ltisthe
superior of one or more other intermediate and/or leaf
CCR service-users.

The operations of an atomic action involve specific CCR
service-user data as determined by the requirements of the
referencing specification. For this International Standard,
such data under the control of an atomic action are called
bound data.

Maodifications made by the operations of the atomic action
change the bound data from an initial state to a final state.
The modifications are indivisible and either all are applied
{placing the bound data in the final state) or none are applied
{placing the bound data in the initial state).

During an atomic action, an intermediate state of the bound
data is invisible outside of the atomic action. Any modifica-

cJ leaf: only has the role of subordinate. It is the subor-
dinate of the master CCR service-user or an intermediate
CCR service-user. It has no subordinates of its own.

6.1.7 Two-phase commitment

CCR supports a two-phase commitment mechanism. During
phase | offers of commitment are collected. This Interna-
tional Standard does not specify when phase | starts.

A CCR service-user offers commitment to its superior when
it has received offers of commitment from all its subor-
dinates and has completed all operations. At this point, it is
capable of placing its bound data in either the initia! or final
state.
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The master leaves phase | and enters phase Il when it decides
to commit the atomic action. To do this, it has received
offers of commitment from all its subordinates. It also is
capable of placing its bound data in the final state. The
master then orders its subordinates to commit. The master
leaves phase |l after receiving commitment confirmation
from all its subordinates to which it has ordered commit-
ment.

A CCR service-yser; ;
and enters the dgubt period when it decides to offer commit-
ment to its supdrior. It leaves the doubt period and enters
phase Il when [t receives the order to commit from its
superior. An infermediate then orders its subordinates to
commit. Finaily} it leaves phase Il when it sends commit-
ment confirmati¢n to its superior.

1.8 Commitment procedure

Commitment is [the procedure whereby the CCR service-
users participatipg in an atomic action release their bound
data in the final $tate.

Commitment only occurs after all participating CCR service-
users (other than the master) have offered commitment.
The master initiates commitment. When the master decides
to commit, it erfters phase li. As each CCR service-user
commits, it relepses its bound data in the final state and
orders all of its spbordinates to commit.

6.1.9 Rollback procedure

Rollback is the procedure used to force the completion of
some or all the bfanches of an atomic action. The procedure
results in the reldase of related bound data in the initial state.
Rollback may apply to an entire atomic action. It may-also
apply to a subtrep of the atomic action tree whose rodtis an
intermediate or g leaf.

A CCR service-yiser, that is not the master; may. initiate
rollback prior to| offering commitment. The) master may
initiate rollback grior to ordering commitment.

R service-user relgases its bound data in

ﬂr rollback, a

e initial state. It forces the completion of the branches to
its subordinates [by propagating. the/rollback on them. If it
initiated roliback] it forces thescompletion of the branch to
its superior.

Prior to offering ¢ommitment (i.e. before entering the doubt
phase), a CCR sefvice<user may order any of its subordinates
to roll back ever) if/it does not roll back or release its own
bound data. Thelbrariches with such subordinates are com-

ISO/IEC 9804 : 1990 (E)

same bound data. That is, the concurrent execution of atomic
actions is serializable.

CCR requires concurrency control for the control of atomic
actions. However, the facility to accomplish concurrency is
outside the scope of this International Standard.

6.2 CCR facilities

CCR facilities support the beginning and completion of a
single branch. The overall goal of a branch|is to exchange
application semantics to cause the maodifidation of bound
data in a coordinated manner.

6.2.1 Operation of a branch
The operation of a branch is divided into twq parts:

a) creation of the branch and the exchangge of application
semantics between (the two CCR sefrvice-users to
produce the final staté.of the bound data] and

b} commitment whereby the final state of{the bound data
is made permanent (i.e. committed) or rojlback whereby
the bound data-are restored to the initial state.

At any time'before starting the commitment procedure,
either CCR{service-user may roll back the branch.

A branch'Can be interrupted by an applicationjor communica-
tionfailure. A CCR service-user with recovery responsibility
attempts to recover an interrupted branch using another
association. A CCR service-user acquires rdcovery respon-
sibility for a branch before it uses specific CQR services (see
6.2.2.2). Both CCR service-users may |have recovery
responsibility for the branch.

This International Standard defines CCR services for creating
and controlling an individual branch. It also d¢fines rules that
govern the exchange of application semanti¢s on a branch.

NOTE — The exchange of application semgntics within the

framework of a branch is defined by the referencing specifica-
tion.

6.2.2 Recovery

CCR addresses failure and subsequent rg¢covery at the
branch level.

6.2.2.1 Failure

AEls involved in an atomic action can fall at any time.
However, CCR functionality and applicability rely upon the
preservation of the bound data and atomic action data over
such failures. The loss of such data causes a breakdown of

pleted. The CCR service-user remains in the atomic action.

After offering commitment, a CCR service-user that has not
taken a heuristic decision only rolls back if it receives an order
to roll back from its superior (see 6.3).

6.1.10 Concurrency control

Concurrency control is a real open system mechanism, It
coordinates modifications to bound data used by concurrent
atomic actions. A concurrency control mechanism guaran-
tees the atomic action isolation property.

NOTE — A concurrency control mechanism ensures that atleast
one serial sequence of a given set of atomic actions exists that
produces the same result to the common bound data as the
concurrent (parallel) operation of the same atomic actions on the

the CCRfunctiomatity and-appticabitity and the atomic action

properties are no longer guaranteed.

Following an application or communication failure, recovery
on another association may be needed. This is done to
preserve the atomic action properties and to place the bound
data into a consistent state. In particular, the CCR service-
user may invoke CCR recovery facilities on another associa-
tion to recover CCR semantic exchanges that may have been
lost.

The CCR service-user accesses atomic action data when it
invokes the CCR recovery facilities. Atomic action data and
the CCR recovery facilities enable the CCR service-user to
complete the branch.
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NOTE — Following an application failure, local recovery
mechanisms may be needed to restore the CCR service-user.
These mechanisms may be used at a later time and may involve
human intervention.

6.2.2.2 Recovery mechanism

A recovery mechanism determines when the CCR service-
users of a branch acquire recovery responsibility for the
branch. If a failure occurs, a CCR service-user with recovery

6.3.1 Rationale for heuristic decisions

After a CCR service-user offers commitment, the CCR ser-
vice-user is in the doubt period. It keeps the capability to
commit or to roll back unti! ordered to do so by the superior.
In practice, this may not be acceptable. A prolonged failure
may occur or an exceptionally long delay may take place
before the decision to commit or roll back is communicated
toit.

eh
an

responsibility

CCR employg the presumed rollback (sometimes called
*presumed abort”) recovery mechanism. For this
mechanism, the subordinate acquires recovery respon-
sibility when it decides to offer commitment. The superior
acquires recoyery responsibility when it decides to order
commitment. [Both keep recovery responsibility until the
completion of [the branch.

NOTE — For the master, the presumed roliback recovery
mechanism gloes not require the recording of atomic action data
until it decifles to commit the atomic action. For a leaf or
intermediatzthe recording of atomic action data does not occur

until it decides to offer commitment. This reduces the overhead
of recordinglatomic action data at the beginning of the branch.

The CCR recpvery mechanism for an individual branch
makes three bpsic requirements of the CCR service-user:

a) the mainitenance of atomic action data;

b) the abilitly to set the initial or final state of bound data;
and

c) the initiation of recovery when it has recovery respon-
sibility.

The CCR service-user uses atomic action data to determine
if it has recovéry responsibility.

Before commjtment, a CCR service-user does not have
recovery responsibility. If an application or communication
failure occurs] the CCR service-user shall\be capable of
restoring its bpund data to the initial state:

During the dopbt period, a CCR service-user has recovery
responsibility.| If an application or\communication failure
occurs, the CCR service-user shall'be capable of placing its
bound data in ither the initiahor. final state.

After an applitation failure,local recovery mechanisms re-
establish the ¢peration the'CCR service-user. The CCR ser-
vice-user then|attempts.to use a new association to recover
any branch fof whichjit has recovery responsibility.

After a communication failure, the CCR service-user at-
tempts to use another association 10 recover
has recovery responsibility.

Recovery responsibility is determined by the atomic action
data.

6.3 Heuristic decisions

This International Standard does not explicitly provide
capabilities to communicate heuristic decisions, nor the
means to reduce the impact of such decisions. This discus-
sion is included because a referencing specification may
define conditions concerning heuristic decisions that affect
the use of CCR services.

im-suchcircumstances;,—a-CER-service-user may decide to
take a heuristic decision. It puts some ot al| of its bound data
into the initial state, the final state-or) some intermediate
state. It does this while still in therdoubt period.

For a heuristic decision, the CCR>sérvice-User considers the
tradeoff between:
a) keeping the capability to commit or fto roll back (e.g.,
keeping locks on valuable data); and
b) taking a heuristic’decision that pospibly violates the
atomic action properties and then copinf with the effects
of this violation:

6.3.2. Taking.a heuristic decision

Any CCR service-user that has offered gommitment may
take @ heuristic decision. This includes a [CCR service-user
involved in a branch interrupted by an application or com-
munication failure. A CCR service-user may take more than
one heuristic decision for a given atomic aftion.

A referencing specification may specify gonstraints on the
taking of heuristic decisions. This includes not allowing
heuristic decisions.

A heuristic decision of a CCR service-usef that is different
from that taken by the master results in a mixed situation.

Mixed situations are resolved by compensating actions.
These compensating actions are application-specific as weli
as situation-specific. Compensating actions are outside the
scope of this International Standard.

6.3.3 Detection of heuristic mixed situatipn

The use of CCR services guarantees that pny CCR servicc.
user that took a heuristic decision eventually detects
whether its decision was in line with the decision of the
master or if a mixed situation has occurred.

6.3.4 Reporting of heuristic mixed situatipn

"~ When a mixed situation is detected, [the referencing

specification is responsible fqr reporting tolan entity capable
A referencing specification may use the User Data parameter
of some CCR service primitives to communicate the exist-
ence of a heuristic decision or a heuristic mixed situation.
Such communication may not be reliable.
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Table 1 - CCR services

Service Type Requestor
C-BEGIN Optionally confirmed Superior
C-PREPARE Non-confirmed Superior
C-READY Non-confirmed Subordinate
C-COMMIT Confirmed Superior
C-ROLLBACK Confirmed Superior or subordinate
C-RECOVER Confirmed . Superior
Optionally confirmed Subordinate

7 Service deinition

This clause def
the allowed seq
branch of an atg

nes each CCR service. Clause 8 describes
iences of CCR service primitives used on one
mic action. Annex A specifies CCR service-

user rules that 3 referencing specification shall incorporate.

The services pr
to communicat
vices depends
the superior or 1
A superior may
a) C-BEGIN,
b) C-PREPAHR
mitment;
c) C-COMMI|
d) C-ROLLBA
e) C-RECOV
or communig

A subordinate 1

‘ a) C-READY

b) C-ROLLBA
taken place;
c) C-RECOV
or communig

After a branch h
application sem

pvided by CCR allow two CCR service-users
b with each other. The use of the CCR ser-
bn whether a CCR service-user is acting as
he subordinate.

invoke the following services:

to begin a branch;

E, to request that the subordinate offer com-

T, to order the subordinate to commiit;

CK, to order the subordinate to roll-back; and
ER, to perform recovery afteran’application
ation failure.

hay invoke the following'services:

to offer commitmentito the superior;

CK, to inform the_superior that rollback has
and

ER, to perform-recovery after an application
ation failure.

as beencreated by the C-BEGIN service, the
antic-exchange defined by the referencing

specification od

curs’to progress the branch.

The completion of the'branch is achieved e
a) two-phase- commitment, using the

ther by:
C-PREPARE, C-

READY, C-COMMIT, and possibly C-RECOVER services;

or

b) rollback, using the C-ROLLBACK,
RECOVER services.

Table{1 lists the CCR services, the type

and possibly C-

pf service (con-

firtmed, optionally confirmed or non-confirmed), and the re-

questor of the service.

7.1 C-BEGIN service

7.1.1 Purpose and use

7.1.1.1 A CCR service-user, called the su
C-BEGIN request primitive to request the
branch with another CCR service-user, ¢
dinate. The C-BEGIN service is used on ar]
sociation. The subordinate is included in t
action as the superior.

7.1.1.2 The subordinate may optionally u

berior, uses the
beginning of a
blled the subor-
established as-
he same atomic

e the C-BEGIN

response primitive before sending the first application

semantics for this new branch. In this ¢
semantics sent before the C-BEGIN respor]
not part of this new branch.

7.1.1.3 The use of the C-BEGIN service h
establishing a minor synchronization point d

ase, application
se primitive are

bs the effect of
n the underlying

Table 2 - C-BEGIN parameters

Parameter Name Req Ind Rsp Cnf
Atomic Action Identifier - Master’'s Name M M(=)
Atomic Action Identifier - Suffix M M(=)
Branch Identifier - Superior’s Name M M(=)
Branch Identifier - Suffix M M(=)
User Data ¥] Ci=) 8] C{=)
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session-connection that supports the branch. The superior
shall own the synchronize-minor token.

7.1.1.4 The C-BEGIN service may be jointly issued with the
C-COMMIT and C-ROLLBACK services (see 7.4 and 7.5,
respectively).

7.1.2 C-BEGIN parameters

Table 2 lists the C-BEGIN service parameters. Each
parameter is discussed below.

value is assigned by the master when the first branch of the
atomic action|is begun. This value is subsequently used by
the superior of each branch.

7.1.2.1.2 The| Atomic Action Identifier consists of the
Master’'s Ndme parameter together with the Suffix

7.1.2.2.4 The superior assigns the value of the Suffix
parameter so the value unambiguously identifies this branch
among all those branches of this atomic action within the AEI
of the superior.

7.1.2.3 User Data

This parameter may carry an unlimited amount of informa-
tion as determined by the referencing specification. It may
contain one or more presentation data values from presenta-

i i i hen the C-BEGIN

request primitive is issued.

NOTE — The referencing specification'deterfmines the use of this
parameter. For example, it can indicate the minimum require-

parameter.

7.1.2.1.3 The
master’'s AE
master of the

7.1.2.1.4 The
parameter so
action among

7.1.2.2 Bran
7.1.2.2.1 The

the Atomic

alue of the Master’s Name parameter is the
itle. This value unambiguously identifies the
atomic action.

master assigns the value of the Suffix
the value unambiguously identifies the atomic
all those with the same master’s name.

Ch Identifier
Branch Identifier unambiguously identifies a

tion Identifier. It consists of the Superiok's

branch of an ﬁl‘tomic action within the scope of the value of

Name param

7.1.2.2.2 The
AE title. This
the branch.

NOTE — T
provides a f
7.1.2.2.3 This

either the Call
of the A-ASS(

er together with the Suffix parameter.

value of the Superior’s Name is the superior’s
value unambiguously identifies the'stiperior of

he A-ASSOCIATE service of "ACSE (ISO 8649)
bhcility to exchange AE title values.

International Standard\requires the use of
ng AE Title or Responding AE title parameters
DCIATE service tg'identify the superior.

ments for commitment, the preferred charaq
tics, or additional information.about the naft

7.2 C-PREPARE service

7.2.1 Purpose and use

7.2.1.1 C-PREPARE is a non-confirmed ser|
may optionally_invoke C-PREPARE if it hé
offer of commitment from the subording

branchd@nd offer commitment. The supe

ter sets for diagnos-
ure of this branch.

vice. The superior
s not received an
te. The superior

ior shali not send

requests that the subordinate complete :Erocessing for the

the subordinate any further applicatio
change the bound data of this atomic acti

application semantic exchange of a br

semantics that
on.

nch provides an

7:2.1.2 The C-PREPARE service is not }eeded when the

equivalent prepare request from the supe

7.2.1.3 If the subordinate is unable to offer
subordinate rolls back the branch (see 7.5

7.2.2 C-PREPARE parameter

ior.

commitment, the,
).

Table 3 lists the C-PREPARE service paraineter.

7.2.2.1 User Data

The superior may use this parameter to
amount of information determined by
specification. It may contain one or more
values from presentation contexts in the d
when the C-PREPARE request primitive is

NOTE — The referencing specification deter|
parameter.

rarry an unlimited
the referencing

presentation da
efined context
issued.

mines the use of this

10

Table 3 - C-PREPARE parameter

Parameter name

Req Ind

User Data

U Ci=)
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Table 4 - C-READY parameter

Parameter name

Req Ind

User Data

U Ct

7.3 C-READY service

ordinate shall release all of its resources (e.g., bound data in

7.3.1 Purpos¢ and use

7.3.1.1 C-READY is a non-confirmed service that a subor-
dinate invokeg to offer commitment. The subordinate issues
the request pfimitive only if it has ensured that bound data
can be releasgd in either the initial or final state.

7.3.1.2 The slibordinate has recovery responsibility for this
branch. Thatlis, it shall attempt recovery after an applica-
tion or commyinication failure (see 7.6).

7.3.1.3 The siibordinate shall not send the superior any fur-
ther applicatign semantics that change the bound data of this
atomic action

7.3.2 C-REAL
Table 4 lists t

7.3.2.1 User

The subordin

amount of in
specification.
values from pi
when the C-R

NOTE — Th¢
parameter.
action varia

7.4 C-COM

7.4.1 Purposé¢ and use

7.4.1.1 C-COMMIT is a confirmed-service that a superior
"invokes to order commitment.

Y parameter
he C-READY service parameter.

Data

e may use this parameter to carry an unlimited
ormation as determined by the referencing
It may contain one or more presentation data
esentation contexts in the defined context set
EADY request primitive is issued.

referencing specification determines the use'of this
For example, it can carry warnings of\.requested
ions.

IT service

7.4.1.2 The suiperior issues the request primitive only if the
following is trpe:

a) the subordinate has offered commitment {see 7.3); and
b) the supgrior has.its bound data in the final state.

The superior |has’ recovery responsibility for this branch.

application—or
Ladl od

the final state).

The subordinate no lIofger has recovery

responsibility for this branch. That js,.it| shall not attempt
recovery after an application or communigation failure.

7.4.1.4 For the superior, the branch is

receives the confirm primitive, "It no lo
responsibility for this branch;~That is, it
recovery after an application or communi

7.4.1.5 The use of the C-=COMMIT servic
establishing a majorsyhchronization poin
session-connection ‘that supports the bra
shall own the major/activity token.

7.4.1.6 Thelsuperior may jointly issue a
primitive with the C-COMMIT request pri

7.4-2. C-COMMIT parameter

mpleted when it
ger has recovery
shall not attempt
cation failure.

e has the effect of
on the underlying
nch. The superior

C-BEGIN request
itive.

Table 5 lists the C-COMMIT service parafneter.

7.4.2.1 User Data

This parameter may carry an unlimited a
tion determined by the referencing speq

mount of informa-
ification. 1t may

contain one or more presentation data valpes from presenta-

tion contexts in the defined context set wi
request primitive is issued.

en the C-COMMIT

NOTE — The referencing specification deteimines the use of this

parameter.

7.5 C-ROLLBACK service

7.5.1 Purpose and use

7.5.1.1 C-ROLLBACK is a confirmed serv
superior or the subordinate may invoke t(
of the branch. This service can cause the

ice that either the
force completion
loss of application

semantics in transit on the underlying sgssion-connection

that supports the branch.

7.5.1.2 The superior invokes this service
dinate to roll back. It may issue the C-R
primitive anytime before invoking the C-Q

o order the subor-
DLLBACK request
OMMIT service.

communication failure {see 7.6).

7.4.1.3 The subordinate issues the response primitive to
complete the branch. Before issuing the primitive, the sub-

7.5.1.3 The subordinate invokes this service to inform the
superior that it refuses to proceed any further on the branch.
In particular, the subordinate issues a C-ROLLBACK request
primitive to inform the superior of refusal to commit. The

Table 5 - C-COMMIT parameter

Parameter Name

Req

Ind Rsp Cnf

User Data

U

Ci=) u Ci=)

11
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Table 6 - C-ROLLBACK parameter

Parameter Name

Req

Ind Rsp Cnf

User Data

U

C(=) u

subordlnate mpy issue the C-ROLLBACK request primitive
invoking the C-READY service. As part of
the completior) of the branch, the subordinate shall release
ali resources (¢.g., bound data in the initial state).

7.5.1.4 A service collision of two C-ROLLBACK request
primitives can|occur. For this reason, the delivery of the
indication primitive to the CCR service-user that was the
association-initiator is not guaranteed. However, both CCR
service-users gre aware that the branch has been rolled back.

7.5.1.5 The use of the C-ROLLBACK service involves
resynchronization of the underlying session-connection that
supports the bfanch. This can result in a Presentation Layer
indication of 3@ change in the defined context set of the
underlying presentation-connection that supports the
branch.

7.5.1.6 The superior may jointly issue a C-BEGIN request
primitive with § C-ROLLBACK request or response primitive.

7.5.2 C-ROLLBACK parameter
Table 6 lists the C-ROLLBACK parameter.

7.5.2.1 User
This parametef may carry an unlimited amount of informa-
tion as determjned by the referencing specification. It may
contain one or more presentation data values from presenta-
tion contexts| in the defined context set ‘when the C-
ROLLBACK request primitive is issued.

NOTE — Th
teed becaus¢

7.6 C-RECO

7.6.1 Purpose|and use

7.6.1.1 Either b superior or a subordinate may invoke the
C-RECOVER service after a failure. It is either a confirmed

delivery of the User Data parameter is not guaran-
of the chance of collision.

ER service

or optionally confirmed service depending pn the requestor.

7.6.1.2 When a superior is the requestor, |C-RECOVER is a

confirmed service.

7.6.1.3 When a subordinatelisthe requestor, C-RECOVER is
an optionally confirmed service. The a¢ceptor (i.e., th
superior) may reply witha C-RECOVER rgsponse primitiv
thus continuing this“sérvice procedure. Alternatively, the
superior may reply with a C-RECOVER requst primitive thus
ending this C-RECOVER service procedufe and starting a
second service procedure. The superior is|the requestor for
the secondC-RECOVER service procedure

7.6.1.4 The association used by the requestor shall not be in
useforvanother recovery or for another bjanch. However,
this requirement is relaxed if the requestor is the superior and
it\issues a C-RECOVER request primitive [as the reply to a
C-RECOVER indication primitive.

7.6.1.5 The requestor shall own the synchrpnize-minor token
for the underlying session-connection t:Lat supports the
branch. However, this requirement is also relaxed if the
requestor is the superior and it issues a C-RECOVER request
primitive as the reply to a C-RECOVER indication.

7.6.2 C-RECOVER parameters

Table 7 lists the C-RECOVER service parameters.
parameter is discussed below.

Each

7.6.2.1 Recovery State

7.6.2.1.1 The requestor uses this paramejer to express it.
perception of the state of the identified pranch. The ac-
ceptor uses the parameter to express its rgply. Table 8 lists
the values for this parameter when the subordinate or the
superior is the requestor.

7.6.2.1.2 The values of this parameter hgve the following
meanings.

a) “readv” isu inform the supe-

rior that it had previously offered commitment. The fol-
lowing is true about the subordinate.

Table 7 - C-RECOVER parameters

Parameter Name Req Ind Rsp Cnf

Recovery State M M(=) M M(=)
Atomic Action Identifier M M(=) | M M(=)
Branch Identifier M M(=) M M(=)
User Data U Ci=) U C(=)

12



https://iecnorm.com/api/?name=b8bc040dd1f591b5b0ee18234ff473bc

ISO/IEC 9804 : 1990 (E)

Table 8 - Recover State parameter values

Requestor- acceptor Req value Rsp value

Subordinate-superior ready unknown; or
retry-later

Superior-subordinate commit done; or
retry-later

1) Its bou
final stat

2) It has

nd data can be released in either the initial or

b
L.

ecovery responsibility for this branch. That

is, it shall attempt recovery after an application or

commun

3) It shal
to the sy
atomic a

b) “commit”
dinate that i

cation failure {see 7.6).

not send any further application semantics
perior that change the bound data of this
Ction.

is used by the superior to infarm the subor-
had previously ordered commitment. The

following is I]rue about the superior.

1) Its bo

2) It has
is, it sha
commun

nd data is in the final state.

ecovery responsibility for this branch. That
| attempt recovery after an application or
cation failure.

c) “unknow

" is used by the superior to indicate that it

has no atom|c action data for this branch.

d) “retry-latdr” is used by the acceptor to indicate that'it
cannot procged with recovery now. In this situation, the

requestor rei
later time.

NOTE — A co
receives a C-HA
lish an associz

e) “done”

This parameter

being recovered.

the correspondi
7.6.2.3 Branch

sues the C-RECOVER request primitive at a

mmon use of “retry-later” is when a subordinate
ECOVER indication primitive.and’it cannot estab-
tion with one or more of its subordinates.

indicates that the subordinate has completed
commitmend.

7.6.2.2 Atomi¢

Action |dentifier

dentifiesthé atomic action whose branchiis
It has'the’same form and value as that on
hg C/BEGIN service (see 7.1.2.1).

ldentifier

7.6.2.4 User Data

This parameter may carry an unlimited am
tion determined by the referencing specif

bunt of informa-
cation. It may

contain one or more presentatiofnidata Va’u(i from presenta-

tion contexts in the defined context s
RECOVER request primitive is issued.

NOTE — The referencing specification determ

when the C-

nes the use of this

parameter. For example, it can repeat information carried by a

CCR service primitive lostin the failure, or to g
retry time in the-Case that the Recovery Stat
is “retry-later,”

8 Seguencing information

The allowed sequences of CCR service p
association are defined by the state tablesin

rovide an optional
P parameter value

rimitives for an
this clause. The

state tables are presented in terms of event{s and states.

8.1 General

8.1.1 The sequences specified in this clau

e are for a CCR

service-user acting as a superior or as a sgbordinate. The
sequences relate 1o a single association foll a single atomic
action branch. However, the overlap of two branches can

occur when a C-BEGIN request primitive is is
a C-COMMIT or C-ROLLBACK request prim

ued jointly with
tive.

8.1.2 Tables 9 and 10 define the elements {ised in the state

tables.

—Table 9 specifies the abbreviated nan
tion for each state.

—Table 10 specifies the events.
8.1.3 Tables 11 to 14 specify the state ta

e and a descrip-

bles. The tables

are presented separately for convenience apd clarity. They

use the abbreviated names and identifiers of

tables 9and 10.

This parameter
the same form
BEGIN service (

dentifies the branch being recovered. It has
and value as that of the corresponding C-
see 7.1.2.2).

—Table T1 shows the states and events for a CCR ASE
that is used by the superior, up to the completion of

the branch or the event of an appl

ication or com-

munication failure, whichever happens first.

—Table 12 shows the states and events for a CCR ASE
that is used by the subordinate, up to the completion
of the branch or the event of an application or com-
munication failure, whichever happens first.

—Table 13 shows the states and events for a CCR ASE
that is used by a superior when it attempts the

recovery of a branch.

—Table 14 shows the states and event
that is used by a subordinate when
recovery of a branch.

s for a CCR ASE
it attempts the

13
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8.2 Events

8.2.1 In the state tables, the events are:
a) a CCR request or response primitive issued by the CCR
service-user to the CCR ASE; or
b) a CCR indication or confirm primitive issued by the CCR
ASE to the CCR service-user; or
¢) two CCR request primitives jointly issued by the CCR
service-user to the CCR ASE; or

8.5 Completing the branch
8.5.1 For the superior, a branch is completed by any of
following:
a) C-COMMIT confirm primitive; or
b} C-ROLLBACK confirm primitive; or
c) C-ROLLBACK response primitive; or
d} C-RECOVER(done) confirm primitive; or
icati icati ilure before it issues a

d) two CCR indication primitives jointly issued by the CCR
ASE to the CCR service-user. '

8.2.2 The events are listed in table 10. The joint issue of CCR
service primitives that are not shown as an event are treated
as the consedutive occurrence of the individual events in the
table.

8.3 States

The states uged in the state tables are represented by the
notation “Zn1 assigned in table 9, where Z is an upper-case
letter (1,A,B,C¢,X or Y) and n is null or is an integer.

8.4.1 For both the superior and subordinate, the CCR ASE is
initialized in the idle state (1). This occurs when the CCR ASE
is initially usefd on the association. If the supporting associa-
tion is normally or abnormally released, the CCR ASE ceases
to exist.

8.4.2 In the state tables, the intersection of an event (row)
and a state (column) forms a cell. A non-blank cell repre-
sents the combination of an event and state that is defined
for the CCR ASE. When such an intersection occurs, the
state of the JCR ASE is changed to the state specified in the
cell.

8.4.3 A blank/cell represents the combination'cf an event and
a state that is|not defined for the CCR ASE. Any action taken
by the CCR sprvice-user is a local matter.

8.4 lntereration of the state table

C-COMMIT request primitive.

8.5.2 For a subordinate, a branch is-compjeted by any of the
following:
a) C-COMMIT response primitive; or
b) C-ROLLBACK response)primitive; 0
¢) C-ROLLBACK confirm primitive; or .
d) C-RECOVER(done)Y response primitiye; or
e) C-RECOVER({unknown) confirm primitive; or

f) application:or communication failur¢ before it issues a
C-READY request.

8.6 Collisions and disruptive services

8.6.3 Application semantics in transit on the underlying ses-
sion-connection can be lost by using the |[C-ROLLBACK ser-
vice, if the corresponding indication or copfirm primitive has
not already been issued.

8.6.2 No CCR services other than C-ROLLLBACK are disrup-
tive.

8.6.3 The requirement that the requestor|of the C-BEGIN or
the C-RECOVER service hold the synchionize-minor token
prevents service collisions between [C-BEGIN and C-
RECOVER.
8.6.4 A superior may reply with a C-RECOVER{commit) re-
quest primitive to a C-RECOVER(ready) ihdication primitive
without holding the synchronize-minor token, but a collision
is not possible. ‘

14
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State Description

| Idle State

A1 C-BEGIN request issued

A2 C-BEGIN request confirmed

AJ C-BEGIN réquest and C-PREPARE request issued

A4 C-BEGIN request confirmed and C-PREPARE request issued

A8 C-READY indication received ‘

Af C-COMMIT request issued

Al C-READY indication not received, C-ROLLBACK request issued

A8 C-READY indication received, C-ROLLBACK request issued

Ag C-ROLLBACK indication received

Alo C-COMMIT request and C-BEGIN request issued

A1 C-READY indication not received, C-ROLLBACK.and C-BEGIN requests
issued

A12 C-ROLLBACK indication received after C-ROLLBACK and C-BEGIN
requests issued

A13 C-READY indication received and C-ROLLBACK and C-BEGIN
requests issued

B1 C-BEGIN indication received

B3 C-BEGIN indication received and C-BEGIN response issued

B3 C-BEGIN indication-received and C-PREPARE indication received

B4 C-BEGIN indication and C-PREPARE indication received, C-BEGIN
response, issued

BS C-READY request issued, C-PREPARE indication not received

B6 €-READY request issued, C-PREPARE indication received

B7 C-COMMIT indication received

B8 C-ROLLBACK indication received

B C-ROLLBACK request issued

B10 C-COMMIT indication and C-BEGIN indication received

B11 C-ROLLBACK and C-BEGIN indications received

X1 C-RECOVER(commit) request issued

X2 C-RECOVER(ready) indication received

Y1 C-RECOVER (commit) indication received

Y2 C-RECOVER(ready) request issued

15
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Table 10 - Events

Abbreviated name

Source

Name and description

C-BEGIN req Superior C-BEGIN request primitive

C-BEGIN ind CCR-sp C-BEGIN indication primitive to subordinate
C-BEGIN rsp Subordinate C-BEGIN response primitive

¢-BEGIN cnf CCR-sp C-BEGIN confirm primitive to superior.
(¢-PREPARE req Superior C-PREPARE request primitive

¢-PREPARE ind CCR-sp C-PREPARE indication primitive to subordinate
G-READY req Subordinate C-READY request primitive

¢-READY ind CCR-sp C-READY indication primitive to super
¢-COMMIT req Superior C-COMMIT. request primitive

¢-COMMIT ind CCR-sp C-COMMIT indication primitive to subgrdinate
¢-COMMIT rsp Subordinate C-COMMIT response primitive

¢-COMMIT enf CCR-sp C-COMMIT confirm primitive to superio

C¢C-ROLLBACK req
¢-ROLLBACK ind

¢-ROLLBACK rsp
¢-ROLLBACK cnf

¢-COMMIT + C-BEGIN req
¢C-COMMIT + C-BEGIN ind
¢-ROLLBACK + C-BEGINyreq

¢-ROLLBACK +€-BEGIN ind

Superior or subordinate

CCR-sp

Subordinate or superior

CCR-sp

Stperior

CCR-sp

Superior

CCR-sp

C-ROLLBACK request primitive

b4

C-ROLLBACK indication primitive to stibordinate

or superior
C-ROLLBACK response primitive

C-ROLLBACK confirm primitive to sub
or superior

C-COMMIT request primitive with a C-
request primitive

C-COMMIT indication primitive with a
indication primitive to subordinate

C-ROLLBACK request primitive with a
request primitive

C-ROLLBACK indication primitive with
indication primitive to subordinate or

brdinate

BEGIN

C-BEGIN

C-BEGIN

a C-BEGIN
superior



https://iecnorm.com/api/?name=b8bc040dd1f591b5b0ee18234ff473bc

ISO/IEC 9804 : 1990 (E)

Table 10 ~ Events (concluded)

Abbreviated name Source Name and description

C-RECOVER(commit) req Superior C-RECOVER(commit) request
(Recovery State = “commit’)

C-RECOVER(commit) ind CCR-sp C-RECOVER(commit) indication primitive to subordinate
(Recovery State = “commit”)

C-RECOVER(ready) req Subordinate C-RECOVER(ready) request primitive
(Recovery State = “ready”)

C-RECOVER(ready) ind CCR-sp C-RECOVER(ready) indication primitive'te superior
(Recovery State = “ready”)

C-RECOVER(done) rsp Subordinate C-RECOVER(done) response primitive
(Recovery State = “done”)

C-RECOVER(done) enf CCR-sp C-RECOVER(done) confirri primitive to superior
(Recovery State = “done”)

C-RECOVERY (retry-later) rsp Superior or subordinate C-RECOVER(retry<later) response primitive
(Recovery State = “retry-later”)

C-RECOVER(retry-later) cnf CCR-sp C-RECOVYER(retry-fater) confirm primitive to subdrdinate
or supérior (Recovery State = “retry-later”)

C-RECOVER(unknown) rsp Superior C-RECOVER (unknown) response primitive
(Recovery State = “unknown”)

C-RECOVER((unknown) cnf CCR-sp C-RECOVER(unknown) confirm primitive to
subordinate (Recovery State = “unknown”)

17
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Table 11 — State table for superior: normal operation

Preceding State
Event l Al |A2 | A3| A4 | A5 | A6 | A7 | AB| A9| A10|A11 |A12] A13
C-BEGIN req Al
C-BEGIN cnf RZ A%
C-PREPARE req A3 | A4
C-READY ind A5 | A5 | A5 | AS
C-COMMIT freq A6
C-COMMIT pnf I Al
C-ROLLBACK req A7 |A7 | A7 | A7 | A8
C-ROLLBACK cnf | | Al A1
C-ROLLBACK ind A9 | A9 | AS | A9 AS Al2
C-ROLLBACK rsp | At
C-COMMIT|+ A10
C-BEGIN rdq
C-ROLLBACK + A1l | A11]| A11|AT1 [ A13
C-BEGIN rgq
Table 12 - State table for subordinate: normal operation
Preceding State
Evenf I B1| B2 |B3| B4/ B5| B6| B7 | B8 | B9 |B10 B!
C—BE+IN ind B1
C-BEGIN rsp B2 B4
C-PREPARE ind B3 | B4 B6
C-READY req B5 | BS |B6 | B6
C-CO|VIMIT ind ‘ B7 | B7
C-COMMIT TSP } B
C-ROLLBACK ind Bs | B8 B8 | B8 | B8 | B8 B8
C-ROLLBACK rsp | B1
C-ROLLBACK req B9 | B9 | B9 | B9
C-ROLLBACK cnf |
C-COMMIT + B10; B10O
C-BEGIN ind )
C-ROLLBACK + B11| B11 | B11| B11| B11| Bii B11
C-BEGIN ind

18
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Table 13 — State table for superior: recovery

Preceding State

Event I X1 X2

C-RECOVER (commitjreq X1 X1

C-RECOVER (done) cnf 1

C-RECOVER (retry-later) cnf |

C-RECOVER (ready) ind X2

C-RECOVER (unknown) rsp i

C-RECOVER (retry-later) rsp }

Table 14 — State table for subordinate: recovery

Preceding State

Event 1 Y1 Y2

C-RECOVER (commit) ind Y1 : Y1

C-RECOVER (done) rsp [

C-RECOVER (retry-later) rsp I

C-RECOVER {ready) req Y2

C-RECOVER (unknown) cnf !

C-RECOVER (tetry-later) cnf |

19
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9 Using CCR

9.1 General

9.1.1 For a given association, CCR services may be used at
any time during the sequence of any other ASE service or the
presentation service, except as defined below.

9.1.2 The CCR ASE uses its own presentation context to
separate its semantics from the semantics of other ASEs
using the same association. R User Data parameters (if
present) are farried as one or more presentation data values
that are passpd directly to and from the presentation-service.

9.2 Use of CCR by a cooperating main service

9.2.1 CCR mpy be incorporated into a referencing specifica-
tion by providing a parameter in its service primitives to carry
CCR semant|cs. Such a referencing specification is called a
cooperating main service. Annex B in ISO/IEC 9805 defines
the operatirlg characteristics for the use of CCR by a
cooperating fnain service.

9.2.2 Restrictions on token usage defined in this Internation-
al Standard may not apply to a cooperating main service.
However, tHe referencing specification is responsible for
preventing cpllision situations that are not covered by CCR
sequencing rules {see clause 8).

9.3 Use of resynchronization

9.3.1 CCR pervices cannot be used by a referencing
specification| that uses session synchronization points and
session resyinchronization in a manner unrelated to CCR
semantics.

9.3.2 The CQR services cannot be used outside of a_session
activity if the session activity management functional unit
was selected for the supporting association.

9.3.3 A referencing specification may use session
synchronization points and session resynchronization for a
checkpointing facility. This may or may not be visible in the
service primitives of that referencing specification.

9.4 Use of transport expedited service

9.4.1 If the transport-expedited service is used by the Ses-
sion Layer, the CCR service-user shall:
a) respond to a C-BEGIN indication
BEGIN response primitive; and

b) not issue C-ROLLBACK request-grimitive until after
receiving the C-BEGIN confirmation pfimitive.

9.4.2 If the transport expedited. service [is not used by the
Session Layer, these restrictions do not apply.

NOTE — The use of the-session resyncHronize service for :’

rimitive with a C-

ROLLBACK may cause purging of user-data outside the atomi
action. If the transportexpedited service i$ used by session an
the above restrictions are not followed, the C-BEGIN and user-
data preceding it 'may be purged. It is expected that a future
change to séssion will prevent this possibility and remove these
restrictions.

9.5 Starting a branch

If arequest primitive of a referencing spegification invokes a
furiction whose completion (or failure) if signalled by a cor-
responding confirm (or indication) primitiye, then a C-BEGIN
request primitive cannot be issued betwégen the referencing
specification’s request and confirm (or indication) primitives.
This restriction prevents ambiguity abodt the precise point
in time when the branch begins.
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Annex A
(normative)

CCR service-user rules

A.1 Introdugtion

This annex defines CCR service-user rules that shall be
incorporated byl a referencing specification. In addition to
ﬂese rules, a neferencing specification may include more
strictive rules|provided they do not conflict with the rules
specified in this|annex.

A.1.1 Rule categories

Four categories|of CCR service-user rules are defined in this
anex.

a) CCR service primitive usage rule: a constraint on the
use of a CCH service primitive for a branch of an atomic
action. CCR|service primitive usage rules are defined in
clause A.3.

b) Atomic agtion data manipulation rule: the conditions
required for ¢ CCR service-user to record or forget atomic
action data fora branch. Atomic action data manipulation
rules are defined in clause A.4.

c) Bound data manipulation rule: a constraint on a.CCR
service-user [for its manipulation of bound data.Bound
data manipufation rules are defined in clause A.5:

d) CCR service-user data transfer rule: a constraint on a
CCR servicequser for its use of presentationdata transfer
service primitives that request the manipulation of bound
data. CCR service-user data transferrules are defined in

decision considerations

A.1.2.1 If a CCR service-usentakes a heuristic decision (see
6.3), this Internptional Standard relaxes the requirement to
adhere to a number of CCR’service-user rules necessary to
guarantee atom|city.

A.1.2.2 The following bound data manipu
relaxed in the presence of a heuristic decisi

Rule A.3.5-b;
Rule A.3.7; and
Rule A.3.10-b.

A.1.2.3 The following multi-branch seqy
relaxed in the presence of a heuristic decisi

Rule A.3.4.1-3;
Rule A3.5-3;

Rale A.3.6.1-b;
Rule A.3.9.1-a; and
Rule A.3.10-a.

A.1.2.4 All rules not listed above shall alw
even if atomicity is not required. The only ex
CCR is used by a cooperating main service

A.2 Compliance
A.2.1 To be compliant with this Internatio
referencing specification shall include provi
below or it shall require referencing specifi

lation rules are
DN

ence rules are
DN

hys be followed
ception is when
see A.3).

hal Standard, a
sions a) and b)
cations that are

compliant to it to include provisions a) and b).

A.2.2 The provisions for compliance are:

a) the incorporation, by reference or inclusion, of the CCR

service-rules defined in this annex; and

b) the inclusion of conformance requiremn
service-user rules defined in this annex
ments that are to be met by an implem
mance to the specification.

ents to the CCR
in any require-
bntation confor-
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A.3 CCR service primitive usage rules

A CCR service primitive usage rule is a constraint on the use
of a CCR service primitive for a branch of an atomic action.

Five types of CCR service primitive usage rules are defined.
a) multi-branch sequence rule: a constraint based on the
previous issue or receipt of CCR service primitives on the
other branches of this atomic action for this CCR service
user.

c) bound data can be released in either the initial or the
final state [bound data rule — Rule A.3.3-c].

NOTE — The phrase “will not be rolied back” covers the situa-
tion in which a CCR service-user has determined that a subor-
dinate will be rolied back, but the subordinate has not yet been
ordered to roli back.

A.3.4 C-COMMIT request primitive
A.3.4.1 A C-COMMIT request primitive can only be issued if:

b} muiti- 7
the previgus recording or forgetting of atomic action data
for the bganches of this atomic action for this CCR ser-
vice-user| The atomic action data are used for recovery.
c) single hranch recovery rule: a constraint based on either
the previgus recording or forgetting of atomic action data
for this Bhranch. The atomic action data are used for
recovery
d) bound|data rule: a constraint based on the release of
bound daLa in either the initial or final state.

e) association use rule: a constraint based on owning a
session token for the underlying session-connection.
These rules are not applicable when CCR'is used by a
cooperating main service (see 9.2).

a) the CCR service-user has receivgd a C-COMMIT or
C-RECOVER({commit) indication prim{tive from the supe-
rior if it is an intermediate [multi-branth sequence ruie —
Rule A.3.4.1-a}; and

b} the CCR service-user(has receivei a C-READY or C-
RECOVER(ready) indication primitivg from all its subor-
dinates that will not be rolled back for a master [multj
branch sequence rulé — Rule A.3.4.1-b}]; and .
c) atomic actiondata have been recorged that are required
for an order ©f\commitment as defined in A.4.3.2 Imulti-
branch recovery rule — Rule A.3.4.14c]; and

d) boufd data can be released in the final state for a
master.bound data rule — Rule A.3.4.1-d]; and

ehthe CCR service-user owns the
[association use rule — Rule A.3.4.1

ajor/activity token
el.

GIN request primitive

A C-BEGIN request primitive used to begin a branch in an
i ion tree cannot be issued if:

A.3.4.21f a C-COMMIT request primitjve is issued by a
master, the master shall release bound dpta in the final state
[bound data rule — Rule A.3.4.2].

a) a C-RHADY request primitive has been issued to the
superior |f this is a leaf or intermediate [multi-branch
sequency rule — Rule A.3.1-3]; or

b} a C-RQLLBACK request primitive has been issued to
the supetior for a leaf or intermediate Imulti-branch se-
quence rdle — Rule A.3.1-b]; or

c) a C-COMMIT request primitive has bgen issued to a
subordingte for a master or intermediate’ [multi-branch
sequencyg rule — Rule A.3.1-cl; or

d) the atpmic action branch identifier has already been
used for g different branch within-the same atomic action
[multi-brgnch sequence rule.—= Rule A.3.1-d]; or

e) the CQR service-user does not own the synchronize-
minor toKen unless theprimitive is jointly issued with a
C-COMMIT request primitive for another atomic action
[associat{on use rule — Rule A.3.1-el.

A.3.5 C-COMMIT response primitive

A C-COMMIT response primitive can on
a) the CCR service-user has recorded

atomic action tree for which it has no

y be issued if:
atomic action data

received a C-COM-

indicating an order to commit for all ita:ubordinates in the

MIT or C-RECOVER(done) confirm pri
multi-branch sequence rule and mu
rule — Rule A.3.5-a]; and

b) bound data have been released in tH
data rule — Rule A.3.5-b}; and
¢) atomic action data for this branch 4
[single branch recovery rule — Rule A

d} atomic action data for all its subo
forgotten or the atomic action data ha
indicate an order to commit [multi-b

itive {[combination
ti-branch recovery

e final state [bounb

ave been forgotten
.3.5-cl; and

rdinates have been
ve been changed to
anch recovery rule

A.3.2 C-PREPARE request primitive

A C-PREPARE\réquest primitive has no CCR service-user
rules controlling its use. )

A.3.3 C-READY request primitive

A C-READY request primitive can only be issued if:

a) the CCR service-user has received a C-READY or C-
RECOVER({ready) indication primitive from all its subor-
dinates in the atomic action tree that will not be rolled
back Imulti-branch sequence rule — Rule A.3.3-al; and
b) atomic action data have been recorded that are required
for an offer of commitment as defined in A.4.1 [multi-
branch and single branch recovery rule — Rule A.3.3-bl;
and

— Rule A.3.5-dl.

_ imitive

A.3.6.1 A C-ROLLBACK request primitive can only be issued
to a subordinate by an intermediate if:

a) a C-READY or C-RECOVERI(ready) request primitive
has not been issued to the superior Imulti-branch se-
quence rule — Rule A.3.6.1-al; or

b) a C-ROLLBACK indication primitive or a C-
RECOVER(unknown) confirmation primitive has been
received from the superior Imulti-branch sequence rule —
Rule A.3.6.1-bl.
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A.3.6.2 If a C-ROLLBACK request primitive is issued by an
intermediate or leaf to a superior, bound data shall be
released in the initial state [bound data rule — Rule A.3.6.2].

- A.3.7 C-ROLLBACK indication primitive

if C-ROLLBACK indication primitive is received from the
superior, bound data shall be released in the initial state
{bound data rule — Rule A.3.7].

ISO/IEC 9804 : 1990 (E)

b) bound data have been released in the final state [bound
data rule — Rule A.3.10-b]; and

¢} atomic action data for this branch have been forgotten
[single branch recovery rule — Rule A.3.10-c]; and

d) atomic action data for all its subordinates have been
forgotten or the atomic action data have been changed to
indicate an order to commit {multi-branch recovery rule
— Rule A.3.10-dl.

A.3.8 C-RECOVERI(ready) request primitive

A C-RECOVER(ready) request primitive can only be issued if:
a) the CCR [service-user has received a C-READY or C-
RECOVER(rfady) indication primitive from all its subor-
dinates in the atomic action tree that will not be rolled
back [multi-pranch sequence rule — Rule A.3.8-a); and

. b) atomic action data have been recorded that are required

for an offer|of commitment as defined in A.4.1 [multi-
branch and single branch recovery rule — Rule A.3.8-b];
and

c) bound dafa can be released in either the initial or the

final state [jound data rule — Rule A.3.8-c]; and

d) the CCR gervice-user is the owner of the synchronize-
minor token|lassociation use rule — Rule A.3.8-dl.

A.3.9 C-RECQVER{commit) request primitive.

A.3.9.1 A C-RECOVER(commit) request primitive can only
be issued if:

a) the CCR gervice-user has received a C-COMMIT or C-
RECOVER(cpmmit) indication primitive from the superior
if it is an intdrmediate [multi-branch sequence rule — Rale
A.3.9.1-al;
b) the CCR [service-user has received a C-READY or C-
RECOVER(r¢ady) indication primitive from all-its subor-
dinates that| will not be rolled back for asxmaster [multi-
branch sequnce rule — Rule A.3.9.1-b]; and

c) atomic adtion data required to pecform recovery have
‘ been recordgd for all subordinate branches that will not

be rolled bagk for a master [multi-branch recovery rule —
Rule A.3.9.1-cl; and

d) bound dqta can be released in the final state for a
master [bouhd data rule‘~Rule A.3.9.1-dl; and

e) the CCR dervice-useris the owner of the synchronize-
minor token unless.the primitive is in answer to a C-
RECOVER(r¢ady)indication from a subordinate [associa-
tion use rulel = Rale A.3.9.1-e).

A.4 Atomic action data manipulation rules

An atomic action data manipulation rGle is a|set of conditions
required for a CCR service-user t0 record jor forget atomic
action data for a branch. A CCR.service-usef uses the atomic
action data to maintain recovery responsibility information
for the branch.

A.4.1 Recording atomic action data that indicates
an offer of commitment

Atomic action data-indicating an offer of gommitment can
only be recordedif:
a) Rule A 3.3-a is satisfied; and
b) Rule A.3.3-c is satisfied.

Thedfollowing atomic action data are recprded by a CCR
service-user for an offer of commitment:
a) atomic action data required to perforrh recovery for all
its subordinates that will not be rolled back; and
b) atomic action data required to perform recovery with
the superior.

A.4.2 Forgetting atomic action data that indicates
an offer of commitment

Atomic action data indicating an offer of gommitment can
only be forgotten if:
a) a C-ROLLBACK indication primitive or|C-RECOVER(un-
known) confirm primitive is received frorn the superior; or
b) a C-COMMIT indication primlitive or a C-
RECOVER({commit) indication primitive js received from
the superior and a C-COMMIT confirmatjon primitive or a
C-RECOVER(done) confirm primitive hgds been received
from all its subordinates.

A 4.3 Recording atomic action data indlicating an
order of commitment

A.4.3.1 Atomic action data indicating an grder of commit-

A.3.9.2 If a C-RECOVER(commit) request primitive is issued
by a master, the master shall release bound data in the final
state [bound data rule — Rule A.3.9.2].

A.3.10 C-RECOVER(done) response primitive

A C-RECOVER(done) response primitive can only be issued

if:
a) the CCR service-user has recorded atomic action data
indicating an order to commit for all its subordinates in the
atomic action tree for which it has not received a C-COM-
MIT or C-RECOVER(done) confirm primitive [combination
multi-branch sequence rule and multi-branch recovery
rule — Rule A.3.10-a]; and

ment can only be recorded if:
a) Rule A.3.4.1-a is satisfied; and
b) Rule A.3.4.1-b is satisfied; and
c) Rule A.3.4.1-d is satisfied.

A.4.3.2 The following atomic action data are recorded by a
master CCR service-user for an order of commitment:

atomic action data required to perform recovery for all its
subordinates that will not be rolled back.
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A.4.4 Forgetting atomic action data indicating an
order of commitment

Atomic action data indicating an order of commitment can
only be forgotten if a C-COMMIT confirm primitive or a
C-RECOVER(done) confirm primitive is received from each
of its subordinate.

A.5 Bound data manipulation rules

A.5.4 Releasing bound data as part of a heuristic
decision

Release of bound data as the result of a heuristic decision
requires that atomic action data reflects a ready decision.

A.6 CCR service-user data transfer rules

A CCR service- user data transfer rule isaconstraint ona CCR
ata transfer service

A bound data manipulation rule is a constraint on a CCR
service-user for its manipulation of bound data.

A.5.1 Changing bound data to produce the final
state

Changes to produce the final state of bound data through the
normal progfession of the atomic action require that:
a) atomig action data indicating an offer of commitment
are not r¢corded; and

b} atomig¢ action data indicating an order of commitment
are not r¢corded.

A.5.2 Relepsing bound data in the initial state as
part of rollback

Release of Qound data in the initial state as part of rollback

requires that:
a) a C-RQLLBACK indication or C-RECOVER(UNKNOWN)})
confirm Was been received from the superior if an offer of
commitnpent is recorded for an intermediate or leaf CCR
service-user; and
b) atomiq action data indicating an order of commitment
are not r¢corded.

A.5.3 Relepsing bound data in the final state as part
of commitment

Release of Qound data in the final state-as part of commit-
ment requires that:

a) the CCR service-user has-received a C-COMMIT or

C-RECOVER{commit) indication primitive from the supe-
rior if it i§ an intermediate orleaf; and

b) atomig¢ action data-required to perform recovery have
been recprded for allsubordinate branches that will not
be rolled pback fora.master; and

c) atomig¢ action‘data reflect either an offer of commit-
ment or gn order of commitment.

primitives that request the manipulatien|of bound data.

A.6.1 Data transfer request and response primitive

A data transfer request or response primitive that requests

the manipulation of bound-data as part pf an atomic action

can only be issued on an-association for{a branch on which:
a) the CCR serviceg-user has not recgived a C-READY.
C-ROLLBACK indication primitive; a

b) the CCR service-user has not isqued a C-PREPARE,
C-READY ,-0or.C-ROLLBACK request drimitive.

A.6.2 Data transfer indication and gonfirm primitive

A data‘transfer indication or confirm prifnitive that requests

the‘manipulation of bound data as part pf an atomic action

can only be received on an association fof a branch on which:
a) the CCR service-user has not re¢eived a C-READY,
C-PREPARE, or C-ROLLBACK indicatjon primitive; and
b) the CCR service-user has not issyed a C-ROLLBACK
request primitive; and )
c) the CCR service-user has not recqrded atomic action
data for an offer of commitment.
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Annex B

(normative)
Relationship of CCR to the Application Layer Structure

The material in the annex is aligned with ISO/IEC 9545.
NOTE — The figure in this annex is only given as an illustration

to the text.

B.1 CCR seryice-provider

e CCR service-provider is modelled to consist of two peer
CCR ASEs involyed in the same atomic action branch. Each
CCR ASE is placed within the context of a single association
object (SAO) of the supporting association.

B.2 CCR service-user

B.2.1 The CCR
parts:

a) the SAOp
b} the multipl

rvice-user within the AEl consists of two

art; and
b association control function {MACF) part.

B.2.2 The SAO part consists of the SACF akd one or more

ASEs that use the CCR ASE services. (Such
a user application-service-element (U-ASE).

n ASE is called

B.2.3 The MACF part of the CCRservice-usef represents the
multiple association coordination function that is part of the

CCR related activities.
NOTE — The MACF partis-even needed foran

tomic action that

only consists of a singlebranch. Here, the MACF partis needed
for recovery if an application or communication failure occurs.

B.3 Atomicaction tree

Figure B.1is an example of an atomic actiop tree based on
this architgcture. It includes master, intermediate, and leaf

CCR service-users.

NOTE — An intermediate CCR service-user hds both the role of

subordinate and one or more roles of superior.
to the CCR service-provider.

This is not visible

25
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Figure B.1 Atomic action tree architecture
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Annex C

(informative)
CCR tutorial

C.1 Introduction

This tutorial desgribes the main functions of CCR and its use

in a distributed ehvironment. It expands, but, in general, it

does not repeat the concepts presented in clause 6. There-

fore, before you lead this annex, you should be familiar with
ncepts and terminology presented in clause 6.

This tutorial mentions the CCR services defined in clause 7.
You should be familiar with the “purpose and use” of each
of the six CCR sdrvices:

C-BEGIN;
C-PREPARE;
C-READY;
C-COMMIT;
C-ROLLBACK} and
C-RECOVER.
All the terms defined in the normative part of this Interna-
tional Standard afe repeated in 3.7. Subclauses 3.1 through

3.6 list the termg used by CCR that are defined in other OSI
standards.

CCR defines services for use on a single association, Fhere-
fore, CCR alwayls requires a referencing (i.e., controliing)
specification. Tlhis is true even if the use of-CCR only
involves two C(OR service-users. In this case, the refer-
encing specificafion would need to specify,‘as a minimum,
the recovery actipns when a failure occurs.

Qe use of CCR|may be constrained by a particular refer-
n

cing specificat|on. Thatis, somgofthe features described
here may not occur when usediby-a particular referencing
specification.

C.1.1 What is CCR?

CCR is an applicption-service-element {ASE) plus rules for
the use of the AJE.{Asan ASE, CCR has a service definition
(ISO/IEC 9804) ificati

The usage rules (called CCR service-user rules) are in annex
A.

CCR is like the Association Control Service Element (ACSE
— 1SO 8649 and ISO 8650) in many respects.

—ACSE facilities provide a relationship between. two
ACSE service-users for their use of a presentation-con-
nection. This relationship is called an application-as-
sociation, or, simply, an association.

——CCR facilities provide a relationship between two CCR
service-users for their use of an association. This
relationship is called an atomic action branch, or, simp-
ly, a branch.

On the other hand, CER"and ACSE differ in

—-ACSE provides a bracketing facility.
establish and release an association. A
of the flow of semantics onithe assoc|
its establishment and release”

—CCR also provides a bracketing facility
begin and completea branch. CCR is
ensuing flow of semantics on the bran

—-ACSE establishes the presentation-c
uses. This\is'done as part of the A-A
vice that ‘establishes the association
releases the presentation-connection
saCiation is released.

—CCRrequires the prior existence of the g
ituses. Thatis, when C-BEGIN is invokd{
tion must already be in existence. At
of a branch, the association continues

—For ACSE, if an application or commu

occurs, its relationship (i.e., the assoc
That is, the association and the suppo

IACSE services
CSEisunaware
ation between

CCR services
inaware of the
Ch,

rIany aspects.
0

nection that it
5SOCIATE ser-

Later, ACSE
when the as-

ssociation that
bd, the associa-
the completion

nication failure
ation) is gone.
rting presenta-

tion-connection are abnormally released. The associa-

tion does not persist.

—For CCR, if an application or commu
occurs, its relationship (i.e., the branc|
not persist. This is determined by
roliback paradigm that CCR uses. This|
6.2.2; 7.6; and C.5.2 (below). lf the b
it is recovered and completed by usi
sociation.

—ACSE has no rules about how an assoq

—CCR has rules about how a branchisus

branch. However, CCR assumes that i

hication failure
h) may or may
the presumed
is discussed in
ranch persists,
hg another as-

iation is used.
ed. Like ACSE,

user provides

it has no concern about the semantics %at flow on the

the atomic action properties for its branches. These
properties are: 1) atomicity; 2} consistency; 3) isola-
ion: ili i sedin6.1.1.

C.1.2 Atomic action

For CCR, a distributed application is defined as an informa-
tion processing endeavor that is accomplished by two or
more application-process invocations (APls}. The applica-
tion-entity invocations (AEls —the OSI| communication
aspects of the APIs) are interconnected within the OSI en-
vironment by associations.

An atomic action is a specific, delimited sequence of opera-
tions of a distributed application. An atomic action may be
characterized by the properties of atomicity, isolation, con-
sistency, and durability. These are discussed in 6.1.1.
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At the end of an atomic action, if the results of its operations
happen in alijof the involved AEls, the atomic action hag’been
committed. |If the results do not happen, the atomig action
has been rolled back.

An atomic a¢tion does not have an abnormal end. An atomic
action ends |by rollback (it never happened)-or by commit-
ment (it happened). Rollback may be the expected outcome.

C.1.3 Purpose

CCR provides facilities that allew an atomic action of a
distributed ppplication to commit or to roll back. CCR
provides an ASE to support.one branch (i.e., segment) of an
atomic actiop. It also defines ruies that must be incorporated
by a referehcing spécification and followed by real im-
plementations.

C.1.4 Using CCR

H ) Figure C.1 - Atomic action tree

C.2 Structure of an atomic action tree

C.2.1 Model

The model pulls together the concepts discussed so far
(distributed application, atomic action, afpd branch) and adds
the following.
—A CCR service-user is that part of 3 AEl that uses CCR
services for one or more related branches of one
atomic action. (More about “related branches.
below.)
—Finally, an atomic action tree is a hierarchial relation-
ship between CCR service-users gf an atomic action.
It is made up of CCR service-userd and branches.

Figure C.1 shows the mode! of an atomlic action tree. The
circles represent the CCR service-use Lines between
pairs of CCR service-users represent the branches of the
atomic action.

Annex B discusses how CCR fits into the Application Layer
structure based on ISO/IEC 9545.

The CCR International Standards define the CCR ASE. CCR
does not define the SACF (single association control func-
tion) or MACF (multiple association control function). Some-
thing else must define these control functions. Throughout
the normative parts of CCR, this something else is called the
referencing specification. However, annex A in this Interna-
tional Standard defines rules that must be included in the
SACF and the MACF.

28

The referencing specification identifies the ASEs to be used
on the branches of an atomic action. Different ASEs can be
used on the different branches of the atomic action.

C.2.2 CCR service-user

A CCR service-user is part of an AEL. It uses CCR services
to coordinate related branches of the same atomic action
tree. The “related branches” are

a) for a master, the branches to the subordinates;

b) for an intermediate, the branch to its superior plus the
branches to its subordinates; and

c) for a leaf, the single branch to its superior.
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Figure C.2-a - Initial tfansfer

)
ORNG

Figure C.2-c Atomic action model

Figure C.2-b - Secondary transfer
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A CCR service-user is involved in a single atomic action.

A given AEl may contain one or more CCR service-users.
The CCR service-users within an AE! may all be a part of the
same atomic actions or different atomic actions.

The CCR services {clause 7) and their sequencing rules
(clause 8) apply independently to each CCR service-user. As
mentioned above, an AEl may contain more than one CCR
service-user lnvolved in the same atomlc actnon In this case
it is not pos W A
which CCR|service-user from the CCR parameters alone
This relatiopship is defined by the referencing specification
and the inteynal workings of the AEI.

A referencipg specification may place restrictions on the
creation of CCR service-users within an AEl. For example, a
referencing [specification may only allow one CCR service-
user of the $ame atomic action to occur in a given AEL

C.2.3 Branch and its identifiers

A branch ig a relationship between two logically adjacent
CCR servige-users. The discussion on atomic action
branches in[6.1.2 is quite thorough.

identifier. The atomic action identifier is assigned by the
master of the atomic action. The branch identifier is as-
signed by the superior of the branch.

A branch hf both an atomic action identifier and a branch

An atomic action identifier is made up of two parts: the AE
title of the [naster and a suffix assigned by the master. ‘A
branch identifier is made up of two parts: the AE title of.the
superior and a suffix assigned by the superior.

gxample using JTM

8831). JTM references CCR for all transfers of
JTM materfal (i.e., documents and reports}. Figure C.3
shows an example of a JTM basedtatomic action.

In figure C.2-a, aninitial transfer off JTM material takes place
within a CCR atomic action Branch between AEl A and AEl
B. The initipting CCR service-user A-1 is the master of the
atomic actipn. It acts as the superior for the branch. The
receiving CCR service-User B-1 acts as the subordinate of
the branch. |At this point, B-1 is the single leaf of the atomic
action tree.

After receivingand processmg the materlal B-1 |mmed|ately
invokes furthe 5 o er—generated—do

ments and JTM reports These transfers are performed on
new branches of the same atomic action. Transfers take
place between (1) CCR service-user B-1 and CCR service-
user A-2 in AEI A, and (2) between CCR service-user B-1 and
CCR service-user C-1in AEIC. Thisis shown in figure C.2-b.

CCR service-user B-1, the subordinate of the first branch, is
the superior of the new branches. B-1 is now an inter-
mediate. CCR service-users A-2 and C-1 are leaves.

For JTM, CCR service-users A-1 and A-2 may be in the same
or different invocations of the same AE. In figure C.2-b, they
are in the same AEl. The atomic action tree model of this
example is shown in figure C.2-c.

This second “wave” of processing may, in turn, cause fur-
ther transfers of documents and reports. This adds a deeper
level of branches to the atomic action tree. For JTM, this
may continue to any depth.

Fig—€ es of atomic action
trees:

a) an atomic action tree is dynarni¢ally built-up as the
action proceeds; and
b) the actual structure of an atomic pction tree depends
on the referencing specification and on the application

data. ; |

C.3 CCR service‘user informatiIn resources

Three classes'of data may be used ddiring a CCR atomic
action:
a) bound data;
b)datomic action data; and
¢)operational data.

€.3.1 Bound data

Bound data are a set of information resources on a CCR
service-user’s open system. The CCR dervice-user manipu-
lates these information resources during an atomic action.
Bound data are subject to commitrnent or rollback. The
referencing specification identifies the bound data for a CCR
service-user for a particular atomic actiopn.

The information resources that are a part of bound data may
change during the lifetime of an atornic|action. A master’s
bound data start when the atomic actiop starts. That is, its
bound data start when the first bran¢h to a subordinate
begins. However, the initial state of the bound data may
reflect an even earlier state. An intefmediate’s or leaf,

bound data start when its branch to the|superior starts.

NOTE — It is possible that a CCR service-user may have no
“bound” information resources. In this|case, bound data are
null.

As new branches are started to subdrdinates, additional
information resources at the superior’s gpen system may be
added as bound data. If a branch to a $ubordinate is rolled
back, these resources may be removed from the bound data

Semantic flows occur between the CCR service-user and its
logically adjacent peers on the branches of the atomic action.
The flow of application-semantics' changes the CCR ser-
vice-user’s bound data from its initial state to its final state.

The C-BEGIN request and indication primitives are needed to
determine the initial state of bound data for possible rollback.

1) In this annex, the phrase “application-semantics” refers to semantics exchanged as part of an atomic action branch that manipulate

bound data.
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For commitment, the CCR service-user’s bound data are
placed in the final state at the end of the atomic action. . For
roliback, including presumed roliback caused by failure, the
CCR service-user's bound data are restored to the initial
state.

if an application or communication failure occurs, bound data
must persist {i.e., not be lost). Their loss would cause the
breakdown of the atomic action properties. Of course,
during the operation of real systems, an unpredictable loss

ISO/IEC 9804 : 1990 (E)

C.4.1 General considerations

Concurrency control takes place from the
individual CCR service-users.

perspective of

A concurrency control

mechanism provides the isolation property for each concur-
rent CCR service-user across an open system.

A concurrency mechanism used in conjunction with CCR

should include the following properties.

a) A CCR service-user does not offer commitment if its

of data can occuf. This International Standard assumes that
the loss of bound data occurs infrequently.

C.3.2 Atomic action data

Atomic action data is used by the open system to maintain
knowledge about a current atomic action. Atomic action
ta consist of state and control information about the CCR
rvice-user and| its branches. CCR specifies when atomic
action data must persist if an application or communication
failure occurs. '

For CCR, atomic|action data are an integral part of recovery.
This topic is disqussed further in C.5.1.

As with bound d3ta, atomic action data required for recovery
must persist if gn application or communication failure oc-
curs. Their los§ would also cause the breakdown of the
atomic action pfoperties. This International Standard as-
sumes that the I¢ss of atomic action data occurs infrequent-
ly.

C.3.3 Operational data

Other information resources associated with a branch that
are not bound data or atomic action data form the operational
data for a CCR sgrvice-user. Operational data are likelbound
data in that they are manipulated during an atomic ‘action.
However, operational data are not subject to commitment or
roliback.

Operational data

are not identified by CCR, nor is their use

ecified. It is ifentified and mentioned\here for complete-
‘SS and to distifguish between operational data and bound
data.

The referencing [specification «determines the classification
of bound data and operational-data. For example, the con-
tents of a file being accessed would normally be regarded as
bound data, and subjeet-to commitment or roliback. The
“date last accessed” (attribute of the file would normally not

commitment or keltbae
defined as operational data.
tions charges could occur whether an atomic action is com-
mitted or rolled back.

Unlike bound data and atomic action data required for
recovery, the loss of operational data does not affect the
atomic action properties. Their loss is not addressed by
CCR.

C.4 Concurrency

CCR services do not provide a concurrency mechanism.
However, the preservation of the atomic action properties
requires that an implementation considers concurrency.

bound data are modified by an entity otl
service-user.

b) Consider an information resource’that
the bound data of atomic action~A. T
resource is in the final state for atomic ac
not yet been committed. This-informatio|
become a member of theé_bound data of
action B. However, a CCR service-user @
B shall not offer of order commitment
action A has committed.

Concurrency controls’ remain in place until th
MIT, C-ROLLBACK; or C-RECOVER exchang
C.4.2 Conhcurrency example — locking

One way,of achieving concurrency control
mechanism of locking. An information resq

her than a CCR

is a member of
his information
ion A but it has
N resource may
another atomic
f atomic action
unless atomic

e final C-COM-
e occurs.

s to utilize the
urce is treated

bythe operating system as a serially owned resource. An

application is granted ownership of the inforr
by the operating system. All other applid
granted access to the resource. When the
tion completes its use of the resource,

hation resource
ations are not
ocking applica-
t releases the

resource (i.e., it unlocks the resource).. The flesource is now

available for use by other applications.

For a CCR service-user that uses locking f
control, all bound data are locked from its fi

local completion or commitment procedures.

tity, such as another CCR service-user m
locked bound data. This approach causes a §
tion of atomic actions. Other implementatior
possible.

Frequently, locks are autornatically released

the system. However, if such a failure occu

br concurrency
rst use until its
No other en-
Ay access the
strong serializa-
techniques are

by an operating

after commit-

system following the failure of the owning })plication or of

ment has been offered, concurrency control
place until the C-RECOVER exchange occur
locking, unmodified, is therefore not suitable

Concurrency control can be achieved if

must remain in
5. This type of
for CCR.

the locking is

recorded as atomic action data.

is Information is then

used to reinstate the locks during recovery of the application

or the system after failure.

A fock used for concurrency control is “owned” by the
(single) atomic action in process. It serves only to prevent

interference by other entities.

NOTE — The provision for more elaborate concurrency controls
may be the subject of future CCR standardization. This could
include handling atomic sub-actions within atomic actions.

Within an AEl, the processing of one branch may need to
access bound data previously modified by another uncom-
mitted branch of the same atomic action. This is explicitly
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allowed by concurrency controls. The use of locks should
not prevent this.

As an example, consider a remote file operation. The file
representing the bound data has been modified and closed.
The CCR service-user {the subordinate) has not offered com-
mitment.

Now, consider a read-only file operation for the same file. If
the atomic action identifier shows that this operation is part

might be imposed and never released, and commitment
couid fail to provide atomicity.

CCR provides services for the recovery of a single branch of
an atomic action. The coordination of the recovery of mul-
tiple branches of an atomic action is the responsibility of the
referencing specification and its implementation.

C.5.1 Atomic action data

of the sam¢ atomic
permitted.

of a C-ROLLBACK request primitive with an

“retry-later” diagnostic in the User Data
parameter. | The refusal could also be expressed by diagnos-
tic semanti¢s on the branch. Alternately, refusal could simp-
ly result in @ wait for the release of the lock.

Suppose, hpwever, that the second file operation wished to
modify the|file before the first operation had closed it. It
would be reffused (as above) if not part of the original atomic
action. If, however, the second operation was part of the
original atdmic action, then an illegal action is being re-
quested. The action taken depends on the granularity of
concurrency controls associated with the file. For example,
C-ROLLBACK request primitive might be issued with a no-
retry diagngstic indicating the error.

C.5 Recgvery

Recovery procedures are an integral and essential part of
CCR. Without them, concurrency controls {e.g\locks)

Table C.1 - Example of atomic action data

The backbone of CCR recovery 1S atom
tained by the CCR service-user. Atomi
of state and control information about t
and its branches.

ic action data main-
t action data consist
he CCR service-user

CCR does not define the specific inforgnation that must be

saved as atomic action data:=“This is the
referencing specification.

However, CCR requires that the inform
a CCR service-user'is sufficient to supp
branch interrdpted by an application
failure. Atomic action data must also b
initial and.final states of bound data.

CCR defines when atomic action datam
application or communication failure,

must be able to find the atomic action d4g
existence of atomic action data forabra
service-user to attempt its recovery (ug
service).

The act of making atomic action data
recording the atomic action data. (Rec
data is sometimes called logging, but n
tation is implied.) The act of making at

responsibility of the

ation maintained,

brt the recovery of a
or communication
e able to identify the

ust persist. Afteran
a CCR service-user
ta for recovery. The
hch, causes the CCR
ing the C-RECOVER

persistent is called
brding atomic action
b specific implemen-
bmic action data not

persistent is called removing or forgetting the atomic action

Atomic-action identifier:
— Master’s AE title
— Suffix

CCR service-user information:
— AE title
~ APl identifier
— AEl identifier

— Role { master /intermediate / leaf ]
— State [ offered / committed ]

— Suffix

Branch information: {repeated for each branch}

[ AE title

[1 APl identifier

J AEl identifier

{3 Presentation address

— This CCR service-user’ role [ Superior [ subordinate |
— Information required to establish association with peer:

[0 Application context name

Bound data information
— Resource identification
— Initial state information
— Final state information

- Access information

— Concurrency information
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data (see A.5). Forgetting atomic action data does not
require that it is physically deleted. It only requires that
torgotten atomic action data do not cause a recovery at-
tempt.

Table C.1is an example of the type of information that could
be included as atomic action data. This information includes
the atomic action identifier, and state information about
whether the CCR service-user has offered commitment or
ordered (received an order of) commitment.

ISO/IEC 9804 : 1990 (E)

C.5.2.2 COMMIT record

A CCR service-user that acts as the superior of a branch,
acquires recovery responsibility for the branch when it
decides to order commitment.

This applies most clearly to the master. If, after it has
received offers of commitment from all its subordinates (see
A.3.4)}, the master decides to order commitment, it records

the atomic action data, creating a COMMIT record.

atomic

Table C.1 also contains information about each of the CCR
service-user]s branches. This includes the branch identitier
and the ACSE A-ASSOCIATE parameter values needed to
re-establish gn association to the peer CCR service-user if
recovery is required.

Finally, table¢ C.1 includes information about bound data
including the definition of initial and final states.

As in table {J.1, atomic action data may include information
about the CCR service-user itself. However, in a particular
implementatjon, this may be implicit rather than explicit.

C.5.2 Presumed roliback

CCR makes Use of the presumed roltback (or presumed abort)
paradigm. defines when a CCR service-user acquires
recovery reqponsibility for a branch. This paradigm also
defines the sjgnificance of not having atomic action data for
an identified [branch that a peer requests to recover.

C.5.2.1 READY record

With presumed rollback, a subordinate acquires recovery
responsibility for that branch when it decides to offer.com-
mitment. It|makes the atomic action data persistent and
records READY for this branch (see A.3.3 and A.4)1). If the
atomic actiop data are represented as shown in“table C.1,
the state is ‘Joffered.”

If the CCR sdrvice-user is a leaf, the table C.1 atomic action
data contain|branch information for one branch, with role of
“subordinatg.”

The atomic actien data also include branch infor-
If the atomic

superior.?
mation for tipe branches to-its subordinates.
re as repfesented in table C.1:

e is ~offered”;

action data
—-the st
—for on

An intermediate is not considered to acquire recovery
responsibility for the branches to its subordinates when it
records READY for the branch to the superior. However,
atomic action data can be found when it receives a C-
RECOVER(ready) from a subordinate. If the intermediate
cannot establish an association to its superior, it issues a
C-RECOVER(retry-later) response primitive back to the sub-
ordinate.

—-the state is “committed”; and
—the role for each branch is “superi

Having created the COMMIT record, th
orders commitment on each’branch.

An intermediate has the option, after r
commitment, of rewriting the atomic
COMMIT record. This-contains the sa
master’'s COMMIT record. It does not, i
C.1, contain branch information for the
rior. Changing-a log from an intermedi
to a COMMIT record can help to optimize
an application or communication failure

C.5(2.3 Forgetting the atomic action dala
]

After a subordinate offers commitment, i
dction data when the result (commit

atomic action is known. The result is ro
dinate receives a C-ROLLBACK

RECOVER(unknown) confirm primitive.
mit, if it receives a C-COMMIT or C-RE(
dication primitive.

For commitment, the subordinate must
action data before sending the Q
RECOVER(done) response primitive.

presence of the atomic action data wo
C-RECOVERI(ready) request primitive. T
the receipt of a C-RECOVER(unknown)
implying that the atomic action had rolle

After a superior orders commitment, it

If the
table C.1:

r.”
CCR service-user

ceiving an order of
ction data to be a
e information as a
the terms of table
ranch to the supe-
e’s READY record
recovery actions if
DCCUTS.

forgets the atomic
br rollback) of the
Iback, if the subor-
ndication or C-
The result is com-
COVER(commit) in-

forget the atomic
-COMMIT or C-
If it did not, the
bld permit a future
his would result in
confirm primitive,
1 back.

forgets the atomic

action data when CCR exchanges ensyre that the subor-

dinate has received the order and has actd
when the superior receives a C
RECOVER{done) confirm primitive.
C.5.2.4 Recovery

CCR con51ders two types of fallure app

donit. Thisoccurs
tCOMMIT or C-

ication failure; and

e may be modelled

as :ssunng or recelvmg an A- ABORT request or indication

primitive, respectively.
modelled as receiving an A-P-ABORT ind

During local recovery procedures, comm

Communication failure may be

ication primitive.
itment controls are

released for any bound data that do not have a corresponding

READY or COMMIT record.

After a failure, if a C-RECOVER(ready) indication primitive is

received and atomic action data canno

2) The branch to the superior is the only one on which it is the subordinate.

t be found for the
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