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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.

The procedures used to develop this document and those intended for its further maintenance are
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Introduction

In today’s rapidly evolving digital age, the world is experiencing unpredictable changes through shifts
in political and economic power combined with disruptive business models, seemingly constant
technology breakthroughs and innovative approaches to conducting business.

How can governing bodies prepare their organizations to address constant and new challenges while
being ready for an increasing information and technology driven future?

Information Technology (IT) supports the core functions of all organizations, underpins the basis of
almost all business activities and interfaces with customers and other stakeholders. Investments in IT

enabl
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oppor

Risks
achiey|
breach
govert
examp

mreTttamd-thecomtributiomrof 11 tothebusimesscapabitity amd-performmanceof ths
cignificant role in the achievement of strategic plans and the delivery of businessw

ve governance of IT enabled investments will provide governing bodies W
tanding of their obligations and how value is derived to support thecerganizat
unities and to appropriately mitigate the organisation's risk.

comprise such things as the failure to deliver required capabilities, failure of th
e the required benefits, with the impact on the organization léading to e.g. busine

ance will proactively prevent or mitigate the IT aspects.6fthe risk of such events
le, by addressing prolonged underinvestment.

Governmance of IT, including investments in IT, is part of send corporate governance. Goy
is not [T management but should be supported by a governance framework and the org
management system.
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Information technology — Governance of IT — Application

of ISO/IEC 38500 to the governance of IT enabled
investments

1 Scope

This
of all {
regard
outcor]

cunrent-providesguidanceomrgovermance of tTemabted—investments—to—the 4
orms of organizations, whether private, public or government entities, and will
less of the size of the organization or its industry or sector. The terms busin€ss
he throughout this document include all forms of organization covered by this’docy

The dg
persor

suppo

IT endbled investments within the scope of this document could\be investments of a
acquirfng businesses to any business change incorporating IT;)building new busines
addregsing effectiveness and efficiency gains in IT operatienal services to gain com
whethpr those services are internal or provided by external parties.

cument also provides guidance to other parties interacting with governing bodies g
nel, accountants, management consultants, investment portfolid *imanagers an
't staff.

Resource allocation for strategic innovation is addréssed by providing guidance to {
body’s|decision for investment resource allocation between short-, medium- and long-tet
projects.

This document also provides guidance that*can be applied in the due diligence procg
busingss acquisitions. This document may* provide guidance on the application of t
docuniented in ISO/IEC 38500 for ranking IT enabled investments including assessing
risks df IT elements in the context of inyestment banking or as performed by investment

TS 38501 contains'guidance on the implementation arrangement for the effectiy
general. The constructs in ISO/IEC TS 38501 can help to identify internal and ex

of an drganizatief in general.

This dpcument is written in accordance with the principles of ISO/IEC TR 38504:2016.

verning body
equally apply
and business
ment.

uch as project
1 governance

hy scale from
S services or
petitive edge,

he governing
m innovation

pss related to
he principles
the value and
fompanies.

pr IT enabled

e governance
ternal factors
ce of success.
management

2 Normative references

The following documents are referred to in the text in such a way that some or all of

their content

constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 38500:2015, Information technology — Governance of IT for the organization

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 38500 and the

following apply.
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ISO and IEC maintain terminological databases for use in standardization at the following addresses:

ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

3.1
benefit

created advantage, value or other positive effect

[SOURCE: ISO
3.2

21505:2017, 3.4]

governance framework

strategies, po|
governance a

[SOURCE: ISO

3.3
IT enabled in

investments that are dependent on the use of information technology for thie“achievement of by

outcomes

3.4
value
quantifiable f

[SOURCE: ISO

4 Good gg

4.1 Benefi

When techng

become a strdtegic enabler of growthand sustainability of organizations in an increasingly comp

environment.

Good governa
contribute po

giving pr
and have

optimisin

licies, decision-making structures and accountabilities through which the organiz
‘'rangements operate

IEC TR 38502:2017, 3.1]

vestments

nancial or non-financial gain

37500:2014, 3.25]

jvernance of IT enabled investments

Es of good governance of IT enabled investments

logy investment outcomes-are established as assets rather than cost element

nce of IT enabled ihvestments helps the organization to ensure that those invesf
Kitively to the performance and conformance of the organization through:

ority to inlvestments that align with the organization’s strategy and business obj
the poténtial to return the greatest value to the organization;

g thewvalue from investments;

ation’s

siness

5, they
etitive

ments

pctives

providing a mechanism for appropriate risk mitigation of the investments;

sustainability;

balancing investments between short and longer term outcomes to ensure continued business

ensuring conformance with obligations (regulatory, legislation, common law and contractual).

Inadequate governance of IT enabled investments can expose an organization to loss of confidence
by clients and consumers in the brand or product/services being provided, unsuccessful or delayed

innovation an

d penalties of not being conformant with obligations.

4.2 Focus on value

The value to the organization of any and all investments should be the first and main focus when

evaluating an

2

d prioritizing investments.
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Value from IT enabled investments is not realized by the implementation of IT alone. The achievement
of value requires complementary planned business changes, including but not limited to, purpose,
organizational values, culture, organization structure, business processes, roles and responsibilities,
people skills and reward systems. For successful implementation of IT enabled investment, significant
business resources are required and the impact to the business should always be considered foremost.
The interdependencies between the business strategy and the underlying technology is inseparable.
The achievement of such changes can be difficult to sustain over time, and the governing body should
continue to monitor the organization’s ability to maintain the required commitment to business
changes over time.

Value may relate to increased market share, new opportunities developed, increased customer
satisfaction or improved customer access. In addition, direct cost reduction on process outsourcing
cost aiid conformance to rules and regulations can also provide value to an organizatien,|Furthermore,
value nay be due to societal or environmental objectives. However, the expected value shuld be clearly
definef and be measurable by an accepted mechanism to ensure realization of thatyalue

hssets and IT
vestments in
y capabilities,
ritized within

The value of business change may be enabled directly by adoption of innovative IT
capabillities in new business services or products. However, the indirect)value of ir
underlying and supportive IT assets, for example infrastructure compenents or securit
should be carefully evaluated and continued maintenance should belappropriately prio
the portfolio of investments.

When |considering a business acquisition, value assessment ‘epuld be obtained by enl
structyired due diligence process includes evaluation of performed IT governance g
practiges, IT assets and IT capabilities.

The value forecast from IT enabled investments, as with all investments, should also
againsft time and resource diversion from other business activities. Risk based prioritizat
made petween current product/services and future product/service development.

Specif]c guidance relating to focus on value are'made in Clauses 5 and 6.

4.3 Accountability of the governing body

The gpverning body is ultimately-accountable for the success of all investments an
undertakes. This accountability derives from the governing body’s accountability for gov{
organization and consequently the governance of the IT within the organization.

The ggverning body shduld exhibit the same behaviours with all investments whether IT ¢

suring that a
rinciples and

be evaluated
ion should be

organization
brnance of the

nabled or not.

The ggverning body'should take and retain accountability of business change, to take visi
leaderphip and champion the investments rather than delegate all responsibility, as ares

environment-fer' successful strategic innovation. With clear visibility of outcomes, valug
mitigafionofrisks will increase the likelihood of successful investment.

le and active
t, creating an
creation and

The gdverning had
organization’s investments, and provide the leadership to support the people involved.

success of the

An environment without surprises for the governing body and a supportive response to messages about
potential problems builds on two-way trust and transparency and ensures alignment of objectives.

Accountability for the effective, efficient and acceptable use of IT and the success of the organization’s
investments in IT remain with the governing body and cannot be delegated. Retaining a level of
engagement by the governing body significantly increases the organizational focus on successful
outcomes and value realization of all investments.

The governing body can delegate the decision-making authority and hold the management accountable
for aspects of investments, ensuring that management have the requisite competence to satisfy such
responsibilities associated with the delegation, and that the governing body itself retains appropriate
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visibility of key decisions. The governing body should clearly communicate the management’s
accountability for outcomes.

The governing body should retain visibility of investments that involve:

— a focus on strategic innovation, with potential to provide continued long-term competitive
advantage;

— investments evaluated to have high risk to the organization’s sustainability of existence;

— investments evaluated to require a commitment of significant financial magnitude;

— high leve

s of integration with other investments and/or business activity.

5 The mogdel for good governance of IT enabled investments

5.1 Them
investments

ISO/IEC 3850
Monitor. This
governance o

Figure 1 shoy
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Q
Qv

-

% o
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e
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X

Succe
Focu:
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PD:2015, Figure 1. Q
Source of Authority s\0\\
e
I\\
Regulatory & glﬂkehdlder
o pectatio
Obligations , ¢ The Governing ' : "
‘ Body

Business

l Neeads

Business *
Pressures Evaluate
* &

Direct-
to the

pdel in

Diirect A Monitor

Del

ss criteria 2 < Business value
; on value 5 & Z X and risk
) . b : i
Bs g e
E S g EE
@) a® 2 §5
@ o ‘E E
AN N 2 a8
Managers

Management systems for the

ivery of use of IT Delivery of

Investment value j/ G ! - business and
and benefits IT capabilities

Figure 1 — Model for governance of IT
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5.1.1 Evaluate

In applying the ISO/IEC 38500 model the key questions asked by the governing body, when evaluating
IT enabled investments, should include the following:

To what extent is value being created or eroded by the investments over the full lifecycle of the
investment decision?

In what way does the portfolio of investments deliver to the business strategy plan, the development
of existing and new (business and IT) capabilities and is the timing right for the business?

[s the resource allocation between short- and long-term investments right for ensuring relevant

b

o can Litiac?D

AWy
tr

Hq
en

Dq
sul

Is
st

Y

Is
ex

W
an

Is
di

5.1.2

The g
invest
framey

di
wi
in

Sinac alhalitia
STITC S S CapaoTercss

hat steps are being taken to enhance and protect the reputation and brand of the'b
istworthiness of the organization being considered?

w are security, privacy, data governance, legal, societal and busifiess requir
forced?

es the risk profile of the overall portfolio of IT enabled investment sufficie
stainability and match the organization’s risk appetite?

the balance between growth, innovation and cost reduction consistent with the
rategic objectives for IT effectiveness and efficiency?

hat use is being made of evolving technologies to éptimise the future growth of the

the overall level of business change right forithe capability of the organization, c
ternal stakeholders?

hat are the organizational barriers whére the governing body’s assistance is requi
environment for success?

the proposed approach to deliver,the investment appropriate and consistent with fu
Fection on development versus‘acquisition, internal versus outsourcing, service ve

Direct

verning body sheuld direct the establishment of a framework for control an

vork and mafitagement system may:

Fect thatthe focus of all investments is to create and sustain short- and long-term &
here value is a function of strategic alignment, benefits, costs and risks over the full
estmeént;

Lisiness, is the

ements being

ntly business

brganization’s

organization?

ustomers and

red to ensure

ture strategic
sus product?

 visibility of

ments that is appropriate to the size, number and type being undertaken. The governance

usiness value
ife cycle of an

di

realized;

rect that the investments 1nclude all the necessary business changes 1or the expected value to be

direct that the investments must have an accountable business owner/sponsor and that relevant
metrics and feedback mechanisms are in place to ensure and assure the value is delivered;

direct that business strategic plans include identified success criteria to drive the investments;

direct clearly defined policies, processes, responsibilities and accountabilities for transparency in
delegated decision-making authority;

direct the required speed, timeliness and resource allocation with respect to the innovation
investment or application of current and future technologies;

direct the application of appropriate due diligence for all types of investments;
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— direct the organization to the level of expected capacity, capability and maturity to deal with the
risk and complexity required and to realize the value and benefits desired;

— establish an organizational environment and culture which considers how the use of IT impacts
people and is addressed to optimise business value;

— require independent and accountable risk management assessment with separation of duties
utilizing appropriate business and IT capabilities.

5.1.3 Monitor

The governing body should monitor the performance and conformance of investments to ensure they
are driving tPt most effective and efficient behaviours and value delivery.

The key considerations of the monitoring task for the governing body may include the follewing:

— ensuringthat the investments continue to be aligned with the strategy and are continuing to|create
and sustdin value to the organization;

— monitorifng an environment of trust and transparency continually eXists highlighting early
indicator§ of barriers and solutions for governing body action;

— ensuring|a level of technology in the organization is aligned withZstrategic propositions and the
governing body’s risk appetite;

— challengihg interdependencies between investments that cadld result in non-delivery of value to
the busingss;

— monitoring whether the organization has the capacity(orability) and culture to sustain the regquired
level of offganizational change;

— monitoring stakeholder engagement throughout the investment, including whether assigned
portfolio pwners and other stakeholders are groviding appropriate accountability in their roles and
organizatlional support;

— determinjng whether business condjtiens and strategy have changed during the investmenft, with
original @ssumptions still valid apd-the value still balancing the risk;

— monitoring emerging technologies in the marketplace for potential investment prospects;
— ensuring pusiness continuity is maintained;

— monitoring the effective, efficient and acceptable use of IT assets and capabilities agginst a
benchmark in the'marketplace for prolonged under-investment.

6 Principlesifor governance of IT enabled investments

6.1 General

ISO/IEC 38500 provides six principles for the good governance of IT. The following subclauses provide
guidance on how these principles can be applied to the governance of IT enabled investments.

The practices described are not exhaustive but provide a starting point for suggested guidance to the
governing body.

It is the responsibility of each organization individually to identify the specific actions required to
apply the principles, given due consideration of the nature and structure of the organization as well as
the nature and type of the IT enabled investment.

The implications of applying the principles for the governing body are relevant to those investments
which it has decided to retain involvement. Where the governing body has delegated decision-making

6 © ISO/IEC 2020 - All rights reserved
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authority and holds the management accountable, these implications may be most relevant to the
management of the organization. However, as described in Clause 4, the governing body retains overall
accountability for the effective, efficient and acceptable use of IT and the success of the organization’s
investments.

6.2 Principle 1 — Responsibility

6.2.1 Applying the principle

Individuals and groups within the organization understand and accept their responsibilities with
respect to IT enabled investments and have the authority and adequate resources to deliver the
busindss outcomes.

Most importantly, the presence of an investment owner/sponsor is a prerequisite for finitiating any
investment portfolio. The governing body’s role as the overall sponsor is crucial te’the fuccess of the
investments.

6.2.2 | Implications for the governing body
The inplications of applying the responsibility principle are that the governing body should:

— evjaluate those policies and decisions it wishes to retain (orréview) at its level as part of its overall
repponsibilities;

— evjaluate whether appropriate roles and responsibilities are identified and assigned with respect to
thg lifecycle of the investments;

— evjaluate the competences of those given responsibility to make decisions regarding investments;

— difect the development and implementation of a clear engagement strategy which hddresses the
rojes of the business areas in investmeits;

— mpnitor the effectiveness of the arrangements for allocation of responsibility for delivéring business
oytcomes from the use of technolegy.

6.2.3 | Desired outcomes
The dgsired outcomes of-applying the responsibility principle may include:

— inyestments are successful in delivering value as defined by the governing body, leading to a greater
wlllingness toiinvest appropriately to achieve business outcomes;

— swift decisien making across all levels of the organization;

propriate organizational engagement and use of required skills and capabiliti¢s in decision

a
m Lring prnr‘accnc forlT enahled investments

6.2.4 Governance behaviours
The desired behaviours from applying the responsibility principle are as follows:
— Leadership: Leadership by the governing body is clear and visible throughout the organization.

— Effective decision making: Delegations, responsibilities and accountability related to investments
are clearly defined, understood and accepted by the those given responsibilities.

— Active sponsorship: There is active assigned sponsorship to support that alignment of business and
IT perspectives are included in the investments and that the conformance to regulatory, legislative
and contractual obligations is considered.

© ISO/IEC 2020 - All rights reserved 7
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— Culture of measurement for improvement: The measurement of the success of IT enabled
investment is embedded in the organisation leading to a greater trust and belief in the value
realization of the investment.

6.3 Principle 2 — Strategy

6.3.1 Applying the principle

The strategy should set the direction for IT enabled investments, what should be achieved and how the
IT strategy should be aligned to the organization’s business strategy taking into consideration value
creation or erosion and the risks and constraints involved with them.

The organizaltion’s business strategy should be the source of all investments of any organjzation
regardless of type, structure or size.

Investment sfrategies should ensure that current and future IT assets and capabilities’of IT, aHnd the
plans for the fise of IT, satisfy the current and on-going needs of the organization’s busSiness stratlegy.

6.3.2 Implications for the governing body
The implicatipns of applying the strategy principle are that the governing body should:

— evaluate whether the investments are aligned with the overalkbusiness strategy and that they
provide vilue and the required return on investment to the grganization;

— evaluate find formulate a position on innovation from invéstment in and business use of IT;

— evaluate fegularly the opportunities for investmentdn*IT to improve organizational imperjatives,
such as the value chain arrangements in order t® maintain the competitive advantage |of the
organization;

— evaluate |if effective and timely decisions:are made about investments in support of bysiness
change goals;

— evaluate the timing of investment critical to success including the correct strategy with respect to
the concurrent investments and the'realistic provision for a programme of investment;

— direct pr¢paration and implemeritation of strategies and policies, demonstrating an understanding
of the ovdrall risk appetite(of the organization, level of support for innovative uses of IT thatjenable
the organization to respond to new opportunities and a future focused on digitization;

— direct copnmitment@nd leadership regarding the strategy and its drivers to underpin the bysiness
strategy ith theltechnology to ensure continued success for the organization;

— direct that the/IT investment strategy for IT is communicated widely to provide the bajsis for
coordination-of various initiatives across the organization;

— direct strategy for business acquisitions and sourcing models in respect of the impact on the
investment decisions;

— monitor the overall performance of the organization’s IT investment strategy in support of the
organization strategy.

6.3.3 Desired outcomes
The desired outcomes from applying the strategy principle may include:

— all investments are aligned to value delivery to the business, regardless of the organization type,
structure or size or who implements them;

8 © ISO/IEC 2020 - All rights reserved
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IT strategies, architectures and policies support the ongoing requirements of businesses for
delivering new and changed IT assets and IT capabilities;

there is a systematic approach to encouraging innovation in the use of IT;

a sustainable IT landscape supporting the organizations’ business strategy and continuous growth
of revenues;

a culture of understanding the relationship between digital opportunities and the business strategy.

6.3.4 Governance behaviours

6.4

6.4.1 | Applying the principle

hibits interest
rategy.

investments

Innovation strategy: Strategies and policies for innovation.provide a clear guidance for executing
inyestments that support adoption of current and future@vailable technologies.

Principle 3 — Acquisition

IT acquisitions are made for valid reasons, in support of the planned investment strpategy and on
predicted value to be achieved, on the basis of appropriate and on-going analysis and |supported by
a cleaf and transparent decision-making process. There is an appropriate balance between benefits,

opportunities, costs, and risks, in both-the short and the long term.

The ggverning body should ensutethat appropriate resources are available before, during and after any
IT enapled investment and that they are made according to a clear and transparent degision-making

process.

6.4.2 | Implicationsfor the governing body

The implication§of applying the acquisition principle are that the governing body should

evlaluatewhether the necessary and appropriate strategic resources, sourcing and legpl capabilities
arg dvailable for the successful completion of the investments in a timely manner;

direct adoption of structured due diligence methodology and framework for balancing risks and
value for money of proposed investments;

direct that supply arrangements (including both internal and external supply arrangements)
support the desired business change of the organization;

direct that, when making any IT acquisition, both the organization and suppliers develop a shared
understanding of the organization’s intent in terms of desired outcomes;

monitor the entire supply chain provided by the IT acquisitions, to ensure that they provide the
required business capabilities, IT assets and IT capabilities.
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6.4.3 Desired outcomes

The desired outcomes of applying the acquisition principle may include:

improved integration of business and IT perspectives before, during and after investments, including

IT enable

d acquisitions decisions;

IT governance, IT assets and IT capabilities included in due diligence reports for evaluating IT
enabled investment against business risk and value add.

6.4.4 Governance behaviours

The desired bghaviours from applying the acquisition principle are:

IT acquiditions treated as business investments: Takes account of capabilities and contem
use of IT and ensures that business strategic plans drive the IT acquisitions-agenda
organization.

IT considered a value asset: Technology, digital or traditional, is established-as a value a
the orgarnjization rather than a cost element and becomes a growth and gdme changer asset
organizafion.

IT enabl

pd investment due diligence methodology is establiShed: The methodology

acquisitigns includes appropriate risk oversight and approvals: before, during and after

investme

ht decision making.

6.5 Principle 4 — Performance

6.5.1 Applying the principle

Investments gre fit for purpose in supporting the organization, providing the services, levels of
and service q
organization

6.5.2

pality required to meet current ahd’future business requirements, creating value|
ind leveraging competitive advantage in the market.

Implications for the governing'body

The implicatipns of applying the performance principle are that the governing body should:

10

evaluate

he value created\for the organization by the investments;

evaluate vhether thesinvestments are fit for purpose in supporting the current and future n

the busin
evaluate

direct th

£SS;

borary
of the

5set to
to the

for IT
the IT

ervice
to the

beds of

‘egutarly the performance of the organization’s governance framework for investmients;

treélevant performance metrics are identified, documented and operational, re

eiving

appropriate attention and remedial action if necessary;

direct that acceptable investments fit for purpose in supporting the organization;

monitor the extent to which investments support and create value and benefits to the organization;

monitor the extent to which investments are aligned to business change objectives;

monitor the extent to which the policies related to investments are followed properly;

monitor the value and benefits related to innovation investments.
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6.5.3 Desired outcomes

The desired outcomes from applying the performance principle may include:

6.5.4 | Governance behaviours

The dgsired behaviours from applying the performance principle are as follows:

6.6

6.6.1 | Applying the principle

lower risk and better transparency into short- and long-term value of investments;

all required outcomes met as defined by the organization strategy and investment proposition in a
measurable and identifiable manner;

measurement of the value and the benefits against plan;

performance on conformance requirements to investments are tracked and reported.

Transparency in performance evaluation: Means of ensuring transparésey into thg performance
evlaluation of achieved business outcomes of investments are ensured, tracked and adjusted as
necessary and the required mechanisms to monitor the performance are clear and visible.

Re¢cognition of risks and appropriate mitigation: Possible\riSks related to inyestments are
identified, treated and monitored according to the appropriaterisk management impjlemented.

V3lue realization: Monitor and control of the value andthe benefits to the organization related to
inyestments.

Cgntinued support for IT enabled investment.contingent on performance: Good governance of
IT|enabled investment directly leads to the more'effective and efficient selection, injplementation
arld use of technology achieving desired business outcomes.

Principle 5 — Conformance

Investinents comply with all miandatory legislation and regulations and other internal or external
requirgments. Policies and practices to ensure conformance before, during and after pxecuting the

investinents are clearly defined, implemented and enforced.

6.6.2 | Implications\for the governing body

The implications.of applying the conformance principle are that the governing body should:

evlaluatésrisks related to conformance to obligations (regulatory, legislative and contractual)
regarding investments;

evaluate regularly the organization’s internal conformance to its governance framework for
investments;

direct that policies related to investments are established and enforced to enable the organization
to meet its external and internal obligations;

monitor the investments activities regularly to ensure that related conformance obligations
(regulatory, legislative and contractual), including data privacy, intellectual property, health and
safety, financial and other internal obligations are met.
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