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INTERNET OF THINGS (loT) -
DATA EXCHANGE PLATFORM FOR IOT SERVICES -
Part 1: General requirements and architecture

FOREWORD

1) ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental,

in lia

ison with ISO and IEC, also take part in the work.

2) The

integnational consensus of opinion on the relevant subjects since each technical committee has repres

from

3) IECJand ISO documents have the form of recommendations for international use and are acceptéed by

ISO

IEC fand ISO documents is accurate, IEC and ISO cannot be held responsible for the way in 'which they &

or fg
4) In g

ISO [documents transparently to the maximum extent possible in their national/and’regional publicatio

formal decisions or agreements of IEC and ISO on technical matters express, as nearly as pos§g

all interested IEC and ISO National bodies.

National bodies in that sense. While all reasonable efforts are made to ensure that thetechnical cg

r any misinterpretation by any end user.

ible, an

Entation

EC and
ntent of
re used

rder to promote international uniformity, IEC and ISO National bodies undertake to apply IEC and
ns. Any

divefgence between any IEC and ISO document and the corresponding national or regional publication shall be

cleafly indicated in the latter.

5) IEC
assq

responsible for any services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this document.

7) No |
exp{
prop
legal

indig

9) Atteption is drawn to the possibility that some of the elements of this ISO/IEC document may be the sU
patent rights. IEC and I1SO shall not be held responsible for identifying any or all such patent rights.

Intern

The teit of this International Standard is based on the following documents:

Full in

ssment services and, in some areas, access to IEC and ISO marks of conformity. IEC and ISO

erty damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (i

pensable for the correct application of thistdocument.

FDIS Report on voting
JTC1-SC41/178/FDIS JTC1-SC41/187/RVD

aormation on the voting for the approval of this International Standard can be found

an. dicatad in tha abaova toabla

report

vaotiaoin
v otTg orcatC O e oo v eTtaioTeT

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

and ISO do not provide any attestation of conformity. Independentscertification bodies provide copformity

are not

ability shall attach to IEC and ISO or their directors, employees, servants or agents including individual
rts and members of its technical committees and IEC and ISO National bodies for any personal injury,

cluding

fees) and expenses arising out of the publication;?use of, or reliance upon, this ISO/IEC documen}t or any
othefr IEC and ISO documents.

8) Atteption is drawn to the Normative references. tited in this document. Use of the referenced publica

tions is

bject of

tional Standard ISO/IEC.80161 was prepared by subcommittee 41: Internet of [Things
and rejated technologies, of ISQ/IEC joint technical committee 1: Information technology.

in the

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

loT implements various services in many fields, such as "Remote Management of Large
Equipment in a Plant", "Warehouse Goods Monitoring", "loT Endpoint (Sensors and Actuators)
Monitoring Systems", etc. The loT architecture can be categorized into vertical and horizontal
approaches. For small deployments in limited areas, the vertical approach is possible. However,
for large scale deployments, the horizontal approach is required, and then introducing the
concept of a common platform is helpful for implementing various services. In the horizontal
approach, information processing and networking are positioned as the platform. And also, the
types of 10T services are increasing in different application fields. To make loT services more
creative and productive, data exchange between various IoT services needs to be supported

and a.~common plaffnrm for data nvr\h:\ngn is the lerr_\lnef Way This document ha been

develdped in accordance with a detailed study of a platform that supports various loT use cases.
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INTERNET OF THINGS (loT) -
DATA EXCHANGE PLATFORM FOR IOT SERVICES -
Part 1: General requirements and architecture

1 Scope

This document specifies requirements for an Internet of Things (loT) data exchange platform
for various_services in the fn(‘hnnlngy areas of:

e thg middleware components of communication networks allowing the co-existence |[of loT
selvices with legacy services;

o thg end-points performance across the communication networks among theyloT and Jegacy
sefvices;

e thg loT specific functions and functionalities allowing the efficient“deployment pf loT
sefvices;

e thg loT service communication networks’ framework and infrastsucture; and

o thg loT service implementation guideline for the loT data exchange platform.
2 Normative references

The following documents are referred to in the text injsuch a way that some or all of their dontent
constifutes requirements of this document. For dated references, only the edition cited applies.
For updated references, the latest editioncof the referenced document (including any
amendments) applies.

ISO/IHC 30141:2018, Internet of Things(loT) — Reference architecture

3 Te¢rms and definitions
For the¢ purposes of this document, the following terms and definitions apply.

ISO and IEC maintain“terminological databases for use in standardization at the foljowing
addregses:

e |ISO Onlinebrowsing platform: available at http://www.iso.org/obp

o |EC Electropedia: available at http://www.electropedia.org/

3.1

loT data exchange platform

loT DEP

set of functional blocks that provide an abstraction of 10T data blocks and exchange of IoT data
with other entities

Note 1 to entry: For example, in a huge number of sensors across various networks, 10T DEP reduces traffic
volumes and exchanges loT data with other entities. Functional blocks of loT DEP are implemented at endpoints and
nodal points in lIoT networks. These functional blocks cooperate as a platform.

3.2

nodal point

point that investigates routing information specified in communication protocols and relays data
blocks according to such information
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4 Abbreviated terms

CAC communication access control
CCN content centric network

DNS domain name service

ICN information centric network
loT Internet of Things

loT DEP loT data exchange platform
IP internet protocol

MQTT Message Queuing Telemetry Transport
(O] open systems interconnection
QoS quality of service

TCP transmission control protocol
UDP user datagram protocol

5 Overview of loT services

Considering loT use cases across sectors, it can be assumed that data blocks from/to sgnsors
and ag¢tuators, referred to as "loT data", are transferred across networks. To reduce| traffic
volumé and comply with various user requirements on Q@S, it is reasonable that an lol DEP
should be deployed. The lIoT DEP is positioned in the“application layer of the OSI refgrence
model] However, loT data is transferred over abstracted lower layers including the ¢urrent
InternIt. An loT DEP shall be implemented in accordance with the networking view [of loT
reference architecture defined in ISO/IEC 30141:2018.

The loJl DEP should not impact communications other than loT data and permit co-existgnce of
commuinications of IoT data and other_data. Therefore, this document promotes an approach
that isplates communications of 10T data from other communications. It excludes specifigations
of clodd computing and edge computing, which deal with distributed operations for every layer
in the feference model.

Overviews and analysestof- the loT use cases have motivated this document and are
summarized in Annex C~These use cases are collected in ISO/IEC TR 22417 [1]1.

6 Network configurations for loT services

6.1 [Overview of network configurations for loT

An ovgrview of network configurations for 10T is shown in Figure 1. Networks provide connection
among loT users, loT gateway, and loT devices specified in ISO/IEC 30141:2018. Moreover,
loT devices - for example specified in ISO/IEC 30118-1 to ISO/IEC 30118-6
[2],[31,[41,[5].[6],[7] — are included.

Each network can have several nodal points. In ISO/IEC 30141:2018, sub-systems (Operations
& Management sub-system, Application & Service sub-system, and Resource Access &
Interchange sub-system) in entity-based reference models take on the role of nodal points.
These sub-systems correspond to the Operations & Management Domain, Application &
Service Domain, and Resource Access & Interchange Domain in a domain-based reference
model.

1 Numbers in square brackets refer to the Bibliography.


https://iecnorm.com/api/?name=4dd55d06c5aa9f30d7ff63bb4e93517f

-8- ISO/IEC 30161-1:2020 © ISO/IEC 2020

loT-users

loT gateway

loT devices

IEC q/

Figure 1 — Overview of network configurations

er
Detailgd network configurations based on Figure 1 are shown in Figur Q)As shown in Figure 2,
configlirations consist of five service types. Service type 1 providesilocal services for |imited
areas.|Service types 2 to 5 provide wide area services. In som @ es of wide area sefvices,
loT gateway can be deployed for connections between loT useébnd loT devices. However, in
other gases, 10T users can be connected to loT devices withgut loT gateway. In networK types
based|on ISO/IEC 30141:2018, a proximity network provides-connections for the limited |areas.
For the wide area services, the user network, service ne@) k, and access network are deployed.
In thede, the user network takes the role of network foQo specific applications and is operated
by loT| user. The service network and access @ork accommodate generic applications,
includi[\g loT-specific applications and Iegacl/taé cations (e.g. telephony, video distribution,

and Infernet access). The service network in es switching functions among locations. The
accesg network provides multiplexing func@sn\s of traffic flow from every specific area.
.\@
Local area : 3 .
service 1 O Wide area service

loT-users

Access/
Service
network

: User '
network

Access/
service
network

loT User
gateway i network

| Proximity |
T TIEtWOrK

. Proximity |
T TTELWOTK

loT devices

IEC

Figure 2 — Service types of the network configurations
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6.2 Network models for an loT DEP

An loT DEP transfers a huge number of data blocks from/to sensors and actuators effectively.
It should be applied to any service including local area services and wide area services for 1oT.
It should be operated across any network, including proximity networks, access networks,
service networks, and user networks specified in ISO/IEC 30141:2018, even if applications
other than loT are deployed in these networks.

Although network configurations are categorized into five types (Figure 2), these five types are
aggregated into three types from an loT DEP point (Figure 3). As shown in Figure 3,
configuration type 1, types 2 and 3, and types 4 and 5 are redefined as configuration types X,
Y, and Z, respectively.

X Y Y4

R N/ \
Wide area service

Ve

Local area
service

loT-users
x.\network network ‘
Proximity | loT | Usef i‘:f\ii:l
network ! EIGE) EIGE)
i g ’-. network network
{"Proximity“; {'Proximity“i
i network ;| networks/

loT devices

Figure 3 — Redefined configuration types for an loT DEP

7 Data exchange ptatform in loT reference architecture

71 eneral

loT DEP takes_the role of the interworking of information in loT systems. Cloud computing
related technologies, including interfaces of connections to the cloud, are not specified|in this
document:

An loT DEP is distributed to entities specified in ISO/IEC 30141:2018. Therefore, it works as a
platform by combining distributed parts.

7.2 Position of an lIoT DEP in loT reference architecture
7.21 Functions of the loT DEP

An loT DEP transfers data to loT applications effectively as a part of network functions. loT
DEP shall not include data processing and computation in cloud computing.


https://iecnorm.com/api/?name=4dd55d06c5aa9f30d7ff63bb4e93517f

-10 - ISO/IEC 30161-1:2020 © ISO/IEC 2020

An loT DEP shall provide the following functions.

— In order to ensure effective 10T application services, an loT DEP shall operate independent
of communication media and protocols. It shall connect among loT users and loT devices
via loT gateway or directly. For example, when a huge volume of data from sensors is
transferred across wide area networks using Internet technologies, an loT DEP provides the
communication with small overheads such as small processing delay and/or a small traffic
volume by reducing processing on complicated IP related protocols.

— An loT DEP shall dynamically control the required functions for loT applications. For
example, it controls traffic flows for lIoT applications and shall provide a requested QoS.

— An loT DEP shall manage the validation of communication paths and loT devices.

User Domain
[ loT-users

! Network J L Network J
4
Operations & /( Application & \\ é Resource Acéess &

Management Domain Service Domain Interchange Domain
; 28
Iaperatlonséi; <,‘:[ Application & = #> Re
anagemen Service terchange
Sub-system Sl ub-system loT DEP
. 4 .
/i \\ )J L‘
Q[ Network ] [ & work J D
Sensing & Controlling \(\‘U loT gateway loT DEP
Domain X 0
[ (6T devi
oT devices
e loT DEP

( HElE) En g ( Physical entities ) )
Domain

IEC

Figure 4-— Locations of loT DEP functions in the loT reference models

7.2.2 Positions of the loT DEP

loT DERfunctions—areimplemented-inloT userResource-AccessE&lnterchange-sub-system,
loT gateway, and IoT devices that are specified in the entity-based model of
ISO/IEC 30141:2018. The relationship between the reference model specified in
ISO/IEC 30141:2018 and an loT DEP is shown in Figure 4. In ISO/IEC 30141:2018, two
reference models — entity-based and domain-based — are specified. In Figure 4, locations of
the loT DEP functions are shown, explaining the relationship between both reference models
in ISO/IEC 30141:2018.

7.3 Operation of an lIoT DEP in an loT system

Functions of loT DEP are described in 7.2.1. In Cases C and D, loT applications provided by
an loT DEP co-exist with legacy applications. Figure 5 shows a logical configuration; however,
loT gateway and Resource Access & Interchange sub-system accommodating loT DEP
functions can be shared with nodal points for legacy applications, from an implementation point
of view.


https://iecnorm.com/api/?name=4dd55d06c5aa9f30d7ff63bb4e93517f

ISO/IEC 30161-1:2020 © ISO/IEC 2020 -1 -

The operations of loT DEP in each case are described as follows.

loT DEP Case A —
loT users <———{ End points ]

, loT DEP Case B
Resource Access & . .
Interchange sub-subsystems Nodal points :

B kTP “-Networks - f------oirolo o lo il oIl .
f loT DEP Case C

. loT gateway ‘—’[ Nodal points ] '

N |
101 DEr Cdase D

loT devices End points
\ J [ P ]

Figure 5 — Cases of an loT DEP and relationship between loT and other services

Cape A: An |oT DEP shall divide serial data streams from the |07 user to data blocks,
it ghall transfer these blocks to connected network interfaces, as shown in Figure
comnected network interfaces support generic services (e.g. legacy applications

Internet). An loT DEP shall isolate communication paths for loT applications fromj
paths to provide required QoS in IoT applications{In this operation, some virtual
tegdhnologies should be applied.

ol DEP
Network Network
interface interface
T E (IoT) (Other service)

IEC

Figure 6 — Operations of the loT DEP in Case A

Cape B: An I0T.\DEP takes on the role of a nodal point. In ISO/IEC 30141:2018, n
typles are categorized into proximity networks, access networks, service networks, an
nefworks.~An' loT DEP shall be applied to all these networks except proximity netwol
shown n~Figure 7, 10T applications shall be provided via an IoT DEP between n

Then,
6. The
bn the
other
zation

etwork
d user
ks. As
etwork
rfaces

witheuttoFBERtr-antoFDBDERpaths-ofleTapplication contronea+te4so

' paths

of other applications and to comply with requested QoS requirements in loT applications.
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loT applications

Network Network
interface <-- L "' > interface

Other applications

Y
ACCESS ||ctvvu|'r\, Service ||ctvvu|'r\,
user network IEC

Q
N
Figure 7 — Operations of an loT DEP in Case B y\q’

— Cape C: An |loT DEP is integrated into an loT gateway. In ISO/IEC 301442018, loT gateway
comnects between proximity and access networks. An loT DEP tran§fy s loT appligations
befween proximity and access networks, as shown in Figure 8. In @OT DEP, paths|of loT
applications are controlled to isolate paths of other applicx s and to comply with
requested QoS requirements in loT applications, as with Cas@.

IoT%Qte
IOE gateway
' (Other service '

\’\\
A 2 : A 2
N%W rk Network
* rface interface

C}@roximity) (access)
@ . IEC

Cljcigure 8 — Operations of an loT DEP in Case C

sug¢h as se s and actuators. It shall assemble data blocks based on signals from physical
enfities | transfer these data blocks to a proximity network, as shown in Figureg 9.

S

— Cape D: A@EP is integrated with loT devices, which accommodate physical gntities
al

Network
lIoT device interface

(IoT)

IEC

Figure 9 — Operations of an loT DEP in Case D
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8 Requirements for an loT DEP

8.1

General

The loT DEP shall comply with the requirements described in Clause 8. In Clause 7, four
applied cases of an IoT DEP are specified. Requirements described in Clause 8 are applied to
all cases unless otherwise specifically noted. Architecture for implementation in each case on
loT DEP shall be in accordance with Annex A.

8.2
8.2.1

Figure| 10 shows the functional blocks of an loT DEP. Each block shall be applied accor

Table

Table

functidnal blocks and.applied cases. For example, Case A does not require data contn

Requirements of functional blocks

Definiti f £ t L bloc

1.

loT DEP

Data translation

Data control

loT centfol

loT management

Communication access control

Adaptation

loT users, loT gateway, JoT devices or Resource Access
and Interchange sub-$ystem

Figure-10 — Functional blocks in an loT DEP

1 lists all the functional blocks in an loT DEP. This table clarifies the relationship be

ding to

tween
ol and

data translation because an IoT DEP in Case A is located at the edges of the services. Gase D
does not requiredata control because an loT DEP in Case D is located at the connecting point
with tlre devices. However, this case shall include data translation because an loT DEP
assemples’signals from the devices to data blocks. In the other cases (i.e. Case B and Cdse C),
all blo¢kssshall be included because an 10T DEP in these cases shall operate as nodal goints.
Table 1 — Relationship between functional blocks and cases of an loT DEP
Blocks Case A Case B Case C Case D

Communication access control X X X X

Data control X X

Data translation X

10T control X X X X

loT management X X X X

Adaptation X X X X
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Communication access control (CAC)

2020

Communication access control (CAC) shall provide protocol processing for loT applications, as
shown in Figure 11.

oT DEP loT DEP loT DEP

CAC CAC CAC

A A
- H X
. .

loT

Neiwork : Gateway:

Network |aT

devicg

. ; I/F
Network I/F f:\letwork I/l; :

n
. " \ 4

user

As shq
row dg
shall t
transm

1)

2)

Figure 11 — Functional blocks in an loT DEP

IEC

wn in Figure 11, at the end points, the CAC in an loT DEP shall"translate betwelen the
ta from/to the loT devices or loT users and data blocks. At\the nodal points, the CAC
ansfer these data blocks to other CACs, independent of the lower-layer protocdls and
ission media. The CAC has three requirements as follows:

Firgt, a large number of data blocks from/to the sensofs and actuators shall be contrglled in
CAC block. This communication control will sipaplify the operations (e.g. realizing small
oveérheads and simple communication sequences). New network technologies dan be

thq

applied in this control; a promising candidatecs\the ICN, which is summarized in An'lnex B.
In |CN technologies, simple communication sequences with small overheads are per

ormed

begause it is not necessary that physical addresses are discovered from transfer information.
Fof example, in the current Internet, IP @ddresses are discovered by the DNS. Howeyver, in
ICN technologies, this discovery procéss is not required. The CAC block shall be apglied to
all[cases: Cases A, B, C and D.

Neixt, an loT DEP is positioned 'as an application layer protocol, as shown in Figure 12.
Therefore, the CAC shall beCadapted between the loT applications and lower laygrs, as
shown in Figure 13. It shall*also abstract the lower-layer protocols. In 10T applications,
ious networks can be deployed for data transportation. The CAC shall be indepg¢ndent
oT applications, and*shall not investigate or modify content in these data blocks|of loT
applications. Although detailed secure mechanisms can be specified, they are beyond the

va
of

scppe of this document.
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OSl reference model Internet reference model
Application layer Application layer
loT DEP loT DEP
(communication access control) (communication access control)

Presentation layer

3) La

ap
Fig

|

Session layer }
[ Transport layer } [ Transport layer (TCP, UDP) }
L Network layer J L Network layer (IP) J
‘ Data layer } ‘ Data layer ]
‘ Physical layer ‘ ‘ Physical layer }

Figure 12 — Layer structures of the communication'platforms

[ loT services J
loT DEP Application layer
(communication access control) protocols

]

Lower layer protocol
sets

IEC

Figure 13 — Independence between CAC and lower layer protocols

5tly, an loT DEP-shall provide a co-existence between loT applications and
blications, if ether applications are deployed. The co-existence architecture is sh
ure 14.

loT Legacy

applications

other
bwn in

Lo
apprcatons

| Legacy application |
! protocols

loT DEP
(e.g., ICN)

Co-operations g

Co-existence
The Internet

IEC

Figure 14 — Co-existence architecture between loT applications and other applications
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loT applications and legacy applications can be operated in parallel on the Internet as shown
in Figure 14. 10T applications and other applications can be operated in parallel. The CAC shall
not request modifications of the Internet if this infrastructure is deployed. The CAC shall operate
over the interfaces of the transport layers (e.g. TCP or UDP), and isolate loT applications from
other applications using certain technologies such as virtualization technologies.

8.2.3

Data control

Data control caches data in networks to mitigate traffic flows due to the retransfer of the same
data. Data control reduces the traffic volume in networks. It shall be installed at nodal points
(i.e. Cases B and C).

8.24

Data t
It shal

8.2.5

loT co
status

all cases.

8.2.6

loT management shall monitor failures of the loT DEP)and communication routes betws

loT DA

8.2.7

It is assumed that an IoT DEP is operated over the transport layer in the protocol

descri
an loT]
an loT

8.3

The re
loT DH

Data translation

anslation shall assemble data blocks from the bit streams of lIoT devices (€197 se
be installed in Case D.

loT control

It shall manage route transfers of loT applications in netwerks. It shall be deploy

loT management

P and the other loT DEP.

Adaptation

pbed in 8.3. However, in other casgs; the network layer or lower layers are conne
DEP through this function. Thisyadaptation function depends on the implementat
DEP.

Communication protocols

quirements of an-lo DEP are specified from the communication protocol viewpo
P shall be positioned as the upper layer of communication protocols (i.e. an appl

Nsors).

ntrol shall provide operating parameters for the CAC and shall"monitor the opgrating

ed for

een an

stack
tted to
ons of

nt. An
cation

layer protocol, as shown in Figure 15). If it is operated over the transport layer, it shall be

conne

it is not operated over the transport layer, the lower layers shall be adapted to an lo

throug

Cted to the-fransport layer protocols (i.e. TCP and UDP) through conventional soc

ets. If
I DEP

h the adaptation function.

[ teT-serviees ]

L J
loT DEP }

[ Transport layer

[ Network layer J

[ Data link layer ]

[ Physical layer ]

IEC

Figure 15 — loT DEP connections over communication protocols
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8.4 Service mapping

An loT DEP shall provide efficiency in information delivery without investigation and
modifications of information-related services. An loT DEP shall process information from/to the
lower layers independent of user services.

An |loT DEP is physically positioned as shown in Figure 16. To deploy services in various use
cases, an loT DEP shall abstract the network configuration, protocols, and services. If an loT
DEP is not deployed, the operations will be complicated, as shown in Figure 17.

loT users

Fi

9 O

The genéric operations of an loT DEP are described in 1) to 4) and summarized in Figur

loT DEP

----------- O

loT devices

IEC

Figure 16 — Connections between loT users and JloT)services with an loT DER

loT users

Information
discovery

: e.g., DNS (domain name service)
translation information to address

______________ 3

lofdevices

<«——> User data flow

> Control data flow
IEC

berations of an loT DEP

gure 17 — Connections between loT users and loT services without an loT DE

1) Pre-set transfer routes

When users subscribe to an 10T application, the transfer routes among an loT DEP are
established by loT management.

2) Data collection request

When loT users collect data from loT devices, a request message is transferred to the loT
DEP in networks using preset routes. In this operation, the DNS is not required, although it
is mandatory for the Internet. In cases of multiple pre-set routes, an IoT DEP resolves the
route selection. The IP and its related protocols are isolated from this operation.

e 18.
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3) Data transfer

4)

When an loT device transfers data, it transfers data to the loT DEP in the networks
discussed in 2). The loT DEP can cache data. Subsequently, when an loT user requests a
data transfer, an loT DEP transfers data in a cache instead of an |loT device. ICN
technologies are applied to data transfer mechanisms. These technologies are described in

Annex B.

Data access schemes

In operations 2) and 3), two detailed schemes are applied.

Synchronized scheme: Interest/data sequences in the CCN, which is a type of ICN, are
applied. Interest message is applied to request data collection. Data message is applied to

tra

As
an

£ [y L " . 4 Lok bl : !
ISTTT Udld CUTTTOSPUITUTITY tU TTIICTTS U TITCSS54dyCT. TITICTTS/Udld STUUCTTILTS Al PdadlilTuU).

nchronized scheme: Publication/subscription sequences in MQTT, which is a.type|of ICN
i also a family of the ICN. Subscription message is applied to obtain datay‘Publ|cation

message is applied to data transfer. These messages are invoked independently. An loT

DH

N
&

End points

P shall manage the relationship between these messages according toMoT applications.

~ Data flow for Applicatioh A

Data flow for Application B

End points

loT device

10T user

Application A

Application B

loT device

Conventional network equipment
Pre-set routes by

—————— Management functions
loT DEP

Figure 18 — Operation of information control using an loT DEP
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Annex A
(normative)

Implementation guideline for an loT DEP

General

Annex A provides the guidelines for interoperability in an loT DEP defined as Cases A, B, C,
and D. Entities including an loT DEP for communication are typically configured as shown in
Figure A.1. An loT DEP is implemented over the transport layer without adaptation. If the

adapt
DEP,

Annex

Ton function m an lo
s shown in Figure A.2.

IS aclivaled,

A provides the following configurations on implementation:

— abstraction of lower layer in 1oT DEP;

— intérnal connections in a component of loT DEP.

Services

loT DEP

Transport layer
Network layer

Data link layer

Rhysical layer

Figure A.1 — Configuration of entity including an loT DEP without adaptation

e lower-layer runctions can be Include

Application software

Middleware

Basic software
(0S)

Device driver

Dedicated device

IEC

Services Application software
loT DEP Middleware
i| Transport layer | )
Network layer ‘/A daptation

Data link layer

Physical layer

Dedicated device

IEC

Figure A.2 — Configuration of entity including an loT DEP with adaptation

inloT
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A.2 Abstraction of lower layer in loT DEP

When an loT DEP is operated over the transport layer, an loT DEP shall be connected to this
layer through the socket interface specified in the TCP or UDP. This socket interface is identified
by port numbers, such as newly assigned well-known ports or negotiated ports.

When the communication access control in an loT DEP supports multiple access protocols of
various ICN technologies described in Annex B, multiple ports should be assigned for the
interfaces between the loT DEP and transport layer to identify each access protocol, as shown
in Figure A.3.

loT DEP

Communication access control

Access Access Access

protocol protocol protocol
Socket interface

Port 1 Port 2 Port 3

Transport layér

IEC

Figure A.3 — Implementation on support of multiple access protocols in an loT DEP

When |the communication capability in an [6F DEP requests different capabilities, S:I:ch as
transfgr route, etc. to transfer information intlower layers, multiple ports should be assigned for
the interfaces between an loT DEP and'transport layer to identify the transfer capabilitles, as
shown|in Figure A.4. Port selection is\invoked in the communication access control of gn loT
DEP.

loT DEP

Communication access control

Socket interface

Transport layer

Network layer and lower layers

IEC

Figure A.4 — Implementation on support of multiple socket interfaces in an loT DEP
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When an loT DEP is operated on the data link layer or physical layer, an loT DEP should be
connected to this layer through the adaptation function. The adaptation function converges
various interfaces in the data link layer or physical layer to the socket interface, as shown in

Figure A.5.
loT DEP
Communication access control
Socket interface
LeATT T Mo A= Ve POTS S W~
(_ Port1 {_Port2" 1 __Port3
: Transport layer
Data Iink layer or physical layer
"""""""""""""" IEC
Figure A.5 — Implementation on support of multiple socket
interfaces in an loT DEP with adaptation function
A.3 [Abstraction of lower layer in loT DEP

Each f

All the

protoc
by har

unction block in an loT DEP is implemented as follows.

functions are implemented as middleware modules on basic software. Howev
commuinication access control and data control blocks require assistance by hardware, beg
bl processing including finite-state machines and timer, and data cache can be h
dware, for example, ASIC-(@pplication specific integrated circuit) or specific accele

br, the
cause
andled
rators.
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Annex B
(informative)

Typical communication protocols for ICN

Information centric network (ICN) technologies are described as an example of the data
exchange platform.

ICN technologies can be categorized into four types as described in Figure B.1:

— data-oriented network architecture (DONA):

— comtent centric network (CCN);

— publish—subscribe Internet routing paradigm (PSIRP);
— nefwork of information (NetInf).
Although the detailed mechanisms of these types are different, the basic concepts are the|same:
mitigafion of overhead in Internet such as location base routing and, data discovery, and
reduct|on in traffic volume using networked cache.
PSIPR is an asynchronous architecture using publication and-subscription. MQTT dan be
categdrized into this part. Other types include synchronous architecture using data request on
demand and response, which are paired. The features, of'these types are summariged in
Figure|B.1.
A
DONA CCN g\\}\ PSIRP Netinf
MNamégspace Flat with structure @%hical Flat with structure Flat with structure
_ Ny . .
9 . . Signature, PKI Signature, external Signature, PKI Signature or conteht

b ks il independent trust source independent hash, PKl indep.

Humén-readable names No Possible No No

Infornation abstraction model Mo No No Yes

NDO fgranularity Objects Packets Objects Objects

Routihg aggregation d Publisher/explicit Publisher Scope / explicit Publisher

Routi Name-based (via RHs) Name-based NRS (rendezvous) e

Routj

API

hg of NE%O

&S

hg of NDO request@@

Reverse request path or

direct IP connection

Synchronous get

Reverse request path

using router state

Synchronous get

Source routing
using Bloom filter

Publish/subscribe

based

Reverse request pdth or

direct IP connectiof

Synchronous get

n

Transport

See B. Ahlgren et al. [8]

IF

Iy TTICTUAINY TF

IF/F2IRF

Figure B.1 — Types of ICN technologies

Ntany ot
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Annex C
(informative)

Applied use cases based on an loT data exchange platform

C.1 General

In the use cases summarized in Annex B, the most effective cases of the deployment of loT
DEP are indicated as follows.

C.2 |Farm product tracking use case: Actors and information exchangel/Q

Q
This use case is indicated in 7.5 of ISO/IEC TR 22417:2017 [1]. Figure C.1r§ﬂ§ws the loT
system for distributing farm products to consumers safely. N

Operations & Management Domain
(OMD)

s N .
Real-time
IT system monitoring in farm
S maintenance product market

Application Service Domain Object Dorpain

(OBD)

Tracking management
platform for government
customer

Farm prod|

RFID tag & reader

loT
gateway

Government
customer
Tracking service platfor
for public customer
‘ Public
customer

Informatio urity
38
O
~

Electronic ledger

Employees in:
in farm pro
activitie

=

Employee sensor
cart

Resource Interchange Domain
(RID)

-~
Farm product E-commerce
o) T information platform ” 4
N exchange platform
@) ’
\M

IEC

Figure C.1 — Diagram of farm product tracking system

In this case, various sensing data (e.g. RFID data with farm products, ID card data for farmers)
are collected for every stage in a supply chain (e.g. producing, processing, transporting, and
selling). Subsequently, centralized administrative control over the data is performed.

In this system, data are collected from different supply chains; therefore, traffic volume is
increased. Various QoS are required for each type of loT data. If these problems are solved,
the development cost of this system is increased.

To address these problems, an loT DEP is deployed to abstract networks for data collection.
An |oT DEP is installed to a Sensing & Controlling Domain, as in Figure C.1.
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