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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and ngn= —in—tiat f ; f - i of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

ional Standards are drafted in accordance with the rules given in the ISO/IEC Directives| Part 2.

The mgin task of the joint technical committee is to prepare International Standards. Draft International
Standgrds adopted by the joint technical committee are circulated to national badies for voting.| Publication as
ion is drawn to the possibility that some of the elements of this document may be the subject of patent

rights. ]SO and IEC shall not be held responsible for identifying any .gr-all such patent rights.

ISO/IEC 29150 was prepared by Joint Technical Committee’ ISO/IEC JTC 1, Informatign technology,
Subcommittee SC 27, IT Security techniques.

© ISO/IEC 2011 — All rights reserved \"
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Introduction

When data is sent from one place to another, it is often necessary to protect it in some way whilst it is in transit,
e.g. against eavesdropping or unauthorized modification. Similarly, when data is stored in an environment to

which unauthorized parties can have access, it is important to protect it against unauthorized access.

If the confidentiality of the data needs to be protected, e.g. against eavesdropping, then one solution is to use

public key enc ; . ;

unauthorized modification or forgery, then digital signatures, as specified in ISO/IEC 9796 and ISO/IEQ
can be used. |If both confidentiality and unforgeability are required, then one possibility is to use both
key encryptiop and digital signature. Whilst these operations can be combined in many- ways,

combinations ¢f such mechanisms provide the same security guarantees. As a result it is desirable to
in detail exaclly how confidentiality and unforgeability mechanisms should be combined to prov
optimum level jof security. Moreover, in some cases significant efficiency gains can be obtained by de
single method of processing the data with the objective of providing both confidentiality and unforgeabil

against
14888,
public
not all
define
de the
ining a
ty.

In this Internafjonal Standard, signcryption mechanisms are defined. These areymethods for processing data

to provide both confidentiality and unforgeability. These data processing methods typically involve eit
use of an asyfnmetric encryption scheme and a digital signature schemé_combined in a specific way
use of a specigdlly developed algorithm which fulfils both functions simultaneously.

The methods gpecified in this International Standard have been desighed to maximise the level of secu
provide efficieft processing of data. All the mechanisms defined here have mathematical “proofs of sg
i.e. rigorous arguments supporting their security claims.

her the
or the

ity and
curity”,
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1

Scope

This In
technid
private

This In
defined

NOTE 1

These
in parti

NOTE 3
require

where a multiple number of pairs of senders and recipients exist, the same system wide parameters ar

used by
system

NOTE 3
of such
have be

NOTE 4
mechar
differen
fall into
represe

ternational Standard specifies four mechanisms for signcryption that employ public key
ues requiring both the originator and the recipient of protected data to have their 0
key pairs.

ternational Standard is not applicable to infrastructures for management. 6f public k
in ISO/IEC 11770-1 and ISO/IEC 9594.

Signcryption mechanisms are defined ways of processing a data string/with' the following secu
data confidentiality, i.e. protection against unauthorized disclosure ©f data;
data integrity, i.e. protection that enables the recipient of data to verify that it has not been mod

data origin authentication, i.e. protection that enables_the recipient of data to verify the ide
originator;

data unforgeability, i.e. protection against unauthotized modification of data, even by a recipier

four security objectives are not necessarilymutually exclusive. The fourth objective, data

Two of the mechanisms specified-in“this International Standard, namely mechanisms DLS
the employment of system wide public key parameters for both the sender and the recipient of d

all these users. The two remaifhing specified mechanisms, namely IFSC and EtS, do not require
wide public key parameters/

In selecting the four\Signcryption mechanisms for inclusion in this International Standard from
techniques published)and in use, the same seven criteria as those stated in ISO/IEC 18033-1
en followed. The ex¢élusion of particular methods does not imply that those methods are insecure.

This Infernational Standard bears a conceptual similarity to ISO/IEC 19772['4] which specif
isms for ‘authenticated encryption, that is, simultaneously achieving message integrity and conf|
Ces between ISO/IEC 19772 and this International Standard include (1) mechanisms specified irj
the ,category of symmetric cryptographic techniques, whereas those specified in this Internatior]

cryptographic
wn public and

pys which are

ity objectives:

fied;

htity of the data

t of the data.

unforgeability,

cular is a stronger notion of security that implies both data integrity and data origin authentication.

L and ECDLSC,
ata. In a system
e required to be
the use of such

the large variety
2005, Annex A,

es a number of
dentiality. Major
ISO/IEC 19772
al Standard are

htatives of asymmetric cryptographic techniques; (2) while all mechanisms specified in ISO/IEC

19772 and this

Internat
Internat

ional Standard further offer the capability of data unforgeability, even by a recipient of the data.

2 Normative references

onal Standard offer the capability of data integrity and origin authentication, mechanisms specified in this

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 9796-2:2010, Information technology — Security techniques — Digital signature schemes giving
message recovery — Part 2: Integer factorization based mechanisms

© ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=5aedbbc1eaf965066e0b46a8345a989e

ISO/IEC 29150:2011(E)

ISO/IEC 9796-3:2006, Information technology — Security techniques — Digital signature schemes giving
message recovery — Part 3: Discrete logarithm based mechanisms

ISO/IEC 14888-1:2008, Information technology — Security techniques — Digital signatures with appendix —
Part 1: General

ISO/IEC 14888-2:2008, Information technology — Security techniques — Digital signatures with appendix —
Part 2: Integer factorization based mechanisms

ISO/IEC 14888-3:2006, Information technology — Security techniques — Digital signatures with appendix —
Part 3: Discrete logarithm based mechanisms

ISO/IEC 18033-1:2005, Information technology — Security techniques — Encryption algorithms — |Part 1:
General

ISO/IEC 18033-2:2006, Information technology — Security techniques — Encryption algorithms — |Part 2:
Asymmetric ciphers

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply:

31
asymmetric cjpher
alternative term for asymmetric encryption system

[ISO/IEC 1803B-1:2005]

3.2
asymmetric cyyptographic technique
cryptographic fechnique that uses two related transformations, a public transformation (defined by thg public
key) and a privjate transformation (defined by the private key)

[ISO/IEC 1177D-1:2010]

3.3
asymmetric epcryption system
system based|on asymmetric ‘eryptographic techniques whose public transformation is used for engryption
and whose priyate transforfmation is used for decryption

[ISO/IEC 9798}1:2010]

3.4
asymmetric keypair
pair of related keys where the private key defines the private transformation and the public key defines the
public transformation

[ISO/IEC 9798-1:2010]
3.5

block
string of bits of a defined length

2 © ISO/IEC 2011 — All rights reserved
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3.6

block cipher

symmetric encryption system with the property that encryption operates on a block of plaintext, i.e. a string of
bits of a defined length, to yield a block of ciphertext, and decryption operates on the ciphertext to yield the
original plaintext

[ISO/IEC 18033-1:2005]
3.7

cipher
alternative term for encryption system

[ISO/IHC T8033-1:2005]

3.8
ciphertext
data which has been transformed to hide its information content

[ISO/IHC 10116:2006]

3.9
cleartgxt
alternafive term for plaintext

3.10
coIIisiI.‘n-resistant hash-function

hash-fyinction satisfying the following property: it is computationally infeasible to find any two] distinct inputs

which map to the same output

[ISO/IEC 10118-1:2000]

3.1
data element
integer|or bit string or set of integers orset of bit strings

3.12
decryption
reversal of encryption by a cryptographic algorithm to produce a plaintext

3.13

decryption algorithm
procesp which trafsforms a ciphertext into a plaintext

[ISO/IHC 18033-1:2005]

3.14
domain
set of entities operating under a single security policy

[ISO/IEC 14888-1:2008]

3.15

domain parameter

data element which is common to and known by or accessible to all entities within the domain

[ISO/IEC 14888-1:2008]

© ISO/IEC 2011 — All rights reserved 3
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3.16
encryption

(reversible) transformation of data by a cryptographic algorithm to produce a ciphertext, i.e. to hide the
information content of the data

NOTE

3.17

Adapted from ISO/IEC 9797-1:2011.

encryption algorithm

process which

[ISO/IEC 1803

transforms a plaintext into a ciphertext

3-1:2005]

3.18

encryption syistem

cryptographic

processes: a niethod for generating keys, an encryption algorithm and a decryption algorithm

3.19
full domain cy
function that m
it is computati
computationall

NOTE A fu
exception that th

3.20
identification
sequence of d
to identify it

NOTE The
identifier of the
parameters, key

[ISO/IEC 1488

3.21

key
sequence of
decryption)

[ISO/IEC 1177

echnique used to protect the confidentiality of data, and which consists of thre€ com

yptographic hash function

aps strings of bits to integers in a fixed range, satisfying the properties of (1) for a given
onally infeasible to find an input which maps to this output, @nd (2) for a given inp
y infeasible to find a second input which maps to the same output

Il domain cryptographic hash function is similar to a stapdard cryptographic hash function
e former outputs an integer rather than a bit string; see 7.2:2:

data
bta elements, including the distinguishing identifier for an entity, assigned to an entity ar

identification data can additionally contain data elements such as identifier of the signature f
signature key, validity period of the signature key, restrictions on key usage, associated securi
serial number, or domain parameters.

8-1:2008]

symbols that, centrols the operation of a cryptographic transformation (e.g. enc

D-1:2010]

3.22

ponent

output,
it, it is

vith the

d used

rocess,
y policy

[yption,

key pair
pair consisting

3.23
keystream

of a public key and a private key associated with an asymmetric cipher

pseudorandom sequence of symbols, intended to be secret, used by the encryption and decryption algorithms
of a stream cipher

NOTE

deduce any information about the remainder of the keystream.

3.24
message

string of bits of any length

© ISO/IEC 2011 — All rights
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3.25
n-bit block cipher
block cipher with the property that plaintext blocks and ciphertext blocks are n bits in length

[ISO/IEC 10116:2006]

3.26
one-way hash function
function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties:

— for a given output, it is computationally infeasible to find an input which maps to this output;
— for a given input, it is computationally infeasible to find a second input which maps to the same output

[ISO/IHC 10118-1:2000]

3.27
parampter
integer|or bit string or function

3.28
plaintgxt
unencrypted information

[ISO/IHC 10116:2006]

3.29
private key
that kgy of a key pair associated with an entity’s asymmetric cipher which is kept secret anl used by that
entity gnly

[ISO/IHC 11770-1:2010]

3.30
public|key
that kely of a key pair associated with an entity’s asymmetric cipher which can be made public and used by
any entity

[ISO/IHC 11770-1:2010]

3.31
secret|key
key used with symmetric cryptographic techniques by a specified set of entities

[ISO/IHC 117#0-3:2008]
3.32

signature
one or more data elements resulting from the signature process

3.33
signature key
set of private data elements specific to an entity and usable only by this entity in the signature process

[ISO/IEC 14888-1:2008]
3.34
signature process

process which takes as inputs the message, the signature key and the domain parameters, and which gives
as output the signature

© ISO/IEC 2011 — All rights reserved 5
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3.35
signcrypt

to apply signcryption on a plaintext

3.36
signcryption

(reversible) transformation of data by a cryptographic algorithm to produce a ciphertext from which no
information about the original data can be recovered (except possibly its length), nor can a new ciphertext be
forged by an unauthorized entity without detection, that is, it provides data confidentiality, data integrity, data
origin authentication, and non-repudiation

NOTE

Unforgeability implies data integrity, data origin authentication, and non-repudiation.

3.37

signcryption
one of the th
sender’s publi
performing a s

3.38

signcryption mechanism

cryptographic
and non-repud
signcryption al

3.39

signed messdge
Ments consisting of the signature, the part of theimessage which cannot be recovered from the

set of data ele
signature, and

[ISO/IEC 1488

3.40

symmetric cif
cipher based ¢
and decryption

[ISO/IEC 1803

3.41
symmetric cry
cryptographic
transformation

NOTE 1  With

b

Igorithm
e component algorithms of a signcryption mechanism which takes as input a plair
C and private key pair, a recipient’s public key and other data, outputs <a;cCipherte
bquence of specified operations on the input

echnique used to protect the confidentiality and simultaneously guarantee the origin, i

jorithm and a unsigncryption algorithm

an optional text field

8-1:2008]

her

n symmetric cryptographic techniques that uses the same secret key for both the end
algorithms

3-1:2005]

yptographic_technique
techniquecthat uses the same secret key for both the originator's and the reg

out knoewledge of the secret key, it is computationally infeasible to compute either the originator’

recipient’s transt

text, a
t after

htegrity

iation of data, and which consists of three component algorithims: a key generation algofithm, a

ryption

pient’s

5 or the

ormation.

NOTE 2

Examples of symmetric cryptographic techniques include symmetric ciphers and Message Authentication

Codes (MACs). In a symmetric cipher, the same secret key is used to encrypt and decrypt data. In a MAC, the same
secret key is used to generate and verify MACs.

3.42
unsigncrypt

to apply unsigncryption on a ciphertext

3.43

unsigncryption
verification and decryption of a ciphertext by a cryptographic algorithm

© ISO/IEC 2011 — All rights

reserved
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unsigncryption algorithm
one of the three component algorithms of a signcryption mechanism which takes as input a ciphertext, a
recipient’s public and private key pair, a sender’s public key and other data, outputs a pair consisting of either
a symbolic value ACCEPT and a plaintext, or a symbolic value REJECT and the null string

3.45

verification key
set of public data elements which is mathematically related to an entity's signature key and which is used by
the verifier in the verification process

[ISO/IEC 14888-1:2008]

3.46

verification process
5 which takes as input the signed message, the verification key and the domain.paframefers, and which
s output the result of the signature verification: valid or invalid

proces
gives g

[ISO/IE

4 Symbols and notations

For the

[x]
[x]

[a,....B
(a,...,H
| X |

x®y

(31on.

X

C 14888-1:2008]

purposes of this International Standard, the following symbols and notations apply:

the largest integer less than or equal to real’'number x. For example, |_8J: 8
|-10.4|=-11.

the smallest integer greater thanorequal to real number x. For example, (8_
and |_— 9.5_|: -9.

the interval of integers from*a to b, including both @ and &.

the interval of integers-from a to b, but excluding both a and b.

if X is a finite set/ then the cardinality of X, namely the number of elements i

X is a finitesabelian group or a finite field, then the cardinality of the un
elements; if* X is a real number, then the absolute value of X; if X is a bit §
length in/bits of the string.

thie-bit-wise exclusive-or (XOR) of two bit strings x and y, where x and )
length. (See also 6.1.)

the bit string of length / consisting of / bits x, ,..., x;, in the given order. (See a

|8.7]=8 and

=8,[82]=09,

n the set X; if

ferlying set of
tring, then the

are of equal

S0 6.1.)

x|ly

ged(a,b)

alb

The result of concatenating two data items x and y in the order specified. In cases where

the result of concatenating two or more data items is input to a cryptographi

¢ algorithm as

part of a signcryption mechanism, this result shall be composed so that it can be uniquely
resolved into its constituent data strings, i.e. so that there is no possibility of ambiguity in
interpretation. This latter property can be achieved in a variety of different ways, depending

on the application. For example, it can be guaranteed by (a) fixing the length

of each of the

substrings throughout the domain of use of the mechanism, or (b) encoding the sequence of
concatenated strings using a method that guarantees unique decoding, e.g. using the

distinguished encoding rules defined in ISO/IEC 8825-1 [6].

the greatest common divisor of two integers a and b.

integer a divides integer b; that is, there exists an integer ¢ such that b=ca.

© ISO/IEC 2011 — All rights reserved
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a=b(modn) integera and integer b are congruent modulo non-zero integer n; thatis n|(a—b).

a modn the unique remainder in [0,...,n —1] when integer a is divided by positive integer 7.

a”' modn for integer ¢ and positive integer n such that gcd(a,n) =1, the unique integer b in
[1,...,n —1] such that ab =1(mod n).

L,(n) the length in bits of a non-negative integern, or the smallest integer / such that 12BSP (»,/)
does not fail; that is, L,(n)=[log,(n+1)], where I2BSP(n,!), defined in 6.2, converts
integer n to a bit string of length /.

AC.Decrypt [—decryptiomatgorithtmforamasymmetriccipher:
AC.Encrypt | encryption algorithm for an asymmetric cipher.
AC.KeyGen | key generation algorithm for an asymmetric cipher.

ID, bit string which uniquely identifies entity X in some context.
pk, private decryption key.

Pk, private signature generation key.

pky private key belonging to the entity X.

ka,d private decryption key belonging to the entity X.

Pky private signature generation key belonging to the entity X.
PK, public encryption key.

PK, public signature verification key.

PK, public key belonging to the entity) X.

PKy, public encryption key belonging to the entity X.

PKy, public signature verification key belonging to the entity X.
SS.KeyGen key generatior algorithm for a signature scheme.

SS.Sign signature’generation algorithm for a signature scheme.

SS Verify signature verification algorithm for a signature scheme.

5 Finite fields and elliptic curves

5.1 Finite fields

This clause describes a very general framework for representing specific finite fields. A finite field specified in
this way is called an explicitly given finite field, and it is determined by explicit data.

For a finite field F of cardinality p°, where p is prime and e > 1, explicit data for F' consists of p and e,

along with a “multiplication table” which is a matrix T = (Tij)lq j<e? where each T; is an e -tuple, or an ordered

list of e elements, over [0,..., p —1].

8 © ISO/IEC 2011 — All rights reserved
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The set of elements of F'is the set of all e -tuples over [0,..., p —1]. The entries of T are themselves viewed
as elements of F.

Addition in Fis defined element-wise: if a = (a,,...,a,) € F and b=(b,,...,b,) € F', then a + b =c, where

c=(¢,...,c,) and ¢, =(a; +b,)modp (1<i<e).

A scalar multiplication operation for F is also defined element-wise: if a=(q,...,a,)eF and
d €]0,...,p—1], then d -a =c, where
c=(c,...,c,) and ¢; =(d-a,)modp (I1<i<e).
Multiplication in F is defined via the multiplication table 7', as follows: if d=A{q,,.},a,)eF and
b=(b}...,b,) e F, then
e e
a-b= ZZ[(aibj rnodp)Tij]
i=1 j=1
where fhe products (al.bj rnodp)Tl.j are defined using the above rulgderscalar multiplication, anpd where these
products are summed using the above rule for addition in F'. It is-assumed that the multiplicatign table defines
an algebraic structure that satisfies the usual axioms of & field; in particular, there existf additive and
multiplicative identities, every element has an additive inverSe) and every element besides the gdditive identity
has a multiplicative inverse.
Obserye that the additive identity of /', denoted 0,g,is the all-zero e -tuple, and that the multipficative identity
of F, denoted 1., is a non-zero e -tuple whose precise format depends on 7.
NOTE 1 The field F' is a vector space of\dimension e over the prime field F"' of cardinality p, where scalar
multipligation is defined as above. The_prime p is called the characteristic of F'. For 1<i<e, let 6 denote the e -
tuple oyer F"' whose i -th component.js’1, and all of whose other components are 0. The elements 61 ,...,6’6 form an
ordered basis of F' as a vector space over F'. Note thatfor 1 <i, j <e,wehave 6,0, =T,.
NOTE 3 For e > 1, twe-types of standard bases are defined that are commonly used in implementatipns of finite field
arithmetic, namely polynomial basis and normal basis.
e | Polynomial basis: 6, ,..., 6, are called a polynomial basis for F over F' if for some €k, 6. = 0" for
1 <G £ e . Note that in this case, 1, =0, .
i—1
e ~Normarbasis: 0U;,..., U, are called a normal basis for I'_over 1. mior some Oerl, 0 =0 forl<i<e.

Note that in this case, 1, = cz;e,. for some c €[1,..., p); if p =2, then the only possible choice for ¢ is 1;

moreover, one can always choose a normal basis for which ¢ =1.
NOTE 3  The definition given here of an explicitly given finite field comes from ISO/IEC 18033-2.

5.2 Elliptic curves

An elliptic curve V' over an explicitly given finite field ' is a set of points P =(x,y), where x and y are

elements of F that satisfy a certain equation, together with the “point at infinity” which is denoted by O. For
the purposes of this International Standard, the curve V' is specified by two field elements a,b € F', called the
coefficients of V.
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Let p be the characteristic of F. An elliptic curve V' over F falls into one of the following three categories,
which is determined by the value of p:

shall satisfy an equation of the form y2 +xy = X +ax® +b;

shall satisfy an equation of the form y* =x* +ax* +b;

p=2: b shall satisfy b+#0,, and every point P=(x,y) on V' (other than the point at infinity O)

p=3: a and b shall satisfy a#0, and b#0,, and every point P =(x,y) on V' (other than O)

p>3: a and b shall satisfy 4a> +27b #0,, and every point P=(x,y) on V (other than O)

shall s

Elliptic curves
on V a third

P+0=0, th
P is given as
k=0. The sm

There exist eff
such algorithm

A point P (otH
form.

If P=(x,y), t
where y € {0,
Given (x,7),

computing y ffom (x,y).

NOTE

6 Conversion functions

6.1 Bits an

A bit is one of
consisting of th

Infoymation on the implementation of.the elliptic curve group operations can be found in ISO/IEC 15946

atisfy an equation of the form y* = x° + ax + b.

are endowed with the addition operation +: V' xV — V', defining for each pair (P,Q) o

bn (O is called the additive inverse of P, which is denoted by — P. The k~th.multiple of
kP, where kP =P+...+ P (k summands) if k>0, kP =(—k)(—P). iflk <0, and kA
allest positive £ with kP = O is called the order of P.

S is out of the scope of this International Standard.

er than O) on an elliptic curve can be represented incompressed, uncompressed, of

nen (x, y) is the uncompressed form of P. The' compressed form of P is denoted by,
|}. The hybrid form of P =(x, y) is the tripleX(x, y, y), where y is as in the compresse
the compressed form of P, there exist efficient procedures for point decompressid

H strings

the two symbols ‘0’ and “1’. A bit string is a sequence of bits. For / bits x,,..,x,, the b

el bits;"appearing in the given order, is denoted by <x1,...,x,>.

points

point P + Q. With respect to this addition, V' is an abelian group with identity element O. If

a point
=0 if

cient algorithms to perform the group operation of an elliptic-curve, but the implementation of

hybrid

(x,)
d form.
n, i.e.,

t string

For a bit strin

3

/ \ -
xz\xl,...,xl), the lengtn £ or the Sting 1S denoted by [x [. The Iell MosSt DIU X, 1S Cd

ed the

first, highest order or most significant bit of the string. Likewise, the right most bit x; is called the last, lowest
order or least significant bit of the string.

Given two bit strings x=(x,...,x;) and y=(y,,...,»,), the concatenation of x and y is defined by

x|ly= <x1,...,x,,y1,...,ym>.

For two bit strings of equal length, x and y, their bit-wise exclusive-or (XOR) is denoted by x® y .

A null bit string

10

, denoted by NULL, is a string of length 0.
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6.2 Conversion between bit strings and integers

BS2IP (x)

12BSP (n,1)

FE2B$P, ()

BS2FEP,. (x)

6.4 Conversion between points on elliptic curves and bit strings

EC2BSP, (P, fint)

takes as input a bit string x :<xm_1,...,xo>, and outputs the unique integer value n
defi db mz_:l( 21) h O, lf Xi ='0'
efine n= v;2"), where v, = . .
Y pr i I, if x, ="'

takes as input two non-negative integers n and /, and outputs the unique bit string
x of length / such that n = BS2IP(x), if such an x exists. Otherwise the function
fails.

takes as input an element a of a given finite field F, and outputstan i
as follows:

If the cardinality of F is ¢ = p", where p is primesand m>1, th
a of Fis an m -tuple (a,,...,a,), where a; €[04, p) for 1<
value n is definedas n=Y a,p'"".
i=1
takes as input an element a of a given finite field F', and outputs
12BSP (n,1), where n=FE2IP, (a) ahd [ =[log,|F|].

takes as input a bit string x, and outputs the unique field element a ¢
x =FE2BSP;. (a), if such an*q-exists. Otherwise the function fails.

takes as input an element P on a given elliptic curve V', over an expli
field F, together with a format specifier fmt, which is one of the

values compressed, uncompressed, or hybrid, and outputs a bit string
to rules(specified below.

1N If P=0,then EP='0" (the '0' bit).
2) If P#0O,then computing EP is dictated by the value of fmt . S

2.1) when fint =hybrid, that is P=(x,y,y), EP i
EP =12BSP(6+y,3) || FE2BSP, (x) || FE2BSP. () ;

2.2) when fmt=uncompressed, that is P=(x,y), EP
EP = 12BSP(4 3) || FE2BSP. (x) | FE2BSP.. (1)

BS2ECP, (EP)

NOTE 1

NOTE 2

Other than FE2BSP, BS2FEP, EC2BSP and BS2ECP,

2.3) when fint =compressed, that is P=(x,y), EP i
EP =12BSP(2+ 7, 3)|| FE2BSP, (x) .

nteger value n

en an element
<m, and the

the bit string

f F such that

itly given finite
hree symbolic
EP according

pecifically,

5 defined as

is defined as

s defined as

takes as input a bit string EP, and outputs a point P, in uncompressed form, on a
given elliptic curve V' such that EP = EC2BSP, (P, fmt) for a format specifier fint, if

such a point P exists. Otherwise the function fails.

L, is defined in Clause 4.

ISO/IEC 15946-1:2008, Clause 6 (see [12]).
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7 Cryptographic transformations

7.1 Introduction

This clause describes several cryptographic transformations that will be referred to in subsequent clauses.
The types of transformations are cryptographic hash functions and key derivation functions. For each type of
transformation, the abstract input/output characteristics are given, and then specific implementations of these
transformations that are allowed for use in this International Standard are specified.

7.2 Cryptographic hash functions

7.2.1 Standdrd cryptographic hash functions

A (standard) cfyptographic hash function is essentially a function that maps a bit string of variable/length to a

bit string of fixg¢d length. More precisely, a cryptographic hash function Hash specifies
e a posifive integer Hash.Len that denotes the length of the hash function output,
e a posifive integer Hash.MaxInputLen that denotes the maximum length of the hash function inpfit, and

e a funclion Hash.Eval that denotes the hash function itself, which maps\bit strings of length at most
Hash.MaxInputLen to bit strings of length Hash.Len.

The invocation| of Hash.Eval fails if and only if the input length exceeds Hash.MaxInputLen.

When an input|to a standard cryptographic hash function consists of several bit strings, these bit stringq will be
concatenated {irst, in the order these bit strings are given, to form“a single bit string prior to the applicatjon of a
hash operatior].

For the purpogdes of this International Standard, the allowable standard cryptographic hash functions ghall be
those described in ISO/IEC 10118-2 and ISO/IEC 10118-3 (see [10]) with the following proviso:

e  Whergas the hash functions in ISO/IEC 10118 are not defined for inputs exceeding a given Igngth, a
hash ffunction in this International Standard is defined to fail for such inputs.

7.2.2 Full dgmain cryptographic hash:functions
7.221 General

A full domain Eryptographic hash function is a hash function that maps a bit string of arbitrary length to an
integer in a fix¢d range. Marée precisely, a full domain cryptographic hash function FDH specifies

e a poditive integer FDH.Range that defines the allowable range of the hash function output, j.e. the
hash function outputs an integer in the range of [0,..., FDH .Range —1],

e a positive’integer FDH.MaxInputl en that denotes the maximum length of the hash function input, and

e a function FDH.Eval that denotes the hash function itself, which maps bit strings of length at most
FDH.MaxInputLen to non-negative integers smaller than FDH.Range.

Analogous to a standard cryptographic hash function, when an input to a full domain cryptographic hash
function consists of several bit strings, these bit strings will be concatenated first, in the order these bit strings
are given, to form a single bit string prior to the application of a hash operation.

The invocation of FDH.Eval fails if the length of the hash function input exceeds FDH.MaxInputLen. It may
also fail in other events that are dependent on specific implementations. An example of such a failure event is
when internal operations of FDH.Eval transcend a pre-determined maximum allowable number of iterations
without producing a valid output.

12 © ISO/IEC 2011 — All rights reserved
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7.2.2.2 Allowable full domain cryptographic hash function (FDH1)

FDH1 is a family of full domain cryptographic hash functions parameterised by a system parameter denoted
by Hash which is a (standard) cryptographic hash function, as is described in 7.2.1, with the property that its

output length in bits, Hash.Len, is at least [ log, FDH7.Range |.

FDH1 inherits Hash.MaxInputLen as its own FDH1.MaxInputLen for the maximum length of input bit strings.

Given an input bit string x, FDH7.Eval(x) shall work as follows to produce an integer in the range of
[0,...,FDH7.Range—1]. It shall indicate failure when the length of x exceeds (FDH1.MaxInputLen - 64), or in

an extremely rare event when the “while” loop iterates 2% times without bringing forth a valid integer output in
the range of [0,...,FDH7.Range—1].

1. | If |x|+64>FDH1.MaxInputLen then FDH1 fails.
2. | Counter =0.

3. | While Counter < 2% do:
a. Compute y = Hash.Eval(x|| 12BSP(Counter, 64));

b. Set z tothe [log, FDH7.Range | left most / higher.order bits of y;

o

If BS2IP(z)< FDH7.Range then output BS2IP (2 and quit the procedure;

d. Increase the value of Counter by 1.
4. [ FDH1 fails.

7.3 Key derivation functions

A key derivation function is a function KPF(x,/) that takes as input a seed x, which is a bjt string, and a
positivgé integer /, and outputs a bit“string of length [. The string x is of arbitrary length), although an
implementation may define a (very(large) maximum length for x and maximum size for /, apd fail if these
boundg are exceeded.

The kgy derivation functions that are allowed in this International Standard shall be KDF1 jand KDF2, as
descrijed in ISO/IEC 18033-2, with the following proviso:

e | The key derivation functions described in ISO/IEC 18033-2 map octet strings to| octet strings,
whereas)in this International Standard, they map bit strings to bit strings. (An octet i a bit string of
length~8.) Mapping between octet strings and bit strings is affected by conversions OS2BSP and
BS20SP which are defined in ISO/IEC 18033-2.

NOTE KDF1 and KDF2 are the same except that the internal counter of KDF1 starts at 0 whereas the internal
counter of KDF2 starts at 1.

8 General model for signcryption

A signcryption mechanism SC consists of three algorithms, namely, a key generation algorithm, a
signcryption algorithm and an unsigncryption algorithm.

e A key generation algorithm SC.KeyGen outputs a pair of matching public and private keys. The input

to the key generation algorithm and the structure of public and private keys are dependent on the
particular signcryption mechanism.
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A signcryption algorithm SC.Signcrypt performs a sequence of operations on an input and outputs a
ciphertext. The input shall consist of

1) a plaintext,

2) asender’s public and private key pair,
3) arecipient’s public key,

4) alabel, and

5) _an option

The plpintext, label and ciphertext are all bit strings, whereas the types and structures of puhlic and
privatd keys, as well as that of the option, are determined by the particular signcryption mecharfism.

An unpigncryption algorithm SC.Unsigncrypt performs a sequence of operations -on an ingut and
outputp either (ACCEPT, a plaintext) or (REJECT, NULL). The input shall consist of

1)| a ciphertext,

2)| arecipient’s public and private key pair,
3)| a sender’s public key,

4)[ alabel, and

5) an option.

ACCEPT and REJECT in the output are symbglic-values that indicate the acceptance and rejegtion of
validity of the ciphertext in the input, respectively, and NULL is the null string.

Plaintexts may be of variable or fixed length,(depending on the particular signcryption mechanism| If the
signcryption mechanism can handle plaintexts-of variable length, a parameter called SC.MaxMsgLen nay be
imposed by anp implementation to an upper bound on the length of plaintexts. Otherwise if the signgryption
mechanism can handle plaintexts of fixed length only, a parameter called SC.MsgLen is employed td define

the plaintext lepgth.

Part of the inpiit to a signcryptien/unsigncryption algorithm is a label and an option. Their functions are flefined

as follows.

14

A lab¢| is a (passibly empty) bit string that participates in the signcryption of a plaintext, but nged not
be protectéd for confidentiality. An example of a label is a string of public data that is either explicit or

The same label is required to be used by both the signcryption and unsigncryption algorithms in order
for a recipient to correctly unsigncrypt a ciphertext.

Procedures for agreeing on a label for a specific signcryption mechanism or application are beyond
the scope of this International Standard.

An option is a (possibly empty) input argument that passes application and mechanism specific
information to signcryption and unsigncryption algorithms. As an example, the elliptic curve based
signcryption mechanism defined in this International Standard may use an option to indicate the
desired format for encoding points on an elliptic curve. A second possible use of options is to pass
system wide parameters specific to a signcryption mechanism. And a third possible use of options is

© ISO/IEC 2011 — All rights reserved
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to pass application or mechanism specific information, such as private factors of composite moduli, to

aid faster signcryption or unsigncryption.

An option used by an unsigncryption algorithm may be different from an option used by the

signcryption algorithm. While information transmitted by an option may be used in

signcryption or

unsigncryption, the option itself is not directly involved in the signcryption or unsigncryption process.

Determination of these options for a specific signcryption mechanism or application
scope of this International Standard.

9 Discrete logarithm based signcryption mechanism (DLSC)

9.1

In this
DLSC

is beyond the

Introduction

Clause a discrete logarithm based signcryption mechanism is defined. This mechanism i
can handle plaintexts of variable length, upper bounded only by an-implementat

paramgter DLSC.MaxMsgLen .

NOTE
proofs

DLSC is due to Zheng [23], with small tweaks due to Baek, Steinfeldwand Zheng [3]. DLSC po
r confidentiality and unforgeability. The security proof for confidentiality relies on the assump

5 called DLSC.
on dependant

Esesses security
ion for the Gap

Diffie-Hgllman problem and the random oracle model, whereas the seedrity proof for unforgeability relies on the

assum

9.2

Denot

ion for the Gap Discrete Logarithm problem and the random oracle model.

$pecific requirements

(S

pair of the recipient. Both key pairs shall be generated, independently of each other, using the
algoritim as is described in 9.4. Furthermore, any entity that may have to send signcrypted

by (v,,x,) the public and private key pair of the sender, and by (v,,x;) the public gnd private key

key generation
messages and

receivg signcrypted messages shall have twotindependently generated key pairs. The first kgy pair shall be

known [as the sender key pair that shall only.be used to signcrypt a message from that entity. The second key

pair shall be known as the recipient key pair that shall only be used to unsigncrypt ciphertexts réceived by that

entity.

9.3 $ystem wide parameters

lq a positivesinteger that specifies the length in bits of prime g¢.

lp a pesitive integer that specifies the length in bits of prime p.

q a random prime of /, bits in length, thatis L,(q) =1, .

p a random prime of /, bits in length, that is L,(p)=1,, such that g is a prime factor of
D —1, thatls, gi(p—1J.

g a random integer from [2,...,p —1] with order ¢ modulo p; that is ¢ is the smallest
positive exponent for which g =1 mod p.

G a key derivation function that takes as input a bit string and an integer, and outputs a bit
string of length specified by the integer. (See 7.3)

H a full domain cryptographic hash function that maps an input bit string of arbitrary length to

The same algorithms for generating DSA domain parameters, as are described

an integer in [0,...,q —1]. (See 7.2.2.)

ISO/IEC 14888-3, shall be used to generate p, ¢ and g.

© ISO/IEC 2011 — All rights reserved
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9.4 Key generation algorithm

The key generation algorithm DLSC.KeyGen takes as input system wide parameters p, ¢ and g, and runs
as follows to output a pair of matching public and private keys.

1. Generate a random integer x from [L,...,q —1].

2. Compute y=g" modp, anintegerin [2,...,p—1].
3. Output (y,x) as a public and private key pair.

9.5 Signcryption algorithm

The signcryptipn algorithm DLSC.Signcrypt takes as input a plaintext M (a bit string), a sender’s puljlic and
private key palr (v,,x,), a recipient’s public key y,, a label (a bit string), and an option¢-Fhe sender shall

perform the foljowing steps to signcrypt the plaintext M. The resultant ciphertext is denaoted by X.

1. If v, is not an integer in the range of [2,..., p —1], then fail.
2. Choose a random integer u from [1,...,q —1].
3. Cqmpute K =y, modp .
4. Cqmpute C =G(I12BSP(K,/,),|M [)® M.
5. Cqmpute r = H(I2BSP (K, [,) [| M [[12BSP(y ,, L, NM2BSP (v, 1,) || label) .
6. If y+x, =0 (mod g), then return to Step 2.
7. Cgmpute s = mod ¢q .
r+x,
8. Cqmpute r*=12BSP(r, /).
9. Cqmpute s*=I12BSP(s,/;) .

10. Sqgt X =(C || r*| s*).
11. Oytput X.

DLSC.Signcrypt is also.illustrated in Figure 1.

NOTE It is assumed that system wide parameters defined in 9.3 are implicitly known to the signcryption algorlithm, or
otherwise passe ta the nlgnrifhm h\J/ such a means as the nlnﬁnn
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M VB Pa label X Option

u
Y A 4
ys mod p

s 2loey

Start over
again

Figure 1 — Signcrypting a plaintext with DLSC.Signcrypt

The unsigncryption algorithm DLSC.Unsigncrypt takes as input a ciphertext X (a bit string), a recipient’s
public and private key pair (y,,x;), a sender’s public key y,, a label (a bit string), and an option . The
recipient shall perform the following steps to unsigncrypt the ciphertext X.

1.

2.

If y, is not an integer in the range of [2,..., p —1], then fail.

Parse X as (C||r*|| s*), where |r*|:|s*|:lq.
If the parsing is unsuccessful, then fail.

Compute r = BS2IP (r¥).
Compute s = BS2IP (s%*).
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If »i

s notin [0,...g—1] or s isnotin [1,...g —1], then fail.

Compute K =(g" - y,)*** mod p.
Compute M = G(I2BSP(K, 1,),|C|)® C.

Compute v=H(12BSP(K, ) || M | 12BSP (v, 1) | 12BSP(y,,1,)]| label) .

If v=r,then output (ACCEPT, M ); otherwise output (REJECT, NULL), where ACCEPT and

REJECT are symbolic values that indicate the acceptance and rejection of validity of the ciphertext,
respectively, and NULL is the null string.

NOTE It is

or otherwise pas

10 Elliptic

10.1 Introdu
In this clause

is called EC
implementatio

NOTE

assumption for {

unforgeability rg

model.

10.2 Specifi

Denote by (Y

pair of the reci

algorithm as is

receive signcry
known as the §

pair shall be kmown as the recipient key pair that shall only be used to unsigncrypt ciphertexts received

entity.
10.3 System

m

)

p

18

f

ECO
possesses secyrity proofs for confidentiality and unforgeability. The, security proof for confidentiality relies

assumed that system wide parameters defined in 9.3 are implicitly known to the unsigncryptionhal
sed to the algorithm by such a means as the option .

curve based signcryption mechanism (ECDLSC)

lction

n elliptic curve discrete logarithm based signcryption mechanism is defined. This mec
LSC. ECDLSC can handle plaintexts of variable length; upper bounded only
dependant parameter ECDLSC.MaxMsgLen .

LSC is due to Zheng and Imai [23][24] with small tweaks due to Baek, Steinfeld and Zheng [3]. B

jorithm,

hanism
by an

CDLSC
on the

he Elliptic Curve Gap Diffie-Hellman problem and tHe\random oracle model, whereas the security
lies on the assumption for the Elliptic Curve Gap Discrete Logarithm problem and the rando

C requirements

,X,) the public and private key pair of the sender, and by (¥;,x;) the public and priv

pbient. Both key pairs shall-be generated, independently of each other, using the key gen
described in 10.4. Furthermore, any entity that may have to send signcrypted messag
pted messages shallvhave two independently generated key pairs. The first key pair s
ender key pair that'shall only be used to signcrypt a message from that entity. The secq

wide parameters

roof for
oracle

hte key

eration
es and
hall be
nd key
by that

a positive integer (required only if a binary field GF(2™) is employed).

a positive integer that specifies the length in bits of prime p (required only if a prime field

GF(p) is employed).

a prime of /, bits in length, that is L,(p) =1, (required only if a prime field GF(p) is

employed).

a finite field in the form of either GF(2™) with m >1 (a binary field) or GF(p) with
(a prime field).

an elliptic curve over GF(p").

a positive integer that specifies the length in bits of prime ¢ .
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q a prime of /, bits in length, thatis L,(q)=1,.

J a designated point on the elliptic curve V' with order g . J is also called a base point.

fmt a format specifier whose value is chosen from {uncompressed, compressed, hybrid}.

G a key derivation function that takes as input a bit string and an integer, and outputs a bit

string of length specified by the integer. (See 7.3)

H a full domain cryptographic hash function that maps an input bit string of arbitrary length to
an integer in [0,...,q —1]. (See 7.2.2.)

NOTE :

ge er-gereratin iotic-eurves—fndin A g HA d rar-eliptie-surve and others are
specified in ISO/IE

946-5.

C 15

10.4 Key generation algorithm

The kgy generation algorithm ECDLSC.KeyGen takes as input system wide parameters V', ¢, and J, and
runs ag follows to output a pair of matching public and private keys.

1.| Generate a random integer x from [1,...,q —1].
2.| Compute Y =x-J, a point on the elliptic curve V.

3.| Output (Y, x) as a public and private key pair.

10.5 Iigncryption algorithm

The signcryption algorithm ECDLSC.Signcrypt takes as input a plaintext M (a bit string), a $ender’s public
and private key pair (Y,,x,), a recipient’s public:key Y, a label (a bit string), and an optioj . The sender

shall pgerform the following steps to signcryptthe plaintext M. The resultant ciphertext is denotgd by X.

1. If Y; is not a point on the elliptic curve V', then fail.
2. Choose a random integer u from [L,...,q —1].
3. Compute K =ueYp.
4. Compute ¢-=G(EC2BSP, (K, fmt),|M |)® M.
5. Compute*r = H(EC2BSP, (K, fmt) || M || EC2BSP, (Y ,, fint) || EC2BSP, (Y}, fint) ||| label).
6. If x+x, =0 (mod g), then return to Step 2.
7. Compute s = modg.
r+x,
8. Compute r*=12BSP(r,/,).
9. Compute s*=12BSP(s,/,).

10. Set X =(C || r*|| s*).
11. Output X.

ECDLSC.Signcrypt is also illustrated in Figure 2.
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NOTE It is assumed that system wide parameters defined in 10.3 are implicitly known to the signcryption algorithm,
or otherwise passed to the algorithm by such a means as the option . In addition, the format for encoding points on the

elliptic curve, fmt, can be passed to the algorithm by the option .

10.6 Unsigncryption algorithm

The unsigncryption algorithm ECDLSC.Unsigncrypt takes as input a ciphertext X (a bit string), a recipient’s
public and private key pair (Y,x;), a sender’s public key Y,, a label (a bit string), and an option . The
recipient shall perform the following steps to unsigncrypt the ciphertext X.

1. If Y, is-netapeintenthe-elliptic-eurvetthenfaik

2. Parse|X as (C||r*| s*), where |r*|:|s*|:1q'

If the garsing is unsuccessful, then fail.

3. Compiite r =BS2IP (r*).

4, Comp]:te s =BS2IP (s%).

5. If r is|notin [0,...g—1] or s isnotin [1,...g —1], then fail.

6. Complte K=s-x5-(r-J+Y,).

7. Compiite M = G(EC2BSP,(K, fmt),|C|)® C.

8. Complite v=H(EC2BSP, (X, fint) || M ||EC2BSP, (Y, fint) || EC2BSP, (Y}, fint) || label).

9. If v=f, then output (ACCEPT, M); otherwise output (REJECT, NULL), where ACCERT and

REJECT are symbolic values that indicate the aeceptance and rejection of validity of the ciphertext,
respedtively, and NULL is the null string.

NOTE It is assumed that system wide parameters defined in 10.3 are implicitly known to the unsigncryption algorithm,
or otherwise pagsed to the algorithm by such a meafs as the option . In addition, the format for encoding point$ on the

elliptic curve, fiit , can be passed to the algorithm-by the option .
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M Y Y, label X4 Option
i
[
[0,..., g-1]
u
\ 4 A\ 4
u: YB
EC2BSP,
v
/ 6\ H
A, :
U

d !

t=r+xymod ¢q

Start over
again

Figure 2 — Signcrypting a plaintext with ECDLSC.Signcrypt

11 In izati i i ism (IESC)

11.1 Introduction

In this clause an integer factorization based signcryption mechanism is defined. This mechanism is called
IFSC. IFSC can handle plaintexts of fixed length determined by a parameter [F'SC.MsglLen =1,, .

NOTE IFSC is due primarily to Malone-Lee and Mao [17], with improvements in security by Dodis, Freedman, Jarecki
and Walfish [4]. IFSC possesses security proofs for confidentiality and unforgeability. The security proofs rely on the
random oracle model and on the assumption that inverting the RSA function is difficult.
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11.2 Specific requirements

Denote by [(N ,,e,), (N ,,d,)]the public and private key pair of the sender, and by [(N,e5),(N;,d;)] the
public and private key pair of the recipient. Both key pairs shall be generated, independently of each other,
using the key generation algorithm as is described in 11.4. This mechanism allows an entity to use a single
key pair for both signcryption and unsigncryption (i.e. an entity may use the same key pair as both its sender
key pair to signcrypt messages originating from that entity and as its recipient key pair to unsigncrypt
ciphertexts received by that entity).

11.3 System wide parameters

[ a positive Integer that specifies the length of a random DIt string 7 chosen In the first|step of
the signcryption algorithm.

Iy a positive integer that specifies the output length in bits of a standard cryptographic hash
function H.
Ly a positive integer that specifies the length in bits of a plaintext, that is [[FSC.MsgLen 1,, .

[ a positive even integer that specifies the length in bits of ah/RSA modulus. / satisfies
I=1,+1 +1,.

G a key derivation function that takes as input a bit string and an integer, and outpufs a bit
string of length specified by the integer.

H ,H, two independent (standard) cryptographic hashhfunctions each of which maps an ipput bit
string of arbitrary length to a bit string of length~H,.Len = H,.Len =1, .

11.4 Key geperation algorithm

The key genenration algorithm IFSC.KeyGen takes a‘system wide parameter / as input, and outputs af pair of
matching public and private keys denoted by [(#,e),(N,d)]. These three positive integers N ,e and d are
constrained by| conditions specified below.

e Nis the product of two distinct-primes p and ¢ of //2 bits in length, that is L,(p)=L,(q)=1/2.
The lepgth of Nis [ bits.

o ¢ satisfies ged(e, (p1)(g—-1))=1.

e d satisfies e-d =l(modA(N)), where A(N) is the least common multiple of (p—1) and (g —1).

The exponent [e inthe public key is called a public exponent, and the exponent d in the private key a|private
exponent.

NOTE 1  Guidance for generating primes p and ¢ can be found in ISO/IEC 18032.

NOTE 2 A relatively small prime such as 5, 17 or 2'® 4 1=65537 can be selected as the public exponent e for
faster signcryption and unsigncryption.

11.5 Signcryption algorithm

The signcryption algorithm IFSC.Signcrypt takes as input a plaintext M of /,, bits in length, a sender’s private
key (N ,,d,), a recipient’s public key (Ny,ez), a label (a bit string), and an option . The sender shall

perform the following steps to signcrypt the plaintext M. The resultant ciphertext is denoted by X whose
lengthis /+1 in bits.
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Choose uniformly at random a bit string » of length /..
Compute ¢ =H,(M || r||label).

Compute w=G(c,l,, +1,)D (M || 7).

Compute s =H,(w)®c.

If BS2IP(w||s)= N ,, return to Step 1.

Compute ¢ =[BS2IP(w|| s)] d, modN , .

10
11
12
13

IFSC.S

NOTE
or othe

factors
Chinesq

It 72 Ng,thenset f =1 otherwise set f =0.
Compute u=¢—f-2"".
Compute v =u% mod N, .
Compute C, =12BSP(f,1).
Compute C, =12BSP(v,/).
Set X =(C,||C,).
Output X.
igncrypt is also illustrated in Figure 3.

It is assumed that system wide parameters defined in 11.3 are implicitly known to the signcr]
wise passed to the algorithm by such a means.as’the option . The option can also be used tq

of NV, which are required to speed up the\exponentiation with the private exponent dA in S
Remainder Theorem (see [15], 4.3.2 Modular Arithmetic, [19] and ISO/IEC 14888-2:2008, 5.3).

11.6 Unsigncryption algorithm

The unsigncryption algorithm IESC.Unsigncrypt takes as input a ciphertext X (a bit string

private
shall p

1.

key (Ny,dy), a sender’s public key (N ,,e,), a label (a bit string), and an option
brform the following steps to unsigncrypt the ciphertext X.

Parse X\as (C, || C,), where |C1|=1 and |C2| =1
If theparsing is unsuccessful, then fail.

Compute f =BS2IP(C)).

Computea 1w =RBSOID ("
OpHte— = ey

=TT

Compute u=v d mod N, .

Compute t=u+ f-2'7".

If £ > N, then fail.

Compute y =% mod N, .

Parse 12BSP(y,/) as (w||s), where |w|:lM +/ and |s|:lH.

Compute c=H,(w)®s.

© ISO/IEC 2011 — All rights reserved
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10. Compute z=G(c,l,, +1.)Dw.
11. Parse z as (M ||r), where |M|=ZM and |r|=l,.

12. If H,(M ||r||label)=c, then output (ACCEPT, M ); otherwise output (REJECT, NULL), where

ACCEPT and REJECT are symbolic values that indicate the acceptance and rejection of validity
of the ciphertext, respectively, and NULL is the null string.

NOTE It is assumed that system wide parameters defined in 11.3 are implicitly known to the unsigncryption algorithm,
or otherwise passed to the algorithm by such a means as the option . The option can also be used to pass the prime

factors of N which are required to speed up the exponentiation with the private exponent dj in Step 4, using the

Chinese Remairfder Theorem (See [ 15], 4.3.2 NModular Arithmetic, [T9]and ISONEC 148838-272008, 5.3)-
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M / label (N4,d4) (Np,ep) Option
{0,137
2.
F=======7 |
M . c
H;
A
NP G
w
H;
s
el il L]
1 1
! :
1
Start over
again
\ 4
Ift> N then f=1else f=0
u=t—f2" «
v=u"* mod Np
f Y
e b

Figure 3 — Signcrypting a plaintext with IFSC.Signcrypt
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12 Encrypt-then-sign-based mechanism (EtS)

12.1 Introduction

In this clause a signcryption mechanism based on the combination of an asymmetric encryption scheme and a
digital signature scheme is defined. This mechanism is called EtS.

NOTE EtS is analysed by An, Dodis and Rabin[1]. EtS possesses proofs for confidentiality and unforgeability. The
security proofs rely on the assumptions that the public-key encryption scheme is IND-CCA2 secure and that the digital
signature scheme is strongly unforgeable.

12.2 Specifi

|

The EtS requifes an asymmetric encryption scheme which shall be from ISO/IEC 18033-2. This asymmetric
cipher will congist of three algorithms: a key generation AC.KeyGen, an encryption algorithm [AC.Efcrypt ,

and a decryptipn algorithm AC.Decrypt :

e The kgy generation algorithm AC.KeyGen() outputs a public and private key-pait (PK,pk).
e The efcryption algorithm AC.Encrypt(PK ,label ,M ,option) that takes aslinput a public key|PK, a
label,|a plaintext M, and an encryption option , and outputs a ciphertext C. The encryption| option

controls part of the execution of the encryption algorithm and the form of the ciphertext.
e The decryption algorithm AC.Decrypt(pk,label,C) that takes as input a private key pk, a|label,

and a| ciphertext C, and outputs a plaintext M. The decryption algorithm may fail undef some
circumstances.

The EtS requites a digital signature scheme which shall bectaken from ISO/IEC 9796 or ISO/IEC 14888. This
scheme will cpnsist of three algorithms: a key generation algorithm SS.KeyGen, a signature gerleration

algorithm SS.8ign , and a signature verification algerithm SS.Verify :

e The kgy generation algorithm SS.KeyGen () outputs a public and private key pair (PK, pk).
e The signature generation algorithin’SS.Sign (pk,M ) takes as input a private key pk and a megsage

M , and outputs a signed message o.
e The signature verification algorithm SS.Verify (PK,o) takes as input a public key PK and a signed

message o, and outpltseither a message M or will fail.

The signcryptipn mechahism will inherit all the specific requirements of the asymmetric encryption §cheme
and digital signature scheme used in the EtS mechanism.

We also requirg-fhat there exists a bit string /D, which uniquely identifies a user 4 within some context.

NOTE This may be their public key value as this can be thought of as uniquely identifying a user via their public key
certificate.

12.3 Key generation algorithm
Each user shall have a public and private key pair for signcryption consisting of an asymmetric encryption key

pair and a digital signature key pair. This signcryption key pair may be used for both signcryption and
unsigncryption. These keys are computed by the signcryption key generation algorithm as follows:

1. (PK,,pk,)=AC.KeyGen().
2. (PK,,pk,)=SS.KeyGen().
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PK=(PK,||PK,).

pk=(pk,|| pk,).
Output (PK,pk).

12.4 Signcryption algorithm

The signcryption algorithm EzS.Signcrypt takes as input a plaintext M, a sender A’s public and private key

pair (PK ,,pk,), arecipient B’s public key PK, the sender’s identifier /D, the recipient’s identifier ID,, a
label, and an option . The sender shall perform the following steps to signcrypt the plaintext M. The

resulta

o &~ 0N

Lcipnertext Is adenoted Dy A.

Parse PK, as (PK, ||PK,,) and pk, as (pk,,|Ipk,,) -
Parse PK, as (PK;,|[PKy,).

Compute C=AC.Encrypt(PKy ,,M||ID ,label,option) .
Compute X =S8S.Sign(pk,,C||IDp).

Output X.

12.5 Unsigncryption algorithm

The un
a recip
ID,, 4

© N o g bk~ e DN

signcryption algorithm EzS.Unsigncrypt takes as inpu¥/a ciphertext X, a sender A'’s py
ient B’s public and private key pair (PK,pk;);.the sender’s identifier ID,, the recip
label , and an option . The recipient shall pesform the following steps to unsigncrypt the

Parse PK, as (PK, ||PK,,).

Parse PK; as (PKy ||PKy,) and pky as (pky |l pkg,).
Compute X'=SS.Verify (PK;,X) -

If SS.Verify fails then fail

Parse X' as (C|[DY).

If ID',#ID, then-fail.

Compute Y<=AC.Decrypt(pky ,,label,C) .

If AC.Decrypt fails then fail.

Parse*Y as (M ||ID')).

10

11.

IfID' = ID, then fail.

Output M .

© ISO/IEC 2011 — All rights reserved
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Annex A
(normative)

Object identifiers

A.1 Formal definition

Signcryptifon {iso (1) standard (0)
signcryptijon-mechanisms (0) version (1)}

signcryption (£Z9150)

asnl-modu

DEFINITIONS EXPLICIT TAGS = BEGIN

IMPORTS i¢l-shal, id-sha256, id-sha384, id-shab5l2, HashFunetionAlgs
DedicatedHashFunctions {iso(l) standard(0) hash-functions(10118) pa
asnl-modulle (1) dedicated-hash-functions (0) };

OID = OHJECT IDENTIFIER

—-— Synonyns --

id-kdf OID = {iso(l) standard(0) encryption-algorithms (18033) pa

key-derivgtion-function (5) }

id-kdf-kdfil OID
id-kdf-kdfi2 OID

{id-kdf kdfl (1)

}
{id-kdf kdf2(2)}

1529150 OID {iso (1) standardiO)

mechanism |OID = {1s29150 mecharisms (1) }
signcryptilon-mechanism-dlsd OID {mechanism
signcryptijon-mechanism-egdlsc OID = {mechanism
signcryptijon-mechanism=&fsc OID = {mechanism
signcryptijon-mechanism=ets OID = {mechanism

SCHashFundtion ALGORITHM
{OID
{OID
{OID

.::{
id-sHal PARMS NullParms} |
id-sHa256“PARMS NullParms } |

id-sHad384” PARMS NullParms } |
1d-shasl2 PARMS NullDPgrmg

signcryption (29150) }

dlsc (1) }
ecdlsc (2)}
ifsc(3)}
ets(4) }

e (0)

FROM
Lt (3)

{OID T

-— expect more hash functions here

}

SCKDFfunction ALGORITHM ::= {
{OID id-kdf-kdfl PARMS SCHashFunction} |
{OID id-kdf-kdf2 PARMS SCHashFunction},
-- expect additional KDF functions here

}

SCparameters = SEQUENCE {
kdf SCKDFfunction,
hash SCHashFunction

28
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SigncryptionMechanism ALGORITHM ::= {
{OID signcryption-mechanism-dlsc PARMS SCparameters} |
{OID signcryption-mechanism-ecdlsc PARMS SCparameters} |
{OID signcryption-mechanism-ifsc PARMS SCparameters} |
{OID signcryption-mechanism-ets PARMS SCparameters}

}

NullParms ::= NULL

-- CAyprCooTraphic argorithm taentificationr =

ALGORITHM ::= CLASS {

&id OBJECT IDENTIFIER UNIQUE,

&1
b Wl

END

A2 U

ype OPTIONAL
TH SYNTAX {OID &id [PARMS &Type]}

-- Signcryption --

se of subsequent object identifiers

Each df the signcryption mechanisms specified in this International Standard uses a key deriyation function.
Therefpre, the signcryption mechanism object identifier may include the object identifier of ¢ne of the key

derivat
In addi
cryptog

object

on identifiers specified in ISO/IEC 18033-2.and any associated parameters.

ion, both mechanisms DLSC and ECBLSC employ a full domain cryptographic hash function, whereas
mechahism IFSC employs two independént standard cryptographic hash functions. Since|a full domain
raphic hash function can be obtained from a standard cryptographic hash function by applying the
procedure FDH1 specified in 7.2.2:2, the signcryption mechanism object identifier may further include the
dentifier of one of the hash.algorithm identifiers specified in ISO/IEC 10118-3[10] and any associated
parameters.

© ISO/IEC 2011 — All rights reserved
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Annex B
(informative)

Security considerations

B.1 Introduction

This Annex fir
Standard (Cl3
cryptographic
proceeds to di
mechanisms (
proving the
signcryption m

q

I

Security prope
In this Annex,
a polynomial in

B.2 Generi

as the Discre

BT dISCUSSES generic weaknesses of the signcryption mechanisms defined In this Intern
use B.2). These generic weaknesses exist due to number theoretic assumptior
hash functions on which the signcryption mechanisms depend for their security.
Scuss security properties of cryptographic transformations which are used bythe’signg
Clause B.3). This is followed by discussions on the random oracle model which'is requ
ecurity properties of these mechanisms (Clause B.4). Finally security, ‘properties
echanisms are discussed (Clauses B.5-B.8).

rties of a signcryption mechanism include those pertaining to confidentiality and unforgeg

B polynomial time algorithm/attacker means one whose runningtime is bounded from ak
the size of its input or a security parameter.

C weaknesses

ational
s and
It then
ryption
red for
of the

bility.

ove by

5, such

Logarithm assumption in Clause B.5, the Elliptic Curve Discrete Logarithm assumption in

Like all crypto%raphic mechanisms that rely for their security, on computational complexity assumption

Clause B.6, a
International
assumptions
factorization o
quantum comg

In addition, a
(see [16][18]),

Furthermore,

d the Factorization assumption in Clause B.7, the signcryption mechanisms defined

in this

btandard become insecure in an.'event when the underlying computational complexity

no longer hold, due to such advancements as an algorithmic breakthrough in
I solving discrete logarithms (see’ for examples [16][18]), or the development of a p
uter (see [20]).

integer
ractical

Il the signcryption mechanisms are subject to attacks that run in sub-exponential time

although such attacks\become impractical when public keys are sufficiently large.

as all

ISO/IEC 10118-2 and ISQUEC 10118-3 (see [10]), a weakness in these allowable cryptographi

functions may

ead to thelinsecurity of the signcryption mechanisms.

B.3 Crypto

the _sighcryption mechanisms use cryptographic hash functions defined

in
. hash

graphic transformations

This International Standard uses the following cryptographic transformations that are described in other

standards:

not related to security);

Cryptographic key derivation functions (see ISO/IEC 18033-2:2006, 6.2).

Standard cryptographic hash functions (ISO/IEC 10118-2 and ISO/IEC 10118-3, with a proviso that is

Security properties of these cryptographic transformations are addressed in those respective standards.

In addition, this International Standard defines a cryptographic transformation called a full domain
cryptographic hash function in 7.2.2. The specific allowable full domain cryptographic hash function FDH1
described in 7.2.2.2 is obtained by chopping off lower order/right most bits of the output of a standard
cryptographic hash function, followed by testing whether the resultant output, when being regarded as an
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integer, is within a required range. The resultant output is valid only if it is within the required range. As FDH1
does not alter the original cryptographic hash function, nor does it expand the output length, FDH1 inherits all
the security properties of the original cryptographic hash function.

B.4 Random oracle model

Every signcryption mechanism described in this International Standard employs some or all of the following
three types of cryptographic transformations: key derivation functions, standard cryptographic hash functions
and full domain cryptographic hash functions. It is assumed that these cryptographic functions all behave like
a random oracle.

The anLJove assumption on key derivation and cryptographic hash functions is an example.of the so-called
random oracle methodology.

B.5 Rrovable security of DLSC
Confidentiality

The Discrete Logarithm problem. Let g be an integer from [1,..., p — 1] with order ¢ modulo p and let a be

choser| uniformly at random from [1,...,¢ —1]. On input g“ mod p,, an“adversary either outputs| @ or declares
failure.| The Discrete Logarithm assumption states that the prébability for a polynomial timé¢ adversary to

successfully output a is negligibly small.
The Diffie-Hellman problem. Let g be an integer fromy{},..., p —1] with order ¢ modulo p and let ¢ and b
be intggers chosen uniformly at random from [1,..czg—1]. On input g“ mod p and g” mod p| an adversary
either Iutputs the Diffie-Hellman key K = g“b mod p or declares failure. The Diffie-Hellman assumption states

that the probability for a polynomial time adversary to successfully output K = g”b mod p is nedligibly small.

The Ggp Diffie-Hellman problem. Let g be an integer from [1,..., p —1] with order ¢ modulp p and let a
and b| be integers chosen upiformly at random from [l,...,g—1]. An adversary takes |g“ modp and
g” mofl p as input and is granted access to a Decisional Diffie-Hellman oracle O”"". The agiversary either

outputg the Diffie-Hellman key K = g”b mod p or declares failure.

The Ddcisional Diffie-Hellman oracle O””" takes as input (4, h“ modp, h* mod p, z), and olitputs either ‘1’

when [ =h""medp, or ‘0’ otherwise, where 4 and z are from [l,...,p—1] and u anfl v are from
[1,...,4— 1]\t is permissible for / to be the same as g.

The Gap Diffie-Hellman assumption states that the probability for a polynomial time adversary to successfully
output the Diffie-Hellman key K = g”b mod p is negligibly small.

The adaptive chosen ciphertext attacker. There are two aspects about an adaptive chosen ciphertext attacker,
namely (1) what the goal of the attacker is, and (2) what the attacker is allowed to do.

The goal of the attacker is to break the confidentiality of messages communicated between Alice the sender
and Bob the recipient. Specifically, the attacker wishes to find some (partial) information on a target ciphertext
between Alice and Bob.

The attacker can record ciphertexts communicated between Alice and Bob. The attacker has access to both

Alice’s public key and Bob’s public key. In addition the attacker is allowed to use Alice’s signcryption algorithm
DLSC.Signcrypt as a “flexible signcryption oracle” and Bob’s unsigncryption algorithm DLSC.Unsigncrypt as a
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“flexible unsigncryption oracle”. With the flexible signcryption oracle, the attacker is allowed to pick, as a query
to the oracle, any plaintext and any valid public key at will, including Bob the recipient’s public key. Upon
receiving the plaintext and the public key from the attacker, Alice dutifully performs signcryption on the
plaintext with her own private key and the public key from the attacker. She then returns the resultant
ciphertext to the attacker as an answer to the query.

With the flexible unsigncryption oracle, the attacker is allowed to pick, as a query to the oracle, any ciphertext
(other than the target ciphertext) and any valid public key at will, including Alice the sender’s public key. Upon
receiving the ciphertext and the public key from the attacker, Bob dutifully performs unsigncryption on the
ciphertext with his own private key and the public key from the attacker. He then returns the resultant plaintext

to the attacker

as an answer to the query.

It is assume
unsigncryption
matching priva

Formal securit
polynomial tim
polynomial in
messages bet
Gap Diffie-Hell

Unforgeability

The Gap Disc
a be an integ

granted acces
exponent a of

The restricted
either ‘1" whe
[1,....,g—1]. It
Hellman oraclg
input of O™

The Gap Dis

that when the public key In a query 1o the flexible signcryption oracle or ihe
oracle is not the fixed public key of Alice or that of Bob, the attacker has full aceesq
te key.

y proof for confidentiality. [3] provides a mathematical proof for the fact that with D
e adaptive chosen ciphertext attacker described above, whose runningtime is limite

L,(p), has only a negligibly small chance in successfully breakingithe confidenti

veen a sender and a recipient, under the assumptions for the random oracle model 3
man problem.

y

fete Logarithm problem. Let g be an integer from [L..¢ p —1] with order ¢ modulo p
br chosen uniformly at random from [1,...,g —1]. Arladversary takes g“ mod p as inpulf

s to a restricted Decisional Diffie-Hellman oracle O'””" . The adversary either outp
declares failure.

Decisional Diffie-Hellman oracle 02" takes as input (g, g mod p, 2" mod p, z ), and

n z=h""modp, or ‘0’ otherwise, where 2 and z are from [l,...,p—1] and v i

is permissible for % to be thessame as g. Note that the difference between a Decisiona

OPPH and a restricted Degisional Diffie-Hellman oracle O"™”P" is that the first two item

are fixed to g and g‘ mod p.

rete Logarithm( asSumption states that the probability for a polynomial time adver:

successfully olitput the exponent a is negligibly small.

The adaptive (
(1) what the gq

hosen message attacker. There are two aspects about an adaptive chosen message a
al of-the attacker is, and (2) what the attacker is allowed to do.

lexible
to the

| SC, a
d by a
plity of
nd the

and let
and is

Lts the

butputs

5 from
Diffie-

5 in the

bary to

tacker:

The goal of th
choice.

e aftacker is to forge a valid ciphertext from Alice the sender to a recipient of the attacker’s

The attacker has access to Alice’s public key and is allowed to use Alice’s signcryption algorithm
DLSC.Signcrypt as a “flexible signcryption oracle”. In addition, the attacker is allowed to pick, as a query to the
oracle, any plaintext and any valid public key at will (other than Alice’s public key). The attacker has access to
the private key that matches the public key. Upon receiving the plaintext and the public key from the attacker,
Alice dutifully performs signcryption on the plaintext with her own private key and the public key from the
attacker. She then returns the resultant ciphertext to the attacker as an answer to the query.

Formal security proof for unforgeability. [3] provides a mathematical proof for the fact that with DLSC, a
polynomial time adaptive chosen message attacker described above, whose running time is limited by a

polynomial in L,(p), has only a negligibly small chance in successfully forging a valid ciphertext from Alice to

32 © ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=5aedbbc1eaf965066e0b46a8345a989e

ISO/IEC 29150:2011(E)

any recipient, for a new plaintext with which the attacker has not queried Alice’s signcryption algorithm, under
the assumptions for the random oracle model and the Gap Discrete Logarithm problem.

B.6 Provable security of ECDLSC

The Discrete Logarithm, the Diffie-Hellman, the Gap Diffie-Hellman and the Gap Discrete Logarithm problems
all have their equivalent on elliptic curves.

ECDLSC has the same provable security properties with confidentiality and unforgeability as those of DLSC,
under the same assumption for the random oracle model and the assumption on the elliptic curve equivalent
of the Gap Diffie-Hellman and Gap Discrete | ogarithm problems

B.7 Rrovable security of IFSC

The F3
factors
probab

ctorization problem. Let N be a composite integer. On input N, an adversary either|
of N or declares failure. The Factorization assumption states that fora sufficiently|
ility for a polynomial time adversary to successfully output factors of N_is negligibly sma

outputs prime
large N, the

[ = M°modN
outputs M or
e adversary to

The R
be the
declarg
succes

bA Inversion problem. Let N be an RSA modulus and e be arpublic exponent. Also let

RSA ciphertext for a randomly chosen plaintext M . On input C, an adversary eithe
s failure. The RSA (inversion) assumption states that the probability for a polynomial tim
sfully output M is negligibly small.

identiality

brtext attacker,

The gqdal of the attacker is to break the caonfidentiality of messages communicated between A
and Bgb the recipient. Specifically, the attacker wishes to find some (partial) information on a t3
betwegn Alice and Bob.

The atfacker can record ciphertexts communicated between Alice and Bob. The attacker has
Alice’s [public key and Bob’s public key. In addition the attacker is allowed to use Alice’s signcry
IFSC.Signcrypt as a “flexible 'signcryption oracle” and Bob’s unsigncryption algorithm IFSC.Ur
“flexibleé unsigncryption-oracle”. With the flexible signcryption oracle, the attacker is allowed to p
to the pracle, any plaintext and any valid public key at will, including Bob the recipient’s pu
receiving the plaintext and the public key from the attacker, Alice dutifully performs signc
plaintekt with her~own private key and the public key from the attacker. She then returng

ice the sender
rget ciphertext

pccess to both
ption algorithm
signcrypt as a
ick, as a query
blic key. Upon
Fyption on the

the resultant

ciphertext to the attacker as an answer to the query.

With the\flexible unsigncryption oracle, the attacker is allowed to pick, as a query to the oracle,|any ciphertext
ice the sender’s public key. Upon
receiving the ciphertext and the public key from the attacker, Bob dutifully performs unsigncryption on the
ciphertext with his own private key and the public key from the attacker. He then returns the resultant plaintext
to the attacker as an answer to the query.

It is assumed that when the public key in a query to the flexible signcryption oracle or the flexible
unsigncryption oracle is not the fixed public key of Alice or that of Bob, the attacker has full access to the
matching private key.

Formal security proof for confidentiality. [4] (see also [17]) provides a mathematical proof for the fact that with
IFSC, a polynomial time adaptive chosen ciphertext attacker described above, whose running time is limited
by a polynomial in /, has only a negligibly small chance in successfully breaking the confidentiality of
messages between a sender and a recipient. The proof relies on the random oracle model and on the
assumption that the RSA inversion problem is hard.
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Unforgeability

The adaptive chosen message attacker. There are two aspects about an adaptive chosen message attacker:
(1) what the goal of the attacker is, and (2) what the attacker is allowed to do.

The goal of the attacker is to forge a valid ciphertext from Alice the sender to a recipient of the attacker’s
choice.

The attacker has access to Alice’s public key and both private and public keys of any recipient. Furthermore
the attacker is allowed to use Alice’s signcryption algorithm IFSC.Signcrypt as a “flexible signcryption oracle”.
Specifically, the attacker is allowed to pick, as a query to the oracle, any plaintext and any valid public key at
will. Upon receiving the plaintext and the public key from the attacker, Alice dutifully performs signcryption on
the plaintext With her own private key and the public key from the aftacker. She then refurns the, résultant
ciphertext to tHe attacker as an answer to the query.

at with
time is
xt from
orithm.
nard.

Formal security proof for unforgeability. [4] (see also [17]) provides a mathematical proof for the'fact th
the IFSC, a polynomial time adaptive chosen message attacker described above, whose)Tunning
limited by a pdlynomial in /, has only a negligibly small chance in successfully forging avalid cipherte
Alice to any regipient for a new plaintext with which the attacker has not queried Alice’s signcryption alg
The proof relies on the random oracle model and on the assumption that the RSA inversion problem is

B.8 Provabhle security of EtS

The security 0
public-key enc
a specific sign
oracle model i

the EtS is based on the security of the underlying digital signature scheme and the ung
(yption scheme. It does not require the use of the randem oracle model, although the seq

erlying
urity of

cryption scheme constructed in this manner may still only be proven secure in the jandom

either the underlying public-key encryption scheme or the underlying digital signature g

cheme

are proven sedure in the random oracle model.
The mechanis
scheme in a
public-key enc
strict security
schemes may

m gives a secure method for combiningta public-key encryption scheme and a digital signature
manner that preserves the security.<6f both elements. More naive methods of combining
[yption and digital signature schemes may not give rise to a signcryption scheme with the same
guarantees. In certain cases, the combination of public-key encryption and digital signature
ead to a scheme which is insecure even if the underlying schemes are secure.

Confidentiality

The adaptive ghosen ciphertext.attacker. There are two aspects about an adaptive chosen ciphertext attacker,

namely (1) what the goal of the-attacker is, and (2) what the attacker is allowed to do.

sender
hertext

The goal of th
and Bob the rq
between Alice

b attacker-is to break the confidentiality of messages communicated between Alice the
cipient.~Specifically, the attacker wishes to find some (partial) information on a target cip
and Bab.

The attacker camrrecord—ciphertexts commumnicated-betweermAticeandBob—Theattacker tras—accessto both
Alice’s public key and Bob’s public key. In addition the attacker is allowed to use Alice’s signcryption algorithm
EtS.Signcrypt as a “flexible signcryption oracle” and Bob’s unsigncryption algorithm EzS.Unsigncrypt as a

“flexible unsigncryption oracle”. With the flexible signcryption oracle, the attacker is allowed to pick, as a query
to the oracle, any plaintext and any valid public key at will, including Bob the recipient’s public key. Upon
receiving the plaintext and the public key from the attacker, Alice dutifully performs signcryption on the
plaintext with her own private key and the public key from the attacker. She then returns the resultant
ciphertext to the attacker as an answer to the query.

With the flexible unsigncryption oracle, the attacker is allowed to pick, as a query to the oracle, any ciphertext
(other than the target ciphertext) and any valid public key at will, including Alice the sender’s public key. Upon
receiving the ciphertext and the public key from the attacker, Bob dutifully performs unsigncryption on the
ciphertext with his own private key and the public key from the attacker. He then returns the resultant plaintext
to the attacker as an answer to the query.
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Formal security proof for confidentiality. [1] provides a mathematical proof for the fact that with EtS, a
polynomial-time adaptive chosen ciphertext attacker described above, whose running time is limited by a

polynomial in L,(p), has only a negligible small chance in successfully breaking the confidentiality of

messages between a sender and a recipient, under the assumption that the underlying public-key encryption
scheme is secure against adaptive chosen ciphertext attacks.

Unforgeability

The adaptive chosen message aftacker. There are two aspects about an adaptive chosen message attacker:
(1) what the goal of the attacker is, and (2) what the attacker is allowed to do.

The gqal of the attacker is to forge a valid ciphertext from Alice the sender to a recipient o

the attacker’s

choice

The a
EtS.Si
oracle,

attacke
the atta

Forma
polyno
polyno
any re
the ass

tacker has access to Alice’s public key and is allowed to use Alice’s signhcryg
bncrypt as a “flexible signcryption oracle”. In addition, the attacker is allowed to)pick, as
any plaintext and any valid public key at will. Upon receiving the plaintext.and the publ
r, Alice dutifully performs signcryption on the plaintext with her own private-key and the

cker. She then returns the resultant ciphertext to the attacker as an answer to the query,

security proof for unforgeability. [1] provides a mathematicalproof for the fact th
mial-time adaptive chosen message attacker described abéve, whose running time

mial in L,(p), has only a negligible small chance in successfully forging a valid cipherte
ipient, for a new plaintext with which the attacker has det queried Alice’s signcryption a

tion algorithm
a query to the

c key from the
public key from

bt with EtS, a
s limited by a
t from Alice to
gorithm, under

umption that the underlying signature scheme is sectire against adaptive chosen message attacks.
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Annex C
(informative)

Guidance on use of the mechanisms

C.1 Introduction

The purpose
International

Suggested sizes for parameters in Tables C.2-C.5 in Clauses C.4-C.7 shall be considered to be the m

andard. To aid the selection of a specific signcryption mechanism, a comparison tablg
first three sighcryption mechanisms is provided in Clause C.2. Common requirements of\all th
signcryption mechanisms are discussed in Clause C.3. Use of each mechanism requires the choice of
parameters, apd recommendations regarding sizes/lengths of these parameters are provided in Claus
C.7.

sizes that are fequired to achieve corresponding security levels.

C.2 Selectipn of mechanism

All the four sighcryption mechanisms specified in this InternationahStandard, i.e. the discrete logarithm
signcryption mechanism (DLSC), the elliptic curve based signcryption mechanism (ECDLSC), the

in this
of the
e four
certain
bs C.4-

nimum

based
integer

factorization hased signcryption mechanism (IFSC), and ¢he"® encrypt-then-sign based mechanisnp (EtS)

possess provgble security under appropriate assumptions(See Annex B). However, some mechanis|
more suitable| than others for particular applications..<\When selecting a mechanism for use, fad
observations given in [3], [17], [23] and [24], and thosetlisted below should be taken into consideration.

Table C.1 — Properties of signcryption mechanisms

ms are
ts and

Mechanism

DILSC

ECDLSC

IFSC

Dominant cpmputation by
sender

fiexponentiation

1 scalar product

2 exponentiations
(1 with a public expon
1 with a private expon

bnt;
ent)

1 product of 2

1 summand of 2

2 exponentiations

long messages

Dominant cpmputation. by, exponentiations scalar products : . .
. (1 with a public expongnt;
recipient (1.17 (1.17 scalar : .
" 1 with a private expongnt)
exponentiations) products)
Speed of signcryption /
unsigncrypfjon 2 1 3
(1: fastest; 3Tstowest)
Message expansion, 21, 21, Lo+1y+1
Length of ciphertext g '
(in bits) | M |+21, | M |+21, Ly+1 +1,+1=1+1
Applicable to both short and Yes Yes Short messages only

Non-repudiation

Interactive or
trusted 3" party

Interactive or
trusted 3" party

Non-interactive

System wide public keys

. Yes Yes No
required
License possibl
1se p y Yes Yes Yes
required
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a) An algorithm attributed to E. G. Strauss that computes g”h”, the product of two exponentiations, faster
than the straightforward exponentiation-then-multiplication can be found in [15], Answer to Exercise 4.6.4-
36, Pages 696-697 (see also [2] for a comparison of related algorithms). The algorithm can be adapted to
compute aX +bY, the summand of two scalar products on an elliptic curve, faster than the

straightforward scalar multiplication-then-addition method [21] (see also [22] for techniques that require a
smaller number of registers.)

b) When the lengths of moduli are equal, computational time for exponentiation or scalar product is
determined mainly by the length of exponents. The exponents for DLSC and ECDLSC are of lq bits in
length. For IFSC a small prime such as 5, 17, or 2'° +1= 65537 may be selected as a public exponent
atthotgh—the—cc trgprivate—exponren s y—targe ). When such

small public exponents are chosen, comparison of computational time between ,IFSCC, DLSC and
ECDLSC can be carried out by focusing on the length of private exponents/keys.

artTotg O POoG O—Pttva e n 7 y—T1atg w e

c) Nop-repudiation settlement is said to be interactive if a repudiation dispute cannot be setfled by a judge
who is not fully trusted by the sender or the recipient, without invoking, either an irjteractive or a
non-interactive but inefficient, zero-knowledge proof protocol between the judge and the regipient.

C.3 Gommon requirements

All the [mechanisms require the use of public key infrastructures for management of users’ public keys. Public
key inffastructures are defined in ISO/IEC 11770-1 and ISO/IEC 9594.

All the [mechanisms require the selection of a standard_cryptographic hash function, which is ¢ised directly in
the integer factorization based signcryption, and indirectly in the other two signcryption mecharfisms to build a
full domain cryptographic hash function. It is recommended to use standard cryptographic pash functions
specified in ISO/IEC 10118-2 and ISO/IEC 10118-3:

In addition, all the signcryption mechanisms’require the use of a key derivation function. KDF1 and KDF2
defineqd in ISO/IEC 18033-2 are recommended.

C.4 Selecting sizes of parameters for DLSC

Sizes fpr the following parameters shall be considered:

l, the.lerigth in bits of prime p;thatis 7, = L,(p) = |_1og2 (p+ 1)—|.

l, the length in bits of prime ¢ ; thatis /, = L,(q) = |_log2 (g+ 1)—|.

Table C.2 — Parameter sizes tor DLSC

Security
level 80 112 128 192 256
(in bits)
[, 1024 2048 3072 7 680 15 360
l, 160 224 256 384 512

NOTE Table C.2 is based on ISO/IEC 14888-3:2006, 5.1.3.1.
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C.5 Selecting sizes of parameters for ECDLSC

It is recommended that either a prime field GF(p), where p is a prime, or a binary field GF(2™), where m
is a positive integer, be selected to serve as the underlying finite field for an elliptic curve.

When a prime field GF(p) is employed, sizes for the following parameters shall be considered:

lp the size in bits of prime p when the underlying finite field is a prime field GF(p); that is
l, = L(p)=[log,(p+D)].

N " e — . . % [ ]
l the iength im DIts O prime ¢, tUal Is lq = L,\q) =110g, (g T+ 1) 7.

Table C.3 — Parameter sizes for ECDLSC over a prime field GF(p)

Security
level 80 112 128 192 256
(in bits)
[, 192 224 256 384 521
l, 160 224 256 384 512

When a binarylfield GF(2™) is employed, sizes for the following\parameters shall be considered:

m a positive integer indicating the size of:the’underlying binary field GF(2™).

[ the length in bits of prime ¢ ; thatis;7, = L,(q) = |_10g2(q + 1)—|.

Table C.4 — Parameter sizes for ECDLSC over a binary field GF(2")

Security
level 80 112 128 192 256
(in bits)
m 163 233 283 409 571
lq 160 224 256 384 512
NOTE Table pd-C-4-are-based-on 86-3-Appendi eo-[5h—Examples—of-ellipticcurvesintHe same

document are recommended.

C.6 Selecting sizes of parameters for IFSC

Sizes for the following parameters shall be considered:

/ the length in bits of an RSA modulus.

[, the length in bits of a random number » generated in the first step of the signcryption
algorithm.

Iy the length in bits of the output of a standard cryptographic hash function H .

38 © ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=5aedbbc1eaf965066e0b46a8345a989e

ISO/IEC 29150:2011(E)

Table C.5 — Parameter sizes for IFSC

Security
level 80 112 128 192 256
(in bits)
/ 1024 2048 3072 7 680 15 360
[, 80 112 128 192 256
Iy 160 224 256 384 512

NOTE 1

NOTE 7
that fac

C.7 S

The sg
schem
secure
such a

I=1,+1 +1,,where [, is the length in bits of plaintexts.

Parameter [ in Table C.5 is chosen to be identical to parameter lp in Table C.2,.based on

orization and discrete logarithm problems have a similar degree of hardness.

electing sizes of parameters for EtS

curity of EtS is based on the security of the underlying public:key encryption scheme
e. The construction is secure if it is instantiated with a secure public-key encryption

signature scheme. Parameter sizes should be selected for the encryption and signatu
way that security is guarantee for these schemes. Thé reader should refer to literatu

the assumption

and signature
scheme and a
e key pairs in
e on selecting

parameter sizes for the underlying schemes when selectingyparameter sizes for this signcryption scheme.
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Annex D
(informative)

Examples

D.1 Introduction

This Annex ¢ p

International Standard, these being the discrete logarithm based signcryption mechanism (DLSC)xthe]
curve based signcryption mechanism (ECDLSC), and the integer factorization based signcryption.mec
(IFSC) and tHe encrypt-then-sign based mechanism (EtS). In the examples, integers and bit str
typewriter font|are expressed in hexadecimal notation, unless otherwise specified. Integers-are right-
in an approprigte field, and bit strings are left-justified so that their lengths in bits are a muitiple of four.
and line breaks$ are inserted for better readability.

D.2 Example for DLSC

System wide parameters

DLSC has seven system wide parameters: /,,/,,
and /, =2048| In addition, G is instantiated by the key derivation function KDF2 (see 7.3) with 3

counter starting at 1, and H by the full domain hash functionnFDH1 (see 7.2.2.2). Furthermore, SHA-
specified in Athendment 1 to ISO/IEC 10118-3:2004 assumes the role of the underlying cryptograph
function for both KDF2 and FDH1. The values of the remaining three system wide parameters ¢, p

are represented below in hexadecimal notation.

q, p, g, G and-H. This example assumes that lq

801CPD34 C58DO93FE 99717710 1E80535A 4738CEBC BF389A99

40

B363|/1EB

ADI1O[/EL1E

B54B[L597
EB3Dp88A
9037L9ED
COF9BD11
B3BFBA31
2782[713C7
CDFIBACC
BE6OE69C
COB5SBREF

9123A9D0

B61DOA75
309C180E
EFDA4DES
ED34DBE6
70918836
DE3WEFDC
44328387
C928B2BY
4BAB0A29

D660EAAT

E6EA141D
+DE6B85A
PO1ESFEF
C6BAOB2C
81286130
7310F712
315D75E1
C52172E4
E3FB73C1

9559ChH1F

FO95A56DB
1274A0A6
55B7394B
8BBC27BE
BC8985DB
1FD5A074
98C641A4
13042E9B
6B8E75B9

A20D64ES5

AF9A3C40
6D3F8152
7AD5B7DO
6A00EOQOAD
1602E714
15987D9%A
80CD86A1
23F10BOE
TEF363E2

683B9FD1

7BA1DF15
AD6AC212
B6C12207
B9C49708
415D9330
DCOA486D
BOE587ES
16E79763
FFA31F71

in this
elliptic
hanism
ngs in
ustified
Bpaces

=224
32-bit

224 as
c hash
and g

CFODES38

AC4032EF

74866A08
AB739D77
Cl1766910
E2471504
F180EB34
BB77A86F
10E183ED
B539CCE3
EDFE72FE
81BCO87F

4k /71Bs1C

4F2D9AE3

CFE4FFE3
00C29F52
1999024A
22EA1ED4
118E98D1
0C1AB15B
D19963DD
409D13CD
9B6AA4BD
2A7065B3

UAC4DEFR

9DF30B5C

A6824A4FE
C57DB17C
F4D02727
09939D54
1952945
051AE3D4
DO9E263E4
566AFBB4
7B5A0F1C
84B890D3

UCLlUkO04L

8FFDAC50

10B9AGFO
620A8652
5AC1348B
DA7460CD
D6F83456
28C8F8AC
770589EF
8D6C0191
71CFFF4C
191F2BFA

6CDEBE7B

DD921F01
BESE9001
B8A762D0
BSF6C6B2
6E3025E3
B70A8137
6AA21ETF
81E1BCFE
19C418E1

89998CAF

AT0C4AFA
A8D66ADT
521BC98A
50717CBE
16A330EF
150B8EEB
S5F2FF381
94B30269
F6EC0179
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The sender’s public and private key pair (y,,x,) and the recipient’s public and private key pair (y;,x;) are
assigned the following values in hexadecimal notation.

Ya =

Y =

Messa

The m
withou

M =

label =

Values in signcryption process

0C3618A2

91D798¢64
7854210C
03FCCFD1
93226456
OFCA25EF

lalaYalaW ReValny
p=y

2B37A58E

48E8CF56
2C88FB41
972ED722
EBO9FB8DE
4D796D18

s ntoknlAlAl.Wal
p g g Ex

EC74D9B7

23B074CO0
6211D6ES
OAQOAA9FD
BBA46080
D80OD97AA

infalaleVaklnWl
= 1

AAFA24E9

5ED99F85
0D37ECF1
AIAC3FCO
8806AAT70
89C1DB49

inV.ohniValalal
Dot

E2A32415

ACT75DODE
5F2A8536
85641081
E4543604
371FF49C

Jal s NeYValolke)

FD13BF19

TFF4131D
8F8953F7
DO7B2COC
8898C7ED
2BB1FBA4

[l I ANaRnioVate)
T =

815FAT73C
DE4D800B
EBDO3FF2
BC19ABS95

51941AE6
OA53F4BB

1E94AEF7

19CCC3ED
B5450067
6DACO6GEB
ATFOE88B
2A25D2FE
4DE2CC2C
E319B0ODB
COBDF981
FB437158
3A406113

11FB849F
5B0458EA

ge and label

1D84459D
FF7C84FF
454851E1
E1FC2331

01418614

E5E5AACA

295EF62B
Cl6C6783
BF949CFE
3EO3F1BB
0C2E4B35
7614FC98
84763D06
93E3D8DE
BCF499B6
D071722D

5EF90A5A

5380D508
2E7796BD
E4B0C2C3
B792C6DD

86A16DEE

E51E3C8B

230E26A3
20B5908D
1C1c2551
FODF8877
42188587
4A2EE754
4BOABD44
OES5DCAT
C624820B
AD469C26

DA6444DC

02815E74
23B61DF9
D360D427
5A71B120

6B133EAT

BA22F33D

B21AA147
2B47A35C
BB4AEQO46
22300F75
DOAE4AQC
OA3FBEES
C4D84202
B62O0D66E
858006FB
1B1C9599

AS522EDA2

29A411D3
FD4F1CCE
63C5B48A

2513AF12

27DA5939

1413B4D8
TEACI9DPB6
E9FB4CAB
1L4FHEODL
¥A618760
CA794125
31DF3F96
9B5296C7
E32E7F8E

8C4D4ADA

5899B97D
A84CF110
E2132DFB

462D7A49

A6L16F7CO

4D46ET79
CC550F5F
0B462COA
9868E55A
BA7D6DB1
578D4843
8686B702
AF84ED3F
EODDA1B7

81D378C7

54686973 20697320 74686520 6D657373 61676520 746F2062
65207369 676E6372 79707465 64

pssage M is,/'This is the message to be signcrypted and the encryption label is ‘0001,
the quotation-marks. Their hexadecimal values are as follows.

30305051

The following sequence of values in hexadecimal notation trace key intermediate variables leading to the
resultant ciphertext X when the signcryption algorithm DLSC.Signcrypt is applied to the message M .

595970EF CBAFB118 EBOE8171 816E8901 671E3E1l CF9BDI976

609FDDAS

A11EDC14 3FO0C2EZ2F D0495BD2 BCEB6DF4 5655FBS91 EAQOFO06AZ2
6786B100 E1EDIA58 BD5BCCD2Z 60D34114 8701F21B 0373D302
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903E4193
2F93AF19
928911F6
17C88050
49226F08
6810EB83
D4B60EOS8
A1D565EE
B82B86AF

89ED4858
4D50AB37
7C1FD9E9
D5461F37
A5D98458
8871206E
C37098EA
F8BFF693
BACASBEFEC

G(I2BSP(K,1,),|M|) =

Inputto H =

42

0D243616

72903B4E

D38FDB93
59AATETD
1D79AFCO
AD43A9BB
E4538453
84166DCD
EA99D886
85E8C4BF
FOEDECIF

2F6B9917

11607F8A
3204EBFE
772BFC82
8F012A21
DBE5CD63
880F3A45
A0698CDB
Al115ED9E
DFAOAD76

EODAQO86

44CBA98B
BB61CFAD
481386BF
860B78CB
865543DA
3035D818
OE22B3A7
DATE69DC

D3BAF174

32FDA4EC
21356C1F
DCD599D5
86ED0591
BFO9CAG70
02DF02AD
16E68FAD
BOAF35F1

00AEFT710

720EB31C

594CpF65
172EL075

Al1EpPC1l4
6786B100
903EA193
2F93RAF19
9289[L1F6
17C8B0O50
4922pF08
6810EB83
D4B6PEOS
A1DSK5SEE
B82BB6AF
7468p520
7970[7465
15FD[L 3BF
DE7FF413
368FB953
81DOJ/B2C
0488p8C7T
9C2BB1FB
2381p0F9
D358P9B9
CEABHCF1
8AE2[L32D
FTESESAA
ED29PEF6
67C1lpCo7
EBBFP49€
8B3EPSEY

DF534B7F

52F9486E
B83D280D

3F0C2E2F
E1ED1AS5S8
89ED4858
4D50AB37
7C1FDY9E9
D5461F37
A5D98458
8871206E
C37098EA
F8BFF693
BACASBEFC
6D657373
640C3618
1991D798
1D785421
F703FCCF
0C932264
EDOFCA25
A4CCC069
03815FA7
7DDE4D80
10EBDO3F
FBBC19AB
CAESBILE3C
2B230E26
8320B590
FEL1C1C25
BBFODF88

92616FE3

5BO3FC37
EB111B86

D0495BD2
BD5BCCD2
D38FDB93
59AATETD
1D79AFCO
AD43A9BB
E4538453
84166DCD
EA99D886
85E8C4BF
FOEDECLF
61676520
A22B37A5
6448E8CF
0C2CB88FB
D1972ED7
56EBIOFBS
EF4D796D
ODBD2E6 6
3C4D8445
O6BFE7C84
P2454851
95E1FC23
8BBA22F3
A3B21AA1
8D2B47A3
51BB4AEQ
7722300F

CA

84BF73F5
AE

BCEB6DF4
60D34114
11607F8A
3204EBFE
772BFC82
8F012A21
DBE5CD63
880F3A45
A0698CDB
A115ED9E
DFAOAD76
746F2062
8EEC74D9
5623B0Oy4
416211D6
220A0AA9
DEBBA460
18D80D97
ACFCCOC1
9D5380D5
FF2E7796
E1E4BOC2
31B792C6
3D27DA59
471413B4
5C7EAC9D
46E9FB4C
7514F6EQ

B2DD9454

5655FB91
8701F21B
44CBA98B
BB61CFAD
481386BF
860B78CB
865543DA
3035D848
OE22B3A7
DA7E®@9DC
54686973
65207369
B7AAFA24
CO5ED99F
E80D37EC
FDA1AC3F
808806AA
AA89C1DB
D4DASF5C
0802815E
BD23B61D
C3D360D4
DD5A71B1
39A616F7
D84D46E7
B6CC550F
ABOB462C
D19868E5

74C1D772

EAQOFO06A2
0373D302
32FDA4EC
21356€%LF
DCD599D5
86ED0591
BFOCA670
02DFO02AD
16E68FAD
BOAF35F1
20697320
676E6372
ESE2A324
85AC75D0
F15F2A85
Cc0856410
70E45436
49371FF4
CCC5795C
74297411
FOFD4F1C
2763C5B4
201E94AE
colscce3
79B54500
5F6DACO6
9AATFOES
5A2A25D2

FEOC2E4B
2CT7614FC
DB84763D
8193E3D8
58BCF499
13D07172

1C69A661
26E9BE9C

3D8F7289
BC2FAOQOEL

594C5F65

30421885
984A2EE7
064BOABD
DEOE95DC
B6C62482
2DAD469C

68A5BD22

AT79357A2

52F9486E

8 /DIY9AE4A
540A3FBE
44C4D842
ATB610D6
0B858006
267B1C95

52E74F28

30806908

5BO3FC37

0CIAGIBY
F8CAT7941
0231DF3F
6E9B5296
FBE32E7F
99303030

2D9E3884

EAC4BCEB

84BF73F5

60BA/D6D
25578D48
968686B7
CT7TAF84ED
S8EEODDA1
31

40324D71

8748889C

B2DD9454

BI4DE2ZCC
43E319B0
02COBDF9
3FFB4371
B73A4061

558CE87E

B58CI3FC

74C1D772
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