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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work. In the field of information technology, ISO and IEC have established a joint
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duction

Growth in the power and capabilities of information technology (IT) has led to the increasing use of

IT to deliver, score and record responses of tests and assessments in a wide range of educational and

other contexts. Suitably used, IT delivery offers advantages of speed and efficiency, better feedback

and improvements in validity and reliability, but its increased use has raised issues about the security
and fairness of IT-delivered assessments, as well as resulting in a wide range of different practices.

The aims of this Standard are to provide a means of:

- th‘xn'ng that the r‘p]ivpry and Qr‘nring ofthe assessment are fair and do not

isadvantage
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Users]
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lion to equipment or a broader work environment context.

some groups of candidates, for example those who are not IT literate;

— showing that a summative assessment has been conducted under secutre cong
the authentic work of the candidate;

— showing that the validity of the assessment is not compromised by IT delive

— providing evidence of the security of the assessment, which.¢an be presentec

in industry or in financial services);

benefit to assessment centres who deal with more‘than one assessment distributg
— giving an assurance of quality to purchasers of “off-the-shelf” assessment so

visaged that the achievement of these aimswill enhance the status of IT-delivereq
sessment software and encourage theirwider use in situations where they are ben

attention is drawn to any existing démain-specific legislation covering the subjed
andard. This could include, but is\hot limited to legislation relating to disability, s
ional needs, data protection, pfivacy, freedom of information, language and healtl

andard takes the form 'of guidance and recommendations. It should not be quoted
fication, and particalar care should be taken to ensure that claims of compliance 3
ding.

idard does not.purport to include all the necessary provisions of a contract. Users
ponsible for-their correct application.

Jitions and is
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| to

regulatory and funding organisations (including regulatory bedies in education and training,

— establishing a consistent approach to the regulatiens for delivery, which should be of

]
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as if it were
\re not

bf Standards

Complliance-with a Standard does not of itself confer immunity from legal obligatigns.

This

andard is intended for organisations involved in the use of IT for the delivery of

hssessments,

including (but not limited t0):

— universities, colleges, learning centres, and schools who assess their students, for

diagnostic, formative and summative (final test) purposes;

— organisations which deliver and/or award educational examinations;

— professional bodies, industry organisations and others who deliver and/or award

examinations or assessments in vocational subjects;
— producers and distributors of IT certification tests;

— assessment centres which administer assessments locally;

© ISO/IEC 2007 — All rights reserved
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— open, distance, or e-learning centres and other organisations which may provide
assessment facilities on an occasional basis;

— training companies, employers and governmental/military organisations providing
assessments as part of vocational education and training;

— organisations providing assessments required for regulatory purposes, for example a

financial services company might be required to assess its sales people for product
knowledge, or a pharmaceutical company might be required to assess its staff on safety
procedures;

— open learning and distance learning material providers, including on-line universities and

comnlercial publishers and distributors of learning materials, who incorporate assessmg
their material;

— producers of item banks, quizzes and “tests” available as revision aids.

This Standard is also relevant to developers of software for delivering assessments,;Who will ng
provide software which enables their clients to comply with this Standard.

This Standard distinguishes three main roles in the IT delivery of assessments:
— agsessment sponsors, responsible for assessment content and-award of certificates;

— agsessment distributors, responsible for delivering assessments via IT including
develgping or specifying the delivery software;

— agsessment centres, where the assessments are taken.

The roles invplved in the different stages of the assessment life cycle (see 1.3) are combined in
different wayp by the organisations involved and not-all’organisations are involved in all roles.
a university mhay combine the roles of assessment sponsor, assessment distributor and assessmg
centre, whilst| the assessments distributed by an-awarding body (as assessment sponsor and
distributor) afe normally taken in assessment-centres which are separate organisations. This Stg
therefore recdmmends the action to be taken'in relation to each of these three roles, irrespective
the type of organisation undertaking the.role. The scenarios in Annex A give examples of how
can work in gractice.

nts in

bed to

Thus,
nt

ndard
e of
this

The roles of the different organisations are often inter-related, especially in high-stakes assessnent.

For example,|the assessment distributor or awarding organisation might have an overall
responsibility] for the integrity of the whole process, including monitoring assessment centres.
Assessment dentres need to comply with the general regulations of assessment distributors, as Y
with those which are'specific to the use of IT.
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It should be njoted that some of the organisations to which this Standard is relevant may also ne
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conduct of assessments, including pedagogical aspects. Where the candidates are employees of the

assessment centre, there may also be more specific legislative requirements.
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ISO/IEC 23988:2007(E)

Information technology — A code of practice for the use of
information technology (IT) in the delivery of assessments

1 S

cope

1.1 General

This Sltandard gives recommendations on the use of information technology (IT) to deh

assess
three ¢
cycle’

1.2 T

This Standard is relevant to a wide range of assessments, including;

ments to candidates and to record and score their responses. Its scope is defined ir
limensions: the types of assessment to which it applies, the stages of the @ssessme
to which it applies and this Standard’s focus on specifically IT aspects;

ypes of assessment

— assessments used in education (both compulsory and’post-compulsory), traif

services);

— assessments of knowledge, understanding'dand skills (i.e. “achievement tests’
psychological tests of aptitude and personality;

feedback on progress, identification of learning needs, self-assessment and reme
— assessments which include feé€dback, as well as those which provide only a 1
— both fixed-date, test-windows and on-demand assessments;

— both items which can'be scored by computer and the delivery (but not scorin
or tasks which are delivered using IT, but have to be referred to a human marker
however, the use of IT for scoring lengthy free-text responses (“essays” and sim
excluded;

— a wide.range of computer-scorable assessments, including not only “objectiy
(multiplé<choice and other item types), but also assessments of keyboarding skil
software’use;

NOTE Items can include graphics, multimedia and access to data, case studies, etc. This Standa|

Ver
| terms of
nt “life

ing and

compliance (e.g. compliance with legislation relatingte health and safety or financial

), but not

— high-stakes assessments and examinations and also low-stakes assessments ysed for

diation;

esult;

) of items
for scoring;
lar) is

e tests”
Is and

rd does not,

however, cover the use of specialist simulations (e.g. of industrial processes or driving/piloting).

— assessments taken in universities, academies, colleges, high-schools, training centres,

schools and assessment centres and also assessments taken in less formal setting
learning centres and in the workplace;

s, including

— assessments which are set, taken and scored within a single organisation (for example a
university or a company) and assessments taken in an organisation separate from the one

responsible for the assessment content;

— assessments delivered in a variety of ways, including on-line, on local networks and on

stand-alone computers.

Clause 9 of this Standard is also applicable to the use of IT for the transmission of candidates’
coursework.

© ISO/IEC 2007 — All rights reserved
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1.3 Assessm

ent life cycle

Although assessment procedures vary, the typical life cycle of assessment consists of the following

steps:

a) identification of need to assess;

b) design of outcomes/assessment methodology;

¢) preparation and calibration;

d) pre-registration (includes payment);

e) distribution D

f) authentication (includes identification)";
g) deljvery");

1
h) response return

1) sco

j) data return";

k) ana|

1) appgals;

m) cerf

Preparation o
undertaken ug

consideration]

1.4 Focus on

The emphasig
taken as a res|
delivered sys

This Standard
but does covd

ing, result determination and/or feedback");

ysis;

2

).

ification.

f assessment content is outside the scope of this Standard, but where pretesting is
ing IT for delivery, the relevant clauses of this Standard should be taken into

specifically IT aspects

throughout this Standard is ori-the additional or different measures which should|be
ult of the introduction of I'F.Measures which are common to both paper and IT-
ems are either omitted ©Or;covered in only general terms.

| does not cover the purely pedagogical aspects of assessment preparation or scoring,
r the use of IT to imiplement pedagogical decisions and the interface between

assessment content and IT,delivery. The quality of the assessment content and the scoring procedures

are of crucial
this Standard

Compliance Y

importange o the validity and reliability of the final result, but fall outside the scppe of

vith(this Standard does not indicate that the assessment is pedagogically sound. This

Standard shoyld'riot be interpreted as reducing the need for assessment sponsors to follow good

practice in developing assessments, including standardisation and attention to validity and reliability.

This Standard does not cover scoring by human markers, but does cover:

— IT scoring which may be subject to later review by human markers;

— th

e IT transmission and delivery of assessments partly or wholly to be scored by human

markers and the return of the resulting responses for scoring.

1) Covered by th

is Standard.
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https://iecnorm.com/api/?name=a0134709a3acdc006156316cd9ad9429

ISO/IEC 23988:2007(E)

This Standard covers the use of IT to provide automatic feedback and instant results, but not result-
determination requiring human decision-making or intervention.

1.5 Focus on principles

The aim of this Standard is to set out principles and good practice, but not the details of the means by
which they are to be achieved. It is therefore possible to follow the recommendations using a variety
of technological or procedural approaches. This Standard is not specific to any particular hardware or
software platform.

In many areas the principles outlined in this Standard will be supplemented by the specific

l 1 ot accacerant—dictrilbiat
regu a ITUILS UL ASOUVOIIIIVIIU UIoU1IUULUL LS.

1.6 (ompliance

Assesgment sponsors, assessment distributors and assessment centres may claith’compliance with
this Standard if they comply with all the clauses or subclauses applicable to'their role (sge table
below).

Notes [to the clauses indicate the role(s) to which each clause or subclause is applicable.

This jtuandard is applicable to both high-stakes and low-stakes assessments, but some clauses or
subclajuses are applicable only to high-stakes assessments; this is indicated in Table 1.

Table 1 — Application of ISO/IEC 23988

Role Assessment type Relevant clauses or sub-clauses
IAssessiment Sponsors High-stakes and low-stakes»™ 5.1
Assessiment distributors High-stakes 5.2, 6 to 12 inclusive
IAssessment distributors Low-stakes 5.2, 6.1, 6.2, 6.3,6.5,7.1,7.2,7.3, 7|4,

7.5, 8.1, 8.2, 8.3, 84,9.1,9.2.1, 10.1,
10.2, 11.1,11.2,12.1, 12.2 and 12.3
IAssessment centres High-stakes 13, 14, 15, 16 and 17 inclusive
IAssessment centres Low-stakes 13.1,13.2, 13.3 and 13.4

The sdenarios given in annex' A illustrate how different types of organisation might need to comply
with djifferent clauses of this Standard.

2 Normative references

The fpllowing referenced documents are indispensable for the application of this dpcument. For
dated [references, only the edition cited applies. For undated references, the latest g¢dition of the
referenced document (including any amendments) applies.

ISO/TEC 17799:2005, Information technology — Security techniques — Code of practice for
information security management

ISO 9241-3, Ergonomic requirements for office work with visual display terminals (VDTs) — Part 3:
Visual display requirements

ISO 9241-4, Ergonomic requirements for office work with visual display terminals (VDTs) — Part 4:
Keyboard requirements

ISO 9241-5, Ergonomic requirements for office work with visual display terminals (VDTs) — Part 5:
Workstation layout and postural requirements

© ISO/IEC 2007 — All rights reserved 3
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ISO 9241-8, Ergonomic requirements for office work with visual display terminals (VDTs) — Part §8:
Requirements for displayed colours.

ISO 9241-9, Ergonomic requirements for office work with visual display terminals (VDTs) — Part 9:
Requirements for non-keyboard input devices

ISO 9241-11,

Ergonomic requirements for office work with visual display terminals (VDTs) —

Part 11: Guidance on usability.

ISO 9241-12,

Ergonomic requirements for office work with visual display terminals (VDTs) —

Part 12: Presentation of information.

DT )

ISO 9241-13 4

Part 13: User

3 Terms
For the purpg
3.1
assessment

test, examinal
defined area

NOTE Can be lhigh-stakes or low-stakes (see 3.13 and 3.19).

3.2
assessment ¢

formally desi
assessments

NOTE An asse
centres are ofter

stakes assessme
assessments, esf

3.3
assessment ¢

the questions
during the asj

: > fa i 14 I ) > 1 J: 1 4 > e 2
7 SONOTHICT YT CINTCITS _JOT - O JiCCwWOoTr v witri-visuur aispiay tCriminals —(r 12157

' guidance.

and definitions

ses of this document, the following terms and definitions apply.

ion or similar, designed to assess a candidate’s knowledge, understanding or skill

entre

bnated location where assessmentscare taken, not necessarily used exclusively for

sment centre has staff with respensibility for the conduct and security of the assessment. Assessn]
, but not always, remote from the’assessment distributor and part of a different organisation. In hi
ht, centres are normally subject 'to the approval and monitoring of the assessment distributor. Som
ecially those which areJow stakes, can be taken outside assessment centres.

pntent

and assoclated images or additional information which is provided to the candida
essment

sina

ent
bh-

L

te

3.4

assessment distributor

organisation responsible for delivering assessments (especially high-stakes assessments) via
information technology, this could include overseeing assessment centres, but not necessarily
responsible for assessment content

© ISO/IEC 2007 — Al rights

reserved
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3.5
assessment form

alternative version of an assessment; two or more different assessment forms each contain a different
mix of items but are designed to assess the same knowledge, understanding or skills based around an
assessment specification

3.6
assessment software

software which presents the assessment to the candidate and records the candidate’s responses

NOTE [Can be generic (capable of running numerous different assessments) or integral with assessment dontent. Usually
(but nof necessarily) separate from software to develop and store the assessment items, log candidate entrjes, manage
assessnjent sessions, etc.

3.7
assessment sponsor

organisation responsible for determining assessment content and awarding certificates o some other
formal recognition

NOTE [Assessment sponsors often delegate assessment delivery to an assessment distributor.
3.8
assistive technology
functipnal units and services that facilitate the use of IT by users, such as people with functioning
disabilities (e.g., sensory or physical impairment)
39
candiglate

a perspn taking an assessment

3.10
corre¢t response

predetermined respons€ which will give a positive score

NOTE |Use of this terriis not intended to imply that there is only one possible correct response per item.[See also 3.19
and 3.20.

3.11
delivepy platform

computer hardware, system software and, where applicable, telecommunication software and
associated features which support the delivery of assessments to the candidate and the return of
computer held information (e.g. results) to a specific location for scoring purposes, or reporting if
scored locally

3.12
fairness

non-bias of a test to a particular group of candidates

NOTE Computer delivery and scoring should be fair to all candidates and, as far as possible, should not disadvantage any
candidate as a result of factors which are irrelevant to the knowledge, understanding or skills being assessed (such factors
include lack of advanced computer skills, if these are irrelevant);

© ISO/IEC 2007 — All rights reserved 5
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3.13
high-stakes assessment

assessment where the result is of importance to the candidate or to an organisation and therefore has
to be reliable and valid

NOTE High-stakes assessments include most end-of-course educational examinations leading to a certificate (and also
module assessments which contribute to an overall result), proficiency and licensing examinations. Assessments can also
be considered high-stakes if the evaluation of an organisation depends on the performance of its employees or students,
as might be the case with safety assessments. See also 3.19.

3.14
ICT

information a]:d communications technology
NOTE This ter

includes internet connectivity speed or ‘bandwidth’.
3.15
1T

information tgchnology

3.16

invigilation
process of overseeing the conduct of an assessment, especially'to ensure that there is assessment
security and fo cheating

NOTE Proctorihg is an alternative term for invigilation. Althoughs>not covered in this Standard, invigilation could be
undertaken rem¢tely using monitoring equipment, if accepted by, the assessment sponsor.

3.17
invigilator
person respoisible for invigilation

NOTE Proctor |s an alternative term for invigilator.
3.18
item

smallest sepatately identified question, piece of information relating to a question, or task within an
assessment

NOTE Can be 3 closed-response question, an open-ended question, an essay or the performance of a task (e.g. “c¢ntre a
heading in a givpn.passage of text”).

3.19
low-stakes assessment

assessment where the result is of lower importance to the candidate or to a relevant organisation

NOTE Formative and diagnostic assessments are usually low-stakes. See also 3.13. Low-stakes assessments need not be
invigilated or take place in a test-centre if approved by the test sponsor.

3.20
open-ended response

response which is not limited to choosing from a list of options

6 © ISO/IEC 2007 — All rights reserved
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NOTE Open-ended response items are most likely to require text input, but can require numerical input or computer
graphics. See also 3.10 and 3.24.

3.21

reliability

consistency with which an assessment measures

EXAMPLE An assessment will have low reliability if two assessment forms are of unequal

difficulty or coverage or if there are errors in the scoring procedures or in the reporting of scores.

3.22
respofse

candidate’s answer to an item

NOTE [Responses can consist of the selection of one or more from a given set of options, opentended IT{scorable
responses, more complex IT-scorable activities or production of text which has to be markéd)by a human/ but can be
transmifted by IT. Or could include the recording of an audio response. See also 3.9 and 3.18.

3.23
result

outcorpe of the assessment taken by the candidate

NOTE |A result can be expressed as pass/fail, as a grade, as a percentage or in other ways such as item or|syllabus level
feebacl] in a diagnostic or formative assessment

3.24
score

numerical measure of the candidate’s achievement in the assessment as a whole or on the individual
items

3.25
validity

extent|{to which an assessment achieves its aim by measuring what it is supposed to measure and
produg¢ing results which-gan be used for their intended purpose

NOTE |An assessment has low validity if the results are unduly influenced by skills which are irrelevant fo the stated
aims of|the assessment.

workstation

ardware,

seating and desk or table space

4 Guiding principles

The guiding principles which underpin this code of practice and are relevant to all the organisations
concerned are as follows:

a) delivery or scoring of assessments using IT should not result in any reduction in the
assessment validity or reliability;

b) computer delivery and scoring should be fair to all candidates and, as far as possible,
should not disadvantage any candidate as a result of factors which are irrelevant to the

© ISO/IEC 2007 — All rights reserved 7
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knowledge, understanding or skills being assessed (such factors include lack of advanced
computer skills, if these are irrelevant);

c¢) where disabled candidates are involved, reasonable adjustments should be made for their
needs, so that no candidate is placed at substantial disadvantage;

NOTE Attention should be drawn to any domain specific legislation with regards to
disability and special needs.

d) the health and safety of candidates (or of those developing, arranging or conducting the
assessments) should not be put at risk;

h patha oot At ol AL o coacaiaa o £ taonda af A A re—a—ra e rtant
e) W Viv uiv \JUIILIUULILIQLILJ UL ASOVOOSITIVIIU VUILIIIVIIU aAllvug vUIIvL l\./DlJUllD\./D 15 all lllltJUl wally
requirement, there should be procedures to maintain it throughout the assessment-cydle;
thig should also extend to the trialling of items;

f) the [confidentiality and integrity of candidate data should be maintained throughout;

NOTE Attention is drawn to any domain specific legislation relating to data protectipn,
priyacy or freedom of information, etc.

g) an gudit trail should be maintained, so that any queries or irregularities can be investigated;

h) back-up facilities and fall-back procedures should be in plaegto minimise disruptiong so
thaf the candidate is not disadvantaged, especially for highrstakes assessment.

5 Interface between assessment content and IT delivery

NOTE This clapse concerns the inter-relationship between assesgment content and assessment software and is relpvant

both to assessm¢nt sponsors, who define the pedagogical requitements of the assessment, and to assessment distributors,
who are respongible for developing or customising the software. Assessment sponsors should comply with 5.1 and
assessment distrfibutors with 5.2.

This clause is applicable to both high-stakes and low¢stakes assessments and to the use of both generic assessmen
software (capable of running a range of different.ass€ssments) and software which is specific to a single assessmefit or
group of assesstpents.

5.1 Respongibilities of assessment sponsors

5.1.1  Assgssment sponsots)should ensure that they have sufficient familiarity with the software
which is being considered-or which is to be used and the associated delivery platform to be abl¢ to:

a) understand their advantages and limitations;

b) appreciate the likely effect of IT delivery on the validity and reliability of the assessnpent
and ofindividual items; Hll

¢) use software features (e.g. item types, multimedia elements) relevant to the intended
assessment;

d) identify assessments for which IT delivery is unsuitable or should be supplemented by
other assessment methods.
5.1.2  Assessment sponsors should specify clearly the parameters required for each assessment,
including:
a) number and type of items to be used;

b) how the items are selected for each assessment session (e.g. fixed assessment form,
computer selection from a bank, any constraints on selection);
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¢) any time limit;

d) any restraints on navigation between items (see 7.1);

e) assessment regulations, including permitted and prohibited resources (see 6.4.3 and 7.3.3);

f) scoring rules for individual items and for the calculation of the overall result (if applicable),

including rules for the scoring of open-ended items (see 8.1 and 8.2);

g) feedback to be provided (see 8.3).

Assessment sponsors should try out the assessment (i.e. the combination of software and

f) Anring r]pvp]r\pmpnf and-acain before r\ppraﬁnna] use to. vpﬂ'{"y that all c\qppr‘fc Q
o

f the

delive

NOTE
not rele]

5.14
candid

NOTE
may lin|

5.1.5
that it
failurg

5.2 Responsibilities of assessment distributors

Assess

6 1

It is acknowledged that some ‘off-the-shelf” item banking and delivery software may be beéing use
vant.

ates with disabilities, including:

a) whether a non-IT alternative should be provided for such'candidates;

wording of a text alternative to a graphic changes the nature of the item).

Some systems may ‘lock-down’ the desktop to prevent oth€rsoftware being used during the asses
it the use of assistive technologies.

Ensure that the chosen system from a test-distributor is robust enough and scalg
can cope with the demand of the assessment so that no candidate is disadvantagec
of the system.

ment distributors should provide assessment sponsors with:

a) full information about the capabilities, limitations and features of the intended

assessment;

b) a checklist.of the parameters to be specified by the assessment sponsor (see S.

I' delivery of assessments — general

'y, scoring and feedback operate as intended and in accordance with pedagogical requirements.

d where this is

In developing assessment content, assessment sponsors should censider issues felating to

b) the effect of using assistive technology on the validity-of the items (for examplle where the

sment which

\ble to ensure
| by technical

software and

the associated delivery platform that is relevant to the pedagogical aspects of the

1.2).

NOTE

This clause is applicable to assessment distributors who develop, specify, purchase or adapt asses

bment software.

It will also be of interest to software designers and developers. All subclauses are applicable to high-stakes assessments;
6.1, 6.2, 6.3 and 6.5 are also applicable to low-stakes assessments. This clause is applicable both to generic assessment
software (capable of running a range of different assessments) and to software which is specific to a single assessment or
group of assessments.
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6.1 Interoperability

6.1.1 In the design of assessment software consideration should be given to the need to facilitate
exchange of item and response data with other assessment users (for example using IMS standards
for question and test interoperability). This could also include a test sponsor’s candidate tracking or a
commercial organisations Learning Management System.

6.1.2  Where items are imported, the receiving organisation should verify that they operate
correctly on the hardware and software used by their candidates.

6.2 Hardwa

6.2.1  Taking account of ICT facilities available to candidates

Design of soffware for IT delivery of assessments should take account of the ICT facilities like]y to
be available tp the intended candidates and at the assessment centres. Implications, which should be
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¢) the [possible need to provide versions of the assessment software for more than one d¢livery

d) the [speed of any internet connection used as this may affect the item types that can b¢ used.

6.2.2  Spedifying delivery platforms

The specification of the delivery platform for the assessment software, although it may not be for
dedicated usd, should include information about:

a) mirjimum hardware, includingnetwork and peripherals;

b) keypoard (e.g. UK, US);

e) language (&g, English, French) of the operating system (this could affect, for examplg,
display efdates, and of numbers using decimal point, and number of bits for charactdr
codes);

f) any software required in addition to the assessment software (for example browser
software, plug-ins, specific fonts), including software versions where applicable;

g) communication links;
h) assistive technology to which the assessment software may link (including any particular
settings or hardware inclusions).
6.2.3  Consistency of requirements

As far as possible, assessment distributors should minimise variations in the delivery platform
required for different assessments and over time.
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6.2.4  Server and connection requirements for network delivery

6.2.4.1 Where assessments are delivered on a network or intranet, the server and connections
should be adequate to give an acceptable response time at the candidate’s computer or terminal,
taking account of’:

a) the average amount of traffic between candidate and server in one assessment (both
frequency and size of transactions);

b) the likely maximum number of candidates at any one time.

> assessments-are-delivered via the Internet or in-any other situation where speed of
conne¢tions cannot be guaranteed, measures should be taken to ensure that candidates ‘are not

disadvantaged by slow connections. Depending upon circumstances measures could)include one or
more ¢f the following:

a) downloading the whole assessment onto a local network or hard disk just before the
assessment begins;

b) eliminating any unnecessary use of multimedia;

¢) extending the time limit (if any) to compensate for delays (for some assessments this is not
a valid option);

d) instituting a clear appeals procedure in case of delay.
6.2.5 | Special characters

6.2.5.1 Care should be taken to ensure that anyzhecessary special characters or formats| are
displayed correctly when the assessment is delivered. These may be needed, for exampl

wW

a) for assessments of foreign language skills;

b) where the assessment is délivered through the medium of another language;
¢) for currency symbols\(e:g. Euro, Yen);

d) for some mathematical or scientific symbols, including subscripts and superscyipts;

e) in the display.of mathematical equations.

6.2.5.2 If th¢\assessment requires candidates to input characters not available on the specified
keyboard (as'might be the case in assessments of foreign language skills or for mathemgtical or
scientificisymbols), they should be provided with an easy method of inputting these chatacters (e.g.
by being told the shorfcut key or given a range of characters which may be copied, or dragged and
dropped), supported by an informative help system.

6.3 Assessments with time limits

If an assessment has a time limit, timing should not begin until the candidate has had opportunity to
read the initial instructions and information.

If an assessment has a time limit, consideration may need to be given to the following:
a) additional time for candidates using assistive technology (see 3.7);

b) discounting any time delays due to degraded system performance;

© ISO/IEC 2007 — All rights reserved 11
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¢) stopping and restarting the timing if there is a planned break;

d) provision for the invigilator to re-set the timing after an unplanned break (e.g. emergency
or technical factors).

6.4 Security features

6.4.1  Security of the assessment software

Assessment software should be protected from unauthorised changes to the code or parameters,

during development and use. Procedures for development and maintenance should be carried out in
accordance with ISOAEC 17799:2005 124,12 5 and 12.6

6.4.2  Secyrity of items and correct responses

6.4.2.1 Assgssment software should incorporate features to protect the security and‘integrity gf the
items and (if ppplicable) correct responses. For high-stakes assessment, features ¢an-include (bfit are
not limited toj) the following:

a) paspword protection at different levels;
b) ind{vidual user IDs and passwords;

¢) encfyption of files of items and correct responses.

6.4.2.2 If the security measures allow each user ID to access’the assessment only once, there ghould
be provision for the invigilator to override this to allow thé candidate to resume after a planned|or
unplanned break.

6.4.2.3 The pcoring algorithms, correct responsess,.etc are to be present in the assessment cenfre,
then these sh¢uld be secured against unauthorised access and the assessment distributor should
ensure that anjy security measures can be implemented in practice by the assessment centre.

6.4.3  Preventing unauthorised candidate access to outside information and aids

NOTE This sufclause relates only to aids‘prohibited by the assessment regulations and does not apply if, for example,
candidates are r¢quired to locate information using the Internet. The precautions outlined in this subclause are
unnecessary if there are procedures. fo ensure that the assessment software is only used on stand-alone computers yhich
do not hold any possible aids. They.are most significant in high-stakes assessment, but should be considered for uge in

low-stakes asse§sment to ensuteireliable results.

6.4.3.1 Whdrever.pessible assessment software should incorporate features to prevent candidates
from gaining [electronic access during the assessment to aids not permitted by the assessment
regulations, fprexample:

— information sources, including the Internet, and the candidate’s own files held elsewhere
on the network;

— aids such as calculators, spell checkers and dictionaries;
— communication with other people, including other candidates.
These features could include:
a) hiding all navigation toolbars etc. which could give access to such help;
b) disabling short cut keys which could give such access;

¢) preventing return to the assessment software if another program has been accessed;
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d) preventing viewing of the source code in a browser;

e) applying similar safeguards to any information or aids whose use is permitted.

6.4.3.2 Where it is not feasible to provide features in the software to prevent such unauthorised

access

, there should be measures to detect such access through invigilation procedures.

Consideration should also be given to the use of software features to detect unauthorised access to
outside information and aids. This can include:

a) keystroke monitoring;

h) recordinge the time taken for each item
=4

These
of che

NOTE

6.4.4

Wherg
assess

Wherdg

invigilation procedures. These should also inglude ensuring any notes or workings madg

asSess

6.4.5

6.4.5.1
screen
the cai

6.4.5.2
rules 4
includ|

can then be monitored retrospectively to detect any unusal occurrences that may'1
Ating.

Candidates should be informed of any keystroke monitoring.

Preventing unauthorised disclosure during the assessment

possible, software should include features to prevent unautherised disclosure of {
ment content by the candidate or others during the assessment, for example by prg

a) printing assessment items;
b) copying assessment items into another softwaré@application;
¢) sending files of assessment items to another<computer.

it is not possible to provide these features inthe software, they should be covereq

ment may not leave the room.
Provision for breaks

For assessments longer.than 1.5 hours and where the candidate works almost e
| there should be provision, if not detrimental to the purpose or validity of the assg
ndidate to take a break.

Where abreak is required, there should be measures to ensure that security and
re not breached during the break. Depending upon the nature of the assessment th

.
N .

be indicative

he
venting:

| by
during the

htirely at the
pssment, for

invigilation
ese could

a)\dividing the assessment into two or more independent sub-assessments;

b) software features and procedures which allow a session to be interrupted and resumed;

¢) supervision of candidates during breaks.
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6.4.5.3 There should be measures to ensure that there is no unauthorised access to the assessment
either by the candidate or by others during a break, whether this is planned or unplanned. The
invigilator should control access to the assessment after the break.

6.5 Verification of the assessment software
6.5.1 Verification by the distributor

6.5.1.1 Verification of the software should be:
a) systematic;
b) plallmed;

¢) dodqumented; and,

d) desjgned to cover the specific points listed in this Standard.

6.5.1.2 The performance of the assessment software should be thoroughly verified:
a) on gll the delivery platforms for which it is stated to be suitable;
b) for pll alternative versions of the software (if applicable);
c¢) at maximum likely loadings.

Verification ghould confirm that:

1) the assessment meets pedagogical requireétents (this should be verified either by
pedagogical experts or by reference to a-specification provided by pedagogice
experts);

—

2) the software works as intendeds;including correct display of both text and graphics,
correct functioning of multimedia elements, navigation and operation of peripherals
and assistive technology (se¢ 7.4);

3) any differences between workstations in the speed of operation are too small fo
have an effect on the‘overall time taken by the candidates (see 6.2.4 for conndction
times over networks).

NOTE In low-stakes assessment or where there is no time limit for the assessment, some variation in speed of opgration
may be acceptaljle.

6.5.1.3 If ggneric software is used, the operation of each individual assessment or group of
assessments ghould be successfully verified before operational use, with particular attention to pny
special charagteristics, such as use of special characters or fonts and use of non-text features (eg.
graphics, multimredracatts):

6.5.2  Information and verification opportunities for assessment centres

6.5.2.1 Information about the hardware, software and communication requirements (including any
changes to the requirements) should be provided to assessment centres as far in advance of the
assessment session as possible. The information should include:

a) intended delivery platform (see 6.2.2 and 6.2.4);

b) the combinations of hardware and software on which the operation of the assessment
software has been verified by the distributor, including assistive technology;

c) sizes of files to be stored on local hardware and networks.
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6.5.2.2 There should be opportunities for assessment centres to verify communication links and the
compatibility of their delivery platforms with the assessment software in advance of operational
assessment sessions.

6.5.2.3 For each assessment (or each group of similar assessments), a sample assessment should be
provided to enable assessment centres to verify in advance of the actual assessment session, that all
the features work satisfactorily on all the equipment on which they plan to use it. This is particularly

important where there are non-text features or special characters.

6.5.2.4 Ifitis likely that an assessment incorporating non-text features will be used on a wide

items should

variety

advise
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candidates to ask for technical help if the associated non-text objects are not acced

7 Software for IT delivery of assessments — navigation and,usability

NOTE
high-stg

This clause is applicable to assessment distributors who develop, specify, purchase or adapt softw
kes and low-stakes assessment. It is also relevant to software designers and developers and to opg

materials and revision aids which include tests, quizzes or self-assessments

ssible.

issues

are and to both
n learning

7.1 Provision of adequate navigation facilities

7.1.1 | Assessment software should provide simple, clearly explained and consistent navigational
facilit]es that allow the candidate to navigate through.the/items in the assessment as fregly as
permifted by the assessment regulations.

7.1.2 | Ifthe candidate is permitted to, miss.elit, or leave items unanswered the method of doing
this should be simple and clear. If it is possible to return to such unanswered items to answer them
later, the method of finding the items and4eturning to them should also be simple and clear.

7.1.3 | If the candidate is permitted-to answer items in any order, either in the assessmgnt as a
whole|or within a defined sub-sef of items, then:

a) the procedure for moving backwards and forwards through items should be simple and
clear, with an gasy method of going back one item or forward one item, and wjith the
number of the-current item in the assessment or subset being clearly shown;

b) consideration should be given to providing a method of going directly to the first item or
the last\item and/or going to any item by number;

c) if the candidate is permitted to go back and change the response given to an itgm, the
procedure for this should be simple and clear.

7.1.4  If submitting the responses to an individual item or subset of items is irrevocable,

consideration should be given to asking the candidate to confirm that the submission of the answers
is final, particularly if some items in a subset remain unanswered.

7.1.5

If the candidate is permitted to quit the assessment before the expiry of the time limit,
consideration should be given to asking the candidate to confirm that the submission of the answers
is final, particularly if some items remain unanswered.

© ISO/IEC 2007 — All rights reserved
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7.2 Provision of information and help for candidates
The software should provide adequate information and help for candidates, normally including:
a) information before the assessment begins about how to answer items, navigate and quit;

b) information before the assessment begins about the assessment itself, i.e. number of items,
item types, time allowed (if applicable), how the assessment is scored;

¢) ongoing information about number of items answered/unanswered, time taken/remaining
(if applicable);

d) if there is a time limit, a warning message a suitable time before the end of the assessment
(10|minutes is suggested);

e) eas]ly accessible help.

7.3 Usability

7.3.1  Design for usability
Design of assessment software should take account of usability requirements-including:

a) mafching design to user (candidate) needs and characteristics;especially the expected level
of IIT skills (see ISO 9241-11);

b) confformity to the conventions of the delivery platform and user expectations (see IS(
9241-11);
c) usef control over presentation, where this is consistent with pedagogical or measurenjent
reqpirements (see ISO 9241-11);

d) confsistent screen design, layout and colours (see ISO 9241-8, ISO 9241-11 and ISO 9241-
12)

e) consistent navigation, functionality; positioning and names of buttons and icons,
posjtioning and terminology.of messages (see ISO 9241-11, ISO 9241-12 and ISO 9241-
13)

f) alternative input or navigation methods wherever practicable (e.g. choice of arrow kely or
mouse, use of number’keypad or standard number keys) (see ISO 9241-11);

~

g) selgction of coleurs and fonts for easy legibility, including for candidates with impaitfed
colgur vision(sée ISO 9241-8).

7.3.2  Failtsafe features

7.3.2.1 Assessment software should incorporate fail-safe features including:
a) disabling of inapplicable keys;

b) acceptance of both upper and lower case, unless there are pedagogical reasons for a case-
sensitive response;

c¢) measures (e.g. dialogue boxes) to prevent the candidate quitting by accident;

d) measures to prevent inadmissible response patterns (such as checking two responses where
only one is required).
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7.3.2.2 Use of fail-safe features should be discussed with pedagogical experts if the IT-delivered
assessment is intended to be an equivalent alternative to a paper-based version, as there may be an
advantage/disadvantage to candidates using the IT-delivered version.

7.3.3

Access to on-screen data and aids

If the assessment allows on-screen access to data, case descriptions or aids (e.g. calculators) these
should be:

a) clearly marked;

b) accessible directly from the item screen(s) for which they are needed;

74 L

NOTE
users n

7.4.1
assisti

7.4.2

7.4.3
In part

c) able to be viewed, at least in part, at the same time as the item;

d) easily moved or scrolled as needed.

inks to assistive technology

Some aspects of good design, such as clearly legible screens and consistent pesitioning of buttons
t only those with disabilities. See Bibliography for sources of advice on agtess’'to IT by people w

Consideration should be given in the design of assessment software to facilitats
ve technology including:

a) alternative and enhanced output devices, such ds screen enlargers, screen read
headphones and packages which produce Braille output;

b) alternative and ancillary input devices, such as speech recognition software, tq
, auditory confirmation of key presses;
Measures to facilitate use with altérnative output devices can include:
a) text equivalents for images (including graphs and charts) and multimedia;
b) tags to indicate the language used;
c) use of style sheets which allow the user to change aspects of the presentation.
Considerationsshould be given to the effects of possible interfaces to assistive t
icular:

a) inappropriate use of interfaces to assistive technology could change the naturg
or give an unfair advantage to the candidate with disabilities (for example a dg
an image could reveal the answer to the item);

, benefit all
th disabilities.

e interfaces to

ers,

uch screens,

echnology.

of the item
scription of

b)use of assistive devices may be slower than usual methods, reducing the valid

ty of the

result if there is a time limit;

c¢) for some assessments or items an alternative method of assessment (e.g. oral questioning)

may be preferable to using assistive technology.

NOTE In some circumstances use of assistive technology is not necessary or appropriate, for example for a occupation
specific assessment where candidates with some types of special need are barred from that occupation.
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7.5 Trialling software for usability
7.5.1  Assessment software should be trialled with candidates who are representative of the
expected eventual users to ensure that it is:

a) easy to use;

b) robust;

c) secure.

Where appropriate, trialling should include candidates needing assistive technology.

7.5.2  Appropriate accessibility analysis tools, where available, should be used to verify
accessibility.

8 Instant automated scoring, result determination and feedback

NOTE This clapse is applicable to assessment distributors who develop, specify, purchase ot adapt software to provide
automatic scorirlg, result determination or feedback. It is also relevant to software designetsiand developers. It is
applicable to bofh high- and low-stakes assessment. Recording of responses and candidate data is covered in Clauge 10.

8.1 Scoring|responses

8.1.1  Design to support pedagogy

Software usedl for scoring candidate responses should be designed to support pedagogical decigions
on the scoring rules, especially in relation to:

a) thecorrectness of responses;
b) the [score weighting for individual item)s or item types;
¢) any| allocation of lower scores to partially correct responses;
d) the calculation of the overall:seore or result;
e) any| correction for guessing.
Software for scoring response§ may need to take account of:
1) random selection of items by the software;
2) shuffling the sequence of items;

3) shuffling the sequence in which alternative responses are presented,

AInsertion of random variables into items

Scoring rules should be as simple as possible, capable of being explained to candidates and justified
pedagogically.
8.1.2  Trialing of automated scoring

Automated scoring should be trialed with a wide range of candidate responses to ensure that it
operates consistently and as intended.

8.1.3  Scoring of open-ended responses

NOTE Scoring of essays using IT and of items designed for scoring only by human markers fall outside the scope of this
code of practice.
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8.1.3.1 Software to score open-ended responses (for example where the candidate types a response)
should be designed and trialled with particular care to ensure that credit is given for any response
which would be accepted by a human marker. Aspects which require consideration include the
acceptability of:

a) alternative spellings or mis-spellings;
b) use of capitals or lower case;

C) synonyms;

d) punctuation;

e) the use of “or”, “/” “and”, “&”, , “not” and negative statements; and corresponding terms
in other languages;

f) inclusion or omission of units to numerical answers.

8.1.3.2 If the item requires calculation or estimation of a numerical respense, consideration should
be given to the need to specify a range of acceptable responses, to allow for such factorg as possible
rounding errors in calculations and differences in number of decimalplaces used (if not|specified by
the item).

8.1.3.3 All responses to open-ended text entry items from eandidates known to be dyslexic should
be revljewed manually, unless correct spelling is a pedagdgical requirement.

8.1.3.4 Except where correct responses are very sttictly defined, there should be human review of
IT scoring of open-ended text-entry items in high=stakes assessment. The review, which|should be
detem{ined in consultation with pedagogical advice, may be a review of all unforeseen fesponses, of
a repr¢sentative sample of these or of only those candidates whose results are significantly affected.

8.1.3.§ Feedback from trialling or from operational use should be used to refine definifions of
correct and incorrect responses and (if appropriate) scoring algorithms.
8.1.4 | Information for candidates

Information about the scering should be made available to candidates prior to the assessiment, since
this mpy influence their.assessment strategy.

NOTE |This should onlysbe done if the information on scoring does not compromise the validity of the teft or
unnecegsarily confuse-the candidates.

8.2 Spftware for result determination

If the software automatically calculates an overall result (e.g. “pass” or “fail”) from the fandidate
responses, this should be based on clear rules which should be made known (at least in general
terms) to candidates.

The operation of the software should be verified to ensure that the results are as intended.

NOTE Where scoring and result determination are fully automated and used for an assessment whose result
“significantly affects” the candidate, they could fall within the scope of any domain specific legislation relating to data
protection or privacy.
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8.3 Softwar

8.3.1

e to provide feedback

Level of feedback provided

The level of feedback provided automatically to the candidate and/or the assessment centre should be
consistent with pedagogical decisions and the aims of the assessment. (The level of feedback may be
the overall result only, the score for the whole assessment, sub-scores or results for sub-sections of
assessment, the score for individual items, feedback on correct responses and reasons or

explanations,

8.3.2

The feedback]
feedback sho

Deg

hints for further study and reference to learning material or information sources.)

ree of confidence

given should be justifiable in pedagogical and measurement terms. For example
h1d not be based on too small a sample of items. Software may need to jficorporat

routines to suppress or qualify feedback statements where insufficient items have been answerg
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by a human p

8.34
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8.4 Maintai

When actual
determinatior

Presentation of feedback

entation of feedback (whether on screen or on paper, in text, graphically or othery
ir, easy to interpret and supported by any necessary explanations.

be considered best practice that results should be provisional; until a period of time after the test,
test sponsor. E.g. 24 hours. This allow any possible compromises of assessment security to be

back from formative assessments should be designed to promote learning and lea

pdback is likely to be distressing, consideration should be given to providing feed
rofessional (not automatically) or making counselling facilities available.

{ling

rovide feedback should be trialled with a range of different candidate responses tc
operates consistently and in accordance with pedagogical requirements.

ning cenfidentiality of candidate data during trialling

candidate responses are used in the trialling of software to provide scoring, result

back from high-stakes assessment should maintain the confidentiality of the item$

Ay

d.

rise)

D.

mer

back

orfeedback. any associated personal details of candidates should be deleted or

replaced by dummy data to ensure that confidentiality is maintained.

9 Preparation and transmission of assessment content and correct responses

NOTE 1 This clause, which is applicable to assessment distributors, covers the preparation of the assessment content and

responses for operational use and their transmission to the place where the assessment is taken. It is assumed that
assessment preparation and assessment delivery will normally take place in separate locations, which could be remote or

could be rooms

in the same building. Assessment delivery could be at a designated assessment centre or a single

candidate taking a low-stakes assessment in a library.

NOTE 2 This clause is applicable to IT transmission of assessment content for IT delivery, irrespective of whether the
scoring will be by IT or by human markers.
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NOTE 3 Subclauses 9.1 and 9.2.1 are applicable to both high-stakes and low-stakes assessment. Subclauses 9.2.2 and
9.2.3 are applicable only to high-stakes assessment.

NOTE 4 For storage of assessment content at assessment centres see 13.5.2 and for storage of response files see 13.6.

9.1 Preparation of assessment content and correct responses for use

9.1.1

Authenticity and integrity

Assessment distributors should establish procedures to ensure the authenticity and integrity of
assessment content, items and correct responses released for operational use, including verifying

that:

9.1.2

The cq
neces§

NOTE
this Sta

9.2 T

9.2.1
conter]
betwe
that:

a) the assessment form and all individual items relate to the intended assessmént

¢) each assessment form has the correct number of items and conform§'to any ot
requirements;

d) information about correct responses is accurate and correctly.linked to the relg

e) records of correct responses and any associated algorithms make provision, w
necessary, for selection of items from a bank, shufflingithe sequence of items,
responses, within an item and for insertion of randem variables into items.

Confidentiality

nfidentiality of assessment content and correct responses should be maintained dj
ary procedures to prepare them for release.

Confidentiality of assessment material at earliee'stages of preparation, although necessary, is outs
hdard.

ransmission of assessment cofitent and correct responses

Assessment distributers-should establish procedures to safeguard the security o
t (including assessmentforms, assessment items and correct responses) during trg
en the originating erganisation and the recipient. These measures should be desig

a) the assessment content is received by the intended recipient;
b) the.duthenticity of the assessment is confirmed;

c) the integrity of the assessment is maintained;

b) only up-to-date and approved assessment forms and versions of items arg-used;

9.2.2
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For high-stakes assessments the following should be considered:

a) notification of despatch and receipt;

ncr

vant items;

here

or of

iring any

de the scope of

f assessment

nsmission

1ed to ensure

b) security measures comparable to those for paper-based assessments, where physical

transport is used (e.g. by CD-ROM);

¢) use of cryptographic techniques for material sent electronically, especially via public

systems;

d) transmission of assessment content only to a pre-arranged number (using “dial back” if the

transmission is in response to a request from the assessment centre);
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e) use of transmission protocols to verify integrity of records;
f) procedures for staff at assessment centres to verify the authenticity and integrity of records;
g) message authentication to check the integrity of assessment content received.

9.2.3  If high-stakes assessments are delivered online from a remote server, consideration should
be given to the need for a back-up server in case of technical problems.

10 Software and procedures for
details andrrespe or-th

NOTE 1 This clause is applicable to assessment distributors. All subclauses are relevant to high-stakes assessmert and
10.1 and 10.2 are also relevant to low-stakes assessment.

NOTE 2 “Resppnse records” include responses to both closed- and open-response items and may inclade materiaf (e.g.
essays) forwardgd to a human marker for scoring, either directly or via the assessment distributor.

NOTE 3 This clause is also applicable to software and procedures for the electronic transmissionof candidates’
coursework.

10.1 Interopgrability
In the design jof file or record formats consideration should be givenyto the need to facilitate:

a) exchange of candidates’ personal data and/or resultséwith institutional learner recordy,
leafning management systems and/or awarding body formats;

b) exchange of item and response data with other‘assessment users (for example using IMS
starjdards for question and test interoperability);

c) export of responses and scores to database, spreadsheet or statistical software for analysis.
10.2 Recording responses and linking of.xésponses to candidate identification

10.2.1 Software for recording candidate responses should include provision for the following

a) personal details of the candidate; these may be imported from an existing record (for
example an “assessment entry” record) or may be captured immediately before the start of
the jassessment;

14

b) detjils of theassessment and the assessment form or individual items presented to thg
candidate,.including any randomly generated parameters;

c) thecandidate’s response(s) to each item, including the full text of any open-ended regponse
(evennif this is computer-scored);

d) time taken (if required);
e) information about any result or feedback given at the end of the assessment;

f) any candidate comments on the assessment or the assessment centre.

NOTE In some formative assessments or in item trialling it may not be necessary to record the candidate’s name, but
there may still be a requirement to record other personal details (e.g. age, gender, years of education) to assist with item
evaluation or monitoring. In high-stakes assessment details of the items presented to the candidate and his/her responses
are needed as an audit trail in case of queries or appeals.
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10.2.2 Where possible, consideration should be given to saving responses at frequent intervals

(every ten minutes or every question or group of questions) during an assessment, to provide a record
of what has happened so far in case of technical failure or other interruption to the assessment, and to
allow a restart with as much data as possible recovered.

10.2.3 The operation of software should be verified in a range of circumstances to ensure that
candidate details, item details and responses are always correctly linked. Verification should
maintain the confidentiality of personal details of actual candidates, using dummy data wherever
practicable.

10.3

10.3.2
assess

If resp
there {
detailg

10.4 S

Proceq

account of?

Assessment distributors should establish procedures to maintain the conﬁdentigﬂity and

y of response records transmitted from the assessment centre to the assessmient
llowing should be considered, depending upon circumstances:

a) notification of despatch and receipt;

b) use of security measures comparable to those for paper-based assessments wh
transport is used (e.g. by floppy disks);

¢) use of cryptographic techniques for material sent electronically, especially via
systems;

d) use of transmission protocols to check integrity)of records;

e) procedures for assessment distributor staffito verify the authenticity and integt
received;

f) procedures for a back-up to be held-at the assessment centre, in secure conditi
until receipt has been confirmed;
Security measures should extend to any transmission of response records betwe

ment distributors and human:markers.

onses are forwarded to'ahuman marker for scoring and anonymous marking is a 1
hould be procedures.to ensure that the human marker does not receive the candid
, but that the scofes can subsequently be matched correctly to the candidate.

torage of response files by assessment distributor

fures fof.the storage of candidate and response data by the assessment distributor

stributor.

en physical

public

ity of records

bns, at least

cn

[equirement,
aites’ personal

should take

a) the need to retain full details of candidates’ personal data and responses for a

predetermined period in case of queries or appeals;

b) the need to safeguard personal data relating to candidates in accordance with data

protection legislation;
¢) the probable need to maintain an indefinite record of successful candidates;

d) the probable need to retain response data and some biographical data for ongo
monitoring and analysis; these should be anonymised;

ing

e) the likely need to retain data on the full text of open-ended responses for analysis and to

inform possible changes in the scoring rules;

f) the need for secure back-ups of the data retained.
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11 Provision of instructions and assessment-specific information for assessment
centres

NOTE This clause is applicable to assessment distributors. All subclauses are applicable to high-stakes assessment and
11.1 and 11.2 are also relevant to low-stakes assessment.

11.1 Technical information and help

11.1.1 Assessment distributors should provide assessment centres with clear instructions on how to
load and configure assessment software (including any associated software for administration) and
how to begin and end assessments.

11.1.2 Techpical help should be available for assessment centres, both for initial setting up of]
assessment sqftware (if needed) and during assessment sessions. Information to assessnient cerltres
should include help-line numbers and troubleshooting hints.

11.2 Assessment-specific information

Assessment distributors should provide assessment centres with specific information about each
assessment, ap far in advance as practicable. This should include:

a) infqrmation as provided for candidates (see 12.1);

b) mirfimum specification of hardware, software, periphefals and communication links if this
diffiers from the normal minimum standard for the assessment centre;

¢) any| special requirements for the configuration of.the hardware or software, for example a
reqpirement for special fonts or character sets,or for removal of help files and spell-
chegkers from any proprietary software used;

d) any|reference material or aids (e.g. calculators) which have to be provided by the
ass¢ssment centre;

e) any| special procedures for planned breaks;
f) whe¢ther candidates need td_be advised to save their work regularly;

g) whether specialist teachers or instructors may be present to help with troubleshooting.

11.3 General instructions

Assessment distributorSshould provide assessment centres (and potential new assessment centtes)
with clear andl adequate instructions concerning the facilities, staffing and operations of centres, in
accordance with Clause 13 to Clause 17 of this Standard, but may include more detailed or spegific
requirements

Instructions to assessment centres should cover:

a) workstation design and space between workstations;

NOTE This should only be relevant if; the candidates are taking the same assessment; if the candidates are likely to be
distracted by being in close proximity to other candidates or if the assessment does not specifically require candidates to
work in collaboration.

b) required specification of hardware, software, peripherals and communication links;
¢) layout of workstations and environment in the assessment room;

d) any other facilities required at the assessment centre for IT-delivered assessments;
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e) security measures, including, where applicable, the security of assessment content and/or
candidate responses;

f) functions and skill requirements of assessment centre staff;
g) minimum ratio of invigilators to candidates for each session;
h) procedures for conduct of assessment sessions and dealing with emergencies and

irregularities.

11.4 Appeals

Assessmentd

a) provision for invigilators to log all technical failures and delays and any candidate

complaints of this nature which could form the basis of an appeal;

b) provision for human review of automated scoring and result determination where the
candidate appeals against this.

12 Provision of information and practice material for candidates

NOTE [This clause is applicable to assessment distributors. All subclauses are applicable to high-stakes agsessment and
12.1, 13.2 and 12.3 are also applicable to low-stakes assessment. Information may be channelled through [assessment
centres (who have responsibility for passing the information on to cdndidates) or through course providery and/or
provided direct to candidates.

12.1 Rrovision of advance assessment-specific information to candidates

12.1.1] Information about the assessment should be made available to candidates befor¢ they begin
the asgessment. For high-stakes assessment'this information should be provided in advanpce. For
some low-stakes assessment it may be sufficient to provide the information on the day df the
assessment.

Providing the integrity of the assessment is not compromised, information may include:

a) the assessment coverage (for example areas of knowledge or skills to be assesped) in
accordance with-pedagogical decisions;

b) the numberand type(s) of items;

¢) any subdivisions of the assessment, by content or by item type;

d) how'the items are scored and scores combined into an overall result, including any
weighting for different item types or topics, any correction for guessing and a1|1y scoring of

13 ) \

=)

e) whether any non-scored items are included and, if so, why;

f) the time limit (if applicable) and what measures are in place to compensate for possible
system delays (where a technological solution is not possible, for example because
transmission is via the Internet, candidates should be advised to report any system delays to
the invigilator);

g) how to respond, change responses, navigate and quit (to be supported by practice material
— see 12.2);

h) how to access practice material;

1) any restrictions on navigation (see 7.1) and the reasons for them;

© ISO/IEC 2007 — All rights reserved 25


https://iecnorm.com/api/?name=a0134709a3acdc006156316cd9ad9429

ISO/IEC 23988:2007(E)

J) the level of computer skills required (for example, whether any keyboarding skills are
needed);

k) any permitted data, information or aids (e.g. calculators) which are provided on-screen;

1) any other permitted data, information or aids which will be provided by the assessment
centre or which the candidate has to supply;

m) provision for candidates using assistive technology;

n) the appeals procedure, which should include reference to technical failures and delays and
(if relevant) to appeals against automated decision making.

12.1.2 Candidates should be advised to take “micro breaks” (to relax muscles and look away, from
the screen) inj order to reduce the effects of prolonged VDU use.

12.2 Provisign of practice material

12.2.1 Practice material similar to the actual assessment should be provided for ¢andidates before
they begin th¢ assessment. For high-stakes assessment this material should be provided in advance;
for some lowtstakes assessment it may be sufficient to provide it on the day of the assessment.
Practice material should include:

a) all the relevant features of the software;
b) all {tem types used in the actual assessment;

¢) a sgmple of items similar in content, style and difficulty to those used in the actual
ass¢ssment (not necessarily a full-scale mock.assessment);

d) a sgmple of results and/or feedback.
12.2.2 Practice materials should draw attention to the help and fail-safe features of the software.

12.2.3 Practice material should be made available in more than one format (e.g. via the Interngt, on
disk, at assesgment centres, at learning,centres, with or without human helpers available), wher|
appropriate, dccording to the likely needs of the intended candidates.

|]

12.3 Provis‘iln for candidates with disabilities

Candidates wiith disabilities should be advised to contact the assessment centre well in advance]to
ensure that adequate provision is made for their needs.

12.4 Provisignof-assessment security information to candidates

Candidates should be told in advance:

a) the rules and regulations of the assessment process, including what information or aids may
be accessed and the penalties or disciplinary measures which may be applied;

b) (if applicable) the regulations which apply to breaks during the assessment;

c¢) whether any video monitoring and/or monitoring of keystrokes is in place and, if so, why
these are considered necessary;

d) what provision is made in case of technical problems;

e) what evidence of identity is required; if identity checks at the centre include taking
photographs or fingerprints, this should be stated and the reasons explained;

26 © ISO/IEC 2007 — All rights reserved


https://iecnorm.com/api/?name=a0134709a3acdc006156316cd9ad9429

ISO/IEC 23988:2007(E)

f) what use is made of their scores and/or results including whether they are communicated to
any other person or organisation.

13 Equipment and facilities at assessment centre, including storage of responses

NOTE 1 This clause is applicable to assessment centres. Subclauses 13.1, 13.2, 13.3 and 13.4 are relevant to both high-
stakes and low-stakes assessment; 13.5 and 13.6 are applicable only to high-stakes assessment.

NOTE 2 This clause does not assume the use of a dedicated assessment centre; facilities used as assessment centres may
also be used for other purposes at other times.

NOTE 3 _In addition to the IT-specific recommendations in this clause, assessment centres will need to comply with the
more g¢neral requirements of assessment distributors and with health and safety requirements and to safepuard the
confideptiality of candidates’ personal data, including information relating to health and disability.

13.1 Workstations
13.1.1] Each workstation should conform to the recommendations on ergonomic desigr of ISO
9241-5.
Design considerations for workstations include:

a) seating position and possibility of adjustment, taking account of whether the expected
candidates are adults or children;

b) height of workstation surface and screen;
¢) freedom from glare;

d) depth of workstation surface to allow sufficient space for optimum positioning of
keyboard, mouse and screen, including for left-handed users;

e) space for any printed or othier materials or equipment which may be needed fqr the
assessment;

f) space for making rough notes, if permitted.
13.1.2] Space betweenworkstations should be sufficient for comfortable working. If adjacent

candidates take the sanmie assessment, or are not allowed to communicate as part of the assessment,
there ghould be measures to ensure that they cannot see each other’s screens.

Measuyres could be:

ay sufficient distance between workstations (a minimum distance of 1.25 m is re¢ommended);

b) partitions betwee WOTKStations.

13.1.3 Centres should consider the need for some workstations to have additional space or facilities
to cater for candidates with disabilities (e.g. wheelchair access, extra equipment, larger monitor, links
to assistive technologies).

13.2 Hardware and software

13.2.1 Each workstation should be equipped with hardware, software, peripherals and
communication links to the standard specified for the assessment(s) being taken, and conforming to
ISO 9241-3, ISO 9241-4 and ISO 9241-9.
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13.2.2 If there will be sound output, either as part of the assessment or to assist candidates with
special needs, headphones or separate areas should be provided, to avoid disturbing other candidates.

13.2.3 Assessment centres should consider the need for a range of assistive technology, depending
upon the expected needs of candidates.

13.2.4 There should be adequate provision in case of equipment failure, especially for high-stakes
assessments. Provision can include:

a) spare workstations (of the required specification);

b) spares ofeasilvrenlaced items (e o _mouse._screen):
AR 5 3 VAl

c) a back-up server if assessments are delivered over the assessment centre’s own netwark.
13.2.5 Hardware should be maintained to minimise the likelihood of failure during anassessment.
13.2.6 Up-t¢-date virus protection measures should be in place.
13.3 Verificgtion of the software on assessment centre equipment

13.3.1 Centfe staff should verify that the assessment software works.Correctly on all the
hardware/soffware configurations in use at the assessment centre, using the material supplied bly the
assessment distributor.

Where generic delivery software is used for a number of asseSsments, its operation with each
assessment of group of assessments should be verified separately.

13.3.2 If thg assessment is run from the centre’s own server, trialling should be undertaken bgfore
the actual asspssment to ensure that response speed is adequate for the expected number of
candidates. This trialling may need to be repeated for assessments with different characteristics.

13.4 Other facilities

13.4.1 Envifonment

To ensure a cpmfortable assessment environment, attention should be given to the effects of
computer use} especially thelikely need for:

a) incteased venfilation, because of the heat generated by equipment;

b) adaptations:to lighting to suit work both on and off screen.

13.4.2 Additional areas

Where required by the nature of the assessment and the likely candidates, the assessment centre
should have additional areas separate from the main room(s) in which assessments are taken. These
may include:

a) separate assessment areas for candidates requiring special assistance or facilities which
could distract other candidates (for example, the help of an amanuensis, or use of sound
output);

b) segregation for religious reasons

¢) opportunities for practice assessments.
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13.5 Assessment and equipment security

13.5.1 The arrangement of the workstations and the position of the invigilator’s desk (and of video
monitoring if used) should facilitate detection of any unauthorised activity by candidates, for
example communication with others or use of unauthorised reference material.

13.5.2 There should be appropriate security facilities if assessment content, correct responses,
candidate responses or candidate details are held at the assessment centre before or after the
assessment session, including:

a) physical security measures (normally including a safe) for any paper or removable

Assesgment content should be protected from unauthorised access untit-inimediately bef
assessinent and also after the assessment unless release is authorised'by the assessment
distributor. Candidate details and responses should be kept secur¢ at all times.

13.5.3

assessment content, responses and candidates’ personal details) from generally accessib
immediately after each assessment session.

13.6 Storage of response files at assessment centres

13.6.1

to profect their security, including:

Security measures.can include the following, as appropriate:

electronic media;
b) electronic protection for any information held on networks;

¢) securing the assessment room and related server/communication room{s) after
material has been loaded onto the network.

confidential

ore the

spONnSsSor or

Consideration should be given to the need to remove.all confidential data (including

If records of candidate responses are retained at assessment centres there should

a) prevention of unauthorised@ccess;
b) prevention of tampering,and substitution;

¢) destruction of files in"accordance with the agreed timescale, for example wher
the information.has been confirmed by the assessment distributor or at the exp
period for pessible appeals.

1) user ID and password protection of access to computers or networks;

2) encryption of data;

le networks

be measures

) receipt of
iry of the

d¢-of the

2 1 of do £ 4 ] 41 1 £t 4l
J} IvIIiUuvalr yr 1vLuUIld 11IVUIIT TIVIVWUIRS Ad SUVIL ad 1.11 avlivadvulv altul UiV Uil

assessment session;
4) storage of removable computer media in a safe;

5) procedures for identifying records for destruction.

13.6.2 If responses are not intended to be stored at the assessment centre, there should be measures
to ensure that they are not inadvertently cached on the candidate’s machine.
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14 Staffing of assessment centre

NOTE 1 This clause is applicable to assessment centres and relates to high-stakes assessment. This clause relates to the
staff who need to be available to the assessment centre; it is not assumed that all or any of them will do this full-time.

NOTE 2 In addition to the IT-specific recommendations in this clause, assessment centres will need to comply with the
more general requirements of assessment distributors and with health and safety requirements.

14.1 Staff functions and numbers

14.1.1 Each assessment centre should have at least one member of staff to undertake the following
range of functions, either individually or collectively:

a) liaison with the assessment distributor:

b) adgﬁinistration, including managing registration or identification of candidates; starting and
ending the assessment;

¢) invigilation, overseeing the assessment session and ensuring that there-is 0 unauthorised
comimunication between candidates or access to unauthorised information;

d) technical functions, setting up and maintaining hardware and software, providing technical
help and troubleshooting.

14.1.2 The fumber of staff in the team should be adequate for the(frequency of assessment sepsions
and the number of candidates in each.
14.1.3 The 4cheduling of staff for specific assessment sessions should take account of:
a) the lexpected number of candidates;
b) any| candidates with special needs;

¢) any| specific regulations of the assessment distributor, for example concerning
invigilator/candidate ratios;

d) any|specific restrictions on the-use of invigilators who have an interest in the assessnient
results, for example because‘they are teachers or relatives of candidates;

e) the [knowledge and experience of available staff; a combination of administrative, technical
and| invigilator skillsyare required, as detailed in 14.1.1.

NOTE Becausq of the likely-need for technical help or troubleshooting, the number of staff required may be high¢r than
for a paper-base{d assessmenfwith a similar number of candidates.

14.2 Staff training

14.2.1 All assessment centre staff should have:
a) a general understanding of the principles of fair assessment;

b) an understanding of the importance of security and a knowledge of the security measures
required for IT-delivered assessment, especially those applicable to their own centre;

c) a general familiarity with the assessment software and delivery platform in use at their
assessment centre;

d) an awareness of possible malpractice in IT-delivered assessment and the precautions
needed to prevent or detect it;
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