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Foreword

2:2018(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

take

part in the work.
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ifferent types of document should be noted. This document was drafted in accondan
rial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

htion is drawn to the possibility that some of the elements of this documént may be
htent rights. ISO and IEC shall not be held responsible for identifying any or all

s. Details of any patent rights identified during the development pf the document w
duction and/or on the ISO list of patent declarations received (see-www.iso.org/patent
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hn explanation of the voluntary nature of standdrds, the meaning of ISO specific
essions related to conformity assessment, as well as information about ISO's adher
d Trade Organization (WTO) principles in the“Technical Barriers to Trade (TBT) s
iso/foreword.html.
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document was prepared by Joint Techmical Committee ISO/IEC JTC 1, Information
ommittee SC 29, Coding of audio, picturxe,"multimedia and hypermedia information.

second edition cancels and replaces the first edition (ISO/IEC 23001-12:2015), whi
hically revised.

main changes compared to'the previous edition are as follows:

support for using sample variants for multiple alternate samples;

support for using.sample variants for multiple alternate protection schemes;
support for earriage of sample variants in MPEG-2 transport streams.

F of all parts in the ISO/IEC 23001 series can be found on the ISO website.

feedback or questions on this document should be directed to the user’s national stand

trade name used in this document is information given for\the convenience of users and does not

terms and
ence to the
Pe WWW.iso

technology,
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hirds body. A
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Information technology — MPEG systems technologies —

Part 12:
Sample variants

1 §$cope

This| document defines sample variants and their carriage in the ISO base media file format (ISO/
IEC 14496-12) and MPEG-2 transport stream (ISO/IEC 13818-1).

ormative references

The [following documents are referred to in the text in such a way that'some or all of their content
consftitutes requirements of this document. For dated references, only the edition cited ppplies. For
unddted references, the latest edition of the referenced document (inicluding any amendments) applies.

ISO/[EC 13818-1:2018, Information technology — Generic codiug’of moving pictures and assogiated audio
infonmation — Part 1: Systems

ISO/[EC 14496-12:2015, Information technology — Cading of audio-visual objects — Part {2: ISO base
media file format

ISO/[EC 23001-7, Information technology — MPEGsystems technologies — Part 7: Common epcryption in
ISO hase media file format files

ISO/[EC 23001-9, Information technology <= MPEG systems technologies — Part 9: Common epcryption of
-2 transport streams

erms and definitions

For the purpose of this document, the terms and definitions given in ISO/IEC 13818-1, ISOfIEC 14496-
12, dnd the following apply.

ISO 4nd [EC maintainterminological databases for use in standardization at the following addresses:

— IS0 Online browsing platform: available at https://www.iso.org/obp

— |EC Electropedia: available at http://www.electropedia.org/

31
double encrypted

encrypted first by a media key (3.3) (as part of the encryption of the complete sample variant) and then
by a variant byte range key

Note 1 to entry: See 7.2.

3.2
media data stream
track or packetized elementary stream containing audio-visual content

Note 1 to entry: Track is as specified in ISO/IEC 14496-12.

Note 2 to entry: Packetized elementary stream is as specified in ISO/IEC 13818-1.

© ISO/IEC 2018 - All rights reserved 1
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3.3
media key

encryption key associated with one or more media samples (3.5)

3.4
media KID

encryption KID associated with one or more media samples (3.5)

3.5
sample

data of a sample or of an access unit

Note 1 to ent]
Note 2 to ent]

3.6
sample va
assembled

3.7

ry: Data of a sample is as specified in ISO/IEC 14496-12.

ry: Data of an access unit is as specified in ISO/IEC 13818-1.

iant
1lledia sample (3.5) replacing an original sample

sample varjiants media data stream Extractor

logical mod
media data

3.8
variant byt
location of &

3.9
variant cor
sample varid

3.10
variant dat
track or pag

Note 1 to ent]
Note 2 to ent]

3.11
variant me)
media data

Note 1 to ent]

3.12

lile that performs the steps that implement the process of generating a complete comp
btream (3.2) composed of sample variants (3.6)

erange
sequence of bytes that can constitute a portion{of'd sample variant (3.6)

structor
int (3.6) metadata that defines how to assemble an individual sample variant

a stream
ketized elementary stream forwariant data

ry: Track is as specified in'1SO/IEC 14496-12.

ry: Packetized elementary stream is as specified in ISO/IEC 13818-1.

dia data
used to cofistruct a sample variant (3.6)

ry: Someof the media data can come from the original media data stream.

liant

variant processor
logical module that implements the process of assembling sample variants (3.6)

4 Abbreviated terms

For the purposes of this document, the following abbreviated terms apply.

CENC
CETS

DRM

Common Encryption (as specified in ISO/IEC 23001-7)

Common Encryption of MPEG-2 Transport Streams (as specified in ISO/IEC 23001-9)

Digital Rights Management

© ISO/IEC 2018 - All rights res
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ISOBMFF ISO Base Media File Format (as specified in ISO/IEC 14496-12)
IV Initialization Vector

KID Key Identifier

MPEG-2 TS MPEG-2 Transport Stream (as specified in ISO/IEC 13818-1)

5 Overview

2:2018(E)
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i.nSample variants are alternative samples which can be used to replace the original

edia data stream. Sample variants can be used, for example, to provide forensig inf
endered sample that can identify the DRM client or to provide appropriately,-encryp
multiple protection schemes. This variant framework is fully compatible with1ISOBMH
arriage in ISOBMFF or fully compatible with MPEG-2 TS and CETS for carriage in MPE
int framework is agnostic to any particular forensic marking system or' DRM system us

sample variant framework uses three core constructs to define-and carry sample v|
int constructors, variant byte ranges and variant media data.

i1 The variant process model described in Clause 12 can alse assist in introducing the conc
re 1 shows a scenario where a sample (sample 2) has a ntimber of sample variants. The f
mples in a series from left to right, the middle of which has variants. The top row is 3
Ction of what is encoded using ISOBMFF or MPEG:-2 TS and the bottom row shows wh
sample variant processing. Access to samples is under the control of KIDs as depicte
of Figure 1. For sample variants, a hierarchy,ef KIDs is used to provide access to da
br level KIDs providing access to sample,variant metadata and the lower level KID
5s to media data.

| Variant2/KID2c

Media Data
Stream
Input
samples

| Variant2/KID2b

| Variant2/KID2a

and MPEG-
samples in
pbrmation in
red samples
F and CENC
G-2 TS. The
ed.

hriant data:

bpts.

gure shows
conceptual
at is output
d in the top

ka, with the

s providing

| Sample1/KID1 | Sample2/KID2 | Sample3/KID3

~——

! } |

-

Output samples

I Sample1/KID1 Sample 2V/KID2V I Sample3/KID3

Figure 1 — Example sample variant structure for multiple alternate samples

Figure 2 shows another scenario in which a sample (sample 2) has a number of sample variants. In this
case, however, only the data that differs from the original sample is carried in the samples of the variant
data stream. As in Figure 1, the top row is a conceptual depiction of what is encoded using ISOBMFF
or MPEG-2 TS and the bottom row shows what is output after sample variant processing, with access
to samples controlled via KIDs as depicted in the top row. Under some use cases, such as subsample
pattern encryption, the amount of redundant data between an original sample and a corresponding

© ISO/IEC 2018 - All rights reserved
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sample variant may be relatively large. Sample variants can reference byte ranges of the original media
data stream in addition to those of the current variant data stream, as well as additional variant data
streams. This can enable more efficient carriage of sample variants than if sample variants had to be
encoded in their entirety.

—

Variant2/KID2c

Variant2/KID2b
Medlia Data |IIIII
IStr etlm -
np Variant2/KID2a
sanpples

Sample1/KID1 Sample2/KID2 Sampled/KID3

I | [T | OEETITIT
~ | ] |

Sample1/KID1 Sample2V/KID2V, Sample3/KID3

e T [T [ITI4ETD OO

Figure|2 — Example sample variant byte range‘encoding for multiple alternate samples

Figure 3 furfther shows an example of how a medid\data stream prepared for one protection schem¢ can
be efficiently adapted using sample variants ¢ support another protection scheme. The figure shows
samples in p series from left to right. The top row is made of samples from the original media [data
stream and [the bottom row is made of saniple variants from the variant media data. The sample variant
may have the same KID or it may have‘a different KID from the samples of the original media |[data
stream. Theg protection scheme can’be different between samples from the original media data steam
and sample$ from the variant media data.

The bottom|two rows show the)sample variant processing output samples of a single protection scheme.
Access to thle samples is under control of KIDs and protection scheme. It enables the application to darry
media data ptream withumore than one protection scheme.

The control|point ferthe use of the proposed framework is the content publisher:

— The coftentpublisher encodes encrypted, compressed variant media data into the ISOBMFF file
or MPEMMM&MMMWM@MM&Mmpted

with a key and signalled with a KID and protection scheme.

— The contentpublisher works with the DRM system to manage the release of KIDs/keys and protection
scheme information such that the playback path (the actual sample data used during playback) is
controlled and the player can only decrypt and render the data that it has been authorized to render.

4 © ISO/IEC 2018 - All rights reserved
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Media Data
Stream

samples and
—

Main Media ES
Sample1 data /KID1/CBCS

[T

Sample2/KID1/CBCS

[ITTTTITTIT]

Sample3/KID1/CBCS

[ITTTTITTIT]

sample
variants with
different
encryption
scheme

Variant1 data/KID2/CENS

Variant2 data/KID2/CENS

Variant 3 data /KID2/C

ENS

Output samples

Sample1 data /KID2/CENS

Sample2 data /KID2/CENS

Sample3 data /KID2/CENS

Wedia Data Stream

with CENS samples
—

Media Data Stream
with CBCS samples

N
Sample1 data /KID1/CBCS Sample2 data /KID1/CBCS Sample3 dﬂ\“‘b" &

O UL

CS

rocessed.

NOT!

File or Transport
Stream

~
Q

Figure 3 — Example sample variant structure for multiplerf&

e 4 shows the decoder model for the processing of files or t@zport streams that ut

ints. Critical to the sample variant decoding process is cont@ ver if and how the sam|

ection schemes

lize sample
ple variants

Q v
protection sch[n] S\Q\\
KID[n]
%
optional vmKIDI[n] 5{,(\ D RM
optional vbrKID[n] . ®$
Q\
optional’«QKey[n] key[n], protection scm[n]
optiQS\.ajT~ vbrKey[n]
- O Common Encryption
Sample Variants 11 - : Standard Decoder
4 Variant
Base Sampleo(, Processing Decrypt Decode
N
AN
O‘(‘
C)é Figure 4 — Variant decoder model
L e decryptan ecode steps are standdrd operations as €y wou € Ior any commo

enabled decoder.

n encryption

By operating in the encrypted/compressed domain, secure baseband link operation (e.g. dedicated,
secure video pathways) is preserved and is fully compatible with CENC or CETS.

As an alternative to the sample variants processing by the decoder, an extractor can also be used to
pre-process the sample variants to generate a new media data stream and associated metadata for
ISOBMFF or MPEG-2 TS. Clause 13 provides a high-level informative description of the extractor model.

© ISO/IEC 2018 - All rights reserved
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6 Variant constructors

6.1 General

A variant constructor defines which bytes are used to assemble a sample variant. There may be one or
more variant constructors defined for a given sample.

The variant processor may use a variant constructor if the variant processor has access to the variant
constructor. In addition to the presence of the variant constructor, “access” includes cryptographic
access. A variant constructor defines which data is used to assemble a sample variant and the associated
media KID, protection scheme and initialization vector for decrypting the sample variant

6.2 Access to variant constructors

If the decoder is given access to the media key, based on media KID and protection scheme, fo
sample defined by the media data stream, sample variant processing does not occur for this sar

If the deco
stream, e.g.

er does not have access to the original media key for the sample defined-by the media
due to mismatch of media KID or protection scheme, the variant progessor shall be g

access to onje variant constructor associated with the sample. The variant censtructor may be e

unencrypte

NOTE S
encrypted to

If a variant

d or encrypted.

me application use cases, such as forensic watermarking, requite/that all variant constructo
protect the integrity of the use case.

constructor is encrypted, a KID is associated with the variant constructor that identifie

key with which that variant constructor has been encrypted{The KID/key associated with the va

constructor
of KID/key
constructor
given acces
with the mg

For a given
protection 9

If the varig
constructor]
access toin

If the varia
sample, the
and protect

The variant

6.3 Encr

controls access to a particular variant constructor and is therefore a function of th
value pairs made available to the variant processor by the DRM system. Only one va
per sample should be made available to the variant processor. If the variant process
to a variant constructor, the decoder shall'also be given access to the media key assoc
dia KID and protection scheme defined in the variant constructor.

variant data stream, all the vanriant constructors are either encrypted with the
cheme or all the variant constructors are unencrypted.

nt processor has access.te’ more than one KID/key associated with encrypted va
s for a given sample, the ¥ariant processor utilizes the first variant constructor that i
data encoding order:

t processor hasraccess to more than one unencrypted variant constructors for a g
variant processor utilizes the first variant constructor that has matching media KID|
jon scheme)

processor uses exactly one variant constructor to assemble a sample variant.

" the
nple.
data
iven
ther

s be

s the
riant
P set
riant
or is
ated

ame

riant
t has

iven
key

ption of variant constructors

An encrypted variant constructor shall be encrypted with a “variant constructor key”.

As a variant processor is provided only with the variant constructor keys for the encrypted variant
constructor that is to be used by that particular variant processor, any variant constructors not used by
that variant processor are not exposed by a security compromise of that variant processor.
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7 Variant byte ranges

7.1 Overview

Each variant constructor defines a sequence of one or more variant byte ranges. Each variant byte range
defines the location of a sequence of bytes that might constitute bytes in a sample variant. Variant byte
ranges can contain unused data.

The sequences of variant byte ranges defined in a variant constructor are grouped into one or more
variant byte range groups. Each variant byte range group shall define one or more variant byte ranges.
An individual variant byte range within a variant byte range group:

may reference bytes of data which constitute bytes in a sample variant that is made [available to

Certain variant processors (“real variant byte range”);

may reference bytes of data that are not made available to any variant processer (“fake
range”).

ariant byte

A “fgke variant byte range” can be used to hide the amount of actual “real Variant byte rang
withfin a variant constructor. The variant processor uses all variant byte ranges that it has
addifion to the presence of the variant byte range, “access” includeséeryptographic access.

res” defined
hccess to. In

rent variant
F a sequence

Datq| for different sample variants can be stored non-contigueusly as referenced by diffe
consftructors. Data for a particular sample variant can also be stored non-contiguously using
of two or more variant byte ranges.

7.2 | Access to variant byte ranges

If a ariant byte range within a variant byte range-group signals that the data referenced by
bytelrange is unencrypted (and the variant.pfocessor has access to the variant constructq
varignt processor has access to the variant byte range and the associated unencrypted bytg

If the variant byte range defined withifr'a variant byte range group signals that the datg
by the variant byte range is encrypted, then access to the variant byte range and the
byteg is controlled by the KID/key associated with each variant byte range — either thg¢
and protection scheme defined‘by the variant constructor if no variant byte range key and
scheme are defined for the particular variant byte range group, or by the variant byte ra
protection scheme if onesis defined. Access to the variant byte range and the associated datz:
by a[variant byte range is therefore a function of the set of KID/key value pairs and protec

the variant
r), then the
S.

referenced

associated
e media key
| protection
hge key and
| referenced
tion scheme

madp available to the-variant processor by the DRM system. Only one variant byte range within a

varignt byte range.group should be made available to the variant processor.

If th¢ variantprocessor has access to more than one KID/key associated with variant byte ra
the §ame variant byte range group for a given sample, the variant processor uses the first y
range that/it has access to in data encoding order. The variant processor uses at most one \

nges within
ariant byte
yariant byte

range within a variant byte range group to assemble a sample variant.

Variant byte ranges can be used to efficiently encode only the (typically small) differences in sample
variants for a given presentation time without repeating non-difference data or exposing sample variant
differences to the variant processor. This is achieved through double encryption, where the difference
data is first encrypted by the media key and then encrypted by the variant byte range key. The variant
processor requires access to the variant byte range key to decrypt such difference data and therefore
access to the difference data can be controlled via the variant byte range key. This enables reuse of
common data and preserves sample variant compatibility with CENC or CETS, which requires that only
one media key be applied to a given sample. If variant byte ranges did not provide this capability then it
would be necessary to repeat all data for each sample variant, including difference and non-difference
data, so as to protect difference data with a different key, which is inefficient.
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7.3 Encryption of variant byte range information

Variant byte range definitions are not individually encrypted (they are encrypted as part of the variant
constructor). Variant byte range definitions are unencrypted if the variant constructor is unencrypted.

8 Sample variants

8.1 Gene

ral

The data used for rendering a sample is defined by either a variant constructor (if the variant processor

has access

stream. WHh
obtained by
by the varig
shall result
a sample va

8.2 Acce

Once the s
is controlle
therefore a
variant pro

8.3 Encr)

Sample var
variant me

associated edia data stream. Variant byte ranges‘of a sample variant may be unencrypted or mz

encrypted v

When byte
encrypted v
encryption

As a varian
media data
data not usg

9 Variar

9.1 Varid

fo the variant constructor for the sample) or the media data defined by the media
en variant constructors are used, the actual data used for reconstructing the sam
assembling, in the order of appearance in the variant constructor, the byte datarefere
nt byte ranges made available to the variant processor as per Clause 7. This constru

riant.

5s to sample variants

hmple variant is assembled from the variant byte rangesy~access to the sample
1 by the media key and the protection scheme defined in\the variant constructor a
function of the set of KID/key value pairs and the protectien scheme made available t
fessor by the DRM system.

yption of sample variants

ants shall always be encrypted according‘te’the scheme signalling of the correspon
lia data. The protection scheme of the@ariant media data may be different from

vith a media key. The media key is associated with one or more samples.

b in a sample variant are encrypted with a media key, one or more byte ranges o
ariant media data may be further encrypted (double encrypted) according to the com
cignalling with a “variant:byte range key”.

processor is provided only with the variant byte range keys for double encrypted va
that are to be used.by that particular variant processor, double encrypted variant mn

)t data stream

ntdata

d by that variant.processor are not exposed by a compromise of that variant processoi}.

data
le is
nced
rtion

in a valid encrypted sample for the signalled underlying encryption system; this sample is

data
nd is
b the

ding
the
y be

[ the
mon

riant
edia

9.1.1 General

This section defines common data structures of variant data for carriage in both ISOBMFF and

MPEG-2 TS.

9.1.2 Definition

A sample in a variant data stream is either empty (zero size) or a VariantData () structure. Each
VariantData () shall be aligned to the beginning of a byte.
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9.1.3 Syntax

Vari
{
\Y4
\Y4

antData ()

ariantConstructorList () variant list;
ariantConstructor () [] variant constructors;

unsigned int (8) [] variant pool;

9.1.4 Semantics

2:2018(E)

var
var

var

9.2

9.2.1

The
vari:

Each

in the VariantConstructorList (). As required im6.2, exactly one individual variant

locat
cons

Indiy

Lant 1ist — the variant constructor list as defined in 9.2.
lant constructors — thearray of variant constructors referenced by the variantcon

fant pool — a pool of variant bytes that may be referenced by a variant constructor,
Variant constructor list

Definition

VariantConstructorList () defines sample specific information on the location
int constructors for sample variants.

sample definition in avariant data stream may have pne-or more variant constructorlocs

ion entry is used during playback of a given sample’and the variant processor uses the
tructor thatit has access to in order of definitioh in the VariantConstructorList (

ridual entries in the VariantConstrucfOrList ():

blayback scenarios (“real variant gonstructors”); or

may reference bytesthatare notimade available to any variantprocessor (“fake variantco

structor list.

of potential

tion entries
constructor
first variant
) structure.

may reference a VariantConstrucefor () for the sample definition that is used durinig particular

hstructor”).

NOTE Without access to the decryption key referenced by vcKID, fake variant constructors andl real variant
consfructors are indistinguishable. Fake variant constructors can be used to hide the number off real variant
consfructors defined in thélvariant constructors array.
9.2.2 Syntax
VarijpntConstfuetorList ()
{

unhsign€d*int (32) size;

unhsigned int (8) variant constructors count;

flox(/i=1 ; i<= variant constructors count; i++) {

[Sisscpnersiciomunsnun oy m mmon| TRIDS

unsigned int (8*IV Size) vcIV;

unsigned int (32) variant constructor offset;

unsigned int (32) variant constructor size;

}

unsigned int (8) [] padding;

9.2.3 Semantics

size — shall be set to the size, in bytes, of the VariantConstructorList ().

variant constructors count — shall be set to the number of variant constructor entries in the
variant_constructors array in the VariantData ().
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vcKID — the “variant constructor KID”. This KID shall indicate the ID of the variant constructor
metadata key used for decrypting the encrypted variant constructor. If the variant constructor is
unencrypted, this field shall be set to 0.

vcIV — the “variant constructor Initialization Vector”. This field shall contain the initialization vector
used for decrypting the encrypted variant constructor. If the variant constructor is unencrypted, this
field shall be set to 0.

variant constructor offset —thebyteoffsetofthe correspondingvariantConstructor().
This offset is relative to the start of the VariantData ().

variant_re&s&pee@e—y_s%ze—@eukﬁgmﬁ%%maﬁa%@eﬁ%% The
combination of variant constructor offset and variant constructor size indi¢ates

the location and size of the VariantConstructor (). The byte range defined by vartignt
constructor offset and variant constructor size shall only reference bytes within the
variant ¢onstructorsarrayinthe VariantData () and no other bytes.

padding 1- this byte array may contain any data and be used to increase)the size of the
VariantC¢nstructorList () up to the size specified by the size field above,

NOTE1 This padding can be used to obfuscate the actual size of the VariantConstructorList () ifitis
encrypted.

NOTE2 I}y Sizeisdefinedin 10.2.3 and 11.2.4, respectively, for carriage-iirISOBMFF and MPEG-2 TS.

9.3 Variant constructor

9.3.1 Syntax

VariantCongtructor ()

{

unsignefl int(8) [16] KID;
unsigne@l int (8*IV_Size) Iv;
unsignefl int (32) vatNant byte ranges count;

for( i=]; i<= variant byte ranges cqunt; i++ )

{

unsigned int (8) variant byte range flags;
if ( yariant byte range flagsi\& 0x02 )

unsigned int (8) [d6] vbrKID;
unsigned int (8%F*Size) vbriVv;

if ( yariant byte kahge flags & 0x08 ) {

upsigned int(8) variant stream reference index;
}
signg¢d int (8) relative sample number;
unsi¢ned 4n€(32) variant byte range offset;
if ( yapilant byte range flags & 0x06 != 0x02 ) {
upsigned int (32) variant byte range size;
}
}
unsigned int (8) [] padding;

9.3.2 Semantics

KID — the media KID. This KID shall indicate the ID of the media key that is used for decrypting the
encrypted variant media data after re-assembly of the applicable variant byte ranges. Decryption
occurs in accordance with the protection scheme signalled in the corresponding variant data stream.

IV — the Initialization Vector that shall be used for decrypting the encrypted variant media data after
re-assembly of the applicable variant byte ranges in accordance with the protection scheme signalled in
the corresponding variant data stream.

10 © ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=023bfefa846a0bab5d20a44727ff6909

ISO/IEC 23001-1

2:2018(E)

variant byte ranges count — shall be set to the number of variant byte ranges defined for this
variant constructor. See Clause 7 for more information.

variant byte range flags — shall be setas follows:

encrypted with the media key.

0x01 encrypted When set, the variant media data referenced by the variant byte range shall be

0x02 double-enc When set, the variant media data referenced by the variant byte range shall

be double encrypted with a variant byte range key. The meaning is undefined when variant
byte range flags signals that the variant media data referenced by the variant byte range is

vbr
used

vbr
used

var
draw

1 hanrr‘n‘\far‘
....... P

Dx04 group-start When set, the variant byte range shall be the start of a variantbyte

hind thus provides a marker for variant byte range groups within the VariantConst
\s per Clause 7, the variant byte ranges defined in the VariantConstruttdr () @
nto one or more variant byte range groups, and one variant byte range. from each ¥
Fange group is used by the variant processor. This therefore requires that; even if ther¢
ariant byte range defined in the VariantConstructor(), or theredsjonly one varian
vithin a variant byte range group (i.e. there are no alternative variant byte ranges for
byte range of the variant media data), the start of variant byteange group be signall
singular variant byte range. As per 7.2, if more than one variant byte range appears
Variant byte range group, each is double encrypted in order'to'limit the variant process
bne byte range within the byte range group.

NOTE 1  This flag can be used by a variant processor{to determine that a data error has od
ariant byte range in a variant byte range group is recoghized, an error has occurred.

Dx08 data-source When set to 0, the data source for this range shall be the original

thall be the data source.

KID — the “variant byte range KIDZ~This KID shall indicate the ID of the variant byt
for decrypting the double encrypted variant media data.

[V — the “variant byte range Initialization Vector”. This field shall contain the initializ
for decrypting the double encrypted variant media data.

fant stream reference index — If this value is 0, the variant byte range refe

a Se

field|[shall be set to the 1-based index, in order of reference definition, of the track referen

vari
defi
of v
fro

used, as-defined in 11.2.2.

/n from this variant\data stream. Otherwise, the variant byte range references data
arate variant data/stream indicated by reference. In the case of non-zero value in IS

nt data stpeam to another variant data stream containing the variant media data to
ed in 10:2:2. In the case of non-zero value in MPEG-2 TS, this field shall be set to the 1-

fange group
ructor ().
re grouped
rariant byte
 is only one

[ byte range

A particular
bd with this

in a single
or access to

curred. If no

media data

ttream. When set to 1, the variant_stream reference_index indicates which variant ¢lata stream

e range key

htion vector

rences data
Hrawn from
DBMFF, this
ce from this
be used, as
based index

riangses PID,in order of reference definition, of the packetized elementary stream references

thiS.variant data stream to another variant data stream containing the variant medi

h data to be

relative sample number — havingfound the data source (see the data-source flagand variant

stream reference index field above), this field defines which data source sample shall be used for
the variant byte range as follows: when set to 0, the data source sample is the time-parallel associated
sample per 10.3.2 or 11.3; when set to a negative value, the Nth prior sample is used; when set to a
positive value, the Nth succeeding sample is used.

variant byte range offset — is the byte offset from the start of the referenced data source
sample to the beginning of the data for this variant byte range.

variant byte range size — the size of the variant byte range in bytes. The combination of
variant byte range offset and variant byte range size indicates a byte range for the
variant byte range in the referenced data source sample. The variant byte range defined by variant
byte range offset and variant byte range size shall only reference bytes within the
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referenced data source sample and no other bytes. If there is more than one variant byte range in a
variant byte range group, this field only exists for the first variant byte range, as the size of each of the
variant byte ranges in a variant byte range group is the same.

padding — this byte array may contain any data and be used to increase the size of the variant
constructor up to the size specified for this variant constructor in the variant constructor list.

NOTE 2

10 Carriage of variant data stream in ISOBMFF

10.1 Genelral

Variant dat
track) or va

10.2 Varid

10.2.1 Defjinition

Variant dat4

1.

AR R

10.2.2 Asseoeciatien

This padding can be used to obfuscate the actual size of the variant constructor as it is encrypted.

When 4
process

have ad
defined

When an association is established from a variant track (original variant track) to another va

track (d
origina

Sample

The track shall use the ‘meta’ handler type in the Handler Reference Box (*hdlr’) a

ISO/IE(
The tra
Variant
The tra

If the v
associa

h is stored in an ISOBMFF metadata track (variant track). An ISOBMFF media-track (m
Fiant track may be associated with one or more variant tracks as defined in 10.2.2.

n association is established between a media track and a variant track, sample va
ing occurs whenever a decoder (or sample variants media data stredm Extractor) doe
cess to the KID/key and the protection scheme defined for a sample/in the media tra
in 6.2.

ther variant track), variant data contained in the other, variant track can be utilized b

variant track.

5 within associated tracks are associated if they ate)time-parallel as defined in 10.3.2.

nt tracks

1 shall be stored in an ISOBMFF metadata track that complies with the following constra

14496-12:2015, Clause 12!

data is stored infthe track as samples in accordance with 10.3.

ariant. frack protection scheme is different from the protection scheme used with
fed média track, the variant track shall be fully compatible with CENC.

Ck shall use the VariantMetaDataSampleEntry () sample entry as defined in 10.2|3

Ck shall usethe'same timebase as the corresponding video, audio or other variant track

edia

riant
5 not
'k as

riant
7 the

ints:

5 per

the

There are two types of track associations involving variant tracks:

— A media data stream containing audio-visual content may be associated with one or more variant
data streams that define possible alternate samples.

— A variant data stream may be associated with zero or more additional variant data streams (in
addition to the original media data stream) from which it may reference data bytes to use as variant
media data.

12
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NOTE In the context of the latter case, when a variant data stream is associated with another variant data
stream as a reference for data bytes to use as variant media data, the variant constructors in the referenced
stream are not being processed. Instead, the referenced variant data is just being used as a pool of available
data bytes, and those bytes can come equally from any part of the variant data (e.g. variant list,variant
constructors orvariant pool).

For both types of track associations, tracks may be associated with variant data streams via one of the
following means:

— An externally defined context providing an ordered list of variant data stream references.

— In the source track (e.g. in the original media data stream or source variant data stream), using a
[rack Reference Type Box in the Track Reference Box (*tref’ ) of the Track Box (*trak[ ) thathas a
reference type ofeither ‘cvar’ or ‘cva2’ and one ormore track IDs that€ach|correspond
oatrack IDofavariantdata stream in the same file.

The [following additional requirements apply to track IDs in a Track Refefence Type Box of
refgrence type ‘cvar’ orthevarianttrack(s) of reference type }wva2’:

— [frack ID may have a value that does not correspond to a t rack~ID of a track in the same file.
['his document does not define how the referenced file containingsuch a track is locategd.

— |f the track ID does correspond to a track ID of a track itf'the same file, the cofresponding
frack shall be a variant data stream that complies with 10.2.1.

Whig¢hever method is used to define an association (i.e. whether by externally defined contgext or Track
Refefence Box), there shall be no more than 255 tracks referenced by a single source track.

Varignt track references defined for a media data stream shall be defined in variant constrictor search
ordelr. The variant processor processes variant, tracks according to this order when sear¢hing for an
accepsible variant constructor.

Varignt track references defined for a variant data stream shall be defined in variant data stream
refefence order such that values of vaxiant stream reference index in a variant constructor
represent a 1-based offset into the list-of available variant data stream references to identify the stream
fron] which to draw bytes of variantunedia data.

10.2.3 Variant metadata sample entry

10.2.3.1 Syntax

clasfs VariantMetaDBataSampleEntry () extends MetaDataSampleEntry
(‘refference typel™) {

unsigned fwt(32) variant constructor scheme type;
unsigned, int (32) variant constructor scheme version;
unsign€d®int (32) media track scheme type;

unsigned int (32) media track scheme version;
uynsighed int (32) IV _Size;

urrsTgred It t32y drTaTt _Pyte ralge SCHeEme _type;
unsigned int (32) variant byte range scheme version;

10.2.3.2 Semantics
reference type — shall be set to the four-character code as follows:

‘cvar’: when variant constructors are encrypted and the protection scheme applied to the variant
track is the same as the associated media track.
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‘cva?'’:

when variant constructors can be encrypted or unencrypted and the protection scheme

applied to the variant track can be the same as or different than the protection scheme applied to
associated media track.

NOTE 1

NOTE 2

The four-character used for the previous edition was ‘cvar’.

The recommended four-character to use with this documentis ‘cva2’.

variant constructor scheme type — shall be set to the four-character code defining the
protection scheme applied to variant constructors in the track, as per 10.3.1.

variant constructor scheme version — shall be set to the version of the protection scheme

applied to t

media trj
scheme app
Information

NOTE3 W
protection s¢

media tr
the variant
(‘sinf’)o

NOTE4 W
scheme_vers

IV Size
VariantC
protection

match the T
defined in t

variant X
scheme app

variant

applied to t

10.3 Varid

he variant constructors in the track, as per 10.3.1.

ick scheme type — shall be set to the four-character code defining the~prote
lied to the variant track, as defined for the scheme _type field in the Protegtion Sch
Box (*sinf’) of the variant track by ISO/IEC 14496-12:2015, subclause 8.12:5.3.

hen VariantMetaDataSampleEntry() reference type is set to ‘cvaf’y~it is set to

hema_type applied to the associated media track.

hck scheme version — shall be set to the version of the protection scheme applig
frack, as defined for the scheme version field in the Protection Scheme Information
f the variant track by ISO/IEC 14496-12:2015, subclause 8/42.5.3.

hen VariantMetaDataSampleEntry() reference type issset to ‘cvar’, it is set to same prote|
on applied to the associated media track.

nstructorList and VariantConstructor structures). If the associated variant {
scheme is the same as the associated media track protection scheme, the IV Size
V_Size of the associated media track,Qtherwise, the TV Size shall match the TV 4
he associated sample variant track ‘tenc’

yte range scheme type — shallbe setto the four-character code defining the prote
ied to the double encryption of bytes referenced by variant byte ranges, as per 10.3.1.

yte range scheme ve¥sion — shall be set to the version of the protection sch
ne double encryption ofibytes referenced by variant byte ranges, as per 10.3.1.

nt data

10.3.1 Endryption

As defined
signalled in
shall be use

n 6.3, ¥ariant constructors may be encrypted, and as per 10.2.3, the protection schef

(\téencrypt variant constructors:

rtion
leme

fame

bd to
Box

ction

- shall signal the size of the IV in bytes that is ‘applied to the variant track (as used in the

rack
shall

ize

Ction

leme

ne is

thelVariantMetaDataSampleEntry (). One of the following CENC encryption miodes

1.

'cvar'
in

VariantMetaDataSampleEntry () as per 10.2.3.

'cval'

AES-CTR Full Sample Encryption: signalled with a four-character code value of variant
constructor scheme type field value of
scheme version value of 0x00010000 (Major version 1, Minor version 0)

and a variant constructor

the

AES-CBC-128 Full Sample Encryption: signalled using a four-character code value of variant
constructor scheme type field value of

and a wvariant constructor

scheme version field value of 0x00010000 (Major version 1, Minor version 0) in the
VariantMetaDataSampleEntry () as per 10.2.3.

In case the variant constructors are not encrypted, it shall be signalled with a four-character

code value

14

of variant constructor scheme type field value of 'cva2'
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constructor scheme version value of 0x00010000 (Major version 1 and minor version 0) in the
VariantMetadataSampleEntry ().

NOTE

When VariantMetaDataSampleEntry () reference type is set to ‘cvar’,

constructors are encrypted.

the variant

As defined in 8.3, sample variants assembled from variant byte ranges defined in a variant constructor
are encrypted according to the scheme signalling of the associated media track and as per 10.2.3 this

sche

me is also signalled in the VariantMetaDataSampleEntry ().

As defined in 8.3, bytes referenced by a variant byte range may be double encrypted with a

«

var

ant hyfp range kp_y" and _as per 102 3 the double encryption scheme is sign

lled in the

Var

One
vari:

1.

The
appl

10.3

Sam

NOT

composition.offset.

i antMetaDataSampleEntry ().

of the following CENC encryption modes shall be used for double encryption)of by
nt track:

AES-CTR Full Sample Encryption: signalled with a four-character code yalue of varia
range scheme type field value of ‘cvar’ anda variant byte,xange schemq
Palue of 0x00010000 (Major version 1, Minor version 0) in the VariantMetaDataSamp
per 9.2.3.

AES-CBC-128 Full Sample Encryption: signalled using a four:character code value of
byte range scheme type field value of ‘cval*y“and a variant byf
scheme version field value of 0x00010000 (Majort version 1, Minor version|
VariantMetaDataSampleEntry () as per 10.2.3:

bytes referenced by a variant byte range shalldbetreated as a single sample for the
ying one of these CENC encryption modes.

.2 Association
bles are associated as follows:

A sample in a media track shall-be associated with a sample in a variant track refere
media track if the samples are time-parallel.

A sample in a variant trdack'shall be associated with a sample in another variant track re
he variant track if the'samples are time-parallel.

bamples are considered to be time-parallel as follows: if ¢, is the decode time of the sz
briginal track, then the time-parallel sample in a referenced track is the sample in tha
rack that has\a decode time t, and a duration D such that t, < t, < t, + D.

F 1 Sample association occurs at media decode time before any consideration of

NOT

te data in a

nt byte
b version
eEntry() as

variant
e range

0) in the

purposes of

nced by the
ferenced by

mple in the
referenced

pdit lists or

£ 2." Asampleinavarianttrack can have zero data size if no variant datais to be provided at th

at particular

sample time.

An example of media track and variant track referencing is shown in Figure 5.
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E. Media Track (Audio, Video or Subtitle Track)

Movie Box (‘moov’) Media Data Box (‘mdat’) H
~...other | Track Box (trak) | |[ ----other [sampie |[sample |[sample |[sampie | ---other
i| boxes samples | n+l n+2 n+3 samples |
rrorpmeerrer H o "
O, . oy ire % provided H varant_constructor_offset, +%) VarlantConstructor to be decrypted with veKIDvelV
: : H H : vanant_constructor_size; ) VarlantConstructor to be located in the variant data using
P ok gt (e e ey SR G b : ‘relative posit 2 _size
: Variant Track 1 (Metadata Track) : : H i E I T s———TURIN K
1 - + - - + + LS RUUNINRNERERRN——— assambied VariantByteRange data is treated as a sample and
i | Movie Box (‘moov’) ' Media Data Bo' (‘mdat’) v ) d decrypted using KIDIV
§ o or Vananisyteangeroup
! " ....other .ot
H e Hot::sv Track Box (‘trak’) l samples sample sample | samples *':;V;“';":m _ double encryption of byte range data Is used to control access (o
2 Wvait, Do Sage-—doctie soch -+ -+ a Variant Byte Range within a Variant Byte Range group.
. ;-
" o Vo, )
tack association veffcvariveck &I’ cvar samples can ba | (vaant_byte range. flags=~track-source | { ) if track-source is set, byte range data is either in this variant
.= mg‘-'r.:-_r::: mmm:muxm-ld ------------ - - track or another variant track as indicated by the index.
-um,mmu,hu — - *)if track-source is not set, byte range data is in the mediia track
variant_byte range size "
- : defines of the byte range data within the signalied
H .| track location:
A A R ST A time parater samph y | VarieniDstad L hnadatan LN T+ Note: in the n+2 example, the track can only be itself (variant track
 Variant Track 2 Track)  pases i | variant list; S 1) o the original sample as there is no time-parailel sample in
H - i variant_constructors; yariant track 2 at ns:
: | Movie Box (‘mapv’) . [[Media Data Bo‘ 'mdat’) H variant_pool; | TTTtteeeell
i v P — Tl s, Note: in the n example, the track location for the
i| ....other [Track Box (trak) ||| ----0ther [sampie ...other |} R . VariantByteRange data can be variant track 1 (itsel), variank
i|  boxes samples | samples |} - track 2 or the originai sampie in the media track as therdhg a
. A H time-parallel sampie at n in variant track 2
RO — "'& pool of bytes for byte range data

referonce cvar sampies in ‘cvar’ tracks ‘cvar’ samples can be 26vo data fength in ‘cvar”
rotorncad by othar car’ tracks tracks raforancod by other ‘cvar tracks
70 vanant data af that sample tre)

Figure 5 — Media track and variant track referencing

11 Carridge of variant data stream in MPEG-2 TS

11.1 General

Variant data is carried as MPEG-2 TS metadata stream (sample variants metadata stream) as defined
in ISO/IEC 13818-1:2018, 2.12. The sample variant metadatd stream shall be carried in a packetized
elementary|stream (PES) as defined in 11.2. A sample varfant metadata stream is associated with an
audio-visuall content in an MPEG-2 TS. An audio-visual-content stream or sample variant metddata
stream may| be associated with one or more sample variant metadata streams as defined in 11.2.2

— When an association is established between _an-audio-visual content stream and a sample variant
metadafta stream, sample variant processingoccurs whenever a decoder (or sample variants njedia
data stream Extractor) does not have access to the KID/key and protection scheme defined for a
samplelin the audio-visual content str€am as defined in 6.2.

— When :I? association is established\from a sample variant metadata stream (original sample vafiant
metadafta stream) to another saniple variant metadata stream, variant data contained in the gther
sample|variant metadata stream can be utilized by the original sample variant metadata stream.

— Access [units within asspeiated packetized elementary streams are associated if they are tfime-
parallel as defined in\1173.

11.2 Sample variant metadata streams

11.2.1 Defijinition

Variant data shall be carried in MPEG-2 TS metadata stream that complies with the following
constraints:

NOTE1  The sample variant metadata stream shall be carried in a private PES stream with stream idsetto
0xBD (private stream id 1).

NOTE 2  The sample variant metadata stream shall be carried in a PES stream with stream type setto 0x15.

1. Variant data shall be stored in the packetized elementary stream as access units in accordance
with 11.2.2.

2. The sample variant metadata stream shall use metadata descriptor () as definedin 11.2.3 to
signal the sample variant metadata stream in the Program Map Table (PMT).
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The sample variant metadata stream shall use the same timebase as the corresponding audio-

If the sample variant metadata stream protection scheme is different from the protection scheme

used with the associated audio-visual content stream, the sample variant metadata stream shall be
fully compatible with CETS.

11.2

.2 Association

There are two types of stream associations involving variant streams:

NOTE

streg
streg
data
cong

For hoth types of packetized elementary stream associations, streams may be associated ¥

data

Ther
than|

Whi

var
sing

If the
varii
PMT

ata streams that deflne pOSSIble alternate samples.

A variant data stream may be associated with zero or more additional variant.data
hddition to the original media data stream) from which it may reference databytes to us
media data.

In the context of the latter case, when a variant data stream is associated with another
m as a reference for data bytes to use as variant media data, the variant.constructors in th
m are not being processed. Instead, the referenced variant data is just/being used as a poo
bytes, and those bytes can come equally from any part of the variant@dta (e.g. variant lis
tructorsorvariant pool).

v

streams via one of the following means:
An externally defined context providing an ordefedlist of variant data stream referencg

n the variant data stream, using metadata descriptor () in PMT that has g
hpplication format identifier andmetadata format identifier ofeithe]
‘cva2’, and using the decoder configitation data, Sample Variant Metadata (
he metadata_descrlptor () thatthas media_es_PID value set to the PID value of cot
media data stream (e.g. original audio-visual content stream) and zero or more variar
Values set to additional variantydata streams from which it may reference data byt
ariant media data.

e can be only one media,data stream associated with a variant data stream. There ¢
one variant data stream in a program that are associated with the same media data st

hever method is(used to define an association (i.e. whether by externally defined cont
fant es PI1D),there shall be no more than 255 additional variant data streams refd
e variant data'stream.

bre is more than one variant data stream specified in the PMT, then the variant process
int data streams associated with a given media data stream according to the order spe
when searching for an accessible variant constructor.

more variant

streams (in
e asvariant

variant data
e referenced

of available
[, variant

vith variant

es.

1etadata_

‘cvar’ or
onfig (), in
responding
't es PID
ks to use as

an be more
ream.

ext or list of
renced by a

r processes
cified in the

Variant Data Streams referenced via variant es PID values shall be defined in order such that
values of variant stream reference index ina variant constructor represent a 1-based offset
into the list of available variant data stream references to identify the stream from which to draw bytes
of variant media data (e.g. a variant stream reference index value of 1 would correspond to
the initial entry in the list of variant es PID values).
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11.2.3 Metadata descriptor for sample variant metadata stream

The presence of sample variant metadata stream is signalled with metadata descriptor () in
the PMT, as defined in ISO/IEC 13818-1:2018, 2.6.60, with additional requirements as defined in this

subclause.

— Themetadata application format shall besetto OxFFFF withmetadata application
format identifier setto either ‘cvar’ or ‘cva2’.

— The metadata _format and metadata shall be set to OXFF with metadata format identifier
set to either *cvar’ or ‘cva2’.

— Theme]
shall bd

— Theme

— The de
variant

fadata application format identifierandthemetadata format idend
set to the same value.

fadata service idshall besetto ‘1.

roder config flags shall be setto ‘001" providing a decoder configuration data of sa
metadata configuration, Sample Variant Metadata Config(),asdefined in 11.2

11.2.4 Sample variant metadata configuration

11.24.1 G
Decoding o

variants ar
configurati

11.2.4.2 Sy

The syntax

bneral

[ sample variants requires the availability of decoder;'configuration data. When sa
e carried in a MPEG-2 TS, then the metadata descfiptor shall provide associated dec
n data in the same MPEG-2 TS.

mtax

s as shown in Table 1.

Table 1 — Sample variant metadata configuration

Syntax No. of bits Mnemonic

Samjple_Variant_Metadata_Config\()' {

fier

mple
.4

mple
oder

varjant_constructor_scheme-type 32 uimsbf
varjant_constructor_sc¢heme_version 32 uimsbf
varjant_es_scheme type 32 uimsbf
varjant_es_scheme version 32 uimsbf
IV_gize 32 uimsbf
varjant_byte_range_scheme_type 32 uimsbf
varjandt_byte_range_scheme_version 32 uimsbf
IV_size 32 timsbf
reserved 3 uimsbf
media_es_PID 13 uimsbf
num_of variant_es 8 uimsbf

for (i=0; i< num_of_variant_es; i++ ) {

reserved 3 uimsbf

variant_es_PID[num_of variant_es] 13 uimsbf

}

}
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11.2.4.3 Semantics

variant_constructor_scheme_type: The four-character code defining the protection scheme applied
to the constructors in the sample variant metadata stream, as defined in 11.2.6.

variant_constructor_scheme_version: The version of the protection scheme applied to the
constructors in the sample variant metadata stream, as defined in 11.2.6.

variant_es_scheme_type: A four-character code defining the protection scheme applied to the sample
variant metadata stream, as defined for the scheme type field in the Protection Scheme Information

Box (*sinf’) of the variant track by ISO/IEC 14496-12:2015, subclause 8.12.5.3.

vari
metd
(Vsd

IV_s
the v
prot
the |

vari
the
not y

vari
encr
shal

ant_es_scheme_version: The version of the protection scheme applied to the sani
data stream, as defined for the scheme version field in the Protection Scheme-nfoi
nf’) of the variant track by ISO/IEC 14496-12:2015, subclause 8.12.5.3.

ze: The size of the IV in bytes that is applied to the sample variant metadata stream|
ariant constructor list and variant constructor). If the associated samplévariant meta
bction scheme is the same as the corresponding audio-visual contentistream protect
V_Size shall match the IV_Size of the corresponding audio-visual content stream.

ant_byte_range_scheme_type: The four-character code definingthe protection schem
ouble encryption of bytes referenced by variant byte ranges;yas per 11.2.6. If double e
sed, it shall be set to 0.

ant_byte_range_scheme_version: The version of the protection scheme applied to
yption of bytes referenced by variant byte rangesyas.per 11.2.6. If double encryption is
be setto 0.

media_es_PID: The PID for corresponding audié<visual content stream.

num

vari

11.2

For

targ
time
meta
ISO/

The

In ol
MPE

_of variant_es: The number of variantanetadata streams.

ant_es_PID: The PID for corresponding variant metadata stream.

.5 PES Packetization

PES packetization, no spegific data alignment constraints apply. For synchronization
et decoder (STD) management, presentation time-stamps (PTSs) and, when appropria
Lstamps (DTSs) arelencoded in the header of the PES packet that carries the samj
data stream data.’For PTS and DTS encoding, the constraints and semantics apply a
[EC 13818-1:2018, 2.4.3.7 and 2.7.

PES for sample variants metadata stream carries VariantData() as defined in 9.1.
derctorassist variant processing, the PES packets of the variant data should be pac}

G2 TS before packing PES packets for corresponding audlo -visual content stream

alloyaze yzoioat o nccne o o oo nco 0 o1l +hn oot Aota o +tha +1.000

This

ple variant
mation Box

(as used in
Hata stream
ion scheme,

e applied to
hcryption is

the double
not used, it

and system
e, decoding
ble variants
5 defined in

ted into the
access unit.

ant o b 3 n
CllAUVVD VCIL IGIIL l.ll ULLOOVUIL LU IIAdVOe dUlULULO0 LU dIl UIIv VAl dIlIlit udid dau uiIc uIinac Ul lJl\.A

corresponding audio-visual content access unit.

11.2

.6 Encryption

rdcessing the

As defined in 6.3, variant constructors may be encrypted or unencrypted, and as per 11.2.3, the
protection scheme is signalled in the Sample Variant Metadata Config ().

One of the following encryption modes shall be with encrypted variant constructors:

1.

CENC AES-CTR Full Sample Encryption: signalled with a four-character code value of variant

constructor scheme type field value of 'cvar' and a variant_constructor_scheme_version
value of 0x00010000 (Major version 1, Minor version 0) in the Sample Variant Metadata
Config () as per 11.2.4.
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CENC AES-CBC-128 Full Sample Encryption: signalled using a four-character code value of
variant constructor scheme type fieldvalueof 'cval'andavariant constructor
scheme version field value of 0x00010000 (Major version 1, Minor version 0) in the Sample

Variant Metadata Config () as per 11.2.4.

In case the variant constructors are not encrypted, it shall be signalled with a four-character code of
variant constructor scheme type field value of 'cva2' and variant constructor
scheme version value of 0x00010000 (Major version 1 and minor version 0) in the Sample

Varlant_Metadata_Conﬁg ().

As defined in 8.3, sample variants assembled from variant byte ranges defined in a variant constructor

and, as per 11.2.4, this scheme is also signalled in the Sample Variant Metadata Config ()t

As defined |n 8.3, bytes referenced by a variant byte range may be double encrypted withla “va
byte range key” and, as per 11.2.4, the double protection scheme is signalled in the Sampie/Varig
Metadata|Config ().

One of the ffollowing CETS encryption modes shall be used for double encryption of byte data
variant packetized elementary stream:

1. CENC AES-CTR Full Sample Encryption: signalled with a four-charactér’ code value of varig
byte frange scheme type field value of 'cvar' and a variant byte range schg
versi¢n value of 0x00010000 (Major version 1, Minor versidi’0) in the Sample Varig
Metadata Config () asper 11.2.4.

2. CENC AES-CBC-128 Full Sample Encryption: signalled using a four-character code valy
variapt byte range scheme type field value 0f('cval' and a variant byte rar
schem¢ version field value of 0x00010000 (Majotversion 1, Minor version 0) in the Samg
Variapt Metadata Config () per 11.2.4.

The bytes referenced by a variant byte range shall-be treated as a single sample for the purpos
applying ong of these CETS encryption modes,

11.3 Assoriation
Samples arg associated as follows:

1. An accgss unit in sample variants metadata stream shall always be associated with an access|
in an aydio-visual content'stream referenced by the sample variants metadata stream if the ag
units arfe time-parallel|

2. Access linits are ¢onsidered to be time-parallel as follows: if ¢, is the decode time of the access
in the qudio-visual content stream, then the time-parallel sample in a referenced sample var
metadafta streéam is the access unit in that referenced packetized elementary stream that |
decodeltimet; and a duration D such that t, < t, <ty + D.
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12 Variant processor models & examples

12.1 Variant processor model for ISOBMFF
This subclause describes variant processor model for the framework based on ISOBMFF.

The variant processing may be used by the decoder model or the extractor model (see Clause 13 fo
details of the extractor model).
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The rendering of a sample is expected to satisfy the observable behaviour defined by the following model:

1. The data source for each sample is evaluated as follows:

a. Ifthe decoder or extractor has access to the sample in the media track (based on the access to
media KID and protection scheme), the decoder or extractor proceeds to render the sample as
per 6.2.

b. If the decoder or extractor does not have access to the sample in the media track, the variant

processor determines which variant constructor is the data source for the sample as defined in
6.2. The variant processor searches for an accessible variant constructor as follows:

I.
reference definition e.g. the order of track references in the Track Referenee'Bo
See 10.2.2 for more information.
ii. In each variant track searched, the variant processor determines, if variant
for the time-parallel sample in the variant track. If variant~data exists,
processor searches the VariantConstructorList () imthe time-parallg
the variant track.
iii. The variant processor continues to search until it finds‘a@ variant constructor K
in a VariantConstructorList () that matches a\KID/key the variant prj
accesstooritfindsavariantconstructor KID (‘vcKIDj)JinaVariantConstruct
setto 0.

n case the variant constructor is encrypted, using the variant constructor key and i
bector defined in the VariantConstructorxX@1$6t () for the variant constructor
he variant processor, the variant processoridecrypts the VariantConstructor (
jefined in 9.3.

[he variant processor sequentially processes each variant byte range in the sequenc
byte ranges defined in the decrypted or unencrypted variant constructor and ass
yariant media data for the sample astollows:

h. I the variant byte range is'signalled to be unencrypted per the definition of varia
range flags in 9.3, the'byte range is put directly in the sample assembly and i

unencrypted.

If the variant byte range is signalled to be encrypted per the definition of varia
range flags.in9.3:
i. If the'variant byte range data is signalled as single encrypted with the me
the definition of variant byte range flags in 9.3, it is put directly in
assembly and identified as encrypted.

1i” If the variant byte range media is signalled as double encrypted per the ¢

The variant processor searches each variant track referenced by the media track in order of

t

(Mtref’).

data exists
the variant
] sample in

[D (‘vcKID’)
pcessor has
torList ()

hitialization
selected by
) structure

e of variant
embles the

nt byte
dentified as

nt byte

dia key per
the sample

efinition of

Mariant hyi—c range 'F]::go ina:

a. Ifthevariantbyterange KID (*vbrKID’) defined by the variant byte range is available
to the variant processor, the variant byte range data referenced by the variant byte
range is decrypted using the variant byte range key referenced by the variant byte
range KID (*vbrKID’) and the variant byte range initialization vector referenced by
the variant byte range IV (*vbrIV’). This operation results in single encrypted data

which is put in the sample assembly and identified as encrypted.

If the variant byte range KID (*vbrKID’) defined by the variant byte range is not
available to the variant processor, the variant byte range is skipped.

4. Theassembled variant media data is decrypted using the media key defined by the variant metadata
(as referenced by the KID field in the variant metadata defined in 9.3), in accordance with CENC.

© ISO/IEC 2018 - All rights reserved 21


https://iecnorm.com/api/?name=023bfefa846a0bab5d20a44727ff6909

	Foreword
	1 Scope
	2 Normative references
	3 Terms and definitions
	4 Abbreviated terms
	5 Overview
	6 Variant constructors
	6.1 General
	6.2 Access to variant constructors
	6.3 Encryption of variant constructors

	7 Variant byte ranges
	7.1 Overview
	7.2 Access to variant byte ranges
	7.3 Encryption of variant byte range information

	8 Sample variants
	8.1 General
	8.2 Access to sample variants
	8.3 Encryption of sample variants

	9 Variant data stream
	9.1 Variant data
	9.1.1 General
	9.1.2 Definition
	9.1.3 Syntax
	9.1.4 Semantics

	9.2 Variant constructor list
	9.2.1 Definition
	9.2.2 Syntax
	9.2.3 Semantics

	9.3 Variant constructor
	9.3.1 Syntax
	9.3.2 Semantics


	10 Carriage of variant data stream in ISOBMFF
	10.1 General
	10.2 Variant tracks
	10.2.1 Definition
	10.2.2 Association
	10.2.3 Variant metadata sample entry

	10.3 Variant data
	10.3.1 Encryption
	10.3.2 Association


	11 Carriage of variant data stream in MPEG-2 TS
	11.1 General
	11.2 Sample variant metadata streams
	11.2.1 Definition
	11.2.2 Association
	11.2.3 Metadata descriptor for sample variant metadata stream
	11.2.4 Sample variant metadata configuration
	11.2.5 PES Packetization
	11.2.6 Encryption

	11.3 Association

	12 Variant processor models & examples
	12.1 Variant processor model for ISOBMFF
	12.2 Variant processor model for MPEG-2 TS
	12.3 Examples of sample variants
	12.3.1 Example of sample variants providing multiple alternate samples
	12.3.2 Examples of sample variants providing multiple alternate protection schemes
	12.3.3 Example implementation of variant data stream


	13 Sample variants media data stream extractor model
	13.1 Overview
	13.2 Extractor model for ISOBMFF
	13.3 Extractor model for MPEG-2 TS


