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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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Biometric systems can be vulnerable to presentation attacks where attackers attempt to subvert
the system security policy by presenting their natural biometric characteristics or artefacts holding
copied or faked characteristics. Presentation attacks can occur during enrolment or identification/

verification events. Techniques designed to detect presentation artefacts are generally di

fferent from

those to counter attacks where natural characteristics are used. Defence against presentation attacks
with natural characteristics typically relies on the ability of a biometric system to discriminate

between genuine enrolees and attackers based on the differences between their natur

al biometric

characterlstlcs Thls ablllty is characterlzed by the blometrlc recognltlon performance of the system.

metric systems Hence the evaluatlon of these aspects of performance from a see(iti
ecome important considerations for the procurement of biometric products and syst

of bid
will b

Biom
are a
way.

critel
Main

etric products and systems share many of the properties of other IT products and sy
menable to security evaluation using the ISO/IEC 15408 series and ISO/HG’18045 in

However, biometric systems embody certain functionality that needs specialize
ia and methodology which is not addressed by the ISO/IEC 15408 series and ISQ
y these relate to the evaluation of biometric recognition and presentation attack dets
e functions addressed in the ISO/IEC 19989 series.

ISO/IEC 19792 describes these biometric-specific aspects and-specifies principles to bg
during the security evaluation of biometric systems. However, it does not specify the cong
and methodology that are needed for security evaluation/based on the ISO/IEC 15408 seri¢

The ISO/IEC 19989 series provides a bridge between the evaluation principles for biomet
and dystems defined in ISO/IEC 19792 and the criteria and methodology requirements
evaluation based on the ISO/IEC 15408 series. TheISO/IEC 19989 series supplements the IS
serie$ and ISO/IEC 18045 by providing externded security functional components tg
supplementary activities related to these réquirements. The extensions to the requii
supplementary activities found in the ISQ/YEC 15408 series and ISO/IEC 18045 relate to th
of bigmetric recognition and presentation attack detection which are particular to biometi

This |[document consists of the {introduction of the general framework for the securit
of biometric systems, including extended security functional components, and su
methpdology and evaluation‘adtivities for the evaluator. The detailed recommendations a
for bjometric recognitiomaspects in ISO/IEC 19989-2 and for presentation attack detectic
ISO/IEC 19989-3.

In this document, the-term "user"” is used to mean the term "capture subject” used in biomg
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Information security — Criteria and methodology for

security evaluation of biometric systems —

Part 1:
Framework

1 Scope
For security evaluation of biometric recognition performance and presentation.attack (¢
biomgtric verification systems and biometric identification systemsthis document specifie]

tended security functional components to SFR Classes in ISO/IEC 15408-2;

— supplementary activities to methodology specified in ISO/IEC 18045 for SAR
IFO/IEC 15408-3.

This document introduces the general framework for the se€urity evaluation of biomet
inclufling extended security functional components, and Supplementary activities to 1
which is additional evaluation activities and guidance/recemmendations for an evaluat
thosq activities. The supplementary evaluation activities are developed in this docume
detailed recommendations are developed in ISO/IEGA19989-2 (for biometric recognition
in ISQ/IEC 19989-3 (for presentation attack detection aspects). This document is applig
TOEs| for single biometric characteristic type. However, the selection of a characteristic f1
chardcteristics in SFRs is allowed.

ormative references

The following documents are referred to in the text in such a way that some or all of t
consfitutes requirements of this’document. For dated references, only the edition cited
undated references, the latest édition of the referenced document (including any amendmg

[SO/IEC 2382:2008, Information technology — Vocabulary
ISO/IEC 2382-37:201% Information technology — Vocabulary— Part 37: Biometrics

ISO/IEC 15408132009, Information technology — Security techniques — Evaluation cH
securjty — Part 1: Introduction and general model

letection for
S:

Classes of

ric systems,
hethodology,
pr to handle
nt while the
hspects) and
able only to
om multiple

heir content
applies. For
nts) applies.

iteria for IT

iteria for IT

ISO/IEC/15408-2:2008, Information technology — Security techniques — Evaluation cr

ISO/IEC 15408-3:2008, Information technology — Security techniques — Evaluation criteria for IT

security — Part 3: Security assurance

ISO/IEC 18045:2008, Information technology — Security techniques — Methodology for IT security

evaluation

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC

2382:2008,

ISO/IEC 2382-37:2017, ISO/IEC 15408-1:2009, ISO/IEC 18045:2008, and the following apply.

© ISO/IEC 2020 - All rights reserved
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ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— IECElec

— ISO Onli
3.1

tropedia: available at http://www.electropedia.org/

ne browsing platform: available at https://www.iso.org/obp

attack presentation classification error rate

APCER

proportion of attack presentations using the same PAI species incorrectly classified as bona fide
presentations in a specific scenario

[SOURCE: IS

3.2

attack type
element and
degree of su

[SOURCE: IS
3.3

bona fide p1

interaction
intended by

Note 1 to enty

/IEC 50107-3:2017, 3.2.1]

characteristic of a presentation attack, including PAI species, concealer orrimpostor a
bervision, and method of interaction with the capture device

D/IEC 30107-3:2017, 3.1.3]

resentation
f the biometric capture subject and the biometric data capture subsystem in the fa
the policy of the biometric system

y: Bona fide is analogous to normal or routine, when referring to a bona fide presentation.

Note 2 to enfry: Bona fide presentations can include those if\which the user has a low level of train
skill. Bona fide presentations encompass the totality of goéd-faith presentations to a biometric data c3
subsystem.

[SOURCE: ISD/IEC 30107-3:2017, 3.1.2]

3.4

bona fide presentation classification error rate

BPCER

proportion pf bona fide presentations incorrectly classified as presentation attacks in a sp
scenario

[SOURCE: ISD/IEC 30107-3:201%,3.2.2]

3.5

PAI species

class of preg

different bio

EXAMPLE 1
friction ridge

EXAMPLE 2

entation attack instruments created using a common production method and bas
metriccharacteristics

Ftack,

shion

ng or
pture

ecific

bd on

Alset of fake fingerprints all made in the same way with the same materials but with dif

ferent

patterns would constitute a PAI species.

A specific type of alteration made to the fingerprints of several data capture subjects would
constitute a PAI species.

Note 1 to entry: The term “recipe” is often used to refer to how to make a PAI species.

Note 2 to entry: Presentation attack instruments of the same species may have different success rates due to

variability in

the production process.

[SOURCE: ISO/IEC 30107-3:2017, 3.1.6]
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testing used in vulnerability analysis for vulnerability assessment, trying to defeat vulnerabilities of
the TOE based on the information about the TOE gathered during the relevant evaluation activities

Note 1 to entry: In the ISO/IEC 15408 series, this term is used without definition.

3.7

presentation attack
presentation to the biometric data capture subsystem with the goal of interfering with the operation of
the biometric system

Note
replay

Note

Note
the ga

[SOU

3.8
pres(
PAD
autor|

Note
the d4

[SOU

39
presg
PAI

biom

Note

stemining from dead bodies) or.altered biometric characteristics (e.g. altered fingerprints) tha

an att

[SOU

Note
betwg

| to entry: Presentation attack can be implemented through a number of methods, e.g. artefac
7, etc.

P to entry: Presentation attacks may have a number of goals, e.g. impersonation or not being 1

al of interfering with the systems operation and non-conformant presentations.

RCE: ISO/IEC 30107-1:2016, 3.5]

bntation attack detection

hated determination of a presentation attack

ta capture process or acquired sample.

RCE: ISO/IEC 30107-1:2016, 3.6]

bntation attack instrument

btric characteristic or object used in a presentation attack

| to entry: The set of PAI in¢ludes artefacts but would also include lifeless biometric chara
ack.

RCE: ISO/IEC 30107-1:2016, 3.7]

P to entry: EXaniples of altered biometric characteristics are mutilation, surgical switching d
en hands-and/or toes (See Table 1 in 5.2 of ISO/IEC 30107-1:2016).

[, mutilations,

ecognized.

to entry: Biometric systems may not be able to differentiate between biometri¢presentation attacks with

| to entry: PAD cannot infer the subject’s intent. In factit may be impossible to derive that difference from

Cteristics (i.e.
t are used in

f fingerprints

4 Symbols and abbreviated terms

APCER attack presentation classification error rate
BPCER bona fide presentation classification error rate
IT information technology

FAR false acceptance rate

FAU SFR class of audit

NOTE The class name is defined in ISO/IEC 15408-2. Here, F of FAU stands for functional

requirement, AU for audit. The class name is defined in this way in the ISO/IEC 154
details, see Annex A.

© ISO/IEC 2020 - All rights reserved
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FMR
FNIR
FNMR
FPIR
FPT

NOTE

989-1:2020(E)

false match rate

false-negative identification-error rate
false non-match rate

false-positive identification-error rate

SFR class of protection of the TSF

See NOTE to FAU.

FRR
FTAR
FTER
PAD
PAI
PP
SAR
SFR
ST
TOE
TSF
TSFI

5 Geners4

In addition
ISO/IEC 154

In addition
ISO/IEC 154

Annex D proyvides-background information on supplementary activities for PAD evaluation.

false rejection rate
failure-to-acquire rate
failure-to-enrol rate
presentation attack detection
bresentation attack instrument
brotection profile

becurity assurance requirement
security functional requirement
becurity target

arget of evaluation

[OE security functionality

['SF interface

)l remarks

[0 the requirements\and recommendations provided in Clause 7 and Clause 8, tha
D8-2 shall be applied.

fo the requirements and recommendations provided in Clause 9 to Clause 15, thg
D8-3 and ISO/IEC 18045 shall be applied.

The definitid

nof authentication can be found in ISO/IEC 2382.

se in

se in

The definitions of biometric (adjective), biometric capture, assurance, biometric capture device,
biometric characteristic, biometric concealer, biometric enrolee, biometric enrolment, biometric
enrolment database, biometric feature, biometric identification, biometric impostor, biometric
presentation, biometric recognition, biometrics, biometric reference, biometric sample, biometric
system, biometric verification, comparison, enrol, failure-to-acquire rate, failure-to-enrol rate, alse
match rate, false-negative identification-error rate, false non-match rate, false-positive identification-
error rate, identify, match (noun) and threshold (noun) can be found in ISO/IEC 2382-37.

NOTE 1
device".

NOTE 2

NOTE 3

4

In this document, the expression "impostor” is sometimes used instead of "biometric impostor".

In this document, the expression "capture device" is sometimes used instead of "biometric capture

In this document, the expression "concealer” is sometimes used instead of "biometric concealer".

© ISO/IEC 2020 - All rights reserved
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The definitions of administrator, assignment, assurance, attack potential, class, component, confirm,
delivery, describe, determine, developer, development, element, ensure, evaluation, extension, family,
guidance documentation, identity, interaction, interface, life-cycle, object, operation (on a component
of ISO/IEC 15408), operation, operational environment, potential vulnerability, Protection Profile,
Protection Profile evaluation, security requirement, Security Target, ST evaluation, subject, target
of evaluation, TOE security functionality, TSF data, TSF interface, TSF self-protection, verify and
vulnerability can be found in ISO/IEC 15408-1.

NOTE

4  The second "operation" is related to the AGD class.

The definitions of action, activity, check, examine, methodology, report, scheme, sub-activity and

work

6 \

6.1

In IS
folloy

a) o

unitcanbe foundin anl/lpr 18045

fulnerabilities in biometric systems and security evaluation

Categorization of common vulnerabilities of biometric systenis

D/IEC 19792:2009, 8.3, common vulnerabilities of biometric systéms are categori
ving ten factors:

erformance limitations;

b) artefact of biometric characteristics;

c n
d) d
e) s
f) s
g) s
h) h
) p
) o1
NOTE
In thi
evalu
Figun
typeq

hodification of biometric characteristics;

ifficulty of concealing biometric characteristigs;

imilarity due to blood relationship;

pecial biometric characteristics;

ynthesized wolf biometric samples;

ostile environment;

rocedural vulnerabilities around the enrolment process; and

bakage and alteratioh.of biometric data.

1  All of the fdctors listed above are not vulnerabilities of biometric systems but each is re
htion are cofisidered.

e 1 shews the relationship between the vulnerability factors described in ISO/IEC 19
of-evaluation described in this document.

zed into the

ated to them.

5 document, the .vulnerabilities of the factors or those related to factors, and their relatiops to security

D792 and the
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Evaluation of biometric recognition performance

)

e —————— — — — - a) Performance limitations + 4+~ — — — — — — — -~
/ > N
i) Procedural ™ \
h) Hostile environment *» vulnerabilities around \\ e ——————— N
the enrolment process / \

e) Similarity due to
blood relationship

. /

L Ao fo ot 1o daas
IJJ A1ricidailt Ul DIUVITITLLNIC

characteristics f) Special biometxis

d) Difﬂiculty of concealing

- e ] —— —

—— — — — — — — — — — — ——

biomettric characteristics characteristics
j) Leakage and alteration of | | Possibly-feund in
biometric data - evaluatien of biometri
| recognition /
g) Synthesized wolf || performance
Qomemc samples — _/ ) Modification of
Evaluation of PAD blometrlc. ,

\ characteristics /
N _ /
~N—_ Presentation attdck — — — — — — — — -
Figure 1 — The relation of vulnerability factors in biometric systems
Factor j) is important as related to the protection of TSF-data/used data (see ISO/IEC 19792). Ih this
document, hpwever, factor j) is considered only from the standpoint of its exploitation by attackers to
facilitate thg construction of PAls or mounting attacks related to biometric recognition performance.
The evaluatipn of measures to protect biométric data from leakage or alteration is not addressed here.
Factor a), inherent in all biometric systems, can lead to false acceptances and false rejections, gnd is
addressed iﬂl the biometric recognition performance evaluation. However, it can be also consiflered
in relation to the zero-effort attack (presentation from impostor attempts under the policy of the

intended usq following the TOE.guidance documentation). Thus, the biometric recognition performance

evaluation 4
verification,

Other factor
PAD evaluat
that make th

nd the PAD evaluwation interrelate to each other. This factor is relevant to enrol
and identification.

s are releyant to presentation attacks. However, factors e) and f) are out of scope
ion. Factor f) relates to individuals who have unusual natural biometric character
em more than usually liable to generate an apparent match against those of other p{

ment,

for a
istics
tople.

However, su

ch.individuals are likely to be very difficult to find for the purpose of testing duri

g an

evaluation. They can be accidentally found as the result of the evaluation of biometric recognition
performance. For factor e), it is difficult to collect such samples for the security evaluation. Outlier
subjects giving rise to abnormally high biometric recognition performance can be encountered during
biometric recognition performance testing. This can reveal a potential vulnerability in the TOE and
relevant information should be used to inform the AVA evaluation activity.

Factor c) may be seen as a means of presentation attack that would exploit recognition weaknesses
such as those revealed with a) and f) but thus to be considered in the vulnerability analysis phase.
However, it requires extra elements beyond the scope of the objective evaluation. For example, surgery
to embed the biometric characteristic of another person requires a sacrifice by the test subject and
mimicry requires special skills to be developed by them.

Therefore, factors b), d), g), h), and i) are the factors to be evaluated in ISO/IEC 15408 evaluation
for PAD. Factor i) needs to be considered only in enrolment. Factors b), g), and h) are relevant to

6 © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=448cd50bd0b8b379d14a1939aff4d173

ISO/IEC 19989-1:2020(E)

enrolment, verification, and identification, but note that factor i) is influenced by factor h) as described
in ISO/IEC 19792. A hostile environment can cause an enrolment of poor-quality biometric references
that can later be compared to similarly poor quality biometric samples (see ISO/IEC 19792:2009, 8.3.9
and 8.3.10 for further information). Note that factors h) and i) are to be evaluated in ISO/IEC 15408
evaluation for biometric recognition performance. Factor d) refers to the fact that many biometric
characteristics are not hidden and Hence, are potentially vulnerable to capture and recording for use
in the construction of PAIs to make presentation attacks (e.g. latent fingerprint images, photographs of
faces, recordings of voices). Hence, it shall be taken into account when calculating the attack potential
of an attack (see F.1). Factor g) should also be considered in biometric recognition performance
evaluation, as wolf samples can be exploited by an attack on the system elsewhere than on the data
capture subsystem (e.g. via logical injection of a sample during the recognition process). This is related
to th¢ vulnerability analysis tasks in ISO/TEC 19989-Z.

NOTH2  Factor g) is indirectly related to factor f). Factor f) can be regarded as a naturally.ecctrying variant of
factoi] g) so that evaluation of the resistance of a TOE to synthesied wolf samples can prqvide an irsight into the
potenltial vulnerability to naturally occurring special biometric characteristics.

An aftacker can have a variety of objectives: A biometric impostor would-try to be recpgnized as a
biomgtric enrolee other than themselves. A biometric concealer would try'to avoid being matched to
theirfown biometric reference.

\?ata

Override or modify database
torage

o Modify Biometric Reference

[ |
| 1
1 | - N
[ Data w C | Decisi
g omparison ecision
1| Capture ] Pr sing
1 1
| |
| |
I |
: 1 Modify Modify Modify
| Presentation ! Biometric Override PToPe  (guerride S€OT®  Querride
i Attack : Sample  gional Processor Comparator Decision
\atthe Senso

Figure 2 — Examples of points of attack in a biometric system (from ISO/IEC 30107-1)

Figune 2 illustrates generic attacks against a biometric system. Among these attackg, the attack
indicpted\with arrow 1 is a presentation attack and those indicated with arrows 2 and 4|mark places
wherf attacks can be made against captured biometric sample data and relate to biometri¢ recognition
performance. Points of attack 2 and 4 are considered in ISO/IEC 19989-2 only when the attack
scenario is related to exploiting specific behaviour of biometric recognition performance (for example
algorithm weaknesses). The other aspects are covered by generic IT security evaluation approaches
and are not specific to the security evaluation of a biometric system. As a summary, the objectives of
ISO/IEC 19989-2 and ISO/IEC 19989-3 are the following.

For ATE, ISO/IEC 19989-2 deals with the testing of biometric recognition performance in order to
evaluate presentations from impostor attempts under the policy of the intended use following the TOE
guidance documentation.

[SO/IEC 19989-3 deals with the testing of presentation attack detection mechanism.

For AVA, ISO/IEC 19989-2 is for all vulnerabilities that are biometric-specific (i.e. related to some extent
to biometric recognition performances), excluding those with presentation at the capture subsystem
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against the policy of the intended use following the TOE guidance documentation; ISO/IEC 19989-3 is
related to any vulnerability with a presentation attack at the capture subsystem which is made against

the policy of the intended use following the TOE guidance documentation.

NOTE 3  Vulnerabilities possibly combined with IT vulnerabilities to those above mentioned are also in scope

of security evaluation based on ISO/IEC 15408.

6.2 Biometric system and presentation attack detection

A common purpose of a biometric system is to recognize individuals by means of their biom

etric

characteristics. A data subject presents one or more biometric characteristics to a biometric capture

device of th

biometric sgmples are acquired from which the biometric features are extracted. At the enrolment
stage, the exjtracted biometric features are used to create a biometric reference that is stored in the
enrolment dptabase. At the verification/identification stage, the biometric features are used to dreate

a biometric §ample for comparison against the relevant biometric reference(s). Figure-3.is a conceptual
representatipn of a biometric system containing a PAD subsystem. The PAD subsystem functionality is

typically not implemented as a distinct subsystem as indicated in Figure 3 but issincorporated within

the one or
processing subsystem).

Figure 3 is @ conceptual representation of a biometric system containing'a PAD subsystem. Thg

subsystem

ore subsystems comprising the biometric system (e.g. data capture subsystem, gignal

PAD

echanism is typically not implemented as a distinct subsystem as indicated in Figure|3 but

is incorporated within the one or more subsystems comprising the-biometric system (e.g. data capture

subsystem, $ignal processing subsystem). A presentation attack can be performed by presenti
presentation| attack instrument (e.g. an an artificial object and\others used in the attack) to a biom

ng a
etric

system. The PAD subsystem is used at the verification/identification stage and also at the enrolment $tage.

Biometric Claim

Figure 3 — General biometric framework incorporating PAD subsystem (conceptual
representation)
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NOTE Figure 3 is taken from ISO/IEC 30107-1 and modified replacing an old term with bona fide
presentation. A dashed line in Figure 3 shows an interaction between the PAD subsystem and another subsystem.
"Biometric Claim" in Figure 3 means claim of biometric reference.

Figure 4, also taken from ISO/IEC 30107-1, provides additional details of the PAD subsystem which
is explained in ISO/IEC 30107-1:2016, 6.4.1, as follows:"Some PAD subsystems may not need the PAD
feature extractor. The PAD comparator and the stored PAD criteria are essential in the subsystems".

Presentation Attack Detection Subsystem

e
Stored

PAD

LI'ItErld

PAD ky
[ Ca ;:ged ]_ + — >| Feature |—> PAD oo —

Extractor Comparator (bg'

(- Common for all subjects
- Qpprifir to each cnhj,prt)

> Result

(Comparison with PAD criteria) Ogb

-

Figure 4 — Components in a general PAD subsystem

ISO/IEC 30107-1:2016, 6.4.2, describes the relationship between the PAD subsystem anpd the other
biomegtric subsystems as follows:

"It is|instructive to consider the collection and processing of the PAD data and the biometric sample
data Independently in both time and space. The two.forms of data may both exist or eithef can exist in
the absence of the other. The process of PAD can.be handled by a biometric system concurrgntly, before,
or affer any of the subsystems. The compenents of the PAD subsystem may even occuf separately,
betwgen and/or concurrently with more than one subsystem. PAD output may depend| on multiple
captyred biometric samples and is not nécessarily a simple binary indicator".

PAD techniques can include hardware sensing of presentation attacks and analysis of biomletric sample
and ¢ther relevant data lookingfor suspicious conditions or activity. Multiple techniques may be
emplpyed with decisions baseden the fusing of results from each technique.

When evaluating a PAD mechanism all security relevant hardware and software components shall
be cdnsidered, including-the components that are involved in the process of gathering presentation
evidgnce. In some cdses, the normal capture sensor used in the biometric subsystem can|provide this
information. In other cases, a dedicated capture sensor for PAD may be employed. If the capture of
the recognition sample and the capture of the presentation evidence are separated in space or time,
this dan allow presentation attacks to target the two capture processes individually and thereby create
a potential vulnerability. Such vulnerabilities need to be assessed during the evaluation [process (see
ISO/IEC19989-3).

6.3 Categorization of TOEs in relation to the type of evaluation

6.3.1 Biometric recognition performance evaluation

In the context of biometic recognition performance evaluation, TOEs are classified into two categories.
The first category is where the biometric recognition mechanism of the TOE comprises solely software
mechanisms which may be distributed through multiple subsystems but do not contain a biometric
capture device. In this category, the TOE contains the comparison subsystem at least and may contain
other subsystem(s). The second category is that the TOE comprises a complete biometric system
including the biometric capture subsystem (with a biometric capture device).

Biometric recognition performance testing shall be performed by a technical test of the biometric
recognition algorithm using a previously obtained test database containing biometric samples and
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biometric references or alternatively by a scenario test together with a test crew who are enrolled with
a given combination of other subsystems including the data capture subsystem. In the first category,
only technology evaluation is possible. In the second category, it is very likely that biometric recognition
performance testing is carried out in form of a scenario evaluation (according to ISO/IEC 19795-1) with
a test crew while both evaluations are possible.

NOTE In both of the above categories the biometric recognition performance results relate to a complete
system. In the first category, the TOE comprises only part of the complete system. In the second category, it
comprises the complete system. In the first category, the complete system that comprises the TOE and the other
subsystems that form the evaluation environment are described in the security target, and the evaluation results
only apply for that environment.

The followiy
guidance ab

g list identifies a set of typical types of TOEs from the biometric world and gives
put their special aspects that need consideration.

some

Softwar]
extracti
one dev
charactg
the algo
system

ature
which
urity
ards,
plete
pure
card)
ed to

e only TOE: a software-only TOE comprises an algorithm for comparison only’or fe
bn and comparison. This is of specified interest in cases of composed systems in ¥
bloper only provides the algorithm. In such a case, it can be useful to evaluate the sec
ristics of the algorithm under appropriate assumptions about its envitonment. Afterw
rithm can be integrated into a wider system scope and a new eyaluation of the con
may reuse the results of the evaluation of the algorithm. Anether field in which a
softwarg TOE can be desirable is the smartcard world. A comparisonsoen-card (or match-on-
system 1|lor example would usually only comprise the software for gogmparison, which is inteng
work only on a secure electronic chip.

Complet] ed as

the TOE

e system including a biometric capture device: A cémplete biometric system is defin
comprising all the relevant functionality and seeurity characteristics.

The extende

6.3.2 PAD|evaluation

In the context of PAD evaluation, TOEs are classified into three cases. The first case is the one whic
contains a PAD subsystem and does not provide other biometric recognition functionalities. The s
case is the qne which contains the data capture subsystem and quality check functionality ad
to PAD mechanism but does not contain‘the comparison subsystem. The third case is the one ¥

d components of SFRs for biometric recognition performance are specified in Clause §.
only
cond

Eition

wvhich

contains at1
addition to B
software on
on-card bion
capture sub
not know w
reason such
information

The SFRs to

past the comparison and decision subsystems for biometric verification or identificat
AD mechanism. This can contain data capture subsystem or not. The biometric verific
smartphone, which-is not provided from a smartphone vendor, and an IC card prov
hetric comparisen-only, are examples of TOE of the third case which do not contain 2
ystem. When a-PAl is rejected by a TOE in the latter two cases, the evaluator can ol
nether the-rejection was the result of detection by the PAD subsystem or for some
as failuréte acquire, poor sample quality, failure to match, timeout, etc., depending ¢
provided by the TOE to the evaluator.

be applied depend on which case a TOE belongs to. If the TOE belongs to the first case o

onin
ation
iding

data
may

other
n the

f PAD

subsystem, then the extended components of SFRS specified in 7.2 shall be applied. If the TOE belongs
to the second case, then the extended components of SFRs specified in 7.3 shall be applied. Otherwise if
the TOE belongs to the third case, then the extended components of SFRs specified in Clause 8 shall be
applied.

7 Extended security functional components to Class FPT: Protection of the TSF

7.1 General

This clause provides the definition of the additional families FPT_PAD and FPT_BCP of Class FPT, specified
in [SO/IEC 15408-2, which can be used in protection profiles and security targets in order to model the
security mechanisms of PAD subsystem and data capture subsystem with PAD. FPT_BCP and FPT_BCP
are families which are applied respectively to the first and the second case of TOEs given in 6.3.2.
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Some of the following SFRs have assignments that allow an ST or PP author to specify the biometric
characteristic that is used to implement the mechanism (e.g. a fingerprint). These assignments serve to
facilitate the understanding of the reader of the final ST.

Annex B provides explanatory information for the extended security functional components to Class
FPT and shall be consulted when using the components identified in Clause 7.

NOTE The Class FPTisaClass"Protection ofthe TSF" specifiedin ISO/IEC 15408-2 (see ISO/IEC15408-2:2008,
Clause 14, and also Annex A).

7.2 Presentation attack detection (FPT_PAD)

7.2.1] Family behaviour
This family defines security functional requirements to detect biometric presentation attacks.

NOTH FPT_PAD is a family for a TOE of the first category classified in 6.3.2.

7.2.2| Component levelling

Figune 5 shows the structure of this family.

|FPT_PAD Presentation attack detectio

Figure 5 — FPT_PAD presentationiattack detection family

FPT_PAD.1 presentation attack detection, detects\presentation attacks for biometrics| meeting or
excedding the criteria specified to the TOE.

7.2.3] Management of FPT_PAD.1

The :Ix?llowing action can be considered for the management functions in FMT: manag¢ment of the
parameters used for presentation attack detection.

7.2.4| Audit of FPT_PAD.1

The following actions_shauld be auditable if FAU_GEN security audit data generation i included in
the PP/ST:

a) rminimal: presentation attack detected;

b) Hasic: bena'fide presentation detected.

7.2.5| < "FPT_PAD.1 Presentation attack detection

Hierarchical to:  No other components
Dependencies: FMT_MTD.3 secure TSF data
FMT_SMF.1 specification of management functions
FPT_PAD.1.1
The TSF shall be able to distinguish between bona-fide presentations and attack presentations.
FPT_PAD.1.2

If a presentation attack is detected, the following action(s) shall be performed: [assignment: list of
actions].
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FPT_PAD.1.3

If a bona fide presentation is detected, the following action(s) shall be performed: [assignment: list of
actions].

FPT_PAD.1.4

Along with the feedback about presentation attack status, detected or not detected, the TSF shall deliver

the following information: [assignment: list of information].

NOTE

7.2.5.1,7.2.5.2,7.2.5.3, and 7.2.5.4, respectively.

InISO/IEC 15408-2, FPT_PAD.1.1, FPT_PAD.1.2, FPT_PAD.1.3, and FPT_PAD.1.4 would be numbered as

7.3 Biom

ptric capture with presentation attack detection (FPT_BCP)

7.3.1 Famjily behaviour

This family
detection su
capture mec

NOTE FP

7.3.2 Com

Figure 6 sho

defines security functional requirements for biometric capture withpresentation 3
hanisms with presentation attack detection must be based.

T_BCP is a family for a TOE of the second category classified in 6.3:2\

ponent levelling

ws the structure of this family.

FPT_BCP: Biometric capture with presentation attack detection

Figure 6 — FPT_BCP Biometric capture with presentation attack detection family

FPT_BCP.1 ¢
requires the
attack if pre

FPT_BCP.2 b
samples of e
samples to a
also require

heck of biometric samples for biometric capture with presentation attack dete
TSF to prevent generation of biometric samples or report the detection of present
fentation attack instruments are presented.

iometric capture with low failure rate, requires the TSF not to generate only bio
ktremely good quality in order to prevent from being used for enrolling only such bio
Chieve apparent good performance in biometric verification/identification afterward
b the TSF to limit FTAR within a specified rate.

i

ttack

pported by the TSF. This family also defines the required attributes on-which the biometric

ction,
ation

etric
etric
5, and

7.3.3 Man

1

agemmrent of FPT_BCP.

The following actions can be considered for the management functions in FMT:

a) the management of the TSF data, which include, for example, threshold values for quality scores to
generate biometric sample by an administrator;

b) the management of the TSF data, which include, for example, values for detecting presentation
attack instruments by an administrator.
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7.3.4 Management of FPT_BCP.2

-1:2020(E)

The following action can be considered for the management function in FMT: the management of the
TSF data, which include, for example, threshold values for quality scores to generate biometric sample

by an administrator.

7.3.5 Audit of FPT_BCP.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in

the PP/ST:
a)

attack instrument;

b) Hasic: rejection or acceptance by the TSF of data that is quality checked or’ input
Apture subsystem with presentation attack detection;

Q

c) detailed: identification of the changes to the TSF data, which include, forexample, thrd
fpr quality scores and detecting presentation attack instruments.

NOTH The Class FAU is a Class "Security audit” specified in ISO/IEC/15408-2 (see ISO/IEC 1
Clausg 14).

7.3.6| Audit of FPT_BCP.2

The following actions should be auditable if FAU_GEN-sécurity audit data generation is
the PP/ST:

a) inimal: rejection by the TSF of data that is checked as low quality;
b) Hasic: rejection or acceptance by the TSEQf data that is quality checked;

c) detailed: identification of the changes;to the TSF data, which include, for example, thrd
fpr quality scores of biometric data‘for capture.

7.3.7| FPT_BCP.1 Check of biometric samples for capture
Hiergrchical to: No other components.

Depepdencies: No dependencies.

FPT_BCP.1.1

The TSF shallprevent the use of non-artificial presentation attack instruments for g
biometric samples from [assignment: biometric characteristic] that has been presented by
the TSE

presentation

to biometric

shold values

5408-2:2008,

included in

shold values

eneration of
y any user of

FPT_BCPI.2

The TSF shall prevent the use of artificial presentation attack instruments for the g

eneration of

biometric samples from [assignment: biometric characteristic] that have been presented by any user of

the TSF.

NOTE In ISO/IEC 15408-2, FPT_BCP.1.1 and FPT_BCP.1.2 would be numbered as 7.3.7.1 and 7.3.7.2,

respectively.

7.3.8 FPT_BCP.2 Biometric capture with low failure rate
Hierarchical to: No other components.

Dependencies: No dependencies.
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FPT_BCP.2.1

The TSF shall provide a mechanism to capture biometric data from [assignment: biometric characteristic]
with the FTAR not exceeding [assignment: defined value].

NOTE In

ISO/IEC 15408-2, FPT_BCP.2.1 would be numbered as 7.3.8.1.

8 Extended security functional components to Class FIA: Identification and
authentication

8.1 Generat

This clause provides the definition of the additional families FIA_EBR (see 8.2), FIA_BVR(see

and FIA_BI

profiles and security targets in order to model the security mechanism of PAD for biometric enrol

(see 8.4) of Class FIA, specified in ISO/IEC 15408-2, which can be used, inlprotsg

8.3),
ction
ment,

verification,|and identification. The families are applied to the TOEs of either case i63.1 of biometric

recognition performance evaluation and to the TOEs of the third case in 6.3.2 for PAD evaluation.

Annex C pr

FIA and shalll be consulted when using the components identified in Clause.8;

NOTE1 Th
ISO/IEC 1540

NOTE2 Fr
category clas

8.2 Enrol

8.2.1 Famlily behaviour

NOTE In

This family

TSF. This fai
must be basg

8.2.2 Com

Figure 7 sho

ides explanatory information for the extended security functional components to

e Class FIA is a Class "ldentification and authentication" specified in ISO/IEC 15408-2:200
3-2:2008, Clause 11, and also Annex A).

bm the viewpoint of PAD evaluation, the families provided in this clause are for a TOE of the
ified in 6.3.2.

ment of biometric reference (FIA_EBR)

[SO/IEC 15408-2, the title is "family-behaviour".

Hefines enrolment mechanisms for biometric verification/identification supported b
bd.

ponent levelling

ws the structure of this family.

(=]

|FIA_EBR: Enrolment of biometric reference

Class

B (see

third

y the

mily also defines the requiréd attributes on which the biometric enrolment mechanisms

4

Figure 7 — FIA_EBR Enrolment of biometric reference family

FIA_EBR.1 check of biometric characteristics for enrolment, requires the TSF to prevent enrolment if
presentation attack instruments are presented.

FIA_EBR.2 biometric enrolment with low failure to enrol rate, requires the TSF to prevent from
enrolling only such biometric references of extremely good quality in order to achieve apparent good
performance in biometric verification/identification afterwards.

14
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8.2.3 Management of FIA_EBR.1
The following actions can be considered for the management functions in FMT:

a) the management of the TSF data, which include, for example, threshold values for quality scores to
generate biometric reference by an administrator;

b) the management of the TSF data, which include, for example, values for detecting presentation
attack instruments by an administrator.

8.2.4 Management of FIA_EBR.2

The fpllowing action can be considered for the management functions in FMT: the management of the
TSF data, which include, for example, threshold values for quality scores to generate biemetfric reference
by anfadministrator.

8.2.5| Audit of FIA_EBR.1

The flollowing actions should be auditable if FAU_GEN Security audit data generation ig included in
the PP/ST:

a) inimal: rejection by the TSF of data that is checked as low~quality or detected as presentation
tack instrument;

b) Hasic: rejection or acceptance by the TSF of data that is quality checked or input to presentation
dttack detection subsystem;

c) detailed: identification of the changes to the TSE data, which include, for example, thrdshold values
fpr quality scores and detecting presentationcattack instruments.

8.2.6 Audit of FIA_EBR.2

The following actions should be auditable if FAU_GEN Security audit data generation i included in
the PP/ST:

a) minimal: rejection by the TSFof data that is checked as low quality;
b) Hasic: rejection or acceptance by the TSF of data that is quality checked;

o
c) detailed: identification of the changes to the TSF data, which include, for example, thrdshold values
fpr quality scorés of biometric data for enrolment.

8.2.7] FIA_EBR.1 Check of biometric samples for enrolment

Hiergrchical'to: No other components.

Depehdencies:—Nog dependencies.
FIA_EBR.1.1

The TSF shall prevent use of non-artificial presentation attack instruments for enrolment of
[assignment: biometric characteristic] that has been presented by any user of the TSF.

FIA_EBR.1.2

The TSF shall prevent use of artificial presentation attack instruments for enrolment of [assignment:
biometric characteristic| that has been presented by any user of the TSF.

NOTE In ISO/IEC 15408-2, FIA_EBR.1.1 and FIA_EBR.1.2 would be numbered as 8.2.7.1 and 8.2.7.2
respectively.
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8.2.8 FIA_

Hierarchical

Dependencies:

989-1:2020(E)

EBR.2 Biometric enrolment with low failure to enrol rate
to: No other components.

No dependencies.

FIA_EBR.2.1

The TSF shall provide a mechanism to enrol biometric reference for [assignment: biometric

characteristi

NOTE In

c] with the FTER not exceeding [assignment: defined valuel].

ISO/IEC 15408-2, FIA_EBR.2.1 would be numbered as 8.2.8.1.

8.3 Biom

8.3.1 Famlily behaviour

This family
the required

8.3.2 Com

Figure 8 sho

FIA_BVR.1 Hiometric verification with high:performance, requires the TSF to limit FMR and FNM

FAR and FR}

FIA_BVR.2 t
certain actid

FIA_BVR.3 U
authenticate

etric verification (FIA_BVR)

lefines biometric verification mechanisms supported by the TSF. Thisfamily also d¢
attributes on which the biometric verification mechanisms shall berbased.

ponent levelling

ws the structure of this family.

|FIA_BVR: Biometric verification

Figure 8 — FIA_BVRBiometric verification

 respectively within a specified rate.

iming of the user authentication with biometric verification, allows a user to pel
ns prior to the user authentication with biometric verification of the user's identity.

ser authentication with biometric verification before any action, requires that user
d with biometric verification before any other action is allowed by the TSF.

rfines

IR, or

-form

S are

FIA_BVR.4 bjiometri¢ verification not accepting presentation attack instruments, requires the biometric

verification
verification

mechanism to be able to prevent the successful use of presentation attack instrumen
httempt.

tina

8.3.3 Management of FIA_BVR.1

The following action can be considered for the management functions in FMT: the management of the
TSF data (including the threshold values) by an administrator.

8.3.4 Management of FIA_BVR.2

The following actions can be considered for the management functions in FMT:

a) theman

agement of the TSF data (including the threshold values) by an administrator;

b) managing of the list of the actions that can be taken before the user is authenticated.
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8.3.5 Management of FIA_BVR.3

The following action can be considered for the management functions in FMT: the management of the
TSF data (including the threshold values) by an administrator.

8.3.6 Management of FIA_BVR.4

The following action can be considered for the management functions in FMT: the management of the
TSF data, which include, for example, values for detecting presentation attack instruments and for
checking quality to generate biometric samples by an administrator.

NOT Thao sdaia ottt oo S dn i ottt Ao oo ntbeio oot ann
T

e O St o tOT 1ot CTa ot o coT Ot C-oToTH e 1T 5y S teTT

8.3.7| Audit of FIA_BVR.1

The following actions should be auditable if FAU_GEN security audit data generation ig included in
the PP/ST:

a) minimal: unsuccessful use of the biometric verification mechanism;
b) Hasic: all use of the biometric verification mechanism;

b
c) detailed: identification of the changes to the TSF data, whighinclude, for example, thrdshold values
fbr biometric comparison scores used in biometric verification.

8.3.8| Audit of FIA_BVR.2

The following actions should be auditable if FAUNGEN security audit data generation ig included in
the PP/ST:

a) minimal: unsuccessful use of the user authentication mechanism with biometric verification;

b) Hasic: all use of the user authentication mechanism with biometric verification;

br biometric comparison scores used in biometric verification and all TSF mediated [user actions

H

c) detailed: identification of the changes to the TSF data, which include, for example, thrdshold values
f

derformed before authentication with biometric verification of the user.

8.3.9] Audit of FIA_BVR:3

The flollowing actions’' should be auditable if FAU_GEN security audit data generation iy included in
the PP/ST:

a) inimak'unsuccessful use of the user authentication mechanism with biometric verification;

b) Hasie;all use of the user authentication mechanism with biometric verification.

c) detailed: identification of the changes to the TSF data, which include, for example, threshold values
for biometric comparison scores used in biometric verification.

8.3.10 Audit of FIA_BVR.4

The following actions should be auditable if FAU_GEN security audit data generation is included in
the PP/ST:

a) minimal: rejection by the TSF of data that is checked as low quality or detected as presentation
attack instrument;

b) basic: rejection or acceptance by the TSF of data that is quality checked or input to presentation
attack detection subsystem;
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c) detailed: identification of the changes to the TSF data, which include, for example, threshold values
for quality scores and detecting presentation attack instruments.

8.3.11 FIA_

Hierarchical

Dependencies:

BVR.1 Biometric verification with high performance

to:  No other components.
FIA_EBR.1 Check of biometric samples for enrolment

FIA_EBR.2 Biometric enrolment with low failure to enrol rate

FIA_BVR.1.]

The TSF sha
the user wit
FRR] not exd

NOTE In

| provide a biometric verification mechanism for [assignment: biometric characteris
h the [selection: FMR, FAR] not exceeding [assignment: defined value] and [selection: F
eeding [assignment: defined value].

[SO/IEC 15408-2, FIA_BVR.1.1 would be numbered as 8.3.11.1.

8.3.12 FIA BVR.2 Timing of user authentication with biometric verification

Hierarchical

Dependencig

FIA_BVR.2.

The TSF sha
the useris a

FIA_BVR.2.

The TSF sh
[assignment
[assignment
require each

to:  FIA_BVR.1 biometric verification with high accuracy

S: FIA_UID.1 timing of identification

FIA_EBR.1 check of biometric samples for enpolment

FIA_EBR.2 biometric enrolment with,low*failure to enrol rate
|

allow [assignment: list of TSF medigted actions] on behalf of the user to be performed h
thenticated with biometric verification based on [assignment: biometric characterist

P

all provide a user authentication mechanism with biometric verification basq
biometric characteristic] to the user with the [selection: FMR, FAR] not exce
defined value] and-[selection: FNMR, FRR] not exceeding [assignment: defined val
user to be successfully authenticated before allowing any other TSF-mediated acti

behalf of thalt user.

NOTE In
respectively.

ISO/IEC A5408-2, FIA_BVR.2.1 and FIA_BVR.2.2 would be numbered as 8.3.12.1 and 8.

ic] to
NMR,

efore

c].

d on
bding

o on

B3.12.2

8.3.13 FIAJBVR:3 User authentication with biometric verification before any action

Hierarchical to:  FIA_BVR.2 timing of the user authentication with biometric verification
Dependencies: FIA_UID.1 timing of identification

FIA_EBR.1 check of biometric samples for enrolment

FIA_EBR.2 biometric enrolment with low failure to enrol rate
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FIA_BVR.3.1

The TSF shall provide a user authentication mechanism with biometric verification based on
[assignment: biometric characteristic] to the user with the [selection: FMR, FAR] not exceeding
[assignment: defined value] and [selection: FNMR, FRR] not exceeding [assignment: defined value] to
require each user to be successfully authenticated before allowing any other TSF-mediated actions on
behalf of that user.

NOTE In ISO/IEC 15408-2, FIA_BVR.3.1 would be numbered as 8.3.13.1.

8.3.1¢ FIA_BVR.4 Biometric verification not accepting presentation attack instrunients
Hierdrchical to: No other components.

Dependencies: FIA_EBR.1 check of biometric samples for enrolment
FIA_BVR.4.1

The TSF shall prevent use of non-artificial presentation attack instrumeénts for [assignmeht: biometric
chardcteristic] from being successfully verified.

FIA_BVR.4.2

The TSF shall prevent use of artificial presentation attack instruments for [assignment: biometric
chardcteristic] from being successfully verified.

NOTE In ISO/IEC 15408-2, FIA_BVR.4.1 and FIAxBVR.4.2 would be numbered as 8.3.14.1] and 8.3.14.2
respegtively.

8.4 |Biometric identification (FIA_BID)

8.4.1) Family behaviour

This family defines biometric identification mechanisms supported by the TSF. This family also defines
the required attributes on which the biometric identification mechanisms shall be based.

8.4.2| Component levelling

Figuije 9 shows the structure of this family.

|FIA_BID: Biometric identification

1

pii

Figure 9 — FIA_BID Biometric identification
FIA_BID.1 biometric identification with high performance, requires the TSF to limit FPIR and FNIR
respectively within a specified rate.

FIA_BID.2 timing of the biometric identification, allows a user to perform certain actions prior to the
biometric identification.

FIA_BID.3 biometric identification before any action, requires that users are biometriccally identified
before any other action is allowed by the TSF.
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FIA_BID.4 biometric identification not accepting presentation attack instruments, requires the
biometric identification mechanism to be able to prevent the successful use of presentation attack
instrument in a biometric identification attempt.

8.4.3 Management of FIA_BID.1

The following action can be considered for the management functions in FMT: the management of the
TSF data (including the threshold values) by an administrator.

8.4.4 Management of FIA_BID.2

The followinjg actions can be considered for the management functions in FMT:

a) the man|

b) managing of the list of the actions that can be taken before the user is biometrically identified.

8.4.5 Man

The followin
TSF data (in

8.4.6 Man

The followin
TSF data, w|
checking qu

NOTE Th

8.4.7 Aud

hgement of the TSF data (including the threshold values) by an administrator;

agement of FIA_BID.3

g action can be considered for the management functions in FMT:the management ¢f the
cluding the threshold values) by an administrator.

agement of FIA_BID.4

g action can be considered for the management fufictions in FMT: the management pf the
hich include, for example, values for detecting-présentation attack instruments arld for
lity to generate biometric samples by an administrator.

e administrator is the administrator of the bigmeétric system.

it of FIA_BID.1

The following actions should be auditable if FAU_GEN security audit data generation is included in

the PP/ST:
a) minimal
b) basic: al

c) detailed|
for biom

8.4.8 Aud

: unsuccessful use of the-biometric identification mechanism;
use of the biometricidentification mechanism;

identification ©f;the changes to the TSF data, which include, for example, threshold values
etric comparison scores used in biometric identification.

it of FIA.BID.2

The followirllg actions should be auditable if FAU_GEN security audit data generation is included in

the PP/ST:

a) minimal: unsuccessful use of the biometric identification mechanism;

b) basic: all use of the biometric identification mechanism;

c) detailed

: identification of the changes to the TSF data, which include, for example, threshold values

for biometric comparison scores used in biometric identification and all TSF mediated user actions
performed before biometric identification of the user.
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The following actions should be auditable if FAU_GEN security audit data generation is included in

the PP/ST:

a) minimal: unsuccessful use of the biometric identification mechanism;

b) basic: all use of the biometric identification mechanism.

c) detailed: identification of the changes to the TSF data, which include, for example, threshold values

for biometric comparison scores used in biometric identification.

8.4.10 Audit of FIA_BID.4

The flollowing actions should be auditable if FAU_GEN security audit data generation if
the PP/ST:

a)

b)

c)

o

d
f

8.4.1

Hiera

Depe

FIA_]

The

chard
excee

NOTE

8.4.1

Hiera

inimal: rejection by the TSF of data that is checked as low quality or,detected as
tack instrument;

asic: rejection or acceptance by the TSF of data that is quality checked or input to

attack detection subsystem;

etailed: identification of the changes to the TSF data, whiclvinclude, for example, thre
pbr quality scores and detecting presentation attack instfuments.

1 FIA_BID.1 Biometric identification with high'\performance

rchical to: No other components.
hdencies: FIA_EBR.1 check of biometric samples for enrolment

FIA_EBR.2 biometricténrolment with low failure to enrol rate
BID.1.1

TSF shall provide a biemetric identification mechanism based on [assignmen
cteristics] to the user with the FPIR not exceeding [assignment: defined value] a
ding [assignment: defiried value].

In ISO/IECA5408-2, FIA_BID.1.1 would be numbered as 8.4.11.1.
2 FIA_BID.2 Timing of biometric identification

rchical'to: FIA_BID.1 high accuracy biometric identification

included in

presentation

presentation

shold values

t: biometric
nd FNIR not

Depe

np 4 1 1 £1 - PR h] £ 1 -
DR 1 CIICCK U DIUVIIICLLIC SAITIPICS TOUT ©1IT UITIITTIU

:)
o

| - A mh 4
IUCITICICTS, 'l

FIA_EBR.2 biometric enrolment with low failure to enrol rate

FIA_BID.2.1

The TSF shall allow [assignment: list of TSF mediated actions] on behalf of the user to be performed
before the user is biometrically identified based on [assignment: biometric characteristics].

FIA_BID.2.2

The TSF shall provide a biometric identification mechanism based on [assignment: biometric
characteristics| to the user with the FPIR not exceeding [assignment: defined value] and FNIR not
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exceeding [assignment: defined value] to require each user to be biometrically identified before allowing

any other TSF-mediated actions on behalf of that user.
NOTE In ISO/IEC 15408-2, FIA_BID.2.1 and FIA_BID.2.2 would be numbered as 8.4.12.1 and 8.4.12.2
respectively.
8.4.13 FIA_BID.3 Biometric identification before any action
Hierarchical to: FIA_BID.2 timing of the user authentication with biometric identification
Dependencies: FIA_EBR.1 check of biometric samples for enrolment

FIA_EBR.2 biometric enrolment with low failure to enrol rate
FIA_BID.3.1
The TSF sHall provide a biometric identification mechanism based on [assignment: biometric
characteristic] to the user with the FPIR not exceeding [assignment: defined value] and FNIR not
exceeding [agsignment: defined value] to require each user to be biometrically identified before allgwing
any other TYF-mediated actions on behalf of that user.
NOTE In[[SO/IEC 15408-2, FIA_BID.3.1 would be numbered as 8.4.13.1.

8.4.14 FIA BID.4 Biometric identification not accepting presentation attack instruments

Hierarchical
Dependencice
FIA_BID.4.1

The TSF sha
characteristi

FIA_BID.4.2

The TSF shd
characteristi

NOTE In
respectively.

9 Supple

evaluation

to: No other components.
s:  FIA_EBR.1 check of biometric samples for:enrolment

| prevent use of non-artificial presentation attack instruments for [assignment: bion
c] from being successfully identified.

111 prevent use of artificia’presentation attack instruments for [assignment: bion
c] from being successfully identified.

ISO/IEC 15408-2,-FIA_BID.4.1 and FIA_BID.4.2 would be numbered as 8.4.14.1 and 8.

mentary.activities to ISO/IEC 18045 on Class APE: Protection Profilg

netric

netric

A.14.2

Table 1 lists

the.supplementary activities to the work units in APE_INT which shall be applied o

hly to

the security evaluation of PAD (see also D.I.T]. There are no other supplementary activities in Class APE.
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Table 1 — Supplement to APE_INT (applied to PAD)

ac 32311:11 tr(r)lrent Work unit Supplementary activities
APE_INT.1.1E APE_INT.1-1 None
APE_INT.1-2 None
APE_INT.1-3 The evaluator shall examine the TOE overview to determine that the TOE
provides presentation attack detection mechanism.
APE_INT.1-4 The evaluator shall examine the TOE overview to determine that it does
not claim error rates for presentation attack detection mechanism.
APENTA=5 Nomre
NOTE It applies also to TOEs which do not claim PAD resistance, in order to check if the evalyator needs to

take this feature in account during AVA for biometric recognition performance.

10 Supplementary activities to ISO/IEC 18045 on Class ASE: Sécurity Target

evalpation

Tablel 2 and Table 3 list the supplementary activities to the work unitsin ASE_INT (see also

are np other supplementary activities in Class ASE.

D.1.1). There

Table 2 — Supplement to ASE_INT (applied to biometric recognition performgnce)
E_valuator Work unit Supplementary activities
actipn element

ASE_[NT.1.1E ASE_INT.1-1 None
ASE_INT.1-2 None
ASE_INT.1-3 None
ASE_INT.1-4 The evaluator shall examine the TOE reference to determine that clearly

identifies the modality that the TOE can be used for.

ASE_INT.1-5 Nene
ASE_INT.1-6 None
ASE_INT.1-7 None
ASE_INT\1-8 None
ASE INT.1-9 None
ASEZINT.1-10 None
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Table 3 — Supplement to ASE_INT (applied to PAD)

ac tEi:X:lll:li:e t:;nt Work unit Supplementary activities
ASE_INT.1.1E ASE_INT.1-1 None
ASE_INT.1-2 None
ASE_INT.1-3 None
ASE_INT.1-4 The evaluator shall examine the TOE reference to determine that clearly
identifies the modality that the TOE can be used for.
ASE_INT.1-5 The evaluator shall examine the TOE overview to determine that the TOE
PIOVIUCS PITSTIILALIUIT dUUAUK UTLCLLIUIT ITICCITATTIS ITT.
ASE_INT.1-6 None
ASE_INT.1-7 The evaluator shall examine the TOE overview to determine that'it
doesn’t claim error rates for presentation attack detection mechanism.
ASE_INT.1-8 None
ASE_INT.1-9 None
ASE_INT.1-10 None
11 Supplementary activities to ISO/IEC 18045 on Class ADV: Development

11.1 Supplementary activities to security architecture ADV_ARC

Table 4 lists
ADV_ARC1.1
the TOE whi

the supplementary activities supplemented to/thé work units in the sub-activity 3
E which shall be applied only to the security evaluation of PAD. ADV_ARC.1-5 is appl
Ch provides biometric recognition as well as<PAD (see also D.2.1).

Table 4 — Supplement to ADV_ARC (applied to PAD)

ction
ed to

ac 5331211 tr(:l;ent Work unit Supplementary activities
ADV_ARC.1.1E ADV_ARC.1-1 None
ADV_ARC.1-2 Note
ADV_ARC.1-3 None
ADV_ARC.1-4 None
ADV_ARC.1-5 The evaluator shall examine the security architecture documentation

with regard to the mechanisms that ensure that the capture device ar
the PAD are being presented the same biometric characteristic(s)

d

11.2 Supplementary activities to functional specification ADV_FSP

11.2.1 Supplementary activities to evaluation of sub-activity ADV_FSP.1

There are no supplementary activities to evaluation of sub-activity ADV_FSP.1.

11.2.2 Supplementary activities to evaluation of sub-activity ADV_FSP.2

Table 5 and Table 6 list the supplementary activities supplemented to the work units in the sub-activity

action ADV_FSP.2.1E (See also D.2.2). There are no other supplementary activities supplemented to the
evaluation of sub-activity action ADV_FSP.2.2E.
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Table 5 — Supplement to ADV_FSP.2.1E (applied to biometric recognition performance)

Evaluator Work unit Supplementary activities
action element
ADV_FSP.2.1E ADV_FSP.2-1 None

ADV_FSP.2-2 None

ADV_FSP.2-3 The evaluator shall examine the functional specification to determine
how the capture devices are used when biometric characteristics are pre-
sented if they are part of the TOE.

ADV_FSP.2-4 The evaluator shall examine the presentation of the TSFI to determine
that it completely identifies security relevant parameters for capture
devices.

ADV_FSP.2-5 The evaluator shall examine the presentation of the TSFite determine
that it completely and accurately describes security relevant parameters
associated with the TSFI for capture devices.

ADV_FSP.2-6 None

ADV_FSP.2-7 None

ADV_FSP.2-8 None

Table 6 — Supplement to ADV_FSP.2.1E (applied to PAD)
Eyaluator Work unit Supplementary activities
actipn element PP y
ADV |FSP.2.1E ADV_FSP.2-1 The evaluator shall examine the functional specification to d¢termine
that the various mechanisms used for presentation attack detpction are
described in terms of TSFIs.

ADV_FSP.2-2 None

ADV_FSP.2-3 The evaluator shall examine the functional specification to d¢termine
how the capture devices are used when biometric characterisfics are pre-
sented.ifthey are part of the TOE.

ADV_FSP.2-4 Theevaluator shall examine the presentation of the TSFI to determine
that it completely identifies security relevant parameters for ¢apture
devices.

ADV_FSP.2-5 The evaluator shall examine the presentation of the TSFI to determine
that it completely and accurately describes security relevant parameters
associated with the TSFI for capture devices.

ADV_FSP.2-6 None

ADV _FSP.2-7 The evaluator shall examine the presentation of the TSFI to determine
that it doesn’t provide feedback on the decision of the presenthtion attack
detection to the user if the TOE contains more than PAD subsystem.

ADV_FSP.2-8 None

11.2.3 Supplementary activities to Evaluation of sub-activity ADV_FSP.3

Table 7 and Table 8 list the supplementary activities supplemented to the work units in the sub-activity

action ADV_FSP.3.1E (see also D.2.2). There are no other supplementary activities supplemented to the
evaluation of sub-activity action ADV_FSP.3.2E.

© ISO/IEC 2020 - All rights reserved

25


https://iecnorm.com/api/?name=448cd50bd0b8b379d14a1939aff4d173

ISO/IEC 19989-1:2020(E)

Table 7 — Supplement to ADV_FSP.3.1E (applied to biometric recognition performance)

Evaluator
action element

ADV_FSP.3.1E ADV_FSP.3-1 None
ADV_FSP.3-2 None

ADV_FSP.3-3 The evaluator shall examine the functional specification to determine
how the capture devices are used when biometric characteristics are pre-
sented if they are part of the TOE.

ADV_FSP.3-4 The evaluator shall examine the presentation of the TSFI to determine
that it completely identifies security relevant parameters for capture
devices.

Work unit Supplementary activities

ADV _FSP.3-5 The evaluator shall examine the presentation of the TSFI to detérminfe
that it completely and accurately describes security relevant parameters
associated with the TSFI for capture devices.

ADV_FSP.3-6 None
ADV_FSP.3-7 None
ADV_FSP.3-8 None
ADV_FSP.3-9 None

Table 8 — Supplement to ADV_FSP.3.1E (applied to PAD)

Evaluator . .
action elenlent Work unit Suppleniéntary activities
ADV_FSP.3.1E ADV_FSP.3-1 The evaluator shall examine the functional specification to determing

that the various mechanisnis used for presentation attack detection afre
described in terms of TSFis.

ADV_FSP.3-2 None

ADV _FSP.3-3 The evaluator shall examine the functional specification to determing
how the capture’devices are used when biometric characteristics are pre-
sented if they are part of the TOE.

ADV_FSP.3-4 The evaluator shall examine the presentation of the TSFI to determinfe
thatitieompletely identifies security relevant parameters for capture
devices.

ADV_FSP.3-5 The evaluator shall examine the presentation of the TSFI to determinfe
that it completely and accurately describes security relevant parameters
associated with the TSFI for capture devices.

ADV_FSP.3-6 None

ADV~ESP.3-7 The evaluator shall examine the presentation of the TSFI to determinfe
that it doesn’t provide feedback on the decision of the presentation atfack
detection to the user if the TOE contains more than PAD subsystem.

ADV_FSP.3-8 None
ADV_FSP.3-9 None

11.2.4 Supplementary activities to Evaluation of sub-activity ADV_FSP.4

Table 9 and Table 10 list the supplementary activities supplemented to the work units in the sub-activity
action ADV_FSP.4.1E (see also D.2.2). There are no other supplementary activities supplemented to the
evaluation of sub-activity action ADV_FSP.4.2E.
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Table 9 — Supplement to ADV_FSP.4.1E (applied to biometric recognition performance)

Evaluator ac- . Coae
tion element Work unit Supplementary activities
ADV_FSP4.1E ADV_FSP.4-1 None
ADV_FSP4-2 None
ADV_FSP4-3 The evaluator shall examine the functional specification to determine
how the capture devices are used when biometric characteristics are
presented if they are part of the TOE.
ADV_FSP.4-4 None
ADVTFSP4=5 Nome
ADV_FSP.4-6 The evaluator shall examine the presentation of the TSF] te|determine
that it completely and accurately describes security relevan{ parameters
associated with the TSFI for capture devices.
ADV_FSP.4-7 None
ADV_FSP.4-8 None
ADV_FSP.4-9 None
ADV_FSP.4-10 None
Table 10 — Supplement to ADV_FSP.4.1E{applied to PAD)
Eyaluator Work unit Supplementary activities
actipn element pp y
ADV JFSP.4.1E ADV_FSP.4-1 The evaluator shall examine the functional specification to fletermine
that the various niechanisms used for presentation attack d¢tection are
described in térms of TSFIs.
ADV_FSP.4-2 None
ADV_FSP.4-3 The evaluator shall examine the functional specification to fletermine
how-the capture devices are used when biometric characterjstics are
presented if they are part of the TOE.
ADV_FSP.4-4 None
ADV_FSP.4-5 None
ADV_FSP.4-6 The evaluator shall examine the presentation of the TSFI to|determine
that it completely and accurately describes security relevanf parameters
associated with the TSFI for capture devices.
ADV JFSP.4-7 None
ADV_FSP.4-8 The evaluator shall examine the presentation of the TSFI to|determine
that it doesn’t provide feedback on the decision of the presentation at-
tack detection to the user if the TOE contains more than PAL}) subsystem.
ADV_FSP.4-9 None
ADV FSP.4-10 None

11.3 Supplementary activities to TOE design ADV_TDS

11.3.1 Supplementary activities to evaluation of sub-activity ADV_TDS.1

Table 11 lists the supplementary activities supplemented to the work units in the sub-activity action
ADV_TDS.1.1E which shall be applied only to the security evaluation of PAD (see also D.2.4). There are
no other supplementary activities supplemented to the evaluation of sub-activity action ADV_TDS.1.2E.
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Table 11 — Supplement to ADV_TDS.1.1E (applied to PAD)

Evaluator

action element Work unit Supplementary activities
ADV_TDS.1.1E ADV_TDS.1-1 None

ADV_TDS.1-2 None

ADV_TDS.1-3 None

ADV_TDS.1-4 The evaluator shall examine the TOE design to determine that it de-
scribes biometric properties and mechanisms which are used to detect
presentation attacks are described on the subsystem level, that is, the
processing of signals acquired by the capture devices used for pres-
entation attack detection and the transformation of these signalsdnto
classification of presentation attack.

ADV_TDS.1-5 The evaluator shall examine the TOE design to determine thatthe inter-
actions between the presentation attack detection mechanism and the
capturing functionality are described at the subsystem'‘level.

ADV_TDS.1-6 None

11.3.2 Supplementary activities to evaluation of sub-activity ADV_TDS,2

Table 12 listjs the supplementary activities supplemented to the work.tinits in the sub-activity gction
ADV_TDS.2.1E which shall be applied only to the security evaluation‘@f-PAD (see also D.2.4). There are
no other supplementary activities supplemented to the evaluation ef'sub-activity action ADV_TDS|2.2E.

Table 12 — Supplement to ADV_TDS.21E (applied to PAD)

Evaluator pc-

tion elemdnt Work unit Supplementary activities
ADV_TDS.2.1E ADV_TDS.2-1 None

ADV_TDS.2-2 None

ADV_TDS.2-3 None

ADV_TDS.2-4 The evaluator shall examine the TOE design to determine that it de-
scrilbes biometric properties and mechanisms which are used to detpct
presentation attacks are described on the subsystem level, that is, the
processing of signals acquired by the capture devices used for pres-
entation attack detection and the transformation of these signals info
classification of presentation attack.

ADV_TDS.2-5 None

ADV.TDS.2-6 None

ADV_TDS.2-7 The evaluator shall examine the TOE design to determine that the inter-

actions between the presentation attack detection mechanism and the
capturing functionality are described on the subsystem level.

ADV_TNHC D2 O
TOOTZ O

lana

1YV

™NOTIC

11.3.3 Supplementary activities to evaluation of sub-activity ADV_TDS.3

Table 13 lists the supplementary activities supplemented to the work units in the sub-activity action
ADV_TDS.3.1E which shall be applied only to the security evaluation of PAD (see also D.2.4). There are
no other supplementary activities supplemented to the evaluation of sub-activity action ADV_TDS.3.2E.
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Table 13 — Supplement to ADV_TDS.3.1E (applied to PAD)

Evaluator ac-

tion element Work unit Supplementary activities
ADV_TDS.3.1E ADV_TDS.3-1 None

ADV_TDS.3-2 None

ADV_TDS.3-3 None

ADV_TDS.3-4 The evaluator shall examine the TOE design to determine that it de-
scribes biometric properties and mechanisms which are used to detect
presentation attacks at the module level, that is, the processing of signals
acquired by the capture devices used for presentation attack detection
and the transformation of these signals into classificationef presenta-
tion attack.

ADV_TDS.3-5 None

ADV_TDS.3-6 The evaluator shall examine the TOE design to determine that the inter-
actions between the presentation attack dete€tion mechanigm and the
capturing functionality are described at the;nodule level.

ADV_TDS.3-7 None

ADV_TDS.3-8 None

ADV_TDS.3-9 None

ADV_TDS.3-10 None

ADV_TDS.3-11 None

ADV_TDS.3-12 None

ADV_TDS.3-13 None

ADV_TDS.3-14 None

12 Supplementary activities to ISQ/IEC 18045 on Class AGD: Guidance dpcuments

12.1{Supplementary activities to operational user guidance AGD_OPE

Tablg 14 and Table 15 list the .supplementary activities supplemented to the work unitj

in the sub-

activity action AGD_OPE.1.1E((see also D.3.1). There are no other supplementary activities sipplemented

to the evaluation of sub-activity action AGD_OPE.1.2E.

Tjable 14 — Supplement to AGD_OPE.1.1E (applied to biometric recognition performance)

Eyaluator

actibn element Work unit Supplementary activities
AGD _[OPE 2.1E AGD_OPE.1-1 None

AGD_OPE.1-2 The evaluator shall examine the operational user guidance fo determine
thatitdeseribesthe precessof presentingbiometriecharaeteristics to
the TOE if the capture devices are part of the TOE.

AGD_OPE.1-3 The evaluator shall examine the operational user guidance to determine
that it describes the secure configuration of parameters for biometric
recognition.

AGD_OPE.1-4 None

AGD_OPE.1-5 None

AGD_OPE.1-6 None

AGD_OPE.1-7 None

AGD_OPE.1-8 None
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Table 15 — Supplement to AGD_OPE.1.1E (applied to PAD)

Evaluator

action element Work unit Supplementary activities
AGD_OPE.1.1E AGD_OPE.1-1 None

AGD_OPE.1-2 The evaluator shall examine the operational user guidance to determine
that it describes the process of presenting biometric characteristics to
the TOE if the capture devices are part of the TOE.

AGD_OPE.1-3 The evaluator shall examine the operational user guidance to determine
that it describes the secure configuration of presentation attack detec-
tion parameters.

AGD_OPE.1-4 The evaluator shall examine the operational user guidance to determine
that it describes alternative procedures that allow an operatorto man-
ually override the decision of the presentation attack detection-or of the
biometric recognition subsystem.

AGD_OPE.1-5 The evaluator shall examine the operational user guidance to deternine
that it describes mode of operation of the TOE that anroperator can fhan-
ually override the decision of the presentation attack detection.

AGD_OPE.1-6 None

AGD_OPE.1-7 None

AGD_OPE.1-8 None

12.2 Supplementary activities to preparative procedures AGD_PRE
Table 16 angl Table 17 list the supplementary activities supplémented to the work units in thg sub-

activity actipn AGD_PRE.1.1E which shall be applied only-to the security evaluation of PAD (se¢ also
D.3.2). Therg are no other supplementary activities stipplemented to the evaluation of sub-acfivity
action AGD_PRE.1.2E.

Table 16 — Supplement to AGD_PRE.1.1E{applied to biometric recognition performance)

Evaluator pc-

tion elemednt Work unit Supplementary activities
AGD_PRE.1.1E AGD_PRE.1-1 None
AGD_PRE.1-2 The evaluator shall examine the provided installation procedures tp

determine that they describe, in particular, parameters that modify|the
security mechanism of biometric recognition (e.g. a threshold) and that
shall be configured before the initial usage of the TOE.

Table 17 — Supplement to AGD_PRE.1.1E (applied to PAD)

Evaluator pc-

tion element Work unit Supplementary activities
AGD_PRE.1.1E AGD_PRE.1-1 None
AGD_PRE.1-2 The evaluator shall examine the provided installation procedures to

determine that they describe, in particular, parameters that modify the
security mechanism of presentation attack detection (e.g. a threshold)
and that shall be configured before the initial usage of the TOE.

13 Supplementary activities to ISO/IEC 18045 on Class ALC: Life-cycle support

13.1 Supplementary activities to CM support ALC_CMS

There are no supplementary activities supplemented to evaluation of sub-activity ALC_CMS.1,
evaluation of sub-activity ALC_CMS.2, evaluation of sub-activity ALC_CMS.3, and evaluation of sub-
activity ALC_CMS.5.
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Table 18 lists the supplementary activities supplemented to the work units in the sub-activity action
ALC_CMS.4.1E which shall be applied only to the security evaluation of PAD (see also D.4.1).

Table 18 — Supplement to ALC_CMS.4.1E (applied to PAD)

Evaluator
action element

Work unit Supplementary activities

ALC_CMS.4.1E ALC_CMS.4-1 The evaluator shall check that the documentation used to record details

of reported security flaws associated with the implementati

those that the presentation attack detection system did not detect PAls.

on includes

ALC_CMS.4-2 None

ALC_CMS.4-3 None

13.2
Table

Supplementary activities to Delivery ALC_DEL

ALC_

19 lists the supplementary activities supplemented to the work units in the sub-ag

Table 19 — Supplement to ALC_DEL.1.1E (applied to PAD)

PDEL.1.1E which shall be applied only to the security evaluation of PADy(see also D.4.2].

tivity action

Eyaluator . s
actibn element Work unit Supplementary activities
ALC_DEL.1.1E ALC_DEL.1-1 The evaluator shall examinethe delivery documentation to d¢termine that
it describes whether the/TOE is readily available for all kind |of customers
or only purchased by restricted customers.
ALC_DEL.1-2 None
13.3|Supplementary activities to flaw remediation ALC_FLR

The f

The ¢
syste

14 §

14.1
Table

bllowing shall be applied to all the work units in ALC_FLR.

valuator shall determine that PAJs which are falsely accepted by the presentation attz
Im are considered being security flaws in the developers' processes (see also D.4.3).

upplementary activities to ISO/IEC 18045 on Class ATE: Tests

Supplementany activities to functional tests ATE_FUN

activ

20 and Table 21 list the supplementary activities supplemented to the work units
ty action ATE_FUN.1.1E (see also D.5.1).

ck detection

in the sub-
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Table 20 — Supplement to ATE_FUN.1.1E (applied to biometric recognition performance)

Evaluator . oo
action element Work unit Supplementary activities
ATE_FUN.1.1E ATE_FUN.1-1 The evaluator shall check that the test documentation satisfies the rele-
vant requirements from [SO/IEC 19795. The evaluator shall explain any
deviation from the test procedures specified in ISO/IEC 19795 and shall
describe any potential effects and implications for the test results in the
test documentation.

ATE_FUN.1-2 The evaluator shall check that the test plan provides information on da-
taset or test crew used for the developer tests on biometric recognition
performanees:

ATE_FUN.1-3 None

ATE_FUN.1-4 None

ATE_FUN.1-5 None

ATE_FUN.1-6 None

ATE_FUN.1-7 None

Table 21 — Supplement to ATE_FUN.1.1E (applied to/PAD)
Evaluator

action element Work unit Supplementary activities

ATE_FUN.1.1E ATE_FUN.1-1 None

ATE_FUN.1-2 The evaluator shall examinethat the test plan to determine that it de-
scribes information on the‘attack type that were created by the dev¢lop-
er for the tests including.detailed information on the PAI species sudh as
material information ahd construction manuals, method of interactjon
with the capture device, and whether it is targeted against concealef or
impostor attack.

—_—

ATE_FUN.1-3 The evaluatoyshall examine the test plan to determine that potentif
presentation attack detection parameters are correctly configured ac-
cordingtothe TOE configuration described in the ST.

ATE_FUN.1-4 None

ATE_FUN.1-5 The-evaluator shall examine the test documentation to determine that
all expected error rates on presentation attack detection results are
included.

ATE_FUN.1-6 The evaluator shall check that the actual test results of error rates gn

presentation attack detection in the test documentation are consist¢nt
with those expected in the test documentation.

ATE_FUN.1-7 The evaluator shall report the efforts of the developer for presentatjion
attack detection mechanism tests in terms of number and descriptign of
the attack types, PAI species, and test size.

See also ISO/TEC T9989-3.
14.2 Supplementary activities to independent testing ATE_IND

14.2.1 General

There are no supplementary activities supplemented to evaluation of sub-activity ATE_IND.3.

14.2.2 Supplementary activities to evaluation of sub-activity ATE_IND.1

Table 22 and Table 23 list the supplementary activities supplemented to the work units in ATE_IND.1
(see also D.5.2).
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Table 22 — Supplement to ATE_IND.1 (applied to biometric recognition performance)

Evaluator . oL
action element Work unit Supplementary activities
ATE_IND.1.1E ATE_IND.1-1 None
ATE_IND.1-2 None
ATE_IND.1.2E ATE_IND.1-3 The evaluator shall devise independent testing for performance evalua-
tion setting up a test crew or a test dataset.
ATE_IND.1-4 The evaluator shall produce test documentation for performance evalu-
ation which satisfies the relevant requirements from ISO/IEC 19795.
The evaluator shall explali any deviation (rom the test proqedures
specified in ISO/IEC 19795 and shall describe any potentialjeffects and
implications for the test results in the test documentation.
ATE_IND.1-5 The evaluator shall conduct testing using test crew which the evaluator
arranged or test data which the evaluator possesses.
ATE_IND.1-6 The evaluator shall record information of test'erew or test data as speci-
fied in ISO/IEC 19795.
ATE_IND.1-7 None
ATE_IND.1-8 The evaluator shall report in the ETRthe evaluator testing ¢ffort on
biometric recognition performafce'in terms of test size, timg spent, and
also dataset characteristics.
Table 23 — Supplement to ATE_IND.1 (applied to PAD)
Eyaluator Work unit Supplementary activities
actipn element pp y
ATE_[IND.1.1E ATE_IND.1-1 The evaluatopshall examine the TOE to determine that the potential
presentatidmnrattack detection parameters are correctly confligured ac-
cording.to the TOE configuration described in the ST.
ATE_IND.1-2 None
ATE_|IND.1.2E ATE_IND.1-3 The evaluator shall devise a test subset in which the evaluatior uses or
rebuilds PAls created by the developer in a different manney from that
done by the developer, such as presenting PAls in a differentjmanner. In
addition, the evaluator should devise their own test subset.
The evaluator should consider modifying PAls created by the developer
for testing.
The evaluator should consider disabling the PAD mechanist in the TOE
to refine PAIs so that they can falsely accepted by the biomefric verifi-
cation mechanism of the TOE, if a TOE whose PAD mechanism can be
disabled is available for testing.
ATE_IND.1-4 None
ATE_IND.1-5 None
ATE_IND.1-6 The evaluator shall record PAI modification and its usage.
ATE_IND.1-7 None
ATE_IND.1-8 The evaluator shall report in the ETR the evaluator testing effort on

presentation attack detection mechanism in terms of number and de-

scription of attack types, PAI species, and test size.

14.2.3 Supplementary activities to Evaluation of sub-activity ATE_IND.2

Table 24 and Table 25 list the supplementary activities supplemented to the work units in ATE_IND.2

(see also D.5.2).
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Table 24 — Supplement to ATE_IND.2 (applied to biometric recognition performance)

Evaluator . oL
action element Work unit Supplementary activities
ATE_IND.2.1E ATE_IND.2-1 None
ATE_IND.2-2 None
ATE_IND.2-3 None
ATE_IND.2.2E ATE_IND.2-4 None
ATE_IND.2-5 None
ATE_IND.2.3E ATE_IND.2-6 The evaluator shall devise independent testing for performance evalua-
tion setting up a test crew or a test dataset.
ATE_IND.2-7 The evaluator shall produce test documentation for performance-evalu-
ation which satisfies the relevant requirements from ISO/IEC)19795
The evaluator shall explain any deviation from the testprocedures
specified in ISO/IEC 19795 and shall describe any potential effects gnd
implications for the test results in the test documentation.
ATE_IND.2-8 The evaluator shall conduct testing using test crew which the evaluptor
arranged or test data which the evaluator possesses.
ATE_IND.2-9 The evaluator shall record information of test crew or test data as speci-
fied in ISO/IEC 19795.
ATE_IND.2-10 None
ATE_IND.2-11 The evaluator shall report in the ETR the evaluator testing effort or
biometric recognition perforifiance in terms of test size, time spent,jJand
also dataset characteristics,
Table 25 — Supplement to ATE_IND.2 (applied to PAD)
Evaluator Work unit Supplementary activities
action elenjent
ATE_IND.2.1E ATE_IND.2-1 The evaluator shall examine the TOE to determine that the potential
presentation attack detection parameters are correctly configured gc-
cordingto the TOE configuration described in the ST.
ATE_IND.2-2 None
ATE_IND.2-3 None
ATE_IND.2.2E ATE_IND.2-4 The evaluator shall conduct testing using or rebuilding the PAls crepted
by the developer.
ATE_IND:\2-5 None
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Table 25 (continued)
Evaluator Work unit Supplementary activities
action element pp y
ATE_IND.2.3E ATE_IND.2-6 The evaluator shall devise a test subset in which the evaluator uses or
rebuilds PAls created by the developer in a different manner from that
done by the developer, such as presenting PAls in a different manner. In
addition, the evaluator shall devise their own test subset.
The evaluator should consider modifying PAls created by the developer
for testing.
The evaluator should consider disabling the PAD mechanism in the TOE
to refine PAIs so that they can falsely accepted by the biomefric verifi-
cation mechanism of the TOE, if a TOE whose PAD mech@nism can be
disabled is available for testing.
ATE_IND.2-7 None
ATE_IND.2-8 None
ATE_IND.2-9 The evaluator shall record PAI modificatiehand its usage.
ATE_IND.2-10 None
ATE_IND.2-11 The evaluator shall report in the ETR the evaluator testing ¢ffort on
presentation attack detection mechanism in terms of numbgr and de-
scription of attack types, PAI species, and test size.
See a]so ISO/IEC 19989-3.
15 Supplementary activities to ISO/IEC 18045 on Class AVA: Vulnerability
assessment
15.1| General
Ther¢ are no supplementary activities*supplemented to evaluation of sub-activity AVA_VAN.1 and
evaluation of sub-activity AVA_VAN.5.
15.2(Supplementary activities to vulnerability analysis AVA_VAN
15.2.1 Supplementary-activities to evaluation of sub-activity AVA_VAN.2
Tablel 26 and Table 27/list the supplementary activities supplemented to the work units in AVA_VAN.2
(see 4lso D.6.1),
Tablé26 — Supplement to AVA_VAN.2 (applied to biometric recognition performance)
Evaluator Work unit Sunnl 1viti
action element Ml ik Supplementaryactiviies ————
AVA_VAN.2.1E AVA_VAN.2-1 None
AVA_VAN.2-2 None
AVA_VAN.2.2E AVA _VAN.2-3 None
AVA _VAN.2.3E AVA _VAN.2-4 None
AVA_VAN.2-5 None
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Table 26 (continued)
Evaluator Work unit Supplementary activities
action element pp y
AVA _VAN.2.4E AVA_VAN.2-6 The evaluator shall devise penetration testing, also referencing ISO/
IEC 19989-2 to identify possible potential vulnerabilities in the TOE.
AVA_VAN.2-7 None
AVA _VAN.2-8 None
AVA _VAN.2-9 None
AVA _VAN.2-10 None
AVA_VAN.2-11 The evaluator shall refer to Annex F and the examples in ISO/TEC.19989-
2 to determine attack potentials of attacks against biometric recognjfition
performance.
AVA_VAN.2-12 The evaluator shall refer to Annex F and the examples in ISO/1EC 19989-
2 to determine attack potentials of attacks against biometric recognlition
performance.
NOTE Pehetration testing is a term used in ISO/IEC 15408-3.

Table 27 — Supplement to AVA_VAN.2 (applied to PAD)

Evaluator . s
action elemlent Work unit Supplementary activities
AVA_VAN.2.1E AVA_VAN.2-1 The evaluator shall examine the TOE to determine that the test configu-
ration of potential presentation’ attack detection parameters is consfst-
ent with the configuration under evaluation as described in the ST.
AVA _VAN.2-2 None
AVA _VAN.2.2E AVA_VAN.2-3 None
AVA_VAN.2.3E AVA_VAN.2-4 The evaluator shall conduct a reference to ISO/IEC 19989-3 to identjify
possible poteftial vulnerabilities in the TOE.
AVA _VAN.2-5 None
AVA _VAN.2.4E AVA_VAN.2-6 The eyaluator shall devise penetration testing, also referencing ISO
IEC.19989-3 to identify possible potential vulnerabilities in the TOE
AVA_VAN.2-7 The evaluator shall include construction manuals into the penetratjon
test documentation for the PAls that were built for penetration testipg.
AVA _VAN.2-8 None
AVA_VAN.2-9 The evaluator shall record the PAI construction and usage.
AVA YAN.2-10 None
AVA_VAN.2-11 The evaluator shall refer to Annex F and the examples in ISO/IEC 19989-
3 to determine attack potentials of presentation attacks.
AVA_VAN.2-12 The evaluator shall refer to Annex F and the examples in ISO/IEC 19989-

24 o4 H L4 1 L - | £ Lol L4 1
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15.2.2 Supplementary activities to evaluation of sub-activity AVA_VAN.3

Table 28 and Table 29 list the supplementary activities supplemented to the work units in AVA_VAN.3

(see also D.6.1).

Table 28 — Supplement to AVA_VAN.3 (applied to biometric recognition performance)

Evaluator . R
action element Work unit Supplementary activities
AVA_VAN.3.1E AVA_VAN.3-1 None
AVA_VAN.3-2 None
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3 to determine attack potentials of presentation attacks.

Table 28 (continued)
Evaluator Work unit Supplementary activities
action element pp y
AVA _VAN.3.2E AVA _VAN.3-3 None
AVA_VAN.3.3E AVA _VAN.3-4 None
AVA _VAN.3-5 None
AVA_VAN.3.4E AVA_VAN.3-6 The evaluator shall devise penetration testing, also referencing ISO/
IEC 19989-2 to identify possible potential vulnerabilities in the TOE.
AVA VAN.3-7 None
AVA _VAN.3-8 None
AVA_VAN.3-9 None
AVA _VAN.3-10 None
AVA_VAN.3-11 The evaluator shall refer to Annex F and the examples in ISQ/IEC 19989-
2 to determine attack potentials of attacks against biometri¢ recognition
performance.
AVA_VAN.3-12 The evaluator shall refer to Annex F and the examples in ISQ)/IEC 19989-
2 to determine attack potentials of attacks against biometri¢ recognition
performance.
Table 29 — Supplement to AVA_VAN.3"\(applied to PAD)
Ealuator Work unit Supplementary activities
actipn element pp y
AVA _VAN.3.1E AVA _VAN.3-1 The evaluator shall examine the TOE to determine that the fest configu-
ration of poteritial presentation attack detection parameterg is consist-
ent with the configuration under evaluation as described in fhe ST.
AVA _VAN.3-2 None
AVA VAN.3.2E AVA VAN.3-3 None
AVA VAN.3.3E AVA VAN.3-4 Theevaluator shall conduct a reference to ISO/IEC 19989-3|to identify
possible potential vulnerabilities in the TOE.
AVA VAN.3-5 None
AVA_NVAN.3.4E AVA_VAN.3-6 The evaluator shall devise penetration testing, also referen¢ing ISO/
IEC 19989-3 to identify possible potential vulnerabilities in the TOE.
AVA (VAN.3-7 The evaluator shall include construction manuals into the penetration
test documentation for the PAls that were built for penetration testing.
AVA_VAN.3-8 None
AVA _VAN.3-9 The evaluator shall record the PAI construction and usage.
AVA _VAN.3-10 None
AVA_VAN.3-11 The evaluator shall refer to Annex F and the examples in ISQ/IEC 19989-
L ta determine attack pnf—nnfia]c of pvncnhfafinn attacks
AVA_VAN.3-12 The evaluator shall refer to Annex F and the examples in ISO/IEC 19989-

15.2.3 Supplementary activities to evaluation of sub-activity AVA_VAN.4

Table 30 and Table 31 list the supplementary activities supplemented to the work units in AVA_VAN.4

(see also D.6.1).
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Table 30 — Supplement to AVA_VAN.3 (applied to biometric recognition performance)

3 to determine attack potentials of presentation attacks.

Evaluator . oL
action element Work unit Supplementary activities
AVA _VAN.4.1E AVA _VAN.4-1 None
AVA _VAN.4-2 None
AVA VAN.4.2E AVA VAN.4-3 None
AVA VAN.4.3E AVA _VAN.4-4 None
AVA _VAN.4-5 None
AVA_VAN.4.4E AVA_VAN.4-6 The evaluator shall devise penetration testing, also referencing ISO
IEC 19989-2 to identify possible potential vulnerabilities in the TOE
AVA _VAN.4-7 None
AVA VAN.4-8 None
AVA_VAN.4-9 None
AVA_VAN.4-10 None
AVA _VAN.4-11 The evaluator shall refer to Annex F and the examples in ISO/IEC 19989-
2 to determine attack potentials of attacks agdinst biometric recognlition
performance.
AVA_VAN.4-12 The evaluator shall refer to Annex F and the examples in ISO/IEC 19989-
2 to determine attack potentials of attacks against biometric recognfition
performance.
Table 31 — Supplement to AVA_VAN.3.(applied to PAD)
Evaluator Work unit Supplementary activities
action elenjent pp y
AVA_VAN.4.1E AVA_VAN.4-1 The evaluator shall examine the TOE to determine that the test configu-
ration of potential presentation attack detection parameters is consjst-
ent with the gonfiguration under evaluation as described in the ST.
AVA_VAN.4-2 None
AVA _VAN.4.2E AVA _VAN.4-3 None
AVA_VAN.4.3E AVA_VAN.4-4 Theevaluator shall conduct a reference to ISO/IEC 19989-3 to identjify
possible potential vulnerabilities in the TOE.
AVA _VAN.4-5 None
AVA_VAN.44AE AVA_VAN.4-6 The evaluator shall devise penetration testing, also referencing ISO
IEC 19989-3 to identify possible potential vulnerabilities in the TOE
AVA YAN.4-7 The evaluator shall include construction manuals into the penetration
test documentation for the PAls that were built for penetration testipg.
AVA_VAN.4-8 None
AVA_VAN.4-9 The evaluator shall record the PAI construction and usage.
AVA_VAN.4-10 None
AVA_VAN.4-11 The evaluator shall refer to Annex F and the examples in ISO/IEC 19989-
3 to determine attack potentials of presentation attacks.
AVA_VAN.4-12 The evaluator shall refer to Annex F and the examples in ISO/IEC 19989-
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Introduction to the basic concepts of ISO/IEC 15408

General

hinnex aims to provide a short introduction to the formal language that is used in the'lS
5 to enable the readers who are not familiar with ISO/IEC 15408 series to understandth
s not intend to provide the readers with guidance for the principal use of the ISO/IEC ]

ct of the evaluation. The TOE is characterized through the security-target (ST), i.e.
entifies the security functional requirements (SFR) and security assurance require
ay refer to one or more protection profiles (PP), i.e. documents that identify the §

for a [class of security products. In the ISO/IEC 15408 series, a protection profile behaves
targejt for a concrete product as a class does to an object in object-oriented programminfg languages.
The grotection profile is used to describe a class of security products that share a certain s
be used to solve a certain security problem. A security target.on the other hand describes
chargdcteristics of a concrete product and how it fulfils al{the requirements.

SFR 3s well as SAR are designed in a hierarchical stfucture that consists of a class at t
hierafchy, followed by the family and the component. The class is used to assign the SFR/SAR into
predé¢fined categories and is identified by a three-character abbreviation; see Table 1 and Table 2.
Such fa three-character abbreviation is also uged to identify the families in the SFR and S|AR. Families
are a|further subdivision of the category of the class to precise either the functional or the assurance

D/IEC 15408
lis document.
5408 series.

n the ISO/IEC 15408 series, the target of evaluation (TOE) is the product or systemn that is the

a document
ments (SAR)
FR and SAR
fo a security

rope and can
the security

e top of the

requirement. Finally, the component that;is identified by a number, defines for the SFR the dedicated
functiionality that should be provides by the TOE and for the SAR the action elements thiat should be
performed during the evaluation.
A.2 |Security functionalrequirements
The finctional requiremerits in a protection profile or security target are derived from ISO/[EC 15408-2.
The §FR contained in that part serve as building blocks to model the security functionalitly of the TOE
in a $emi-formalJanguage. The fact that the security functionality of the TOE is not julst described
in nafural language facilitates the exact definition of the functional scope of the evaluation and also
serves to make/different evaluations comparable. The classes in Table A.1 are used in ISOAIEC 15408-2
to categorize the functional requirements:
FableAt—Abt . SFR

Abbreviation |Category

FAU security audit

FCO communication

FCS cryptographic support

FDP user data protection

FIA identification and authentication

FPR privacy

FTA TOE access

FTP trusted path/channels
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Table A.1 (continued)
Abbreviation |Category
FRU resource utilisation
FPT protection of the TSF
FMT security management

An SFR that specifies a functionality concerning the audit of events belongs accordingly to the class FAU.
On the one hand, elements of this class are predefined in ISO/IEC 15408-2 and can be simply selected.
On the other hand, if no sufficient predefined family is available, the author of an ST or PP may specify
his/her own family. To complete the example of an SFR that belongs to the class FAU, the functionality
that is respdnsible to generate the audit is chosen. The predefined family that describes this furction
has the abbreviation GEN (security audit data generation). In an ST or PP, this SFR would thérefgre be
identified uding the notation FAU_GEN.

With the sarpe example, the generation of audit date can be possible in different leveltof details. These
levels are alqo predefined in ISO/IEC 15408-2 and selected by a number that is attachéed to the idenhfifier.
Hence, both|identifiers FAU_GEN.1 as well as FAU_GEN.2 address the generation-of audit data, hut in
different levgls of detail.

The explanations of these sections are summarized in Figure A.1.

FAU_GEN.2
)
=
F

Class {

Gomponent -

Figure A.1 — Structure of FAU_GEN.2

As already mentioned, it is important to pointout that the authors of an ST or PP may define theif own
families and| that the abbreviation should*be explained in the PP or ST. This document defines |[some
additional SFR (so-called extended SFR)to ISO/IEC 15408-2.

A.3 Security assurance reguirements

The security requirements inja protection profile or security target are derived from ISO/IEC 15408-3.
The SAR contained in ISO/IEC 15408-3 serve as building blocks to specify the security assurance
requirements of the TQE that shall be performed during the evaluation. They are divided into the 6
categories ir] Table Av2.

Table A.2 — Abbreviation of SAR

Abbreviation Category

ASE security evaluation

ADV development

AGD guidance documents
ALC life-cycle support

ATE tests

AVA vulnerability assessment

The further notation is similar to the notation used for SFR: families concretize the evaluation elements
that should be performed and the number of the component defines the depth for the evaluation
activities.
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Class FPT: Protection of the TSF

B.1 Presentation attack detection (FPT_PAD)

B.1.1 FPT_PAD.1 Presentation attack detection

B.1.111 User application notes
FPT_PAD.1 requires that the TOE provides biometric presentation attack detection.

PAD inechanism can be affected by configurable PAD parameters. For such TSF data, only secure values
shall [be accepted for operational configurations so that the PAD dmechanism works as|intended in
opergtional use. Therefore, FMT_MTD.3 and FMT_SMF.1 are included-as dependencies of FPT_PAD.1.

B.1.112 Operations

B.1.1{2.1 Assignment

In FP[T_PAD.1.2, the ST/PP author shall list all actions that are performed when a presentation attack is
detedted. The assignment shall at least contain gne action.

NOTE Examples of action are message, alaxmy record, and so forth, that an attack is detected.

In FP[T_PAD.1.3, the ST/PP author shalllist all actions that are performed when a bona fide presentation
has been detected.

In FP[T_PAD.1.4, the ST/PP authot shall list all additional information that is delivered as fdedback with
presdntation attack status by the PAD mechanism. Such information can be an additional score value
that epresents the likelihood of the presentation attack. However, the ST/PP author should understand
the s¢nsitivity of such information as a malicious user can use it to rate created PAls. In that case, access
control for such information should be considered. It may be acceptable to assign none here.

B.2 |Biomet¥ic capture with presentation attack detection (FPT_BCP)

B.2.1 FPT_BCP.1 Check of biometric samples for capture

B.2.1.1 User application notes

In FPT_BCP.1.1, non-artificial presentation attack instrument consists of human and other natural
presentation attack instruments. While human presentation attack instrument is classified into lifeless,
altered, non-conformant, coerced, and conformant (see ISO/IEC 30107-1:2016, 5.2), non-conformant
human presentation attack excluding mimicry should be considered (see 6.1). Such non-conformant
presentation attacks include presentation with movements, rotations, or distances against the
specification of the capture device (see ISO/IEC 19795-1:2006, Annex C). It also includes a presentation
with a part of the biometric characteristic concealed. The TOE’s decision criteria for non-artificial
presentation attack instrument shall be described in the TOE design.

In FPT_BCP.1.2, artificial presentation attack instrument is a presentation attack instrument, artificially
constructed as instance of a selected PAI species, which imitates biometric characteristic of the target
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data subject that the TOE processes. The TOE’s decision criteria for artificial presentation attack
instrument shall be defined in the TOE design.

B.2.1.2 Op

erations — Assignment

In FPT_BCP.1.1, the ST/PP author shall specify only one biometric characteristic used for biometric
capture. If the ST/PP author specify multiple biometric characteristics, the ST/PP author shall use
iteration operation and each biometric capture needs to be evaluated separately.

B.2.2 FPT_BCP.2 Biometric capture with low failure rate

Operations

In FPT_BCP.
capture. If 4
iteration ope

In FPT_BCP.
policies of th

— Assignment

he ST/PP author specify multiple biometric characteristics, the ST/PP author sha
ration and each biometric capture needs to be evaluated separately.

D.1, the definition of the FTER and FTAR depends on the enrolment,and data capt
e TOE. The ST author shall describe such policy in the ST.

D.1, the ST/PP author shall specify only one biometric characteristic used fof bionpetric

I use

uring
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Class FIA: Identification and authentication

Enrolment of biometric reference (FIA_EBR)

-1:2020(E)

FIA_EBR.1 Check of biometric samples for enrolment

1 User application notes

A_EBR.1.1, non-artificial presentation attack instrument consists ofChtman and o
ntation attack instruments. While human presentation attack instruiment is classified
bd, non-conformant, coerced, and conformant (see ISO/IEC 30107-1:2016, 5.2), non
n presentation attack excluding mimicry should be consideréd.(see 6.1). Such non
ntation attacks include presentation with movements, (retations, or distances
fication of the capture device (see ISO/IEC 19795-1:2006, &nnex C). It also includes a
a part concealed. The TOE’s decision criteria for nontartificial presentation attacK
be described in the TOE design.

A_EBR.1.2, artificial presentation attack insfrument is a presentation attack
cially constructed as instance of a selected PAI species, which imitates biometric c
target data subject that the TOE processesiFhe TOE’s decision criteria for artificial
k instrument shall be defined in the TOE design.

2 Operations — Assignment

A_EBR.1.1, the ST/PP author shall specify only one biometric characteristic used f

ther natural

into lifeless,
-conformant
-conformant
against the
presentation

instrument

instrument,
haracteristic
presentation

pr biometric

enrolment. If the ST/PP author specify multiple biometric characteristics, the ST/PP author shall use

iterat

In FI
enro

C.1.

ion operation and each bigmetric enrolment needs to be evaluated separately.

A_EBR.1.2, the ST/PP author shall specify only one biometric characteristic used f

por biometric

ent. If the ST/PP author specify multiple biometric characteristics, the ST/PP author shall use
iterafion operation andeach biometric enrolment needs to be evaluated separately.

FIA_EBR.2 Biometric enrolment with low failure to enrol rate

Operjations-= Assignment

In FIANEBR.2.1, the ST/PP author shall specify only one biometric characteristic used f]
enrolment. If the ST/PP author specify multiple biometric characteristics, the ST/PP author shall use
iteration operation and each biometric enrolment needs to be evaluated separately.

or biometric

In FIA_EBR.2.1, the definition of the FTER depends on the enrolment policy of the TOE. The ST author

shall

describe such policy in the ST.
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C.2 Biometric verification (FIA_BVR)
C.2.1 FIA_BVR.1 Biometric verification with high performance

C.2.1.1 Operations — Assignment

In FIA_BVR.1.1, the ST/PP author shall specify only one biometric characteristic used for biometric
verification. If the ST/PP author specify multiple biometric characteristics, the ST/PP author shall use
iteration operation and each biometric verification needs to be evaluated separately.

c212 O

TOCIOTLY DTITTCCTIUTT

In FIA_BVR.1.1, the selection of the pair of error rates depends on the PP/ST.

C.2.2 FIA|BVR.2 Timing of the user authentication with biometric verification

C.2.2.1 Operations — Assignment

In FIA_BVR.
verification.
iteration ope

In FIA_BVR.
verification.

2.1, the ST/PP author shall specify only one biometric characteristic used for bio
If the ST/PP author specify multiple biometric characteristics;the ST/PP author sh
ration and each biometric verification needs to be evaluated separately.

2.2, the ST/PP author shall specify only one biometri¢.characteristic used for bio
If the ST/PP author specify multiple biometric characteristics, the ST/PP author sh

etric
l use

3
3

etric
] use

iteration opdration and each biometric verification needs to b€ evaluated separately.

C.2.2.2 Operations — Selection

In FIA_BVR.R.2, the selection of the pair of error rates'depends on the PP/ST.

C.2.3 FIA|BVR.3 User authentication witlhvbiometric verification before any action

C.2.3.1 Operations —Assignment

In FIA_BVR.
verification.
iteration ope

etric
l use

3.1, the ST/PP author shall specify only one biometric characteristic used for bio
If the ST/PP authorspecify multiple biometric characteristics, the ST/PP author sh
ration and each biometric verification needs to be evaluated separately.

3

C.2.3.2 Oplerations —Selection

In FIA_BVR.B.1, the selection of the pair of error rates depends on the PP/ST.

C.2.4 FIA|BVYRA4 Biometric verification not accepting presentation attack instrumernts

C.2.4.1 User application notes

In FIA_BVR.4.1, non-artificial presentation attack instrument consists of human and other natural
presentation attack instruments. While human presentation attack instrument is classified into lifeless,
altered, non-conformant, coerced, and conformant (see ISO/IEC 30107-1:2016, 5.2), non-conformant
human presentation attack excluding mimicry should be considered (see 6.1). Such non-conformant
presentation attacks include presentation with movements, rotations, or violation against the policy
of the capture device (see ISO/IEC 19795-1:2006, Annex C). It also includes a presentation with a
part concealed. The TOE'’s decision criteria for non-artificial presentation attack instrument shall be
described in the TOE design.

In FIA_BVR.4.2, artificial presentation attack instrument is a presentation attack instrument,
artificially constructed as instance of a selected PAI species, which imitates biometric characteristic
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of the target data subject that the TOE processes. The TOE’s decision criteria for artificial presentation
attack instrument shall be defined in the TOE design.

C.2.4.2 Operations — Assignment

In FIA_BVR.4.1, the ST/PP author shall specify only one biometric characteristic used for biometric
verification. If the ST/PP author specify multiple biometric characteristics, the ST/PP author shall use
iteration operation and each biometric verification needs to be evaluated separately.

In FIA_BVR.4.2, the ST/PP author shall specify only one biometric characteristic used for biometric
verification. If the ST/PP author specify multiple biometric characteristics, the ST/PP author shall use

itera

C3

C.3.1

C3.1

In FI
ident|
iterat

C.3.1
In FI4

C.3.2

C.3.2

In FI
ident]
iterat

In FI
ident|
iterat

C.3.2
In FI4

formroperatiom amd each biometric verification reeds to be evatuated separately:

Biometric identification (FIA_BID)
FIA_BID.1 Biometric identification with high performance

1 Operations — Assignment

A_BID.1.1, the ST/PP author shall specify only one biometric\characteristic used f
fication. If the ST/PP author specify multiple biometric characteristics, the ST/PP aut|
ion operation and each biometric identification needs to be’evaluated separately.

2 Operations —Selection

\_BID.1.1, the selection of the pair of error rates depends on the PP/ST.

FIA_BID.2 Timing of the biometricddentification

1 Operations — Assignment

A_BID.2.1, the ST/PP author shall specify only one biometric characteristic used f
fication. If the ST/PP authotspecify multiple biometric characteristics, the ST/PP aut
ion operation and each bidgmetric identification needs to be evaluated separately.

A_BID.2.2, the ST/PR_author shall specify only one biometric characteristic used f
fication. If the ST/PP author specify multiple biometric characteristics, the ST/PP aut|
ion operation andeach biometric identification needs to be evaluated separately.

2 Operations — Selection

\_BID.2.2, the selection of the pair of error rates depends on the PP/ST.

br biometric
hor shall use

or biometric
hor shall use

pr biometric
hor shall use

C.3.

i M | PID 2 DPinm
Tr DD D

A o
TX_ TOTIC

C.3.3.1 Operations — Assignment

In FIA_BID.3.1, the ST/PP author shall specify only one biometric characteristic used for biometric
identification. If the ST/PP author specify multiple biometric characteristics, the ST/PP author shall use
iteration operation and each biometric identification needs to be evaluated separately.

C.3.3

.2 Operations — Selection

In FIA_BID.3.1, the selection of the pair of error rates depends on the PP/ST.
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C.3.4 FIA_BID.4 Biometric identification not accepting presentation attack instruments

C.3.4.1 User application notes

In FIA_BID.4.1, non-artificial presentation attack instrument consists of human and other natural
presentation attack instruments. While human presentation attack instrument is classified into lifeless,
altered, non-conformant, coerced, and conformant (see ISO/IEC 30107-1:2016, 5.2), non-conformant
human presentation attack excluding mimicry should be considered (see 6.1). Such non-conformant
presentation attacks include presentation with movements, rotations, or violation against the policy
of the capture device (see ISO/IEC 19795-1:2006, Annex C). It also includes a presentation with a
part concealed. The TOE'’s decision criteria for non-artificial presentation attack instrument shall be
described in|the TOE design.

In FIA_BID.4 2, artificial presentation attack instrument is a presentation attack instrumeng; artificially
constructed|as instance of a selected PAI species, which imitates biometric characteristic of the ffarget
data subjecf that the TOE processes. The TOE’s decision criteria for artificial presentation dttack
instrument ghall be defined in the TOE design.

C.3.4.2 Operations — Assignment

In FIA_BID.4.1, the ST/PP author shall specify only one biometric characteristic used for biometric
identificatiop. If the ST/PP author specify multiple biometric characteristics, the ST/PP author shall use
iteration opgration and each biometric identification needs to be evaludted separately.

In FIA_BID.4.2, the ST/PP author shall specify only one biométric characteristic used for bionpetric
identification. If the ST/PP author specify multiple biometriccharacteristics, the ST/PP author shall use
iteration opgration and each biometric identification needs\to-be evaluated separately.
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Background information on supplementary activities for PAD

evaluation

D.1
eval

D.1.1

A ST
in IS
Adeq
(AVA]

The ¢
deted
poter]
deten]
the a

The i
the P
for a

Class APE: Protection Profile evaluation/Class ASE: Security Target
nation

APE_INT PP introduction/ASE_INT ST introduction

PP should never claim maximum acceptable error rates for PAD (eg:APCER, BPCE
D/IEC 30107-3), as these rates do not have to be published in the\ST/PP after th¢
lateness of the PAD mechanism is determined during testing (ATE) and vulnerability
in the context of the used assurance level.

verall statement concerning the PAD mechanism should“be that the system is geng
t presentation attacks assuming the described operational environment and a sp|
tial (as defined by the use of a specific component.of AVA_VAN). Part of the testing
mine whether the produced error rates are sufficient to satisfy the claimed assuranc
ssumptions on the operational environment.

htroduction of the ST should clearly identifyxthe biometric characteristics (e.g. finge
AD subsystem can be used for. This infornyation is very important for potential custoi
certified TOE with PAD mechanism as they usually are after protecting a technology

spec

The i
ident
the i
infor
vulne

As dd
comp
ades

D.1.2

iIEc biometric characteristic.

troduction should also include information about the protected biometric systen]
fy the biometric functionality (e.g. enrolment, verification, identification) and, w
ntended use of the biométric system which are of specific importance. for the ev
mation is used to inforr the evaluation with regard to performance testing r¢
rability analysis and.the calculation of attack potential.

manded by therequirements of the ISO/IEC 15408 series, the ST should describe t
onents comprising the TOE. The ST should provide the overview of the PAD mechani
Cription of’its operation.

APE_SPD Security problem definition/ASE_SPD Security problem defini

R as defined
b evaluation.
y assessment

rally able to
ecific attack
hctivity is to
b level under

rprints) that
mers looking
r basing on a

and should
here known,
hluator. This
bquirements,

he hardware
sm including

tion

The

bT/PP should describe organizational security policies for personal data privacy

protection,

including measures for protecting the privacy of the biometric data and particularly sensitive data such
as data which can reveal health information about users.

NOTE

D.2

Where a PP cannot include detailed descriptions because of its generic nature, the descriptions are
provided in the ST.

Class ADV: Development

D.2.1 ADV_ARC Security architecture

In the security architecture documentation, the developer should describe how the capture process
of the biometric data and the process for PAD work together. There are several possibilities. The PAD
subsystem can be wholly integrated into a distinct biometric capture subsystem. Alternatively, it can
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be distributed across one of more subsystems (e.g. the biometric capture subsystem and the signal
processing subsystem)

The developer should describe how it is ensured that the biometric characteristic which is used for
capturing the biometric sample is the same one which is used for PAD. Using this information, the
evaluator should gain confidence that it is not possible to bypass the PAD mechanism. For example, in a
fingerprint recognition system, if the PAD mechanism precedes the fingerprint sample capture, it can
be possible to mount a successful attack on the system by presenting a live finger to satisfy the PAD test
followed by an artefact to provide the biometric recognition sample. More information about this kind

of vulnerability is provided in E.2.

D.2.2 AD
The function

If more than
not, then ead

—FSPFunctiomal specification
al specification should particularly describe the TSFIs to the PAD mechanism.

one mechanism is used to determine whether a presentation is an attack presentati
h mechanism should be described using either separate interfaces, separate’sub-inter

or separate parameters for a TSFI.

If a PAD me
developer sh
sensor and a

This should
different phy
is necessary
mechanism

The develop
be the temp
light, or the

During the €
provide feed
attacker canj
if a TSFI pro

Chanism for example uses a temperature sensor and a capacitive sensor for its PAI
ould describe an interface which is decomposed into a sub-interface for the temper
sub-interface for the capacitive sensor.

be done in order to give the evaluator a clear understanding of each mechanism and
Fsical aspects of the presentation which the mechaniSims are based on. This inform

in the context of vulnerability assessment sinee<an attacker can use every cha
wvailable (or a combination of them) to tamper with'the TSF.

er should also consider interface parameters.for sensors. For example, such parametet
brature or the moisture of a presented biometric characteristic, the intensity of am
bressure that is applied to the capture device by the finger.

valuation of the functional specification, the evaluator should consider whether the
|lback on the decision of the PAD' mechanism to the user. Under certain conditior
use such feedback to performhill-climbing attacks on the PAD mechanism. For inst
vide score values representing the probability that a presention is an attack, attacker

use this value to rate and improve PAlsfor more sophisticated attacks.

If sensor de
the TSFI to {
process of p
partoftheg

D.2.3 ADV

yices used for PAD.ihechanism are part of the TOE, the developer should describe
he sensor is intended to be used by users. Specifically, the developer should descrih
resenting the biometric characteristic to the sensor. Note that this information can al
1idance docunientation in which case the guidance may be referenced by the FSP.

_IMP.Implementation representation

A PAD mech

p1iSm may refer to some kind of database in order to determine whether a present

on or
faces,

D, the
ature

bf the
ation
nnel/

s can
bient

TSFI
S, an
ance,
s can

how
e the
so be

jon is

an attack or

Ot {e-g- WHeTT presentation attacks are detected USIing patterT matching - imthis tas

e, the

database is security relevant for the functionality of the PAD. Therefore, it should also be provided to
the evaluator as a part of the implementation representation.

Such a database may be a highly dynamic part of a PAD mechanism as the database is updated once new
kinds of PAI appear. The developer should therefore decide to provide dedicated version information for
this database and to separate it from the rest of the implementation representation (e.g. by assigning
a dedicated subsystem or module to it). Such a separation of the dynamic aspects of this kind of a
database can facilitate re-evaluations of the TOE if the database is the only part that is being updated.

However, it shall be clearly mentioned that a certification of a TOE is only valid for one version of the
database (unless more than one configuration of a TOE would be evaluated).
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D.2.4 ADV_TDS TOE design

In the TOE design, the developer provides further information on the TSF by describing TOE subsystems
and modules. For systems that implement PAD, the TOE design should describe the presentation attack
evidence that is examined as well as the mechanisms that are used to check the evidence to detect
presentation attacks. Examples for presentation attack evidence for fingerprint are:

— finger moisture;
electrical capacity of finger;
finger temperature;

H
h

lood circulation in finger;

lood oxygen in finger;

ulse;

ptical density.

ples for mechanisms to check the presentation attack evidencedare:
@apacity measuring;

pectral analysis;

ulse oximetry for the measurement of blood oxygén;

hermometer;

Itrasonic pulse-echo (ultrasonography).

PAD
a pre
PAls
prop¢
living
infor
vulng
theor
for P
and t

sentation or a combination of bath! Artificial PAls detection attempts to distinguy|
presentations from natural biomeétric characteristic presentations by measuremen
prties of the presentation (which can include liveness). Liveness detection attempt

biometric characteristies; for example by measuring blood oxygen saturation or
mation is useful for thé evaluator when trying to identify potential attacks on the
rability assessment, (see ISO/IEC 19989-3). The developer should also describe th
etical backgroundfoer the used mechanisms so that the evaluator is able to determin
\D. In particular,'the developer should describe how the signals from the sensors a
ransformed intopresentation attack evidence.

mechanisms are typically based on the detection of artificial PAls or on sensing thE

The

to help them to identify areas of potential vulnerability and to inform the vulnerability

Detailed information on the implementation of the TOE PAD mechanisms is important for t
procgss:

'OE desigii. should reveal the interactions between PAD mechanism and capture f

liveness of
sh artificial
of physical
s to identify
pulse. This
TOE during
e underlying
b its potency
e processed

unctionality.
he evaluator
assessment

If a biometric verification system uses the TOE of PAD subsystem and allows users to repeat
authentication attempts when the PAD detected an attack presentation, then this should be described
in the TDS. The number of retries is critical for defining appropriate maximum error rates in ATE. The
environment that the TOE is supposed to work in is also relevant as the retries can also be limited by
the operator surveying the TOE operation.

During the review, the evaluator should consider which PAI materials can possibly be detected and
which can not be detected by the PAD mechanism. This also gives hints for the vulnerability analysis
(see ISO/IEC 19989-3). For example, if the PAD uses a capacitive sensor to measure the capacity of a
finger, the evaluator can try to use a mixture of wood glue and graphite powder to copy the electrical
behaviour of a finger
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