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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.
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Introduction

Objective and target audience

This document provides a description of the ecosystem of devices and cloud services and the related
flows of data between cloud services, cloud service customers, cloud service users and their devices.
These are necessary to provide guidance about how data is used on the devices in the context of the
cloud computing ecosystem and the associated location and identity issues that emerge from such use.

This document proposes a scheme for the structure of data use statements that can be used by cloud
service providers to help cloud service customers understand and protect the privacy and confidentiality
of their data gmdtheirusers*datathroughimcreasedtramsparency of potictes amdpractices:

This documer)t can be used in several ways including, but not limited to, the following:

a) by cloud dervice providers and application developers to guide them in describing whatthey infend to
do with dpta in their designs, so as to simplify privacy and data use reviews and t&¢ommunic3te this
informatipn to non-technical departments such as internal compliance, marketing’and legal tepms;

b) by organjzations drawing up data use statements as part of drafting<loud service agregments
and applifation contracts, privacy statements, etc., which could apply-to~documents interndl to an
organizatiion, in addition to public or legal documents;

c) by government regulators and agencies to advise on suitable ways of describing data flow ard use;

d) by those |preparing information on data flow and data uSe)for communication to the press and
the publig.

This document is descriptive and not prescriptive. It cannoet be used for compliance directly. Instead, it
provides a sef of concepts and definitions, including a:data taxonomy and data use statement strijicture,
that can be uged for transparency about how data is\used in an ecosystem of devices and cloud sefrvices.

Providing a ¢lear description of data flows

This document aims to improve the understanding of the data flows that take place in an ecogystem
consisting of|devices accessing cloud.services. It does this through an extended cloud comjputing
reference architecture (CCRA) (based_on the architecture described in ISO/IEC 17789) that degcribes
the impact of|devices on cloud service ecosystems and the impact of cloud services on devices.|It also
describes the[data flows that take'place within the extended reference architecture.

Providing transparency to all stakeholders

To maintain @ relationship of trust between the stakeholders of the ecosystem of devices and cloud
services and glso te-mi€et the demands of laws and regulations, it is necessary for the device platform
providers and thé cloud service providers to be transparent about how they make use of the yarious
data types that\flew within the ecosystem.

There is a particular need to provide simple and clear statements to end users about what is done with
data that relates to them. The data may be personally identifiable information (PII) and may be sensitive,
in other words, this can be a privacy issue. Cloud service customers are likely to be concerned about how
their data is used, even when the customer is an organization rather than an individual. The cloud service
customer may be a data controller, holding personal data about their employees or their customers; in
such a role, the cloud service customer has obligations relating to the processing of that data.

To assist cloud service providers and device platform providers in being transparent about their use of
data, this document defines a simple language for making statements about data use, which can be used
to create clear notification to end users and other interested parties.

vi © ISO/IEC 2017 - All rights reserved
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Information technology — Cloud computing — Cloud
services and devices: Data flow, data categories and data use

1 Scope

This document

— exffends the existing cloud computing vocabulary and reterence architecture in ISU/JEC 17788 and

ISP/IEC 17789 to describe an ecosystem involving devices using cloud services,
— dgscribes the various types of data flowing within the devices and cloud computing gcosystem,

— dgscribes the impact of connected devices on the data that flow within the clojild computing
ecpsystem,

— ddscribes flows of data between cloud services, cloud service custemers and cloud sefvice users,
— prvides foundational concepts, including a data taxonomy, and

— identifies the categories of data that flow across the cloud service customer devites and cloud
sefvices.

This document is applicable primarily to cloud service providers, cloud service customlers and cloud
servicg users, but also to any person or organization involved in legal, policy, technpical or other
implicptions of data flows between devices and cloud services.

2 Normative references

There pre no normative references inthis document.

3 Terms and definitions
For th¢ purposes of this-doeument, the following terms and definitions apply.
ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— IE[ Electropédia: available at http://www.electropedia.org/

— ISP Ontine browsing platform: available at http://www.iso.org/obp

31
cloud service
one or more capabilities offered through cloud computing invoked using a defined interface

[SOURCE: ISO/IEC 17788:2014, 3.2.8]

3.2
cloud service customer
party which is in a business relationship for the purpose of using cloud services (3.1)

Note 1 to entry: A business relationship does not necessarily imply financial agreements.

[SOURCE: ISO/IEC 17788:2014, 3.2.11]

© ISO/IEC 2017 - All rights reserved 1
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3.3

cloud service partner

party which is engaged in support of, or auxiliary to, activities of either the cloud service provider (3.4)
or the cloud service customer (3.2), or both

[SOURCE: ISO/IEC 17788:2014, 3.2.14]

3.4
cloud service provider
party which makes cloud services (3.1) available

[SOURCE: ISO/IEC 17788:2014, 3.2.15]

3.5
cloud servic¢ user
natural persop, or entity acting on their behalf, associated with a cloud service customer, (3.2) that uses
cloud services|(3.1)

Note 1 to entry: Examples of such entities include devices and applications.
[SOURCE: ISOYIEC 17788:2014, 3.2.17]

3.6
device
physical entitly that communicates directly or indirectly with one orore cloud services (3.1)

3.7
account data
class of data gpecific to each CSC that is required to administer the cloud service (3.1)

Note 1 to entry}: Account data is typically generated when,acloud service is purchased and is under the coptrol of
the CSP.

Note 2 to entry: Account data consists of data elements provided by CSC, such as; name, address, telephore, etc.

3.8
cloud servic¢ customer data
class of data pbjects under the controlyof the cloud service customer (3.2) that were input to th¢ cloud
service (3.1), qr resulted from exercising the capabilities of the cloud service by or on behalf of the cloud
service customer through the published interface of the cloud service

Note 1 to entry: An example of legal controls is copyright.

Note 2 to entryf: It may bethat the cloud service contains or operates on data that is not cloud service customer
data; this might be data-made available by the cloud service providers, or obtained from another sourge, or it
might be publi¢ly available data. However, any output data produced by the actions of the cloud service customer
using the capabilities of the cloud service on this data is likely to be cloud service customer data, following
the general principlesof copyright unless there are specific provisi ' ervice to the
contrary.

[SOURCE: ISO/IEC 17788:2014, 3.2.12]

3.9

cloud service derived data

class of data objects under cloud service provider (3.4) control that are derived as a result of interaction
with the cloud service (3.1) by the cloud service customer (3.2)

Note 1 to entry: Cloud service derived data includes log data containing records of who used the service, at what
times, which functions, types of data involved and so on. It can also include information about the numbers of
authorized users and their identities. It can also include any configuration or customization data, where the
cloud service has such configuration and customization capabilities.

[SOURCE: ISO/IEC 17788:2014, 3.2.13]
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3.10
cloud service provider data

class of data objects, specific to the operation of the cloud service (3.1), under the control of the cloud

service provider (3.4)

Note 1 to entry: Cloud service provider data includes but is not limited to resource configuration

and utilization

information, cloud service specific virtual machine, storage and network resource allocations, overall data centre

configuration and utilization, physical and virtual resource failure rates, operational costs and so

[SOURCE: ISO/IEC 17788:2014, 3.2.16]

atnlaca
A\ —

on.

TCTpiTr

set of dloud services (3.1) providing a digital marketplace intended to offer applications an
content for a particular device platform (3.13) allowing users to browse and download ap
other ¢ontent

Note 1 fo entry: An application marketplace may be offered to the public, or to private’groups such
enviropment.

Note 2 ko entry: A device (3.6) can use more than one application marketplace:

provided by a party other than the device platform providér(3.14)

3.13
devic¢ platform

operatling system and related feature set that previde the core capabilities for a device (3.p

Note 1 fo entry: An application marketplace (3.11) is specific to a device platform.

3.14
devic¢ platform provider

device platform cloud service provider

cloud §ervice provider (3.4) that\provides cloud services (3.1) necessary to support a d
(3.13) [including managing needed digital identities

Note 1 fto entry: The cloud-service provider that offers the application marketplace (3.11) is typic3
the devjice platform provider, but it is not required to be.

3.15
devic¢ platform‘cloud service
cloud service{{3:1) offered by the device platform provider (3.14) to support the device plat]

l other digital
blications and

as a corporate

oud service is

N
L

pvice platform

lly the same as

orm (3.13)

rice.

Note 1 ke entry: An application marketplace (3.11) can be an example of device platform cloud sery

3.16
personally identifiable information
PII

any information that a) can be used to identify the PII principal (3.18) to whom such information relates,

or b) is or might be directly or indirectly linked to a PII principal
[SOURCE: ISO/IEC 29100:2011, 2.9]
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3.17

PII controller
privacy stakeholder (or privacy stakeholders) that determines the purposes and means for processing
personally identifiable information (PII) (3.16) other than natural persons who use data for personal

purposes

Note 1 to entry: A PII controller sometimes instructs others, e.g. PII processors (3.19) to process PII on its behalf
while the responsibility for the processing remains with the PII controller.

[SOURCE: ISO/IEC 29100:2011, 2.10]

3.18

PII principal
natural perso

Note 1 to entr
synonym “dat3

[SOURCE: ISO
3.19

PII processorx

privacy stake
accordance w|

[SOURCE: ISO
3.20

n to whom the personally identifiable information (PIl) (3.16) relates

y: Depending on the jurisdiction and the particular PII protection and privacy .legislati
subject” can also be used instead of the term “PII principal”.

IEC 29100:2011, 2.11]

holder that processes personally identifiable information (P11) (3.16) on behalf of
ith the instructions of a PII controller (3.17)

IEC 29100:2011, 2.12]

end user identifiable information

EUII
derived data 4

ssociated with a user that is captured or@enerated from the use of the service by th

ated terms

ng Your Own Device

ud Computing Reference-Architecture
ud Service Agreement

ud Service Customer

ud Service partner

ud-Service Provider

on, the

and in

Qt user

4 Abbrev
BYOD Bri
CCRA Clo|
CSA Clo|
CSc Clo
CSN Clo|
CSP Clo|
CSuU Clo
EUII

GPS

[aaS

PII

SLA

4

ud Service User

End User Identifiable Information
Global Positioning System
Infrastructure as a Service
Personally Identifiable Information

Service-Level Agreement
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5 Structure of this document

This document is organized to describe two topic areas.

Overview and reference architecture (Clauses 6 and 7).

Overview and reference architecture

Data taxonomies, data categories and data use statement structure (Clauses 8, 9 and 10).

Clause 6 provides the foundation of the document covering the “Overview of devices and cloud

services ecosystems”. The clause describes the ecosystem and stakeholders where devices and

cloud-services gperate
r

Cl
ec
an

Data t
betwe

Clj
sh
cl
in
Cl

an
urj

Cl

ddta is used by CSPs and their partners.

6 O

6.1 |

This d

and itq

Many
from
ident
and t

cloud 5

classif

NOTE

il’fliers are'created and maintained to enable that association. The interaction betwsg

huse 7, “Extending the cloud computing reference architecture to the devices-and
psystem” covers an extension of the architecture specified in ISO/IEC 1778912} i
d the flow of data between devices and cloud services.

hxonomies, data categories and data use statement structure (applicable to d3
bn devices and cloud services)

huse 8, “Data taxonomies” describes categories of data that can\bé captured, proceg
ared. This taxonomy extends the definitions in ISO/IEC 17788[1] of cloud service ¢
dud service derived data, cloud service provider data and\account data. The taxond
this clause is used in creating data use statements covered in Clause 10.

huse 9, “Data processing and use categories” describées the various categories of d3
d operations. “Data use categories” and related “Scopes” described in this clause ar
derstanding of the data use statements structuire covered in Clause 10.

huse 10, “Data use statements” describesthe syntax and statement structure for ey

yerview of devices and cloud services ecosystems

Background and context — Impact of devices and personalized cloud se

pcument builds oncthe foundation provided by the CCRA, ISO/IEC 17789, to accor
flow within the ecosystem of devices and cloud services.

kinds of dewices are used as clients for accessing cloud services. These devices r¢
loud services which have an association between the device and the cloud se

cloud service requires an understanding of the flow of data between devices, c
efvice customer and cloud service providers. This interaction also makes the disc

'loud services
clude devices

ta exchanges

sed, used and
istomer data,
my described

ta processing
e required for

pressing how

rvices

hmodate data

ly on support
rvice. Unique
en the device
loud services,
l1ssion of data

32 < 1
CdAdllUll, dLLUTOO AU UsUT 111Ul T \,UllllJlCA.

This document uses the term “device” in the context of a cloud service user

as defined in

ISO/IEC 17788:2014, 3.2.17, which includes natural person, or entity acting on their behalf. Examples of such
entities include devices and applications. This document is written such that there is no conceptual difference
between types of devices, provided the device is acting as a cloud service user using cloud services.

Cloud service providers offering device specific cloud services typically require a unique identifier
and a cloud service user account in order to provide those cloud services. This identifier and user
combination becomes the cloud service user’s key to their own personalized cloud services which can
offer an array of services, access to applications, rich advertising and retail infrastructure.

The always-on, always-with-me nature of some devices drives a new class of applications for personal
use that strive to assist users with every aspect of their daily lives by making useful suggestions based
on a trail of information flowing from the device and from applications running on the device.

© ISO/IEC 2017 - All rights reserved
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For example, a mobile device user’s interaction with the device platform cloud services may offer the
device platform provider a very detailed trail of behavioural data, including user communications,
contacts, calendar, whereabouts and searches and purchases.

6.2 Ecosystem of devices and cloud services

This clause describes an ecosystem of cloud-supported devices and cloud services. Figure 1 depicts a
common way of how a device may operate in a cloud environment. The cloud services used by devices
come in several categories. The categories of cloud services used by devices and covered in this
document are as follows.

— Device p,
These “cdre” cloud services are offered by the device platform provider and used to configure the
device and register the customer (and where appropriate, the primary user of the devi ith the

applicatign marketplace and associated cloud services, including online user identit .(Ihanag ment.
This is dgpicted by the upper cloud in the diagram in Figure 1 and corresponds ‘gg*h
“device platform provider” defined in 7.3.1.1.2.

cloud seryice providers (e.g. social networking, weather, news or orgam -specific applicptions)
that are hot the device platform CSP. Such applications interact wi ir own cloud sefrvices,
distinct from the cloud services provided to support the device rm. This is depicted [by the
lower clopud in the diagram in Figure 1 and corresponds with SQ% role of cloud service prjovider
defined ifh ISO/IEC 17789:2014, 8.3.1.

— Applicatjon cloud service (see 3.12) which supports the applications dev %zped and suppofyted by
e

Both categorjes involve interactions with the device and %9y data traffic, potentially inqluding

cloud service|customer data or end user identifiable infor on (EUII). For example, the appljcation

marketplace knows which applications have been downkzﬁid on the device and the device platform

knows how often they are invoked and how long they\&@used.
N

identity management

Application cloud services supporting
device applications developed by third-party
CSPs such as worlcplar:e applications or

Flraur af Aata
S DD DALS

bya]rlines hanlcs, hea]thcare pro\rlders,
social networking, etc.

= wic

Users and
connected devices

Figure 1 — Devices and cloud services ecosystem

Most tablets, smartphones and other connected devices are often connected to their device platform
cloud services in order to be fully functional. This connectivity and flow of data is depicted by the arrow
to the upper cloud in Figure 1, although some IoT devices may not communicate to the device platform
cloud services directly. At the same time, the devices are also connected to various cloud services,
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depicted in the diagram by the lower cloud, that support the applications developed and

supported by

cloud service providers. This connectivity and flow of data is shown by the arrow to the lower cloud in

Figure 1.

6.3 Devices and multiple user sub-roles

6.3.1 General

Device users typically use the same device while assuming various roles in their daily lives, often
concurrently as shown Figure 2, a citizen/voter consuming city/government services, a patient

receiving medical services at a doctor’s office or a hospital, a student attending school,

a motorist or

commf{iter on the road, a consumer 1n a mall/coffee shop/STore, a passenger 1n the ali
station, in addition to being an employee. N

Q

Citizers, students, patients and employees, for example, each have unique requirements
data and privacy protection. Nevertheless, each user sub-role will use the sam sonal d¢
the deyice’s local storage, which can potentially be part of the same devic
ecosydgtem and will use the same device services offered by the device’s g&ating system

Devicd provider, device services and applications, as well as clo rvice providers
applications on the device may have visibility into the device
applications and services. Such visibility to user data could c@

roles throughout their use of the device and use multiple ications such as those

workpllace use (employees), government and citizen use(év ers, taxpayers, etc.), scho
or heallthcare (patients). The user’s data may be coll @ , stored, processed and used
service providers. In contrast, for some applications\ d some cloud services, the user n
sub-role of anonymous user, where the user wan e right to use the application and

in a private manner, where the user's identity and the user's personal information ar
not shpred with the application and with th& oud service. While technologies such

contaihers/sandboxes, application-specific_encryption and application-specific VPNs can
there is still a need for a data taxonomy. that categorizes data in a harmonized and cons
so as fo enable a meaningful conver ation between the cloud service customers, the
iders, regulators and other sta lders about this data.

inue as users assume

Sub-rol a user in a personal cloud service ecosystem

Cloud service user
on a device

port or train

and needs for
vice including

lication mparketplace(s)

providing the

u&
1@ s’ actions, data angl their use of

multiple sub-
Heveloped for
bls (students)
by the cloud
hight take the
loud services
e deliberately
s application
mitigate this,
istent fashion
cloud service

Student

Figure 2 — Example of roles a user can assume in device use scenarios
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The following is a non-exhaustive and informative list of sub-roles that help describe device scenarios

and issues.

Patient: patients are under healthcare privacy laws.

voting and obligations to and benefits received from government.

assets.

advertis

ent lawuc

Citizen: all aspects of an individual's relationship with government and public authorities, including

Employee: they should follow the organization’s policies to protect the organization’s confidential

Students: many students are under-age and therefore they are under stricter privacy and commercial

Shopper:
financial
privacy.

Commute
data serv|

Passenge
may appl

Anonymd
with the

6.3.2 Bring

“Bring your o
use their own
case of mixing
of an organiz3

In the past, if
even exclusiv
and used the
controlled in
employees an

data, such as payment instrument data, personal favourites, shopping locations,pe
nformation, can be collected and processed during shopping. Such data canberele

r: the flow of commuter’s personal data could also be examined while the user 1
ices offered while in transit.

[: passengers are in public transportation hubs like airports, and therefore, certai
.

us user: where the user does not wish to share any personal data with the applicati
floud services, including identity.

your own device (BYOD)

rsonal
yant to

tilizes

n rules

pn and

ivn device” (BYOD) is defined as the practice of allowing employees of an organizaltion to

computers, smartphones, tablets or othéer'devices for work purposes. BYOD is a par
b different roles when using a device where the user has the role of an employee or p
ition.

was common for organizations to provide the devices that employees used ma
bly for work purposes and those devices were connected to the organization’s nef
prganization applications;and systems. Organization-owned devices are typically
terms of the installed software, both in terms of the software that can be insta
d in the requirement to run a variety of management and security components ing

firewalls, malware checking programs, encryption of stored data and so on.

The main con
are secure an
assets are cor

The introduc

cern for organizations is to ensure that the organization’s applications, systems ar
] are only-used for authorized purposes, so any employee devices with access to corj
trolled\te’ensure the integrity of organization systems.

tion of mobile devices such as smartphones and tablets changed the IT lan

significantly.

ticular
artner

nly or
works
tightly
led by
luding

d data
porate

scape

Thaca mohila davicac ~ra vary nanular and amanlavanc can thamy ~c baolning +
oo v

m do
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productive work both outside the office and within the office. This leads to a demand from employees
to use their personal/private mobile devices to access the organization’s applications and systems.
Employees do not want to have multiple different devices (one their own, another owned by the
organization) since this can be burdensome and difficult to manage.

BYOD encompasses not only employees but also other users with a close relationship to the organization,
such as business partners.

A mobile device user remains connected to their personalized cloud services even when they bring their
own device into an organizational setting where they use organization-specific applications, systems
and networks even as the device runs applications not belonging to the organization and connects with
cloud services not belonging to the organization. The organization’s own client applications running
on the device may also use functions and rely on services from the device platform cloud services
or elsewhere. That interaction is also captured and associated with the user’s digital identity or the
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device’s identifier. Instead of a simple client-server interaction, there is the potential for intertwined
flow of data between the device, the device platform cloud services, organization applications,
other applications installed by the user and the organization’s cloud services. The major issues are
the potential for leakage of enterprise data and the potential for data of doubtful provenance to be
transmitted to the organizations’ cloud services and/or internal systems.

Organizational Information Technology (IT) managers need to protect intellectual property and
confidential data against unauthorized disclosure or leakage and, as such, may demand tight control
over a user’s own device when that person is interacting with the organization as an employee or in
another role. Additional information on the security threats can be found in ISO/IEC 27033-3:2010,
Clause 13[5] Organizational users and their IT managers would benefit from deeper understanding of
BYOD scenarios affecting security and confidentiality of organizational data when device users assume
other foles when using the same device (for example, as an employee, a student, a patieht} a consumer).
Effectively, the need is to partition the use of the device, with organization applicatjons and data
separdted by secure boundaries from other applications and data.

For o
applic

La
sh

ganizations, BYOD brings some challenges, mostly relating to thecseturity of]
itions and data when personal devices are used. The main risks can be summarizeI

Inerability of organization data which is downloaded and stored on the device, the
" loss, theft and unauthorized alteration of the data.

organization
as follows.

ss of control over access to organization applications from the device, a personal
ared with others.

evice may be

A%
fo

e is potential

Us
a)
b)
M

e of non-organization applications and cloud services on the device:
to use or transmit or share or store organization data
which may be used to access organization systems and applications.

hlware on the device stealing important data including identities and credentials.

7 Extending the CCRA to the«devices and cloud services ecosystem

7.1 Overview

The de

Expan
descri
under;
the cld
that e3

vices and cloud sefivices ecosystem requires extensions to the CCRA described in I

cion of the deseription of the functional components in the User layer is requirg
be a number-of components which relate to mobile devices. This is particularly
tand the~data flows that take place within the ecosystem. There is an associated
ud service customer role and its sub-roles to describe additional activities and rg
ist When devices are used with cloud services. Similar extensions of the cloud sej

bO/1EC 17789.

d in order to
important to
expansion in
sponsibilities
vice provider

role and.its sub-roles are also necessary.

7.2 Personal and organizational environments

The cloud services and associated applications are designed for a variety of uses. Applications and cloud
services designed for the personal use of the end user form part of the “personalized cloud services” of
the end user. Applications and cloud services, designed for use as part of the function of an organization
to which the end user has a relationship (e.g. employee or partner), can be described as “business
capabilities” or “organizational capabilities”.

Personal use applications and cloud services are very likely to involve the case where the end user
performs all of the roles defined for a cloud service customer, with a need for simple interfaces to allow
necessary administration and management capabilities.
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Organizational use applications and cloud services by contrast very likely separate out the interfaces
for the different roles for a cloud service customer, since it is highly likely that the end user is not the
same person as the cloud service administrator, for example.

7.3 Device

impact on the CCRA: User view

7.3.1 Cloud service provider

7.3.1.1 Sub-roles

73111 G

1
L1IC1 dl

The cloud se
can make clo
relationship
is the need to

7.3.1.1.2 CS

The CSP:devi
services nece
application m|
sub-role, but t

The CSP:devi
management
marketplace.

The device pl
— providing
sharing d
processin
providing
providing

providing

7.3.1.2 Cloy

rvice provider role is defined in ISO/IEC 17789:2014, 8.3.1. A cloud service "pi
ld services which are usable with any device. However, devices usually have a
yith one particular cloud service provider, the device platform providerjthereforeg
define a new sub-role to accommodate this.

P:device platform provider

e platform provider is a sub-role of cloud service provider(that provides the set o
ssary to support the device platform. The party that offers the cloud services

arketplace is typically the same as the party that playsithe CSP:device platform pr
his is not necessarily the case.

for the user of the device. This is usually~done in conjunction with the appl

ntform provider’s cloud computing activities include:
data and applications;

ata with third parties;

g and using data;
application marketplace;
device platform cloud services;

data related-services.

hd computing activities

In addition t

ovider
special
there

[ cloud
or the
ovider

e platform provider typically offers the cloud{services necessary to provide idlentity

cation

activities apply to the sub-roles of CSP.

customer

under an

s under a cloud service agreement.

agreement, for business purposes of the cloud service provider.

lowing

Providing data and applications: makes provider data and applications available to cloud service

Sharing data: makes customer content data and derived data available to third party organizations

Processing and using data: processes customer content data and derived data for certain purposes,

for instance advertising, business intelligence, security and privacy, under terms stated in the cloud
service agreement.

Providing application marketplace: provide and maintain the application marketplace. This includes

the applications which run on devices and the set of cloud services which support the application.

10
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device platform.

Providing device platform cloud services: provide the set of cloud services necessary to support a

Providing data related services: involves the providing of data related services to cloud service

customers and cloud service users such as online advertisements or business intelligence.

7.3.2

Cloud service customer

7.3.2.1 Sub-roles

7.3.2.1.1 General

1SO/IH
CSCicl

Accord

C 17789:2014, 8.2.1 and 8.2.1.1 specify the role of cloud service customerran
ud service user. Both apply to this document.

ing to ISO/IEC 17788 and ISO/IEC 17789, the cloud service customer fis’a party

relatignship for the purpose of using cloud services, whereas the cloud sgtvice user,

persor
In org
are the

There
anothe
be cus

In oth
numbg

using a particular device, is a sub-role of cloud service customer which uses the g
hnization scenarios, the cloud service customer is the organizatioh and the cloud
 individual employees of the organization.

are other cases where the cloud service users may not be ‘'employed by the organiz
r type of relationship with the cloud service customer,for example, the cloud sery
fomers of the cloud service customer organization.

br cases, one person may be the customer of aléloud service but the cloud servi
r of people who have a non-business relationship with the customer (such as §

streanping service).

There
user a
custon

The te

7.3.2.]

hre consumer scenarios where the cloudsservice customer is the same person as thd
hd, in this case, devices, applications;and services are all linked to the device users
her accounts.

Fm “CSC:cloud service user”.is synonymous with “device user” used elsewhere in th

.2 CSC:cloud servicewuser

The role specified in ISOAFEC 17789:2014, 8.2.1.1 applies.

7.3.2.2

The cl
cloud 5

Cloud computing activities

bud comiputing activities specified in ISO/IEC 17789:2014, 8.2.2, which relate to th
erviee.customer apply and are extended to include:

pbrj

l its sub-role

in a business
as the actual
loud services.
service users

ition but have
ice users may

e users are a
home movie

cloud service
through their

is document

e sub-roles of

der under an

oviding customer data: makes customer data available to cloud service provi

agreement,;

us

ing data: uses data obtained from cloud services on their devices;

7.4 Device impact on the CCRA: Functional view

7.4.1

General

installing applications on mobile devices: download and install applications on end user devices.

Figure 3 provides a functional view of the “devices and cloud services” ecosystem for the purposes
of identifying key data flows between functional components present on the device and those of the

variou

s cloud services.
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" User layer

| Application Application

Application
marketplace
client

Device platform
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[ Accesslaydr i o\ﬁ |
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Service layer
4

Device platform

Application cloud service ;
cloud service

Figure 3 — Devices and d services functional view
K\

The significapt components of the deV1ce ’ﬁgd cloud services ecosystem are in the user layer [and in

the service layer. In the user layer, the r functional component is the device. The device empodies

the user function component 1dent1f ISO/IEC 17789 and it provides the means by which the end

user interacty with the ecosyste ; e service layer are two categories of cloud services, the [device

platform cloufl service and the ication cloud services.

The device dontains a nurhber of subcomponents. There is the device platform, the appljcation
marketplace ¢lient and -ations some of which may contain application client components.

service to beclo tied together, often all provided by a single cloud service provider organifation.
Applications [ ng on the dev1ce typically connect with one or more application cloud servijices. A
given applicatiermaybe-asseciated-with-aset-of-appheation—<clondservicesal-owned-and-operated
by a single organization. However, it is also common for a given application to make use of multiple
application cloud services offered by multiple cloud service providers.

It is typical for thg@vice platform, the application marketplace and the device platform| cloud

The application client component typically connects with a particular application cloud service,
although the organization responsible for the application may be different from the organization
responsible for the application client component and its application cloud service.

7.4.2 Functional components in the functional view

7.4.2.1 Device

This represents the physical device, together with any integral or attached hardware components such
as memory.
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7.4.2.2 Device platform

This represents the basic functionality (behaviour) of the device on which everything else depends,
including the main user interface of the device. It also includes application programming interfaces
(APIs) and access to hardware components, such as the screen, any buttons, network devices, GPS
devices, cameras, biometric device, cryptographic functions, etc.

7.4.2.3 Application

This represents an application (app) running on the device to provide some capability to the user. It
may be preinstalled on the device when delivered to the user, or installed separately. For separate
installati icati i ice i i ing downloaded

There
of an :
board

transmit data.

Some
envir
envir

7.4.2.4

Applic
device
requir

Some
many

[tisty

7.4.2.]

The dg
as dev
provis
device
device
device
to ider
cloud 4§

i

application marketplace, pushed to the device by an organization, or downloadecd

are also scenarios where mobile applications can be downloaded directly without {
ipplication marketplace. The application however can always utilize clotid-servig
capabilities of the device platform (e.g. telemetry and environmental\Sensors)

bolutions for securing mobile operating ecosystems offer sandbexing capabilitieq
ments offer a parallel execution environment where the applications run in a
ment where data can be tightly controlled.

| Application cloud service

htion cloud services are cloud services that offer’capabilities to applications ry
The capabilities are typically offered by means of an API which the application
ed.

hpplication cloud services are specific*to ‘a particular application, while others c3
pplications and are offered through-public APIs.

pical for application cloud services'to be independent of any particular device platf

b Device platform cloud(service

vice platform cloud service supports capabilities that are unique to the device
ice customer and/en 'user identity, authentication, authorization, accounting, devj
joning, firmware'maintenance and application marketplace functions. Significant e

platform eloud service is accessed with an “application marketplace ID”, which 1

tify thesuser for other applications. Those user actions can also be transferred to 3
epvicé as input to select, price and deliver advertisements.

as a file.

he assistance
es or any on-
o collect and

. Such secure
more secure

nning on the
can invoke as

In be used by

DI'IM.

platform such
ice setup and
ements of the

user’s data will-reside here, with storage of identity and personalisation profile netadata. The

nks all of the

user’s actions on the device platform provider’s services and can be used by other developers

n advertising

7.4.2.6 Application client component

This application client component is part of the application. It simplifies the creation of the application
by providing the application developer with simple access to application cloud services or to device
platform services.

For example, an application can call the application client component which can call on either the
device platform for GPS information, or an application platform cloud service for an IP address location
lookup. An application client component can also act as a common point of integration to data stored
on the device which is common to multiple applications, such as a contact database, calendar, secure
credentials store, or known locations.
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7.4.2.7 Application marketplace

The application marketplace functionality handles installation of applications on the device. It is
usually closely tied to the device platform and relies on a catalogue of applications held in the device
platform cloud service. It has a privileged position in data flows in that it has access to data on exactly
which applications the user has purchased, installed, used, updated and has rights to use. It usually
also knows how much memory has been used. It probably also has information about location, account
status and other personal information about the user and their behaviour.

7.4.3 Functional view: Data flows

This docume flows
which take plpce between the functional components described in 7.4.2. Figure 4 shows the d«ccl flows
between the functional components shown in Figure 3. Q
n
(User Layer N
.qg Application Application (c) Application
2 Marketplace
client
Service Use Cloud
i Service
N J

[ Access Layer

Service Layel \O l

Device Platform
Cloud Service

C)é Figure 4 — Data flows between components

In Figure 4, the “Use Cloud Service” activity is shown in those places where a user layer component
exchanges data with a cloud service — this indicates which functional components are interacting with
one or more cloud services. The interactions between components and the associated data flows are
shown with double headed arrows each labelled with a letter (“A” through “H”) — the letter labels the
data flow and is used in the description as follows.

Data flow A: Between an application and an application cloud service

In this flow, the communication uses no device platform-specific code in the application or the device.
Use of the application cloud service is independent of the device or other functional components, except
that its use may also cause data to flow between the device platform and the device platform cloud
service (see Data flow G).

Data flow B: Between application and device platform
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This takes place where an application requires services from the device platform or exchanges data with
the device platform. An example is where camera device data flows to a camera application and then is
stored as an image file on device storage. The device platform is aware of exactly which device features
are being used and by which applications. In some cases, the device platform also communicates with
the device platform cloud service to provide these services (see Data flow G).

Data flow C: Between an application and an application client component

The application client component may be built in to the application’s own executable, be linked from an
external function library, or execute in a separate operating system process on the device. Reasons for
this include simplifying application development, obtaining functionality required for the application
to operate, enhancing the user experience, or generating revenue. Examples of the latter include
conneting the application to an advertising service, or connecting it to a payment seryice. Note that
application use of capabilities provided by the application client component may result in data flows to
the deyice platform (see Data flow D) and also to the device platform cloud service(see Data flow G).

Data fllow D: Between application client component and the device platform

cess to device
t sensors, etc.

This often includes use of the user credentials or device identifier and may also include ag
sensorjs and functions such as biometric devices, GPS, gyroscope, microphone, speaker, ligh

Data fllow E: Between application client component and an application cloud service

An application client component may exchange data with one or more application cloud sdrvices as part
of deliyering functionality to the application using Data flow.C. This may run securely anid in isolation
from other applications and the device platform, for example in order to conform with payment industry
requirgments.

Data flow F: Between application marketplace application and the device platform

The application marketplace application communicates with the device platform in o
identitly and security information about the user, to get information about the device
including memory and storage usage and\to install and to update applications on the devi

der to obtain
configuration
ce.

Data flow G: Between the device platferm and the device platform cloud service.

includes associating the device identifier with a user account identifier and with 3
markefplace account. It also communicates requests to support the marketplace store app
a cons|derable amount of. data connecting the user to the applications they are installing g
search for, choice, purchase, download and updates of an application all result in data f
the deyice and the device platform cloud service.

in application
soitincludes
nd using. The
ows between

These [flows oftén-include EUII sub-types such as device connectivity data, user credential data and
device| telemetry data linked to an individual such as location (for geo-fencing of applications and
content), user age information (for appropriate content control) and language choices. Processing or
storagg of Computatlonal or data lntenswe device platform Capablhtles such as voice 1lecognition or
> ide. The device
platform is also aware of the data flows between all apphcatlons and thelr respectlve application cloud
service(s) and this may result in additional data flow to the device platform cloud service.

Data flow H: Between the application marketplace application and the device platform cloud service.

For most devices, applications are installed, uninstalled and managed on the device, separate from
the underlying operating system of the device itself. This is usually done through a “marketplace
application” of some kind, which provides the device-side functionality required by the application
marketplace within the device platform cloud service. It is usually tightly coupled to the device platform.

Note that data flows in different directions between the components in Figure 4, depending on the
particular operation taking place. For example, on a 'create' request data flows from the component
making the request, whereas on a 'retrieve' request data flows back to the component making the
request.
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8 Data taxonomy

8.1 Overview

Transparency about the acquisition, processing and use of data by cloud services and associated
applications is desired by users, regulators and cloud service customers. The data taxonomy described
in this document is intended to support transparency about the types of data that are acquired by CSPs,
as well as how they are used. This document provides a common data taxonomy and transparency
concepts. This clause addresses the following areas:

data categories;

data identification qualifiers.

8.2 Data categories

8.2.1 General

This clause d¢fines a set of data categories in the devices and cloud services ecosystem.

cases,

Any descripti
clarity about

and cloud ser
to transparer

bn of how data is acquired, transferred, processed and used(réquires, in majority of
he specific data categories involved. There are many diffefeént data objects in the ¢
vices ecosystem and multiple ways to process or use-those data objects. One ap
cy is to name and define each data object and deScribe how it is processed and

Although sucl an approach is comprehensive, this approach has.two limits. First, the data objects

ecosystem ar
to constant reg

e constantly changing as technology, devices and.cloud services evolve subjecting
vision. Second, the list of objects and uses would be so long, duplicative and compl

evices
proach
used.
in the
he list
px that

stakeholders

reviewing a |z
should descr
statements th

would find it difficult to gain a useful understanding of how data is actually manajged by
rge number of individual data objects. Tofacilitate transparency, cloud service prdviders
be how data is processed and used:in the simplest way possible, using declarative
at cover the largest, most abstract.sét of data objects.

To facilitate simple descriptions of data proc¢essing and use, a taxonomy of data categories, at the fighest
possible levell of abstraction, is valuable:'Obviously “data” is too abstract for useful descripti¢n, but
having to disquss data categories at the “disk access log files without customer identifiable informpation”
level is likely [to reduce actual transparency. A complete taxonomy, identifying every possible {ype of
category together with all possibletypes of relations between these categories, would introduceja level
of complexity|beyond the requirements of this document. Instead this clause defines “data categoyies” in
a hierarchical structure withuinheritance/sub-type relationship. This hierarchy branches from the four
basic data categories described in other International Standards. (i.e. ISO/IEC 17788/1SO/IEC|17789
and ISO/IEC 19086-1);,¢loud service customer data, cloud service derived data, cloud service prjovider
data and accaunt data:-Each of these four categories is further divided with definitions of sub-types of
related data dbjects) some of which are again divided into sub-types.

One use of thts
possible to data catego
can apply to the broadest possible data categories, as defined in the highest appropriate branch (highest
abstraction) in the taxonomy. As such, each category in the hierarchy is created to be as broad as
possible, in anticipation of the requirement for granularity at various portions of the data categorization
hierarchy. The data taxonomy described in this document is not intended to be exhaustive, but it is
intended to be extensible. It is intended that a CSP can extend the taxonomy to define new sub-types of
data to suit the needs of their cloud services. One likely data category subject to regulations, standards
and contractual requirements is customer content data, particularly for application capabilities cloud
services that necessarily understand the nature of the customer content data that such cloud services
process.

Where a CSP does use additional sub-categories of data, it is necessary for the CSP to provide clear
definitions of each new sub-type and to describe its relationship with other categories. A hierarchical
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relationship is strongly recommended, based on the four topmost categories defined in this document
(see Annex A for a hierarchical diagram of data categories and data identification qualifiers).

Transparency is enhanced when providers minimize the total number of statements needed to describe
their overall data processing and use policy. As a result, sub-types of a data type are only defined in this
taxonomy based on a perceived need to address a more specific set of data objects in descriptions of
processing or use clauses of the taxonomy. For example, in 8.2.2, there are clearly data objects (e.g. an
image file) which are not described by the definitions of “credentials” nor “user contact list”.

This clause does not therefore propose a general purpose, comprehensive, taxonomy but instead a
single view that is fit for purpose to analyse data flow and data use. A “faceted view” may be used to
construct statements applying to a set of data categories sharing a single characteristic not available

throug
as intn

As an

ha purely hierarchical view. Such characteristics could be used as "data 1dentificat
oduced in 8.3.

identiffiable information” (PII), the definition of which may vary between different juri

thus nj
be dev

Staten
includ
types
types
data, ¢
teleme

8.2.2

8.2.2.1

Custor
to app
not ch
definit
all tex
the clo
includ
as doc
local t

Specif
servic
subset

aking it difficult to include in a single, global, hierarchy of data categories. Additio
eloped according to specific needs of cloud service providers and customers.

ng all sub-types. Some descriptions of processing and use(may take advantage o
fo simplify statements by referring to a parent/super typebut excluding one or m
n the statement. For example, a cloud service providermay state that they encryj
xcept for telemetry”, instead of naming each of the sub-types of derived data
try.

Customer content data

General

her content data is cloud service customer data extended to include similar data obj
ications executing locally on theydevice. Notice that the locally executing applicatig
bose to share that data with_the cloud service and yet the data would still fit in

ion. This includes content\directly created by customers and their users and all d
F, sound, software or image files that customers provide to the cloud service, or af
ud service on behalfiof customers, through the capabilities of the service or applica
bs data that the userintentionally creates through the use of the application or cloug
iments, procesSed data sets, modified images, recorded sounds, etc. When custome
 the deviceSitransmitted to the cloud service, it becomes cloud service customer

c types ofjinformation in customer content data may require explicit use statement
bs provider to the extent the CSPs are aware of their presence. The following data
s of customer content data.

on qualifiers”

example, a characteristic could indicate whether a particular data categony contains “personally

sdictions and
hal views will

ents about data processing and use are assumed to apply to alkihstances of a nanfjed data type,

F defined sub-
bre of its sub-
bt “all derived
and omitting

ects provided
n may or may
this extended
ata, including
e provided to
Fion. This also
| service, such
I content data
Hata.

s by the cloud
Categories are

8.2.2.2 Credentials

Data provided by the customer to identify a user to the device, application or cloud service, e.g.
passwords, password hints, etc., including biometric data provided for identification. The set of
credentials data is a sub-type of customer content data.
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8.2.2.3 Customer contact lists

Contact information for people that the cloud service customer provides, or is provided to the service
on customers’ behalf, through the capabilities of the service. Customer contact list data is a sub-type of
customer content data.

NOTE1 Cloud services can have a distinction between the cloud service customer and the cloud service
users associated with that customer. Cloud service user contact list information provided by the cloud service
customer to the cloud service provider is also customer content data.

NOTE 2  Contact information provided solely to support, to administer or to make payment for the service is
account or administration contact information (see 8.2.5.2).

8.2.2.4 Perponal health data and medical records

Personal healfh data and medical records are a form of sensitive personal data relating to-am indiyidual.
This processipg of this type of data is heavily regulated in many jurisdictions [e.g. Health Inspirance
Portability apd Accountability Act (HIPAA) in the USA and Personal Information Protectign and
Electronic Dopuments Act (PIPEDA) in Canada].

8.2.2.5 Perponal genetic data

Personal gendtic data is information about the genetic makeup of an individual (e.g. DNA record)

8.2.2.6 Perponal biometric data

Personal bionjetric data is encoded data that describes characteristics of an individual (e.g. fingerprints,
face geometry, iris pattern). For example, the voice prints of the human vocal cords and the posture
maintained when walking (as used in Japan's Amended Agt on the Protection of Personal Informatipn)[13],

8.2.2.7 Perponal data of children

Personal datg relating to children is regarded as sensitive personal data and is subject td more
stringent regfilations and compliance rules (e.g. General Data Protection Regulation (GDPR)[11}in the
European Unjon).

8.2.2.8 Political opinions

Political opinions of an individual are personal data that is often subject to special rules and regulptions.

8.2.2.9 Financial details

Financial detgils relating to an individual include information about accounts, credit cards, payments,
credit history [tisdusually regarded as sensitive personal information subject to particular regulptions.

8.2.3 Derived data

8.2.3.1 General
Derived data is cloud service derived data extended to include similar data objects derived as a user

exercises the capabilities of an application executing locally on the device. When the local portion of the
data is transmitted to the cloud service, it becomes cloud service derived data.
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8.2.3.2 End user identifiable information (EUII)

8.2.3.2.1 General

EUII is linkable to the user but is not customer content data. EUII is a sub-type of derived data.

NOTE

8.2.3.

The term customer, user and tenant are used in the same way as cloud service customer, cloud service
user and cloud service tenant in ISO/IEC 17788, with the definition of “customer” extended to include users
of applications. In many services, a single individual fulfils all client-side roles, including user, customer and
administrator. Customer, when used alone, is assumed to represent all three roles.

.2 Telemetry data

Datac
and o
focus

infornj

8.2.3.7

Data t
the ne
Conne

8.2.3.4

bllected about the capabilities of the product or service. Examples are measurement

erations data. Telemetry data represents information about the capabilityjand i
bn providing (see 9.3.2) the capabilities of the product or service. Telemetry dats
ation about one or more users and is a sub-type of EUIL.

.3 Connectivity data

hat describes the connections and configuration of the dewices connected to th
fwork, including device identifiers, (e.g. IP addresses) configuration, settings and
Ctivity data is a sub-type of EUIL.

4 Observed usage of the service capability

Data

performance
[s use, with a
may contain

e service and
performance.

cloud service

provider. Captured data includes the records of the.users’ preferences and settings for cgpabilities, the

%lrovided or captured about the users’ interaction with the service or products by

capabillities used and commands provided to the‘capabilities. Usage data is a sub-type of |

8.2.3.4

Data d

.5 Demographic information

ontaining demographic information about end user provided or gathered thou

capabillities of the application or cloud service. Demographic information is a sub-type of

8.2.3.7

.6 Profiling data

Data provided or acquired about a users’ interests and preferences relating to content,

EUILL

bh use of the
EUIL

prganizations

or obj¢cts outside of ‘the service, e.g. sports teams, businesses, products, etc. Profiling data is a sub-
type of EUIL

8.2.3.2.7 _€Content consumption data

Informatioh about media content that a customer accesses through the capabilities of tHe service, e.g.
TV, video, music, audio or text books, applications and games. Content consumption data is a sub-type
of EUIL.

NOTE 1

content data.

NOTE 2

information accessed or available on the web.

© ISO/IEC 2017 - All rights reserved
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8.2.3.2.8 C(lient-side browsing history

This data refers to records of the web browsing history when using the capabilities of the applications or
cloud services stored in the service or application. Client-side browsing history data is a sub-type of EUIL.

NOTE A record of the websites viewed by the user captured by a web browser is an example of a client-side
browsing history. In some instances, certain legal obligations may be defined, e.g. UK Investigatory Powers Act

2016[12].

8.2.3.2.9 Search commands and queries

This data refers to records of search commands or queries provided by the user to the service or

product. Searfh commands and queries data are a sub-type of EUIL.

8.2.3.2.10 User location

This data refprs to records of the location of the user within a specified degreecef‘precision. User
location data |s a sub-type of EUIL.

8.2.3.2.11 Sqcial data

This data reffers to records of interaction between the user, other people and organizations. This
includes friends’ lists and information about types of interactions. (e:;g. likes, dislikes, eventp, etc.)
related to pepple and/or entities/ businesses which collectively,edcompass social graph data.|Social
data is a sub-fype of EUIL.

NOTE1 A cystomer’s own contact information is account or administration contact information (see 8/2.5.2).
NOTE 2  Usef’s contact list maintained explicitly as such and entered by the cloud service user or customer
using the capabilities of the service is called a “customer contact list” and is considered customer content|data.
8.2.3.2.12 Biometric and health data

This data refefs to metrics about the (human).user’s inherent characteristics collected by the appljcation
or service’s cgpabilities. Biometric and health data are a sub-type of EUIL For example, the voice|prints
of the human focal cords and the posture maintained when walking (as used in Japan's Amended|Act on
the Protectio];of Personal Information)[13].

NOTE1 Biofnetric data provided to the system or application for identification is considered credentials
(see 8.2.2.2).

NOTE 2  Personal biométric data (see 8.2.2.6) entered by the user is customer content data.

8.2.3.2.13 End-uSer contact data

Contact informs

NOTE

End-user contact data is different from customer contact lists (see 8.2.2.3) or account or

administration contact information (see 8.2.5.2). This data type is captured or generated as the user interacts

with the cloud

service.

8.2.3.2.14 User’s environmental sensor data

Data about the physical environment captured by sensors as the user exercises an application or cloud

service’s capa
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8.2.3.3 Organization identifiable information (OII)

OIl is the data that can be used to identify a particular tenant (general configuration or usage data); is
not linkable to a user and does not contain customer content data. This also includes data aggregated
from the users of a tenant that is not linkable to the individual user. OlI data is a sub-type of derived data.

8.2.4 C(Cloud service provider data

8.2.4.1 General

Cloud service provider data (as defined in ISO/IEC 17788) is unique to the system and under the control

Ofthe _luud oCl1 V;\,C Pl UV;dCl-

NOTE Cloud service provider data does not include customer content or derived data.

8.2.4.2 Access and authentication data

Accesd and authentication data are the data used within the cloud servide to manage agcess to other
categofries of data or capabilities within the service. It includes passwords, security certificates and
other quthentication-related data. Access control data is a sub-type of‘Cloud service provider data.

8.2.4.3 Operations data

Data which is used for supporting the operation of cloud{service providers and system|maintenance,
such gs service logs, technical information about a, Subscription (e.g. service topology), technical
infornmjation about a tenant (e.g. customer role name), configuration settings/files.

8.2.5 | Account data

8.2.5.1 General

Account data is class of data specificto each cloud service customer that is required o sign up for,
purchase or administer the cloud setvice. This data includes information such as namgps, addresses,
paymgnt information, etc. Account data is generally under the control of the cloud service provider
although each cloud service ‘customer usually has the capability to input, read and edit their own
account data but not the records of other cloud service customers. See ISO/IEC 19086-1[3].

8.2.5.2 Account orladministration contact information

Contagt informatien for customer of an application or cloud service and any cloud service aiministrators
and clpud servi¢e business managers designated to administer and control the use df the service.
Account orradministration contact information is a sub-type of account data.

-l & & 1 "
8.2.5.: delllt:lll. IHIDUUIIICIIT Udid

Data provided by the cloud service customer for the purpose of making payment for the services, or
to pay for products or services bought through the services. Payment instrument data is a subset of
account data.

8.3 Data identification qualifiers

8.3.1 General

Data in any category can provide or contribute to information that identifies or can be linked to an
individual, referred to in this document as personally identifiable information (PII). The extent to which
individuals are directly identified in the data and how easy it is to associate a set of characteristics in
the data to an individual is important to individuals, CSCs and policy makers as they assess a use of that
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data category. Therefore, the specification of data in the context of data use or data processing should
include not only the type of that data, but also a description of the degree to which the data can identify
an individual or associate an individual with a set of characteristics in the data.

This clause defines qualifiers that can be used with data categories to describe the degree to which an
individual is directly identified by the data and how the individual is associated with characteristics
(attributes) in the data.

8.3.2 Identified data

Identified data is data that can unambiguously be associated with a specific person because PII
is observable in the information. Guidance on what can be considered as identifiers can be found in

ISO/IEC 2910

D:2011, 4.4.1[4].

8.3.3 Pseudlonymized data

Pseudonymizgd data is data for which all identifiers are substituted by aliases foi"which the alias
assignment ig|such that it cannot be reversed by reasonable efforts of anyone otherthan the party that
performed thgm.

This correspgnds to data resulting from the process of “pseudonymization” in ISO/IEC 29100:2011,
2.24 and described as “pseudonymous data” in ISO/IEC 29100:2011, 4.4¢4-

8.3.4 Unlinked pseudonymized data

Unlinked psefidonymized data is data for which all identifiers’are erased or substituted by aliases for

which the ass
by reasonabld

efforts of anyone including the party that performed them.

8.3.5 Anonymized data

Anonymized
randomized d
cannot be ide

This correspq
defined as “ar

8.3.6 Aggr«

Aggregated d

lata is data that is unlinked and-which attributes are altered (e.g. attributes’ valy
r generalized) in such a way that there is a reasonable level of confidence that a
htified, directly or indirectly;tby the data alone or in combination with other data.

nds to data defined as\‘anonymized data” in ISO/IEC 29100:2011, 2.3 and the p
onymization” in ISOAEC 29100:2011, 2.2.

boated data

hta is statistical data that does not contain individual-level entries and is combine

information apout enough different persons that individual-level attributes are not identifiable.

9 Datapr

ignment function is erased or irreversible, such-that the linkage cannot be re-established

es are
Derson

rocess

d from

rpccing and use rnfpgnripc

9.1 Overvi

ew

In order to understand the processing and use that is made of data which flows between devices and cloud
services, itis useful to consider the various categories of data processing that can take place, the categories
of data use that might occur and the scopes of the processing and use (essentially what capabilities, cloud
services and parties may be involved). This clause examines each of these topics in turn.
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9.2 Data processing categories

9.2.1 General

This clause describes some of the data processing techniques found in the devices and cloud services
ecosystem. These data processing techniques include transformations of the data content and
movement or storage without transformation of the content.

The data processing and transformation taxonomy is extensible and supports the description of the
processing techniques for handling data in the devices and cloud services ecosystem and highlight
areas relevant to data privacy.

NOTE Additional information about the processing techniques relevant to storage security ¢an be found in
ISO/IEC 27040.

Throughout the data lifecycle, processing techniques might be applied to a set ofidata independently or
in combination with each other to address specific contexts. Each technique canbe performed either by
a single entity or by multiple stakeholders.

9.2.2 | Data partitioning

9.2.2.1 General

Data pprtitioning refers to the approach of splitting a set of data residing in a single locatidn or database
into srhaller logical units, called partitions.

Data pjrtitioning is used within cloud services to process very large data sets by placing|relevant data
closer o each member of a set of distributed procéssors. The resultant data partitions cai, for example,
be stored in different datacentres running a single distributed database system, which rajises issues for
policyjand practice that relies on a single location for a data set.

The two main approaches to data partitioning are horizontal and vertical. Hybrid partitioning refers
to the method of combining horizontaland vertical partitions by applying them in any sgquence to the
same data set. Partitioning data vertically might be effectively used to strip sensitive infgrmation from
the data before sharing the data:with other parties.

9.2.2.2 Horizontal partitioning or sharding

A horifrontal partition;, alSo commonly known as sharding, is a subset of full records froin the original
databdse. The valués, of the attributes of each record in the partition satisfy a certain logical condition
definefl by the spécific partitioning operation. In the relational database example, a horizdntal partition
would|be a subset of rows from the original table satisfying a logical composition (i.e. using AND and
OR logjical pperators) of one or more selection operators on the original table.

9 2 2 ] Yoritical ot ids o o
YTV “TTe T aaTar par oottty

A vertical partition contains all records from the original database, but with only a subset of attributes
(i.e. columns) as defined by the specific partitioning operation. In the relational database example, a
vertical partition would contain all rows from the original table but containing only a subset of columns.

9.2.3 Data integration

Data integration is the process of providing a unified view from multiple data sets. Information from
multiple data sets can be combined in a number of ways, each of which has its own terminology. The
following are a few common examples.

— Data association, where individual records from one data set are linked to data records from
another.
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Data aggregation/Data consolidation, where records of the same type, but from different data
sources are combined together into a single data set.

Data accumulation, where data arising from a single source is kept over time to create a history of
how the data values are changing.

These distinctions are helpful in explaining what an application or a cloud service is doing with data.
For example, data linkage can create sensitive data from two seemingly innocuous data sets. Data
accumulation can uncover deep trends in usage and other behaviour. Overall these processes create
new insight, potentially for both the CSC and the CSP.

9.2.4 Data fusion

Data fusion ig the process of combining information from multiple data sets followed by reduction or

replacement, which results in a single improved data set, such as a data set with more confidgnce or

more relevangy.

The term infdrmation fusion is synonymous with data fusion, but might imply a higher semantjc level

than data fusfon. Other terms associated with data fusion are decision fusion and data combinatjon.

Data fusion ik used throughout the devices and services ecosystem, notably for machine leprning

related to usefrs, processes and resources.

9.2.5 Datajmprovement

The process of improving the quality of information comes in anumber of categories, including:

— data stanfdardization: getting data into the corresponding fields in a data structure;

— data validation and correction: testing for valid valtiés and fixing any that are not valid;

— data enri¢hment: filling out missing data;

— data de-duplication: matching duplicatesecords for the same person/thing and creating a| single
consolidated record from the duplicates<{often they have different values so takes policies gn how
this is done);

— data prunjing/disposal: removal of obsolete data.

9.2.6 Encryption

Encryption cdn be used-across the devices and cloud services ecosystem to protect data. Encrlyption

techniques thiat can bé\yused include encryption of data at rest and encryption of data in motigpn. For

more information describing these techniques, see ISO/IEC 27040(6l.

9.2.7 Replication

Replication refers to the practice of creating and maintaining multiple instances of the same information
typically for failure recovery. In the devices and cloud services environment, replication has also been
used to speed access to information by locating instances of the same information in geographical
proximity to its usage.

9.2.8 Data Deletion

9.2.8.1 General

Originally, deletion of data was designed and used mainly to allow reuse of permanent storage. Today,
in the devices and cloud services ecosystem storage cost is dramatically reduced and the focus is on
deletion of data as an important activity in data protection[8] and, where applicable, the data subjects
“right to be forgotten”[10].
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Various technological approaches can be used for data deletion. They differ in their properties[9] such
as the physical granularity of data to be deleted, accessing or processing (e.g. deleting) the metadata
and the latency until the complete result of the deletion operation is achieved.

An additional important aspect of data deletion includes tracking the flow of data through its lifecycle
in the (distributed) system and the deletion of specific information as necessary. This can require a
complex system design due to data replication, partitioning and other processes. An additional level of
complexity is introduced if the deletion of information based on the identification of specified data is
required.

Deletion of electronic data falls under two broad categories: “data deletion” and “secure data deletion”.

9.2.8.2 Secure data deletion

Securd
as the
actor)

data deletion refers to the process of irreversible destruction of electronic data’so o party (such
data subject, the data processor, any authorized or unauthorized third party, or pny malicious
is capable of recovering the data from the systeml[2].

9.2.9 | Re-identification

Re-ide
data s
the da
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There
data d
proceg

9.3 1

9.3.1

Applic
For ex
comm
the ap
data ti
provid

htification is the process of linking the information from a dexidentified data set
Ibject. Re-identification creates a new data set containing-iriformation linked to
fa subject’s records in the original data set. Re-identification might be achieved by
hition techniques described in 9.2.3.

sultant information about the data subjects maymot’be identical to or consistent wit
Lie to potential distortion of data in the course of its de-identification, re-identific
ses.

Data use categories

General

htions and services use datasin complex ways to provide capabilities that appear

o a particular
some or all of
1sing the data

h the original
ation, or both

quite simple.

ample, a capability ongamobile device that provides travel directions in response to verbal

hnds, an everyday interaction between humans, requires a very complex interag
plication and suppertservices that provide speech recognition and map data. Fur
ansferred and stoved between the application and the services is useful in many
ing the directions, it could also be used to improve the overall performance of the s

ortoi

To inc
descri

prove the targeting of advertising.

ease understanding and trust, providers seek to use commonly used, non-techn
e use,of the data. Those common terms may not have the same meaning for the
“The following clauses define the accepted meaning of common terms in the contexf

tion between
thermore, the
ways beyond
peech engine,

cal, words to
user and the
of the devices

the use.

Using these terms in data use statements and referencing clear definitions in this document allows
providers to make simple data use statements, yet provide transparency about the specifics of data use
to customers, policy makers and regulators.

Unlike scope definitions, use definitions do not build on each other, e.g. use of “improve” does not imply
“provide”. A more specific definition does not imply any other use, e.g. “share with third-party partners
and data processors when necessary to provide the service” does not imply any other sharing of the
data such as “share with partners for marketing purposes”.

Each use of data should have an explicit data use statement. A statement can include multiple uses for a
specified scope and data category, e.g. “Account data is used to provide and improve the service.”

Additional “uses” and verbs can be defined to extend this document.

© ISO/IEC 2017 - All rights reserved 25


https://iecnorm.com/api/?name=c9d9be6a65548d5c9bde2de61fc8d799

ISO/IEC 19944:2017(E)

For definition

9.3.2 Provi
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s of data use, source scope, use scope and result scope, see 10.2.1.
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monitoring of user behaviour to identify potential attackers and to perform forensic analyse
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rom the source scope.

clude the use of specified data categories to protect the rights and property.of the
ler and to prevent loss of life or serious injury to anyone. For example:

rvice uses derived data only to provide the cloud services defined in the cloud s

his example, use of derived data is restricted to provide the service contracted for in th|
ent, including operational support system (0SS) and business)support system (BSS) for excl
In the case of a single contracted service, “This application” or “This service” could also de
.3).

data use statement structure used in this example\s described in Clause 10.

here a single scope is involved provide means to protect the customer content dat
l to provide and communicate with the‘customer about the status and availability
ilities of this scope.

itional support for contractedservice

related to the acquisition; jprocessing and storage of data about the usage of 3
ed data) contracted by @ specific cloud service customer in order to operate and j
Ind processes necessary. for the provision of this cloud service. This includes:

bage data to be used for capacity planning;

hta for system and network maintenance and optimization;

n.of'service usage data and system events for fault tracking and root cause analysi

from the source scope by an applications and services scope to provide and protect the current

to communicate with the customer about the status and availability of the current capabilities of
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12]

Improvement of business support for contracted service

This usage is related to acquisition, processing and storage of data on the usage of contracted services
(derived data) being used for business support related to this service. This includes:

of the ser

— financial

9.3.3

Impro

vices contracted for in the SLA;

controlling, budgeting and resource planning.

ve

evaluation of service usage data to determine user preference about use of the current capabilities

Improve means to use specified data categories from the source scope to improve or increase the quality
of the existing functional capabilities of the result scope.
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Improve can be used with a single scope. In this case, it means that data acquired or created by
applications and services in the scope is used to improve the existing functional capabilities and to add
new capabilities to the scope, available to all users.

9.3.4 Personalize

Personalize means to use specified data categories from the source scope to change the presentation of
the capabilities of the result scope or to change the selection and presentation of data or promotions
accessed through the capabilities of the result scope to be specific to the user, based on information

about the user gathered by applications and services in source scope.

The s

me changes may apply to multiple users, for example all users of a particular cus

omer or all of

the us

Person|
servic
to cha
specifi

Examj]

Custon
the sen

Examy
custor
custon
their ¢
large v
user, a

T}
ac

brs sharing common characteristics may receive the same changes.

alize can be used with a single scope, in which case data acquired or created)by ap
s in the provided scope is used to change the presentation of the capabilities of

c to a user.
ble 2:

her content data from this service is used to personalize cloud service provider’s ser
vices listed in the cloud service agreement.

le 2 describes personalizing of services unrelatedo the contracted service base
her data regarding the contracted service to improve services that are not cont|

pllection and correlation with other data sources can be used to trigger, maintain 4
ariety of supplementary services. This includes use of other services, not explicitly
5 listed in the following examples.

e usage of location data from mopile devices to provide location based servicg
cording to his or her past behaviour.

plications and
that scope or

hge the selection and presentation of content by the applications and services in the scope to be

ices outside of

d on usage of
racted by the

her. Since data on service usage provide information on the preferences of the cloudl service user,

ind improve a
contracted by

s to the user

— Add-on advertisement serviceg.based on search engine queries, combined with dat3 on past user
bghaviour.

NOTE The data use statement structure used in this example is described in Clause 10.

9.3.5 | Offer upgradesor upsell

Offer ypgrades orupsell means to use specified data categories from the source scope fo offer to the

custorher incréased capacity or resources for the capabilities of the result scope or new capabilities

currently outside of the result in exchange for compensation.

The squxreé of new capabilities may be defined as a scope. For example: “...to upsell ¢apabilities to

customers from any of our products and services.”

Offer upgrades or upsell requires the definition of the person or group of people who are the target
audience.

9.3.6

Market/advertise/promote

9.3.6.1 General

Market/advertise/promote means to promote specified products and services to users or customers of a
results scope based on data from the source scope.

Promotion is targeted at an individual or a group of individuals. Market/advertise/promote requires the
definition of the person or group of people who are the target audience.
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9.3.6.2 Promote based on contextual information

Market/advertise based on data derived from the use of the current capability or based on the services
and application scope, without the use of data derived from the user’s prior use of the services.

9.3.6.3 Promote based on personalization

Use specified data categories from the source scope to change the content of a promotion to the result
scope to be specific to the user. The same content may be presented to multiple users, for example, all
users of a customer or all of the users sharing a profile may receive the same changes.

9.3.7 Sharg

9.3.7.1 General

Share means o transfer specified data categories from the source scope to an entityxother thfan the
cloud service|provider of the source scope. This entity may be defined as the claud’service provider
of a result scape, e.g. “... share pseudonymized operations data with cloud service\providers of gimilar
commercial cloud services.”

As an exampleg:
Example 3:
This service shares customer content data with third parties.

This example|is a poor use statement in that it does not provide clarity of the purpose for which the
data is being $hared nor of the extent of the data being shared. CSPs are strongly encouraged to provide
as much detall as possible in data use statements so that it is clear to the CSC what is being dorje with
which data.

NOTE Theldata use statement structure used in-this example is described in Clause 10.

Cloud service|providers should specify a putpose for sharing data by including a use definition| As an
example:

Example 4:

This service sHares payment instrument data with third-party partners and data processors to provjde the
cloud service,

This examplejadds some-¢larity to how retail services provide payment instrument data (i.e. credit card
information) fo third parties, for example for billing purposes, for the specific purpose of providing the
service.

NOTE The|data’use statement structure used in this example is described in Clause 10.

9.3.7.2 Share when required to provide the service

There are conditions where CSP are required to share data: by contract, applicable laws and regulations,
resulting in the transfer of specified data categories to third parties to provide the service. This can
include sharing data to comply with applicable law or respond to valid legal process from competent
authorities, including from law enforcement or other government agencies and providing data to law
enforcement to protect the service and uphold the terms governing the use of the service. This use
statement only includes the use of provided data by the third parties to provide the services in the scope.
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9.4 Scopes: Boundaries of collection and use of data

9.4.1

Scope concepts

The term “scope” as used here provides a way to clearly describe the boundaries of collection and use
of data in the devices and cloud services ecosystem. In the example declaration given with Figure 7,
the scope increases from data collected in a specific capability (for example, a single web page) to use
of the collected data by any capability in the service, the results of that use may be used to provide any
service agreed to in a service agreement.

The scope types in 9.4.2 are arranged to describe an increasing extent of a CSP’s products and services.
Figure S illustrates the idea that each definition encompasses a greater extent of the services and
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application or cloud service is being discussed.

which

The expression “this service” can be used to specify the service when the use of the term is unambiguous.

9.4.2.4 Services listed in the cloud service agreement

Any of the cloud services specified in the cloud service agreement that applies to the application or

service that p

rovided the data.

9.4.2.5 Cloud service provider’s cloud services

Any of the cloud services provided by the cloud service provider, including but not limited to the cloud
services covered by the cloud service agreement.
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9.4.2.6 Cloud service provider’s products and services

This refers to any product or service from the cloud service provider.

9.4.2.7 Third-party product and services

Any product or service from entities other than the cloud service provider.

NOTE

For use statements about sharing data (see 9.3.7), third party can be used to denote an entity that
provides the data from a source scope or receives data as a result scope

9.4.2.8 Third-party and data processors
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NOTE

ISO/IEC 38505-1[Z] identifies and examines higher level governance concerns regarding the use of
data which is relevant from the perspective of governance of data.

An objective of this document is to improve transparency in describing data flows and to reduce the risk
of confusion. The data taxonomy, data identification qualifiers, data processing and data use categories
described in Clauses 8 and 9 can be used by cloud service providers (CSPs), cloud service partners
(CSNs), or cloud service customers (CSCs) to create data use statements. This document can be used
to define naturally formed, complete, unambiguous and structured sentences in order to add clarity
and transparency in communication between the CSP, CSN and CSC and cloud service users. There are
multiple ways to achieve this. This document provides one way to define descriptions, guidance and
examples for the definition of data use statements. Guided by this document the risk of incomplete or
poorly drafted data use statements can be reduced.
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The data flows described in 7.4.3 can provide an approach to the creation of data use statements which
describe how particular categories of data are processed and used in the devices and cloud services
ecosystem. Data flows can identify the source of the data and its destination or target. The functional
components identified in 7.4.2 can be useful for describing the source and target. It is also important to
recognize that data processing can be conducted by a particular component, but that the output from
that processing could affect one or more other components.

10.2 Data use statement structure

10.2.1 Structure definition

Complete des
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use scope€
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Figure 6 — Use statement structure (passive)
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The following example follows the structure in Figure 6:

{Uniimked pseudonymized] [tefemetry data] from is used by fthis service] to [theservices fisted in the Services agreement]
- et — | P e

[ om ] /s \ [ use \ [ Resul \

1z f II | 1

Identification Data from : ST:JN: | is used by l. Scope to | Action | the '. s:;uet |

Qualifier Categories '-\ P j-' \ / \ P ]
—I . ______) \ r, W, .'I / ' )
(S — S— — - /\ N

Figure 7 — Example of use statement structure [pas@b(?)‘

Figurd 8 illustrates an alternative structure for a data use statementégg very similar to|the structure
descriped in Figure 6 with the exception that the natural language structure used is ip active form;
whereps, the structure in Figure 7 uses passive form. There may lie‘data use description scenarios and
naturgl human languages where the use of active form is more @rable.

P . — RN | o
/ \ Sa T - I\ Source | / Result \"'-,
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| Sqope | Qualifier Categorles @\ P / | Scope y,
! ! s ., / f \\\

\&_ ___,.f/ [—l $® — | __//

A’\Q’
Figurqé\-— Use statement structure (active)
’\\C)

The following example follows'the structure in Figure 8:

{this service]uses fUnlinjed Jd'?'.'j rmized] [telemetry datafrom {theservices listedin theServifes agreement]

s 1 @ v

! Y - = rd \ -' f 4 b
/ a, \ Dats o __ / / " Result |
| scope | U585 [ aentificarion | Data from | Sso uree | to | Action | the | Scope :
k\ / |_Qualifier ‘Categuries A\ cope ) \ pe )

- | — \..q____,/ L \“--_f’/

Figure 9 — example of use statement structure (active)

Some examples of data use statements follow:

Example 1:

The services defined in the services agreement use account data from the service that provided the data to
provide the services defined in the service agreement.
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Example 2 is very similar to Example 1 except that the source and use scopes are the same:

Example 2:

The cloud services defined in the cloud services agreement use account data from those cloud services to
provide the cloud services defined in the service agreement.

Example 1 has the product and services scope, the source scope and the results scope are all the same
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10.2.2.1 Using single or dual scope definitions

Fully expressed data use statements have three scopes stated: the use scope, the source scope and the
result scope. In some cases, where two of the scopes are the same, or where all three scopes are the
same, data use statements can use a simplified format where only one or two scopes are stated, the
other scopes are inferred.

If only one scope is described then it is assumed to be the same scope for the use, source and result
scope. In this case, data is assumed to come exclusively from the use scope and the results of the data
use (result scope) to apply only to that scope.
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