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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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Homomorphic Encryption is a type of symmetric or asymmetric encryption that allows third parties
(i.e. parties that are neither the encryptor nor the decryptor) to perform operations on plaintext
data while keeping the data in encrypted form. The primary purpose of homomorphic encryption is
to allow third parties to perform such computations on data while simultaneously ensuring that the
confidentiality of the plaintext data is preserved. It is typically the case that homomorphic encryption
schemes require the plaintext to be represented in the form of elements of a group, rather than strings
of bits or bytes as is the case with most conventional methods of encryption.

Homnmnrphir‘ encryption mechanisms can be r‘nfpgnrhpd hy the nature of the operati

plain
thep

fext that they can support. This document considers homomorphic encryption mecha
aintext operation is typically addition and/or multiplication in a prescribed group.

n(s) on the
hisms where
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IT Security techniques — Encryption algorithms —

Part 6:
Homomorphic encryption

cone

— h

cope
Hocument specifies the following mechanisms for homomorphic encryption.
xponential ElGamal encryption;

aillier encryption.

hch mechanism, this document specifies the process for:

enerating parameters and the keys of the involved entities;

ncrypting data;

ecrypting encrypted data; and

omomorphically operating on encrypted data.

Anneﬁ A defines the object identifiers assigned te.the mechanisms specified in this docum
provi

es numerical examples.

2

ormative references

Ther¢ are no normative references:if this document.

3

erms and definitions

For the purposes of thisidocument, the following terms and definitions apply.

ISO a
— 1

]

hd [EC maintainterminological databases for use in standardization at the following

50 Online.browsing platform: available at https://www.iso.org/obp

EC Electropedia: available at http://www.electropedia.org/

ent. Annex B

hddresses:

3.1

ciphertext
data which has been transformed to hide its information content

[SOURCE: ISO/IEC 18033-1:2015, 2.11]

3.2

decryption
reversal of a corresponding encryption (3.6)

[SOURCE: ISO/IEC 10116:2017, 3.5]

© ISO/IEC 2019 - All rights reserved


https://www.iso.org/obp/ui
http://www.electropedia.org/
https://iecnorm.com/api/?name=abd752a94f58d7db4a9392b4a07ecd47

ISO/IEC 18

3.3

033-6:2019(E)

decryption algorithm
process which transforms ciphertext (3.1) into plaintext (3.14)

[SOURCE: ISO/IEC 18033-1:2015, 2.17]

34
decryptor
entity which

decrypts ciphertexts (3.1)

[SOURCE: ISO/IEC 18033-5:2015, 3.1]

3.5

determinisf
<algorithm>|
always prod

[SOURCE: IS
as the doma

3.6
encryption
(reversible)
the informat

[SOURCE: IS

3.7
encryption
process whi

[SOURCE: IS

3.8
encryptor
entity which

[SOURCE: IS

3.9

group

set of eleme
every a, b an
(iii) for ever

[SOURCE: IS

ic
characteristic of an algorithm that states that given the same input, the same-out
iced

D/IEC 18031:2011, 3.9, modified — "algorithm" has been removed fromtheterm and ¢
n.]

ransformation of data by a cryptographic algorithm to produce ciphertext (3.1), i.e. t
ion content of the data

D/IEC 18033-1:2015, 2.21]

algorithm
th transforms plaintext (3.14) into ciphertext\3.1)

D/IEC 18033-1:2015, 2.22]

encrypts plaintexts (3.14)
D/IEC 18033-5:2015, 3.2]

hts S and an operation * defined on the set of elements such that (i) a*(b*c) = (a*b)
d cin S, (ii) there exists an identity element e in S such that a*e = e*a = a for every a in |
 a in S théreexists an inverse element a1 in S such that a*a-1 =a1*a =e

D/IE€ 15946-1:2016, 3.6]

but is

dded

hide

“c for
5, and

3.10

homomorphic map
map from one group (3.9) to another that preserves their respective group operations

Note 1 to entry: A definition of homomorphic map is provided by Cohen et al. in [13].

3.11
key

sequence of symbols that controls the operation of a cryptographic transformation

Note 1 to entry: Examples are encryption (3.6), decryption (3.2), cryptographic check function computation,
signature generation, or signature verification.

[SOURCE: ISO/IEC 9798-1:2010, 3.16]
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3.12
key generation
process of generating a key (3.11)

[SOURCE: ISO/IEC 11770-1:2010, 2.24]

3.13
key generation algorithm
method for generating asymmetric key (3.11) pairs

[SOURCE: ISO/IEC 18033-2:2006, 3.27]

3.14
plainftext
unenfrypted information

[SOURCE: ISO/IEC 18033-1:2015, 2.30]

3.15
probpbilistic
<algdrithm> characteristic of an algorithm that states that given the.same input, the outptlit could take
diffefent values

3.16
security parameter
variaples that determine the security strength of a mechanism

[SOURCE: ISO/IEC 20008-2:2013, 3.5]

4 Symbols and abbreviations

aEes Element a of the set.S,

sec.keqy Private key (secret key)

pub.key Public key

Fp Finite field with p elements for a prime p
g Elément in F),

Security parameter

p Prime number

parameters P.ul])ﬂlic parameters necessary for encryption, decryption or the group pperation on
etprhertesxts

q Prime order of g

Zq" or Zp* Unit group of Z; or Zp, respectively

Zgor Zn Residue ring modulo q or n, respectively

(mod p) Modulo p

. Operation on the plaintext group

© Operation on the ciphertext group

<g> Group generated by g

© ISO/IEC 2019 - All rights reserved 3
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5 General model for homomorphic encryption

5.1 Entities

There are three entities as follows.

encryptor: an entity that performs homomorphic encryption using a public key;
decryptor: an entity that performs homomorphic decryption using a private key;

operator: an entity that performs homomorphic operations on ciphertexts.

5.2 Keyr
The private
The public k

The paramef

5.3 Algor]
A homomory

KeyGen
key dend

Encrypt
m in the

Decrypt
cin the

5.4 Funct

Given any tuple (pub.key, sec.key, paraineters) produced by KeyGen(k), the following two propertig

required.
Correctness.
Decrypt(Enc

Homomorph
ciphertext g

bles
key sec.key shall be kept secret by the decryptor.
by pub.key shall be public to the encryptor or operator.

ers parameters are public.

jthms
hic encryption mechanism is composed of the following thtee algorithms.

k). Given a security parameter k, produce a tuple (pub:key, sec.key, parameters) wher
tes the public key, sec.key denotes the private keyzand parameters denotes the param

(m, pub.key, parameters). Given a public key pub.kéy, parameters parameters and a plai
plaintext group, perform encryption and produce a ciphertext c.

(c, sec.key, parameters). Given a private key sec.key, parameters parameters and a ciphe
fiphertext group, perform decryptiontand produce a plaintext m.

ional requirements

For any plaintext .3
rypt(m, pub.key-parameters), sec.key, parameters) = m.

c property. The encryption is a homomorphic map from the plaintext group t
foup. Mere specifically, for any two plaintexts m1 and m; in the plaintext group, and ¢

c1 = Encrypt(m1, pub.key, parameters)

b pub.
bters.

ntext

rtext

tS are

b the
tting

c2 = Encrypt(my, pub.key, parameters),

itis required that

Decrypt(c1®c3, sec.key, parameters) = miems.

In all the mechanisms specified in this document, the key generation and encryption algorithms are
probabilistic, while the decryption is a deterministic algorithm.

© ISO/IEC 2019 - All rights re
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6 Homomorphic encryption mechanisms

6.1

General

In Clause 6, two homomorphic encryption mechanisms are specified.

-6:2019(E)

Annex A defines the object identifiers which shall be used to identify the mechanisms specified in this
document.

6.2

Exponential ElIGamal encryption

6.2.1
The d

6.2.2
Key g
Input
Outp
Oper
a) H
1
2

b) U

ST

3) ¢
NOTH
NOTH

NOTE

General

etailed algorithm is found in [14].

Key generation algorithm
eneration: KeyGen(k) —(pub.key, sec.key, parameters)
: a security parameter k.
1t: a public key pub.key =y, a private key sec.key = x, and patameters parameters = (p,
htions:
arameters' key generation
) Choose prime q with security parameter; k\thiformly at random and independentl

) Choose prime p uniformly at randomwith security parameter k subject to the con
divides p-1.

) Choose g € F," with prime orderg.

ser key generation

) Choose x € {1,..., g-1}uniformly at random.

) Compute y = gX(@mod p).

utput (, x, (p, @.9))-

1  For the.common security levels and corresponding sizes for p and g, see [11].

2 Fergenerating a random integer from the specified range, see ISO/IEC 18031.

I, 9)-

.

dition that q

3.¢{/For prime number generation, see ISO/IEC 18032.

6.2.3

Encryption

Encryption: Encrypt(m, pub.key, parameters) — ¢

Input: a message m = gM € <g> for M € Zg, a public key pub.key = y, and parameters parameters = (p, q, g).

Output: a ciphertext ¢ = (u, v).

Operations:

a) Choose r uniformly at random from Z;".

b) Compute u = gr(mod p).

© ISO/IEC 2019 - All rights reserved
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c) Compute v =myr( =gMyr)(mod p).

d) Output c as a ciphertext ¢ = (u, v) of m.

NOTE

When a message is used after a conversion function, see ISO/IEC 18033-2.

6.2.4 Decryption

Decryption:

Input: a ciph

Output: expgnential message m = gM.

Operations:
a) Comput
b) Decrypt

The scheme
— The ope
— The ope
NOTE 1

Encrypt

= (u1, v1)

= (uruz(upod p), vivz(mod p))

= Encryp
NOTEZ2 Th

NOTE3 If

Encrypt

= (uruz(mpod p), vivz(modp))

= Encryp
where M

Although M

A lhomomorphic property is satisfied as follows:

Decrypt(c, sec.key, parameters) - m = gM

ertext ¢ = (u, v), a private key sec.key = x, and parameters parameters = (p, q, g).

e 7 = uX(mod p).

the ciphertext as m = vz-I(mod p), where m = gM € <g>.

has the homomorphic property with respect to the following twogroup operations:
Fation e on plaintexts is defined by a multiplication on <g>.

Fation O on ciphertext is defined by coordinate-wise multiplication modulo p.

1, pub.key, parameters) © Encrypt(my, pub.key, parameters)

© (uz,vz)

t(m1 » mp, pub.key, parameters).
e size of p and q is determined by the security parameter k.

n is represented by m = gM, theh an additive homomorphic property for M is satisfied as folloy

ng , pub.key, paraméters) © Encrypt( gM2 , pub.key, parameters)

t(gM1+M2(mod\q), pub.key, parameters),
+M>(mod-q) is an addition over Fy.

cafinot be recovered, it is possible that it is not necessary to get M but just to check wh

two ciphert
Because it is

szbie palotra +o +1 S3an A s st carlailo 1p ningG -an o dbivza oo o i o o et
AtSTeratcTto—tnt—Sarmt 7 O ot wimt R eCpIg —arr attrerv CriomomopraC—propert

J

computationally inexpensive, the Exponential ElGamal encryption scheme is particularly

well suited to address that common case.

NOTE4 In
recovered fro

practical applications, such as electronic elections (see [12]), the value of M is small, so M can be

m m = gM with precomputed tables.

6.3 Paillier encryption

6.3.1 General

The detailed

algorithm is found in [15].

© ISO/IEC 2019 - All rights reserved
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6.3.2 Key generation algorithm

Key generation: KeyGen(k) — (pub.key, sec.key, parameters)

Input: a security parameter k.

Output: public key pub.key = n, private key sec.key = A, and parameters parameters = n.
Operations:

a) Choose prime numbers p and g independently and appropriately at random from the appropriate
range, which depends on a security parameter k. Both p and g shall be secret.

b) (ompute n = pq.

c¢) (ompute A =lcm(p-1, g-1), which is the least common multiple of p-1and g-1.
d) Qutputn and A.

e) lletd=A2A"1(mod n).

NOTH1 n+l1 is invertible with order n modulo n2. The value n is both the\public key and the only parameter.
The vhlue A is the private key.

NOTH2  Asecurity parameter k means that 2k operations are thebest known cryptanalysis.

6.3.3| Encryption

Encryption: Encrypt(m, pub.key, parameters) —c

Input: a message m € Z, a public key pub.key = n,’and parameters parameters = n.
Outppit: a ciphertext c.

Operations:

a) (hoose runiformly at random from Z,"

b) ({ompute ¢ = (nm + rn(modn2).

c¢) Qutputc.

NOTH When a message is used after a conversion function, see ISO/IEC 18033-2.

6.3.4{ Decryption

DecryptionizDecrypt(c, sec.key, parameters) —m

Input: aeiphertext ¢, a private key sec.key = A and parameters parameters = n.

Output: plaintext m.

Operations:

a) Compute L = (cA(mod n2)-1)/n.

b) Decrypt m = LA-1(mod n).

c) Output m.

The scheme has the homomorphic property with respect to the following two group operations.

— The operation + on plaintexts Z, is defined by an addition over Z,,

© ISO/IEC 2019 - All rights reserved 7
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— The operation ©® on ciphertexts an is defined by a multiplication over an .

NOTE A homomorphic property is satisfied as follows:
Encrypt(m1, pub.key, parameters) ® Encrypt(mgy, pub.key, parameters)
= ((nm1+1)r1") ( (nm+1)r2n) (mod n?)
= (n(m1+ m)+1) (ry r2)"(mod n2)

= Encrypt(my + mp, pub.key, parameters).

© ISO/IEC 2019 - All rights reserved
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Annex A
(normative)

Object identifiers

This annex lists the object identifiers assigned to the mechanisms specified in this document.

Hom 1lluJ_thi\_,Ellk_,J__YtJtJ‘_ull { ;ou(l) starrctarect
algdrithms (18033) part6(6) asnl-module (
mecHanisms (0) }

O\ .
U ClICT YyP CTOT

{
0) homomorphic-encryptiQri

DEFINITIONS EXPLICIT TAGS ::= BEGIN

-—- HXPORTS All; ---- IMPORTS None; --

id-Homenc-mechanisms OBJECT IDENTIFIER ::= { iso(l) stahdard(0)
encyyption-algorithms (18033) part6(6) mechanisms (1) }
id-Homenc-expElGamal OBJECT IDENTIFIER ::= { id-homent-mechanismg 1 }
id-Homenc-pailler OBJECT IDENTIFIER ::= { id-hemenc-mechanismg 2 }
END

© ISO/IEC 2019 - All rights reserved 9
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Numerical examples

Annex B
(informative)

B.1 Exponential ElIGamal encryption

B.1.1 Gengpral

The paramefers p, q, g, and k satisfy the requirements specified in [14].

B.1.2 1 024-bit finite field, 160-bit security parameter, 2-party

B.1.2.1 Ke}y generation

p eb5256a78 8£875183 ec56a332 d38db31d e883cded 25aep35a
656823b5 c801bd44a 104fdeld 6Q%49Dd53ad aaabdodl 07fep3a8
e721a32f 3e678064 5c85de2d 4f4f8556 8767efc9 b836B193
497c052a 5b832464 b81az209d 393eb6d3 ad64cbal b760[/dc7
9b3611dc dlb544ede d329¢c€9 3f68234b 1d5f209%9a e708[lc0d
44662ecel fB86c4d58f

q eofabbe8 dfdla200 fd699%9a9f f4b02761 f05fca6c9

g 5a0clebd €9c0787¢ 3d426e20 36455fcd 25bc32bl e666p2ba
90dadl69 af7043¢cl 8b266d53 0d0f607e ad6cl82d d7¢c8Bd9ol
91583434 41e001bl 0e36c8ff al03cb80d adcf7e84 3935p1d2
f4£2d067 222d5a33 157b81f4 f4a46c95 26375920 cac7Bc23
el100e8b4l 3ebB8adbc 83047aed4 5b079%ca 6dbf69b4 bOclebbf
fdfd232¥ 99c5dola

X 13d5955 a5e91b8f edlb56b6 bdcd4679 39de9bfc

y b7866990 d044blbc cbbcf84c 29fl145ee 17d4f460 8c79m55e
249e9el10 8b91e363 81944fa3 c0c3f518 76f63bce 7bb3Pffd
e9cal226 5e916dd3 fb2e060b Odfeaaa6 7d5a3591 59b9¥8c3
dfl1141f0 e0a22380 a3633clf fbcblc22 8ffedef(O bab5p293
bfdffdbo 4e3f362d 63blladd 2507f6e9 e98de7la f£f09fdbo6
4e3737c0 46044138

B.1.2.2 Encryption and decryption

M 41424344 45464748 494a3132 33343536 37383930

M, de318d95 40168f7c bd4e8735 8c2f5b2a 9¢541328 ad51lcb3l

9 57f8b9%ad e4b61e08 0184d277 9ebfb79d 70ec0al7 5aa770blc
eb34e418 ba063c53 b6724cfc 5675c2ce e91cddd7 9ad3bcecl3
60£78a38 94c3f92c 0523e3fa 694e2bd7 49344676 all8beb8
37e676ca 882bbbld e274b44f 925f4160 €119e9d6 774261c3
676bb36e ed7a547f

ri d8d0f2d6 a3e2d745 ab4410e2 042a740e 7a81az280

10 © ISO/IEC 2019 - All rights reserved
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65666768

2de87a93
3defc949
54be2fdc
924349e4
e830a7ab
65£510be

célc9cc8

535fel80
5a8572d7
f6£2b375
02313d82
925a6236
caladffc

cla4d4/79a’y

51cd4fl2
TebT74efe
7£24a133
3651ba’3
5ff215a6

696a6b6C

4e2dg49d
7465200a
egdodb37
c936e7ea
al8del21

bfblcc80

3f2d4bae
51le64c8f
47d46ach
84711dd3
50e57011

rciza’e4a

d46eabdf
79950731
72f04eab
0d95b23b
92e26d2a

6d6e6f70

bbd20abd
6a4d0580
aed00813
5211c5£8
lacdda2d

£fc9flb9c

5396719c
bd619859
5c04ae4dd
b606lead
376490e0

91d7eal 75faacf2 909ced456 f8c76ed3

cc9cf90a
cc6782f2
27078b10
15dc520b
b95fbele

Obfcc778
8e751564
baa3lfea
02457145
bcc75353

CACl. O

99c9eblf
20909209
dde48101
8c90032b

o

7e2012dd
4bf0e682
a07c6d49
c688566a

11

S9UdDYD(J

f53fec3
£f640elal
dpfl7cTg
7dd3a44l
49b47e57

71727374

f9e2b9%ad
af7afdb52
1fa9670s
752021d9
d2fead6d

4658f6eb

bellflo62
8e693f8Y
cocOdctll
d42d44b9
1d2£3290

Tb706848
Oce9cles
835d7a0f1
95254 fdg
75£27874

)
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Sfe39c4t
c7420b61l
21743c28
d7aa997f
Ob3ec72f
cb7ce945

—
0doIoVUoDT

eaa08205
1d9f81lla
65de67df
5febl348
3ff1c87d

CRjen i rae:
975e3632
e025858a
2c791laa’
5deaeb9f

4 ann
FTdTO02LUUD

27c28cbe
aedelbbd
2c73510a
503d8d55

~ a1
cL1ladold

0albd9el
7c0c78£3
444£1921
£27d45e98

8bb2c0dl
504032bc
161ceb85
80069227
caf85fdb

db32ac28
4180502a
aldedd55
202edba?d
1eb32865

27cb587a
cb623e0f
0213358a
2c1074f£9
bf00cceb

9eadb78d
042d2442
5e38581e
8el0clocl
90beaf72

cbf7bldo
8ab5dc9bl
051e0£73
1b8df05e
c2b29ba?2

6abld9eb
1189cfc4
8042ffbl
834bel8a
db5a3688

alf518f0
fd9efb30
579f£785b
3defb7cb
50cleaa’
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ISO/IEC 18033-6:2019(E)

B.1.2.3 Homomorphic map

g Mg My = g (M+M,) 484d5d48 744e5241 961fe498 89bbalfe cf262c6f 6514b8b8
7d3dc757 4608d422 bl3a05f6 deff8012 846d7cad ee8ded7b
eb446fb2 84d4973a 22a3c924 ba79%9edf9 124fclbe e5fc283d
1665fa54 28994bc5 09%9alebfl 61bb5892 53ccl754 57313cfE5
8f5alZ2aa 7ece8b20 1955f52f 293d723f a2l29%ece 45e44b’c
b777£7£4 £3888d80

uquz 8bd4adTea 5d4183bl 799202b7 baelbabd 8a35abf5 13876412
4e5ceebl £653928a d65cla3f ff458dec 74237006 85181453

69t 569598 tadtc 2 S 057+ 860 6af 3T o 6508339
8b71£d20 c5bb097b 7cb22d77 af655£f54 cclb97eb 5k6l1H8e6
ea8l0dba 0d068ac9 219pe853 2£f0bc699 3321£2£f2 . 0b01pd43

82cbbb6b 42caf9178

Viva fcld51 9b9%be789 5£32bflc bb27el6l e845a3L2 cbdbr8c7
74079332 2£5d15d1 fdbefcll 4207e0ca f£3/AH0e65 fbelpdab
6a53a29f £8a79ef7 7fal66lb b9459bd0 145fa884 dccbfeeb
6174b714 aedd6e92 2ae2f2f3 7662a690 ce5bb535 2ebfE5b3
bdeb2e49 07bdl1b8 da86ef71 37ee95k4 decc5fb2 88d8P033
aaad420d6 562acb7f

B.2  Paillier encryption

B.2.1 Geperal

The parameters p, q, and k satisfy the requirements specified in [15].
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B.2.2
B.2.2.1 Key generation

p

f£03bla’
56e62b01
7ddal456
84ad13d5
4548ab29
0df02f4c

4827c746
509£1096
3dd55a22
b6e6599%e
4626fedd
4d00b413

1 024-bit finite field, 160-bit security parameter

db83d2ea
2£9c5c8f
1799d2aa
6467c670
14ff764d

ISO/IEC 18033-6:2019(E)

££000676
dOb7£518
57ed2713
109cflf4
d8b091f1l

22f545b6
4a9ce8e8
271678ab
5ccfed8f
1a0943a2

dacaabcl
101431b0
b13b0fe9
alce8ebb
70a4a833
4e2a0b21

d9f3094b
853817f0
8d07£82a
9¢340c3f
db5912f7
b73a971c
360e962c
f84aedbb
53948b8
16c263f6
bf522006

24532¢37
eb895952
ecd6a95c
9a08acbb
cf398329
Le89c3da
9ed4af90
bfal39%e7
cb5831laf
b5315949
ee34aa2f

dco/faad
7eb3ddcb
1c70115c¢c
71db525f
cbcda68l
79e04dec?

36634c05
63el8e76
alafdeaf
fcab55913
553edech
961688ba
e953a69f
d7747bcl
102b33aa
d51dbkdald
608a@p104

33bb3756
bb504269
701d4fc7
54c63983
38dfcfcb
1903c174
d59%9adale
f£2dceb0
064357dc
72aadfa’l
4923fb4db

fdoad274
05d77d9%a
2bleeell
bcda7a89
ffd49baa

al2aelab
1c0c538e
7441 fcfo
2581leaf8
047e4dbe
2ddaadfi
36¢53c37
4499bd0e
24203814
ed77d139
cl138c0f3

455c7af0
04acb897
e8bbaa2?29
30eafc’e
80bfb782
Odealbec
22alcfeb
03961977
d4f0c3a3
87clbfai

c4d58876
742ac232
55e07252
aaed46d2
0f610bad

56903510
5hff2cTe
Aocbbca
£65c13d0
dO6ee87e
50d25233
0799fcfb
fffcdc71
70ed4ee85
3a0a3eeb
9e09c4c5

e3c2b382
b8ffdcbf
136764al
d3ba034d
78127¢c15
8763180b
89612d19
f0£3e828
36b08bl6
b258e£f03

bb85166b a3dc2052

5a1d331]]
2fe6a063
701A=abfg
7Tacabeaq
100cdf4d

7a48029¢
53d603bN
aa2cde39
2f3445a9
ffch549ell
72£317d4
al95e8fd
54325908
8380ff04g
Oelfdeds

bf0c0061]
b8a3ab4y
c7077a54
5d3360f1
2aalelajy
19ab8068§
bcb057cq
82e99967
905fcab8
d4374cb

© ISO/IEC 2019 - All rights reserved

25843212
1£439df4
alb8b40a
75ea3b81l
dd2b983b

c22e57d8
bdleO5ac
49de7072
af35a262
cc86e503

39b3cobal
35cabb3b
8ad73edb
32a3elfa
94d38e06
1d06£f9f0
9lebe862
355c2ffc
eab82885
30856665

b448alla
dedc7489
ec793524
8870a5a9
98cded01
b9883¢c80
b781882e
1697c3c3
dd22529f
36bdfoch
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