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INTERNATIONAL ELECTROTECHNICAL COMMISSION

PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 4: Guidelines for designing with high voltage aircraft electronics

and potential single event effects

FOREWORD

1) THe International Electrotechnical Commission (IEC) is a worldwide organizatio
alll national electrotechnical committees (IEC National Committees). The{ obje
infernational co-operation on all questions concerning standardization in th
this end and in addition to other activities, IEC publishes Internationa )
Tdchnical Reports, Publicly Available Specifications (PAS) and Guides (he

rising
pbmote
Is. To
tions,

“IEC
Pyblication(s)”). Their preparation is entrusted to technical committe rested
in|the subject dealt with may participate in this preparatory wo K. non-
governmental organizations liaising with the IEC also participg i losely
with the International Organization for Standardization (IS@ ined by
adgreement between the two organizations.

2) THe formal decisions or agreements of IEC on technical ational
consensus of opinion on the relevant subje e m all
inferested IEC National Committees.

3) IELC Publications have the form of recomm ational
Cgmmittees in that sense. While all reasonabte effo f IEC
Pyblications is accurate, IEC cannot be r any
misinterpretation by any end user.

4) In|order to promote international unj ications
trgnsparently to the maxim gence
begtween any IEC Publication and the gted in
the latter.

5) IEC provides no markiQg proced indic s approval and cannot be rendered responsible fqr any
equipment decl i i i Zublication.

6) Al| users should engdreH 8 latest edition of this publication.

7) Nq liability shall att i rec employees, servants or agents including individual experfs and
meémbers of its teg C National Committees for any personal injury, property damage or
other damage of any \na whether direct or indirect, or for costs (including legal feeq) and
expenses arismg pub catlon, use of, or reliance upon, this IEC Publication or any othgr IEC
Pdblication

8) Attentioniis ive references cited in this publication. Use of the referenced publicatipns is
indlisp pplication of this publication.

9) Atiention i ) pgssibility that some of the elements of this IEC Publication may be the subject of

patent rights- ot be held responsible for identifying any or all such patent rights.

A PAS is a technical specification not fulfilling the requirements for a standard but made

availpble to the public.

IEC-PAS 62396-4 has been processed by IEC technical committee 107: Process management

for avionics.
The text of this PAS is based on the This PAS was approved for publication
following document: by the P-members of the committee
concerned as indicated in the following
document:
Draft PAS Report on voting
107/59/NP 107/71/RVN

Following publication of this PAS, which is a pre-standard publication, the technical committee

or subcommittee concerned will transform it into an International Standard.
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This PAS shall remain valid for an initial maximum period of three years starting from 2007-09.
The validity may be extended for a single three-year period, following which it shall be revised
to become another type of normative document or shall be withdrawn

IEC/PAS 62396 consists of the following parts, under the general title Process management
for avionics — Atmospheric radiation effects:

e Part 2: Guidelines for single event effects testing for avionics systems

e Part 3: Optimising system design to accommodate the Single Event Effects (SEE) of

4+ o + PN P
alimmuopIIcTIV Tauilatiurnt

Q

o Part 4: Guidelines for designing with high voltage aircraft ele nd_poténtial

single event effects

\

o Part 5: Guidelines for assessing thermal neutron flukxes ' s ilVavipnics

&
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PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 4: Guidelines for designing with high voltage aircraft electronics
and potential single event effects

1 Scope and object

This |PAS is intended to provide guidance on Atmospheric Radiation effects on high voltage,
nominally above 200 V. Avionics electronics used in aircraft operating at™alti p to
60 000 feet (18,3 km). It is intended to be used in conjunction with IEC/ARS ~This|PAS
defines the effects of that environment on high voltage electronj i psign
consjderations for the accommodation of those effects within avioni€s sys{ems

This| PAS is intended to help aerospace equipment ma S &si s to
standardise their approach to Single Event Effects on i iding
guidance, leading to a standard methodology.

Detajls are given of the types of Single Event Effects r perati i Itage
Avionics electronics, methods of quantlfymg th fe i ssist
design and to demonstrate the suitabili s

1.1 Normative references

The following referenced documents i [ or the application of this document,
only |[the edition cited applies. , iti nced
document (including any a

Accdmmodation gffects via single event effects within avipnics

IEC/TS 62396-1, P!:oc \ay ¢ jonics — Atmospheric radiation effects — Part 1:
electronic equipm!

For the ocumeént, the terms and definitions given in IEC/TS 62396-1 appl

=<

3 Potential pltage single event effects

A N-thannel power MOSFET can have two different types of catastrophic effects induced by
the deposition of charge from a single energetic particle, Single Event Burnout, SEB and
Single Event Gate Rupture, SEGR. In addition to this kind of power MOSFET, other power
devices, such as Insulated Gate Bipolar Transistors (IGBTs), bipolar power transistors and
diodes, which have large applied voltage biases and high internal electric fields, are
susceptible to SEB. In SEB, the penetration of the source-body-drain region by the deposited
charge can forward bias the thin body region under the source. If the bias applied to the drain
exceeds the local breakdown voltage of the parasitic bipolar elements, the single event
induced pulse initiates avalanching in the drain depletion region that eventually leads to
destructive burnout SEB. SEGR applies to N and P channel MOSFETS. It is explained via the
transient plasma filament created by the energy deposition track when the MOSFET is struck
through the thin gate oxide region. As a result of this transient track filament, there is a
localized increase in the oxide field which can cause the oxide to break down, leading first to
gate leakage and finally to gate rupture. As a consequence of the atmospheric neutrons, SEB
is the major threat to high voltage electronics.
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Although at the outset, this threat to the power system in an aircraft from SEB may appear to
be remote or even far-fetched, the experience of breakdowns in the high voltage electronics
on electric trains in Europe before 1995 shows that SEB can be real and has happened in the
field. In this case, European and Japanese manufacturers of high voltage semiconductors
noticed that some of their devices were undergoing burnout failures in the field during normal
operation of newly developed train engines [1, 2]1. The diodes and GTO thyristors (Gate Turn
Off Thyristors) used on the trains were rated at 4 500 V, and were normally operated at
(50 to 60) % of rated voltage. They were designed for terrestrial use for > 35 years, so when
the failures first appeared in the field after only a few months, this was puzzling. The failure
mode was investigated in great detail and eventually a set of experiments, carried out at three
dlfferent Iocat|ons (salt mine, top- roor Iaboratory and basement) the results convmced the

man
volta

ge at which the devices can be operated safely without SEB.

In 4dddition, these manufacturers have followed the methodelog

experi

Natid ergy
neut [ 300
at air high
volta e not
been s that the bus voltage

used|i SEGR.

Gene < been 270 V, and a pragtical
lower imi i devi ) *Nhis practical lower limit stems|from
the f i , i d he effect to occur; if Vds is kept Qelow

the t V operation devices rated at 4D0 or
500 e devices are being operated| at a
derati spective inCe the devices are being used at < 300 V
and hese' condjtions are sufficient to preclude any slingle
event burnout in the hig 2

However, in ad

consjdered for | The
volta bus
voltage. Thus, in % : s such

advanced avjomni S \ ici i i , 1l the

4

Thus|, the-problem becomes that avionics vendors may be asked to provide systems thgt will
operate at’higher voltages, for example, 600 V, and there is virtually no guidance for thgm to
use in_developing the designs that will avoid the potential of SEB in the high voltage devices
such as power MOSFETs and IGBTs.

In reality, the situation with SEB in high voltage electronics is relatively similar to that of
single event upsets, SEU, in low voltage devices (< 5 V) such as random access memories
(RAMs), microprocessors and FPGAs. The threat of SEU from atmospheric neutrons in the
low voltage devices has been dealt with very extensively in the technical literature and in
IEC/TS 62396-1. The approach in IEC/TS 62396-1 is that the rate of the single event effect, in
this case SEU, in the devices, can be estimated by the following equation:

SEE rate per device (per hour) = 6 000 (n/cm2h) x SEE cross section (cm? per device) (1)

1 Numbers in square brackets refer to the bibliography.
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The 6 000 n/cm?2 per hour flux is a nominal value for the cosmic ray neutrons with Energy >
10 MeV, at 40 000 ft (12,2 km) altitude and 45° latitude. It may be adjusted for different altitudes
and latitudes using data in Annex D of IEC/TS 62396-1. For RAMs especially, a great deal of SEU
cross section data has been published, allowing users of the standard to estimate the SEU rate,
and some SEU cross section data is also available for microprocessors and FPGAs.

The same Equation (1) can also be used for SEB rates in high voltage devices provided that
SEB cross sections are known for specific devices operated at a specified voltage. This
standard recommends the use of Equation (1) for calculating SEB rates even though it is
recognized that this is conservative. There is very little published data on the SEB cross
sections, but the data that does exist [3 and 6] suggests that the SEB cross section is
significanily reduced at Tower neutron energies compared o for example 200 MeV. JHus a
morg realistic neutron energy threshold for calculating the SEB rate (energy atwhich(the| SEB
ig ather
than| 10 MeV. However, this level of conservatism will be allQwed i i 5t of

mainftaining consistency with IEC/TS 62396-1. ta is
documented in Clause 6.

For avionics applications, it should be recognized that asgtunin i Il be
operating at a single voltage is unrealistic. First, the airplane™awe i ed to
expefience power transients and spikes during flighk f ents i less
than|1 s during which time Vds could increase fro ower
spikgs can increase the voltage to even higher le jon is
much shorter, usually < 100 ps.

Secdgndly, the details of the operation nt in
evalyating its susceptibility to SEB. \ C-DC
convgrters, the voltage across the MOSFET 3 pous. The MOSFET cycles betyween
off ahd on states, and thg T during the off state is higher|than
durlrr{‘ fated with the mechanism that allowss the
magmnetic energy to be di . Nehighesgt voltage across the MOSFET is during the
off sfate, but its magnjitud Operational parameters of the converte (for

exanpple, Vin, V
should take mto
cyclg and set of ope
have i

Jus, a true evaluation of the SEB suscept|bility
cross the MOSFET throughout the complete| duty
the converter. Other high voltage components| may

The R erform accelerated SEB testing of very high voltage devicés [3]
has y the
micrq WNR
facili uasi
e, at
ry at
) are
gcure
: sults
are often put |nto the format of aFIT (Fa|Iure in Tlme) rate, 1 FIT bemg equal to one fa|Iure in
109 device-hours of operation (see [3]).

The key points are that none of these very high voltage devices are relevant to avionics
applications and that some vendors treat their SEB data as proprietary. However, the
familiarity of these HV electronics vendors with the overall SEB issue from neutrons means
that if they also manufacture lower voltage devices, devices that may be relevant to avionics
applications, they may have SEB data, but this data will be considered proprietary.
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5 Relevant SEB data and applying it to avionics

5.1

SEB data from heavy ion testing is not relevant

It is surprising that when it comes to SEB induced by high-energy protons and neutrons, there
are only two IEEE papers [3, 6] that discuss this subject and present useful data, despite the
fact that the first evidence of proton-induced SEB in MOSFETs was documented in a 1988
report [7]. Since the 1988 report, almost all data published concerning SEB in power devices
has been based on single event effects testing using heavy ions to simulate the cosmic rays
rather than with protons and neutrons. The results of the heavy ion testing is not relevant to
the situation with high energy neutrons and protons. This heavy ion SEB data could

theo
in m
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Howg{
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no S
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secti
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differ
the V]
in Fi
Facil

MOSFETs are shown in Figure 1. The [data-eome
the Hermi National Accelera or S
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bst cases this is not done, only the values of Vds and Vgs are pregented, at whid
occurs.

pver, even if heavy ion SEB cross sections were known, & 3 aVi
cations would be extremely conservative, and would resuk.in\hi S
for avionics applications. For example, just looking at th
EB occurs, in a 500 V device that was tested with both

e of the parts, the SEB cross secd
b for other parts, there are some di
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Figure 1 — SEB cross sections measured in 400 V and 500 V MOSFETs
for WNR and proton beams
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In looking at Figure 1, it is clear that the voltage threshold for the 400 V IRFP360 is < 300 V.
In [6], the threshold is given as 280 V, meaning at 280 V there will be no SEB events, but at
higher voltages, there will be. Figure 1 also shows that the SEB response of the IRFP360 is
very similar when using the WNR neutron beam and a 150 MeV proton beam. However, when
using lower energy protons, for example, 37 MeV protons, the SEB response is far too low
compared to that with the WNR beam, for some values of Vds being too small by 1 to 2 orders
of magnitude.

For the four different 500 V MOSFETSs tested by BREL, the SEB cross sections are generally
within an order of magnitude of one another, even though there may be significant differences
between them, such as the size of the die and the maximum allowable current. At some
valugs of Vds, the SEB cross sections are actually quite close for several of the devicels. Of
the three devices tested by FNL, one of these, Q1, exhibits a markedly smaller SEB\¢ross
sectipn than all of the other devices, while the response of the other twa i 1 A2,
are much closer to the response of the devices tested by BREL.

In Figure 2, we present similar data for higher voltage parts, and
two 1 200 V IGBTs. This data shows that there appears to be 11 iation i SEB
cros$ section with the higher voltage devices compared tg . JON' g in Figure 1.
SEB|cross section data exists on one part, the IRFPG5C ing EF and

WNR neutrons. There is fairly good agreement betw 3 with
the proton SEB curve higher than the neutron curve b

b
o
&

KEY

IRFPG50 - 1 000 V - Profon FNL

b
o
4

IRFPG50-WNR (1 Pulse[SEB) -
Proton BREL

IRFPG50-WNR (>5 Pulsps/SEB) -
Proton BREL

b,
[=]
da

APT1002 1 000 V - WNR
(1 Pulse/SEB) - BREL

IRFBG20 -1 000 V - Protpn FNL

HGTG20N120 1 200 V IGBT -
WNR (1 pulse/SEB) - BREL

=
[=]
1)

IRG4PH50U - 1 200 V IGBT -
Proton FNL

SEB Cross Section, cm®/dev

-
=
=

19"

Figure 2 — i 1] i
and 1 200 V IGBTs with WNR neutron and 200 MeV proton beams

Two sets of SEB measurements were made with the WNR neutrons and these illustrate the
importance of having good statistics (adequate number of burnout pulses) in calculating the
SEB cross section. The SEB neutron curve that seems to parallel the proton curve was made
on a single part with the burnout protection mechanism on the test card still operational, so
that numerous burnout pulses could be counted during each neutron exposure. After the
burnout protection mechanism was no longer operational, each burnout pulse destroyed the
test sample, so there was only one burnout pulse per device. Since there were only a few
samples available of each part type, the SEB cross section was based on a very small
number of burnout pulses. For that reason, the SEB cross sections based on such a small
number of pulses are not considered to be very accurate.
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Although Figure 2 contains data on only two 1 200 V IGBTs (the open symbols in the figure),
it clearly shows that the SEB cross sections for these devices are lower than those for
1 000 V MOSFETs by at least a factor of 10 and possibly more at lower voltages. However,
since this is based on only two data points, such a generalization cannot be applied to other
specific devices.

It also should be emphasized that most of the data in Figure 2 for the 1 000 V to 1 200 V
devices are on devices from one vendor, International Rectifier, IR. The figure also includes
data on one device from Harris and one from APT, but this not adequate for the figure to be
viewed as being representative of the SEB behaviour of comparable devices from all of the
vendors that produce such devices. A similar caution needs to be applied to Figure 1,
although this figure clearly has a wider range ol high voltage manufacturers included |in it.
Figufes 1 and 2 should be viewed only as giving the overall behavio the SEB\¢ross
sectipn curve as a function of applied voltage. These figures cannot be place of| data
obtaijned from the testing of actual devices that are being consid seNh specific
systems.

5.3 | Calculating the SEB Rate at Aircraft Altitudes

With|the SEB cross sections shown in Figures 1 and 2 v ples of hgw to
calcylate the SEB rate for power devices. If it is assu ) \ SFET is needpd to

operate at 400 V within an aircraft, from Figure 1 a ger bound SEB ¢ross
secti ft (12,2 km) would be,
follo oW ore reliable scenario Would
be tg limit the MOSFET operatmg vol [ i an upper bound on the|SEB
Crosy i ‘ upper¥ bound SEB rate at 40 Q0O ft
(12,4 km) of 2 x 10~7 Burnout/dev-h. with better data or by extrapolating the lifnited
data|i i 3 r the SEB cross section could be
obtained. For example, a SEE 3 i is atleast a factor of 10 lower than 3 x 10711
cm?2/ i S G , ifheould be assumed that 300 V is below the
SEB| threshold, in whit be/no SEB at 300 V. This emphasizeg the
importance of having E sS ec'n data on specific parts of interest in order to
obtain SEB rate@ > e i <

For 4§ Y 5 ght operate at 600 V, from Figure 2 we observe that a
reas 5 3 cross séction of a 1 000 V MOSFET would be 1 x 1078 cm%/dev.
This 6 x 107% Burnout/dev-h in the nominal neutron environment
(IEC 2,2 km) and 45 degrees latitude). However, in looking at

Figu ' aso extrapolate the upper bound values to obtain an upper bjound
estin R tross/’section that is an order of magnitude larger, in which case it Would
lead 3 rate of 6 x 1074 Burnout/dev-h. For the 1200V IGBTs, the data on the

IRG4 indicate that 600 V is below the threshold of this specific device in which
case|no SEB would be expected from the atmospheric neutrons. The very limited data op the
othe IGBT the HGTG20N12O is not adequate to aIIow extrapolatlon to voltages below 850 vV
C . . ce-at 6 erefore,
again, these examples emphaS|ze the |mportance of havmg good SEB Cross sectlon data on
specific parts of interest in order to obtain SEB rates, in which we can have confidence.

5.4 Measurement of high voltage component radiation characteristics, EPICS

EPICS, Energetic Particle Induced Charge Spectroscopy, is primarily a non-destructive
technique [9] to determine the charge or current response of high voltage devices under
applied voltage to radiation. The technique was developed to assist in the understanding of
the mechanisms behind charge multiplication within high voltage electronic devices and can
also be used to determine derating margins for devices operating at high applied voltages.

The basis of the measurement technique is shown for a high voltage diode in Figures 3a and
3b using a charge and current measurement technique respectively. The high voltage
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(labelled 1 in the figures) is provided with a suitable storage capacitor. In the charge
measurement technique, a Charge Sensitive Amplifier, CSA (A in Figure 3a) is used in
combination with a multi channel pulse height analyser to record the radiation induced event
charge at different applied voltages. Alternatively, the radiation induced event current may be
measured using transformer current probes (B) of differing current ranges in combination with
for example a digital oscilloscope (A in Figure 3b) employing suitable input sensitivity to
provide a wide current monitor range.

The results are normally plotted as the number of events per charge or current interval in a
logarithmic scale against the logarithm of the charge or current. In Figure 4, for results taken
at TRIUMF using the arrangement of Figure 3b, the X axis is the logarithm to base 10 of the

utron
Cross -sectlon of less than 1079 cm?2 at 900 V. The EP achnj AN be imilar
way 1o measure the SEE response of power MOSF i er to
detefmine voltage margins and cross-sections fo
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Figure 3a — Application of EPICS
of radiation event indy

<

<

Figure 3b — Application of EPICS to the measurement
of radiation event induced current

Figure 3 — Application of EPICS to the measurement of radiation event
induced charge and current
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