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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTRICITY METERING — PAYMENT SYSTEMS -

Part 41: Standard transfer specification (STS) —
Application layer protocol for one-way token carrier systems

FOREWORD

he International Electrotechnical Commission (IEC) is a worldwide organization for standardization.comp
| national electrotechnical committees (IEC National Committees). The object of IEC "is) to prg
ternational co-operation on all questions concerning standardization in the electrical and etectronic field
is end and in addition to other activities, IEC publishes International Standards, Technical Specifica
echnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter\referred to as
Ublication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee inter
the subject dealt with may participate in this preparatory work. Internationak” governmental and
bvernmental organizations liaising with the IEC also participate in this preparatiofi. IEC collaborates cl
th the International Organization for Standardization (ISO) in accordance,'with conditions determing
jreement between the two organizations.

he formal decisions or agreements of IEC on technical matters express,(as nearly as possible, an interna
nsensus of opinion on the relevant subjects since each technical.ommittee has representation fro
terested IEC National Committees.

C Publications have the form of recommendations for international use and are accepted by IEC Na
pommittees in that sense. While all reasonable efforts are made to ensure that the technical content o
ublications is accurate, IEC cannot be held responsibleyfor the way in which they are used or fo
isinterpretation by any end user.

order to promote international uniformity, IEC National Committees undertake to apply IEC Publicg
pnsparently to the maximum extent possible in their national and regional publications. Any diverd
etween any IEC Publication and the corresponding national or regional publication shall be clearly indica
e latter.

C itself does not provide any attestationof*conformity. Independent certification bodies provide confg
Esessment services and, in some areas,)\access to IEC marks of conformity. IEC is not responsible fo
brvices carried out by independent ceptification bodies.

| users should ensure that they have the latest edition of this publication.

o liability shall attach to IEC.of\its directors, employees, servants or agents including individual expert
embers of its technical committees and IEC National Committees for any personal injury, property dama
her damage of any nature, whatsoever, whether direct or indirect, or for costs (including legal fees
penses arising out of. the publication, use of, or reliance upon, this IEC Publication or any othe
ublications.

tention is drawn tao.the Normative references cited in this publication. Use of the referenced publicatig
dispensable for thé correct application of this publication.

tention is-drawn to the possibility that some of the elements of this IEC Publication may be the subjg
htent rights. IEC shall not be held responsible for identifying any or all such patent rights.
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International Standard IEC 62055-41 has been prepared by IEC technical committee 13:

Elec

trical energy measurement and control.

This third edition cancels and replaces the second edition of IEC 62055-41, issued in 2014. It
constitutes a technical revision.

The

main technical changes with regard to the previous edition are as follows:

e currency transfer tokens for electricity, water, gas and time metering;

o f

iner resolution for gas and time credit transfer;

e

o I

e

[ ]
o)

K
o {
o
o
o

o ¢

The

Full
votir

This

ommon code PAN for 2 and 4 digit manufacturer codes;

eserved MfrCode values for certification and testing purposes;

rovision for DLMS/COSEM as a virtual token carrier type;

ddition of DKGAOQ4, an advanced key derivation function from 160-bit VenhdingKey;

vithdrawal of DES for EA09 and TDES for DKGAO3 cryptographic algorithms, but DE{
DKGAO2 remains in use;

ddition of MISTY1 cryptographic algorithm using a 128-bit DecoderKey with suppo
ey change tokens;

ransfer of SGC values to the meter via key change tokens;

evision of the test/display token requirements;

evision of the KMS to reflect current best practice;

evision of the TID roll over management guidelines;

efinition of BaseDate is referenced to Cootdinated Universal Time;
isassociation of [IN from the ISO standard definition;

arious clarifications and enhancements to support the above.

text of this standard is based on“the following documents:
FDIS Report on voting
13/1755/FDIS 13/1764/RVD

information on the)Vvoting for the approval of this standard can be found in the repor
g indicated in the above table.

publicatieh has been drafted in accordance with the ISO/IEC Directives, Part 2.

Al

— Pgyment systems, can be found on the IEC website.

of all parts in the IEC 62055 series, published under the general title Electricity mete

5 for

rting

t on

ring
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The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPPDRTANT - The “colour inside” logo on the cover page of this publication indichtes
that|it contains colours which are considered to be useful for the correct understanding
of itls contents. Users should therefore print this publication using a colour printer.
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INTRODUCTION

The IEC 62055 series covers payment systems, encompassing the customer information
systems, point of sale systems, token carriers, payment meters and the respective interfaces
that exist between these entities. At the time of preparation of this document, IEC 62055
comprised the following parts, under the general title, Electricity metering — Payment systems:

Part 21: Framework for standardization

Part 31: Particular requirements — Static payment meters for active energy (classes 1
and 2)

Part|41: Standard transfer specification (STS) — Application layer protocol for one{way

token carrier systems

Part{42: Transfer reference numbers (TRN) — Application layer protocol for one-way token
carrier systems

Part|51: Standard transfer specification (STS) — Physical layer protocol for one{way
numeric and magnetic card token carriers

Part|52: Standard transfer specification (STS) — Physical layer protocol for a two{way
virtual token carrier for direct local connection

Part| 4x series specify application layer protocols and Part 5x series specify physical lpyer
protpcols.

NOTE 1 Part 42 is not interoperable with Part 41, Part 51 and Part,52\

NOTE 2 Part 42 was in preparation at the time of publication ofthis edition of Part 41.

The| standard transfer specification (STS) s\ a secure message protocol that allows
mation to be carried between point of salenN(POS) equipment and payment meters apd it
caters for several message types such ascredit, configuration control, display and [test
instructions. It further specifies devices\, and codes of practice that allow for the sefure
management (generation, storage, retrieval and transportation) of cryptographic keys ysed
with|n the system.

The|token carrier, which is not'specified in this part of IEC 62055, is the physical device or
medjum used to transport the information from the POS equipment to the payment meter.
e types of token carriers are currently specified in IEC 62055-51 and IEC 62055-52] the
maglnetic card, the numeric token carrier and a virtual token carrier, which have Rheen

Althpugh the-main implementation of the STS is in the electricity supply industry, it inhergntly
provides forthe management of other utility services such as water and gas. It should be
noted thaf* certain functionalities may not apply across all utility services, for exanple,
MaxjnidmPowerLimit in the case of a water meter. Similarly, certain terminology may nqgt be
ii;' wippiviiviv Ca L cattionNST—10 SXC prey JC v o casec O gaS
meter. Future revisions of the STS may allow for other token carrier technologies like smart
cards and memory keys with two-way functionality and to cater for a real-time clock and
complex tariffs in the payment meter.

Oa’ VV

Not all the requirements specified in this document are compulsory for implementation in a
particular system configuration and as a guideline, a selection of optional configuration
parameters are listed in Clause C.12.

The STS Association is registered with the IEC as a Registration Authority for providing
maintenance services in support of the STS (see Clause C.1 for more information).

Publication of the first edition of IEC 62055-41 in May 2007 resulted in its rapid adoption as
the preferred global standard for prepayment meters in many IEC member countries and a
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majority of IEC affiliate member countries. Prepayment electricity meters and their associated

Payment Systems are now produced, operated and maintained by an ecosystem of utili
meter manufacturers, meter operators, vending system providers, vending agents, ban
institutions and adjacent industries. Multi-stakeholder interests are served by the
Association comprising of more than-430 150 organisations located in over-24 35 count
Interoperability and conformance to the Standard Transfer-System Specification (STS)
guaranteed by Conformance test specifications developed and administered by the

ties,
king
STS
ries.

are
STS

Association. A full list of the STS Association services can be found at http://www.sts.org.za.

Developed originally for prepayment electricity meters in Africa — via an IEC TC13 W

G15

D-type liaison with the STS Association — this IEC standard now serves more users in Asia

than| Africa, with a total of approximately-35 50 million meters operated by-400 500 utilitig
30 P4 countries. Management of the technology has been administered by _the
Assgciation in fulfilment of its role as the IEC appointed Registration Authority.

O
O
D
D
D
D
D
D
D
D
O
D
D
D
D
D
D
D
D
D
D
D
D
D
D]
D
D

D
D
D
D
D

O
AN
D)
D
D

S in
STS

the ongoing develepment of advanced cryptographic algorithms, it has become desir|
bvise the secuyrity’ levels of |IEC 62055-41 so as to reflect the state of the art

pragtices, whichtwill be appropriate for deployment of new systems having a useful
expgctancy ofaatNeast the next 30 years.

Similarly;-'smart metering systems with payment functionality have evolved to employ
functiahs-in the meter, thus raising the need to provide for the transfer of currency units tg

able
best
life

ariff
the

metériistead of service units

The International Electrotechnical Commission (IEC) draws attention to the fact that
claimed that compliance with this document may involve the use of a patent concer
special reserved token identifier given in 6.3.5.2.

IEC takes no position concerning the evidence, validity and scope of this patent right.

it is
ning

The holder of this patent right has assured the IEC that he/she is willing to negotiate licences

either free of charge or under reasonable and non-discriminatory terms and conditions

with

applicants throughout the world. In this respect, the statement of the holder of this patent right

is registered with IEC. Information may be obtained from:
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Address: | Itron Measurement and Systems, P.O. Box 4059,TygerValley 7536, Republic of South Africa

Tel: +27 21 928 1700
Fax: +27 21 928 1701
Website: | http://www.itron.com

Address: | Conlog (Pty) Ltd, P.O. Box 2332, Durban 4000, Republic of South Africa

Tel: +27 31 2681141
Fax: +27 31 2087790
Welbsite: | http://www.conlog.co.za

Attention is drawn to the possibility that some of the elements of this document. may b

subj

identifying any or all such patent rights.

ISO

mosf up to date information concerning patents.

The

International Electrotechnical Commission (IEC) draws“attention to the fact that

claimed that compliance with this International Standard may involve the use
maintenance service concerning encryption key management and the stack of protoco

whid
take

The

Sery|

thro

is rejgistered with the IEC. Information'may be obtained from:

pct of patent rights other than those identified above. IEC shall not be held‘responsibl

(www.iso.org/patents) and IEC (http://patents.iec.ch) maintain‘on-line data base
patents relevant to their standards. Users are encouraged to consuit the data bases for

h the present International Standard IEC 62055-41 is based [see Clause C.1]. The
S no position concerning the evidence, validity and scope of this maintenance service.

provider of the maintenance service hds assured the IEC that he is willing to pro
ces under reasonable and non-discriminatory terms and conditions with applic
ighout the world. In this respect, thelstatement of the provider of the maintenance sef

€

g
I

the
e for

ur
o
—h

the

it is
f a
5 on
IEC

vide
ants
vice

Address: The STS Association, R.O.'Box 868, Ferndale 2160, Republic of South Africa
Tel: +27 11 061 5000

Fax +27 86 679 4500

Emgil: support@sts.org.za

Welbsite: http://www;sts.org.za



https://iecnorm.com/api/?name=b2caf345a3d38090806e9e6338025db6

IEC 62055-41:2018 RLV © IEC 2018 -15 -

ELECTRICITY METERING — PAYMENT SYSTEMS -

Part 41: Standard transfer specification (STS) —
Application layer protocol for one-way token carrier systems

1 Scope

This| part of IEC 62055 specifies the application layer protocol of the STS for transferring leits
of dgredit and other management information from a point of sale (POS) system,tq an
STStcompliant payment meter in a one-way token carrier system. It is primarily intended for
application with electricity payment meters without a tariff employing energy-based toklens,
but may also have application with currency-based token systems and for seryices other than
electricity.

It specifies:
. POS to token carrier interface structured with an application layer protocol and a
hysical layer protocol using the OSI model as reference;

¢
o tpkens for the application layer protocol to transfer thevarious messages from the PO[S to
the payment meter;

ecurity functions and processes in the application* layer protocol such as the Stangard
[ransfer Algorithm and the Data Encryption“Algorithm, including the generation |and
istribution of the associated cryptographic keys;

ol (D

ecurity functions and processes in the application layer protocol at the payment meter
uch as decryption algorithms, token authentication, validation and cancellation;

o0

[ ]
0.

pecific requirements for the meter @pplication process in response to tokens received

scheme for dealing with payment meter functionality in the meter application progess
nd associated companion spécifications;

Q) a)

e deneric requirements for an.STS-compliant key management system;
e guidelines for a key management system;
e ¢ntities and identjfiers used in an STS system;

e ¢ode of practice_for the management of TID roll-over key changes in association witH the
nevised set of \base dates;

e ¢ode of praetice and maintenance support services from the STS Association.

It is|inténded for use by manufacturers of payment meters that have to accept tokens |that
comply_with the STS and also by manufacturers of POS systems that have to produce
STSEwmpTi?mmmﬁmb'E‘r%ﬁ‘mmmrEb 62055-5X SETiES.

STS-compliant products are required to comply with selective parts of this document only,
which is the subject of the purchase contract (see also Clause C.12).

NOTE Although developed for payment systems for electricity, the document also makes provision for tokens
used in other utility services, such as water and gas.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.
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IEC 60050 I - onal__ El o ooal availabl

IEC

TR 62051:1999, Electricity metering — Glossary of terms

IEC TR 62055-21:2005, Electricity metering — Payment systems — Part 21: Framework for

stan

dardization

IEC 62055-31:2005, Electricity metering — Payment systems — Part 31: Particular require-

ments — Static payment meters for active energy (classes 1 and 2)

IEC [62055-51:2007, Electricity metering — Payment systems — Part 51: Standard. transfer
spegification (STS) — Physical layer protocol for one-way numeric and magnetic card token
carrlers

IEC [62055-52:2008, Electricity metering — Payment systems — Part 52:)Standard transfer
spegification (STS) — Physical layer protocol for a two-way virtual token carrier for direct local
connpection

ISOJIEC 7812-1:2006 2017, Identification cards — Identification of jssuers — Part 1. Numbaring
system

leolec a0 onny lelnntidenton condle o niitiontion D nonnre Dol O donliontionte ndl
ISOJIEC 18033-3, Information technology — Security techniques — Encryption Algorithms —

Part]

ISO
(MA

ISO
Ded

ANS
Stan

FIPS
Enc

NIST

3: Block ciphers

Cs) — Part 2: Mechanisms using a de@licated hash-function

10118-3, Information technq@fogy — Security techniques — Hash-functions — Pal
cated Hash Functions

| X3.92-1981, American-National Standard Data Encryption Algorithm, American Nati
dards Institute — Data Encryption Algorithm

b PUB  46-3:1999, Federal Information Processing Standards Publication - |
[yption Standard

[ SP_800-108, Recommendation for Key Derivation Using Pseudorandom Functions

3

3.1

For
IEC

9797-2, Information technology — Security techniques — Message Authentication. Cddes

t 3:

onal

Data

Terms and definitions

the purposes of this document, the terms and definitions given in—1EC-60050;

TR 62051 and IEC 62055-31 as well as the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp
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NOTE Where there is a difference between the definitions in this document and those contained in other
referenced IEC standards, then those defined in this document take precedence.

The term “meter” is used interchangeably with “payment meter”, “prepayment meter” and “decoder”, where the
decoder is a sub-part of an electricity payment meter or of a multi-part device payment meter.

The term “POS” is used synonymously with “CIS”, “MIS” and “HHU” in the sense that tokens may also be generated
by, and transferred between these entities and the payment meter.

The term “utility” is used to signify the supplier of the service in a general sense. In the liberalized markets the
actual contracting party acting as the “supplier” of the service to the consumer may not be the traditional utility as
such, but may be a third party service provider.

3.1.%
companion specification
spegification managed by the STS Association, which defines a specific instance ¢f a
MeterFunctionObject

SEH: 5.5 and Clause C.9.

3.1.2
decoder
part|of the TokenCarrierToMeterInterface of a payment meter that '\performs the functiors of
the |application layer protocol and which allows token-based(transactions to take place
between a POS and the payment meter

3.1.3
meter serial number
numler that is associated with the metrological part-6f the payment meter

Note |1 to entry: In a single-part device payment meter¢the'DRN and meter serial number may be synonymous,
whilelin a multi-part device payment meter they may be different.

3.1.4
tokegn
subget of data elements, containing antinstruction and information that is present in the APDU
of tHe Application Layer of the POSiToTokenCarrierinterface, and which is also transferrgd to
the payment meter by means of _a token carrier (the converse is also true in the case [of a
tokejn being sent from the payment meter to the POS)

3.1.%

ich a
it is

one

d|rect|on onIy - from the POS to the payment meter

3.1.7

token-based transaction

processing of any token by the payment meter that has material effect on the amount, value
or quality of service to be delivered to the consumer under control of the payment meter (in
terms of current practice this means tokens of Class 0 and Class 2)

3.1.8
supported
ability to perform a defined function

Note 1 to entry: If a supported function is disabled, it remains supported.
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base currency
particular currency denomination for the country that the receiving meter account is operating
in, as defined in 1ISO 4217

EXAMPLES USD/840, EUR/978, GBP/826, ZAR/710.

3.2 Abbreviated terms

ANSI
APDU

American National Standards Institute
ApplicationProtocolDataUnit

BDT]
CA
CC
CERT
CIs
CM

BaseDate
CertificationAuthority
CountryCode

Certified public key
Customer Information System
CryptographicModule

CMIPp
COHR
COYEM
CR(
DAQ
DCTK
DD
DDTK
DEA
DES
DITK
DK
DKGA
DKR
DLMS
DOER
DRN

CryptographicModuleldentifier

Code of practice

Companion Specification for Energy Metering
CyclicRedundancyCedeCheck
DeviceAuthenticationCode
DecoderCommonTransferKey
Discretionary Data
DecoderDefaultTransferKey

Data Encryption Algorithm

Data Encryption Standard
Decoderlnitialization;TransferKey
DecoderKey
DecoderKeyGenerationAlgorithm
DecoderKeyRegister

Disteibution Line Message Specification
bPate OfExpiry

DecoderReferenceNumber [known as a “meter number” in systems in use pri
the development of this document]

br to

DSN
DUTK
EA
ECB
ETX
FAC
FIPS
FOIN
FS
GPRS
GSM

BecoderSertatitumbrer
DecoderUniqueTransferKey
EncryptionAlgorithm

Electronic Code Book

ASCII End of Text character
FirmwareAuthenticationCode

Federal Information Processing Standards
FunctionObjectldentificationNumber
FieldSeparator

General Packet Radio Service

Global System For Mobile Communications
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HHU HandHeldUnit

HMAC Hash Message Authentication Code
IAIN IndividualAccountldentificationNumber
ID Identification; Identifier

[IN IssuerldentificationNumber

ISDN Integrated Services Digital Network
ISO International Standards Organisation
ISO-BIN—Replaced-by- HN

KCT KeyChangeToken

KDH Key Derivation Function

KEK KeyExchangeKey

KEN KeyExpiryNumber

KLF KeyLoadFile

KM( KeyManagementCentre

KMI KeyManagementinfrastructure

KMS KeyManagementSystem

KRN KeyRevisionNumber

KT KeyType

LAN Local Area Network

LRG LongitudinalRedundancyCheck

MF( MeterFunctionObject

Mfr Manufacturer

Ml MajorIindustryldentifier

MIS Management Information-System
MPL MaximumPowerLimit

MPRUL MaximumPhasePowerUnbalanceLimit
NIST National Institute-of Standards and Technology
NKHO NewKeyHighOrder bits

NKLO NewKeyLowOrder bits

NWIP NewsWork Item Proposal

OSl Open Systems Interconnection

PAN PrimaryAccountNumber

PLC Power Line Carrier

POS PointOfSale

PRN Printer

PSTN Public Switched Telephone Network
RND RandomNumber

RO Roll over

SG SupplyGroup

SGC SupplyGroupCode

SHA Secure Hash Algorithm

STA Standard Transfer Algorithm

STS Standard Transfer Specification
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STSA Standard Transfer Specification Association
STX ASCII Start of Text character

TCDU TokenCarrierDataUnit

TCT TokenCarrierType

TDEA Triple Data Encryption Algorithm

TI TariffIndex

TID Tokenldentifier

ucC UtilityCode

VCOK VendingCommonBESDerivationKey
VDOK VendingDefaultBESDerivationKey
VK VendingKey

VUQOK VendingUniqueBESDerivationKey
WAN Wide Area Network

XOR Exclusive Or (logical)

3.3 | Notation and terminology

Thrg

SO0

=000

e
1

NOTE

comn
integ

4

In th
leas

ughout this document the following rules are observed regarding the naming of terms

ntity names, data element names, function names @nd process names are treate
eneric object classes and are given names in tefms of phrases in which the words
apitalized and joined without spaces. Examples~are: SupplyGroupCode as a data eler]
ame, EncryptionAlgorithm07 as a function name and TransferCredit as a process n
see note);

irect (specific) reference to a named class of object uses the capitalized form, W
eneral (non-specific) reference uses“the conventional text i.e. lower case form
paces. An example of a direct reference is: “The SupplyGroupCode is linked to a groy
heters”, while an example of a_general reference is: “A supply group code links
ending key”;

ther terms use the generally- accepted abbreviated forms like PSTN for Public Switq
[elephone Network.

The notation used for\naming of objects has been aligned with the so called “camel-notation” used i
on information model (CIM) standards prepared by IEC TC 57, in order to facilitate future harmonizatio
ation of payment system standards with the CIM standards.

Numbering.-conventions

is decument, the representation of numbers in binary strings uses the convention tha
I sighificant bit is to the right, and the most significant bit is to the left.

i as
are
hent
ame

hile
with

p of
to a

hed

n the
and

the

Numbering of bit positions start with bit position 0, which corresponds to the least significant

bit o

f a binary number.

Numbers are generally in decimal format, unless otherwise indicated. Any digit without an
indicator signifies decimal format.

Binary digit values range from 0 to 1.

Decimal digit values range from 0 to 9.

Hexadecimal digit values range from 0 to 9, A to F and are indicated by “hex”.
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5 Reference model for the standard transfer specification

5.1

connected supply

Supply Interface

-21 =

Generic payment meter functional reference diagram

IEC 62055-4x series and IEC 62055-5x series

-

Metering
function

metered supply

Delivery
function

Accounting
function

Meter
Application
Process

Time
function

delivered supply

Load
circuit

Token Carrier to
Meter Interface
function

Test functions

Display functions

Recording functions

)

Security functions

)

<>

Token
Carrier

User
Interface

IEC

igure 1 — Functional block diagram of a generic single-part device payment metdr

single-part device payment meter all the essential functions are located in a single

enclosure as dep|cted in Flgure 1 above —m—wMeh—ease—ﬂee—deeede#us—mteg%al—M%h—the

The

wh|Ie in a

muIt| deV|Ce

payment meter

it

¢nCarrierToMeteTInterface to be located in a separate enclosure.

is

pOSSIb|e

for

IEC 62055-4x series primarily deals with the application layer protocol and IEC 6205

orial
the

B-5x

serig¢s withthe physical layer protocol of the TokenCarrierToMeterinterface. The TokenCajrier
is inpluded in the Physical Layer.

In this document the Decoder (see Clause 3) is defined as that part of the payment meter
where the Application Layer functions of the TokenCarrierToMeterInterface are-lecated hosted

and it is thus allocated a DRN (see 6.1.2.3).

NOTE MeterFunctionObjects are further discussed in 5.5.

In all cases, there shall only be one Application Layer implementation, thus there shall be only

one DRN associated with a payment meter,

whether it is a single or multi-part device
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implementation, even though there may also be more than one Physical Layer implementation
in the same payment meter.

STS protocol reference model

POS
Application
Process

METER
Application
Process

9

< 6.1 6.2 6.3

IEC 62055-41

Application Layer

Protocol Protocol

Physical Layer
Protocol

Physical Layer
Protocol

Application Layer

ToKen Carrier

IEC 62055-5x series

)

J

POSToTokenCarrierinterface

Key
APD:Ij
TCD

Rele

TokenCarrierToMeterinterface

ApplicationProtocolDataUnit; data interface to the application layer protocol

TokenCarrierDataUnit; data interface to the physical layer protocol

MeterFunctionObjects

Companion Specifications

ant (sub)clause number references in this document are indicated adjacent to each box.

Figure 2 — STS modelled as a 2-layer collapsed OSI protocol stack

IEC

The STS is a secure data transfer protocol between a POS and a payment meter using a
token carrier as the transfer medium. The application layer protocol deals with tokens and
encryption processes and functions, while the physical layer protocol deals with the actual
encoding of token data onto a token carrier (see Figure 2).

Examples of physically transportable token carrier devices are: numeric, magnetic cards,
memory cards and memory keys. Examples of virtual token carriers are: PSTN modem,
ISDN modem, GSM modem, GPRS modem, Radio modem, PLC modem, Infra-red, LAN and
WAN connections and direct local connection. These are defined in the IEC 62055-5x series.

It shall be noted that although the model primarily depicts a POS to token carrier to payment
meter protocol, the same protocol is equally applicable to any other device that requires
communicating with the payment meter, for example CIS, MIS or portable HHU.
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Although a collapsed 2-layered OSI architecture is followed in this document, it does not
preclude future expansion to include more layers should the need arise or for the implementer
to interpose additional layers between the two shown in this model.

The APDU is the data interface to the application layer protocol, specified in IEC 62055-41
and the TCDU is the data interface to the physical layer protocol, specified in the
IEC 62055-5x series.

The STS in this document defines a one-way data transfer protocol (i.e. from POS to payment
meter), although the reference model allows equally for a two-way transfer protocol, which

mav,be-areguirementin-a-futurerevision-of-this-document
Y| q

5.3 | Dataflow from the POSApplicationProcess to the TokenCarrier

The|flow of data from the POSApplicationProcess to the TokenCarrier is shown.in\Figure 3.

POS APDU TCDU Connector Token Carrigr

Application . . . [}
Process i i 1 1

. 3 Application Layer i Physical Layer,

| A i A
\
(IEC 62055-41) ! (IEC 62055-5x)
Token — TCDUGeneration

v

TokenData L] EncodeToken
L e e e O
KeyAttributes
— — EncodelD
IDRecord — H@—O—»@
TCT : PrintText :

PRNRecord

v

~

specific to each TokenCarrierType

IEC

Figure 3 — Dataflow from the POSApplicationProcess to the TokenCarrier

The|POSApplicationProcess presents the token to the APDU together with the KeyAttributes
of the DecoderKey that is to be used for encrypting the token. The application layer protocol
gen[irates the DecoderKey, encrypts the token and presents the resultant TokenData in the

TCOU.The physical layer protocol encodes the TokenData onto the TokenCarrier. Optionjally,
payment meter identification data may also be encoded onto the TokenCarrier (see 5.2{4 in
IEC 62055-51:2007 for example) as well as printed text onto the outside surface (see 5.1.5 in
IEC 62055-51:2007 for example). This part of the process essentially ends with the encoding
of data onto the TokenCarrier, after which the TokenCarrier is transported to the payment
meter (usually by the customer), where it is entered into the payment meter via the
TokenCarrierinterface.

5.4 Dataflow from the TokenCarrier to the MeterApplicationProcess

The flow of data from the TokenCarrier to the MeterApplicationProcess is shown in Figure 4.
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Figure 4 — Dataflow from the TokenCarrier to the MeterApplicationProcess

The|token entry process from the TokenCarfier varies according to the TCT. The nature of the
connector will similarly vary according toithe TCT, an example of which may be a keypad|or a
maglnetic card reader device supporting’one-way token carriers as specified in IEC 62055451.

NoTE Where other types of conneetors-would-be are required to support other types of token
carrlers such as a memory key,'reader device or a plug-in connector from a hand-held|unit
acting as a virtual token carrier, then such token carriers-might shall be specified in additipnal
parts of IEC 62055-5x in the future.

The| physical layer-protocol reads the token data being entered and provides immediate
corrective feedback~to the user (see 6.3 in IEC 62055-51:2007 for example). The entered
tokejn data is presented in the TCDU, from where the application layer protocol extractg the
token by appropriate decryption, validation and authentication, the results of which|are
presented<to the MeterApplicationProcess in the APDU. After processing and executing the
instruction) from the token, the MeterApplicationProcess indicates the result in the APDU for
the application layer protocol to take further action. This normally causes the cancellatign of
the TID and the giving of the Instruction, via the TCDU, to the physical layer protocol to
complete the token entry process by erasure of the token data (if appropriate) or by writing of
other relevant data back onto the TokenCarrier as may be appropriate.

For certain TokenCarrier types (for example a high speed virtual token carrier) the physical
layer protocol may employ a token entry lockout function to protect the payment meter from
fraud attempts. Typically, such a lockout function would slow down the effective rate, at which
tokens may be entered via the particular token -carrier interface (see 6.6.7 of
IEC 62055-52:2008 for example).

5.5 MeterFunctionObjects / companion specifications

With reference to Figure 1 it can be seen that the TokenCarrierToMeterInterface, which also
includes the TokenCarrier, is dealt with in the IEC 62055-4x and IEC 62055-5x series. The
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remaining MeterFunctionObjects shown in the diagram are defined in companion
specifications and are not normative to this document.

Companion specifications (see Figure 2) are under the administrative control (see Clause C.9)
of the STS Association and serve the purpose of defining functionality of a payment meter in a
standardized way, using an object-oriented approach.

5.6 ISO Transaction reference numbers

Payment Meter

associated with
MeterPAN transactign
eter reference number

comprises

4 y A

( IIN I IAIN / DRN IPANCheckDigit)
comprises
A y y
[ MfrCode I DSN IDRNCheckDigit)

Figure 5 — Composition of 1SO transaction reference number

IEC

ThefSO transaction reference number comprises the data elements and their relationships as
shown in Figure 5.

A token-based transaction (see.Clause 3) constitutes a financial activity that needs to be dealt
withlin accordance with standatd financial practices.

The|PrimaryAccountNumber (PAN)-as—defined-bySOHNEC 7812-1 serves to tag transagtion

records, messages, (requests, authorizations and notifications, in which both transagting
partles are uniquely identifiable.

A payment meter is thus uniquely associated with a MeterPAN, being a composite number
comprising~0f IIN and IAIN / DRN, which in turn comprises MfrCode and DSN (see 6.1.2).

6 OSToTokenCarrierinterface application layer protocol

6.1 APDU: ApplicationProtocolDataUnit
6.1.1 Data elements in the APDU

The APDU is the data interface between the POSApplicationProcess and the application layer
protocol and comprises the data elements given in Table 1.
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Table 1 — Data elements in the APDU
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Element Context Format Reference
MeterPAN Identification MeterPrimaryAccountNumber for 18 digits 6.1.2
the payment meter
TCT Directs which TokenCarrierType should be used in the physical 2 digits 6.1.3
layer protocol to carry the token to the payment meter
DKGA Directs whlf:h DecoderKeyGenerationAlgorithm is to be used 2 digits 6.1.4
for generating the DecoderKey
EA Pire‘ctls whilch encryption algorithm is to be used for encrypting 2 digits 6.15
aIc TURTITT Udla
sat Directs which SupplyGroupCode the payment meter is 6 digits 6.4
allocated to
TI Directs which Tarifflndex the payment meter is linked to 2 digits 6.1.71
Directs which KeyRevisionNumber the DecoderKey is on (as )
KRN inherited from VendingKey) 1 digit 6.1.8
KT Directs which KeyType the DecoderKey is on 1" digit 6.1.9
A number associated with the VendingKey and a DecoderKey
KEN that determines the time period, during which the key will 8 bits 6.1.1p
remain valid
. . : : 2 ASCII 6.1.1p
BasDate The starting date and time from which a TID is caleulated
characters 6.5.3l6
Tokkn The actu‘al token data.that is to be trapsferred to'the payment 66 bits 6.2.1
meter prior to encryption and processing
Optional identification data intended to be encoded onto a
IDRecord payment meter ID card or onto a token.carrier together with the 35 digits Table|2
token
Optional print data intended to{be printed at the same time as
the coding of the token ontoithe TokenCarrier. Certain token
carriers such as paper-based magnetic card devices allow Undefined
PRNRecord printing to be done onte\the card surface itself and this t X
: : ) ; . ext
operation may be integrated with the magnetic card encoding
device. The content\and format is not specified and is left to
each system to'define according to its particular requirements
The|optional IDRecord.comprises the data elements given in Table 2.
Table 2 — Data elements in the IDRecord
Eflement Context Format Reference
i ifi i i . .
MetbrPAN 1SO-coempliant Identification MeterPrimaryAccountNumber for the 18 digits 6.1
payment meter
Optional expiry date for the identification data as encoded onto a
DOE payment meter ID card or token carrier (as an example, see 4 digits 6.1.11
IEC 62055-51)
TCT Indicates which TokenCarrierType is associated with this MeterPAN 2 digits 6.1.3
EA Indicates which encryption algorithm is associated with this MeterPAN 2 digits 6.1.5
SGC Indicates which SupplyGroupCode is associated with this MeterPAN 6 digits 6.1.6
TI Indicates which Tariffindex is associated with this MeterPAN 2 digits 6.1.7
KRN Indlgates_ which KeyRev_|S|onNumber is associated with this MeterPAN 1 digit 6.1.8
(as inherited from VendingKey)
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6.1.2 MeterPAN: MeterPrimaryAccountNumber

6.1.2.1 Data elements in the MeterPAN

The MeterPAN is a unique identification number for each STS-compliant payment meter. It
comprises the 3 parts given in Table 3-and-is—in—accordance—with-the-definitionfor-the PAN

R e S

Table 3 — Data elements in the MeterPAN

Element Context Format Reference

IIN

IssuerldentificationNumber 4/6 digits 6.1\2

2

IndividualAccountldentificationNumber /

IAIN / DRN DecoderReferenceNumber 11/13 digits 6.1.2|3
PANCheckDigit Result of a formula to check the integrity of the IIN and the IAIN 1 digit 6.1.2{4
NOTE The first digit of the IIN is the most significant digit of the 18-digit MeterPAN and the 'PANCheckDig|it is
the Jeast significant digit.

Seelalso Annex C for Code of practice on managing this data element.

6.1.2.2 IIN: IssuerldentificationNumber

The|lIN is a unique 6/4-digit number that defines a demain, under which further IAIN values

(i.e.|DRN values) may be issued for use within this défined domain.

See

6.1.]

11-digit DRNs the-l{N"shall be 600727 and for 13digit DRNs the IIN shall be 0000.
also C.4.2 onnmanaging this data element.

.3 lAIN: IndividualAccountldentificationNumber/
DRN: DecoderReferenceNumber

6.1.

231 Data elements in the IAIN /| DRN

A unique DRN shall be allocated to the device that performs the application layer protocol in
an STS-compliant payment meter.

NOTE

synonymous with the meter serial number.

The

DRN is an 11/13-digit number comprising of the data elements given in Table 4.

In many systems, the decoder part is integral with the metering part and hence the DRN might be
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Table 4 — Data elements in the IAIN / DRN

Element Context Format Reference
MfrCode A number to uniquely identify a payment meter manufacturer 2/4 digits 6.1.2.3.2
DSN An eight digit serial number allocated by the manufacturer 8 digits 6.1.2.3.3

Check Digit; formula to check the integrity of the MfrCode and the

DRNCheckDigit DSN

1 digit 6.1.2.3.4

NOTE The MfrCode is the 2/4 most significant digits of the 11/13-digit DRN and the DRNCheckDigit is the least
significant digit.

MfrGode values shall always be right justified and left padded with 0%s.
The|DSN shall be right justified and left padded with 0 to a full 8-digit string.

6.1.2.3.2 MfrCode: ManufacturerCode

The|MfrCode is a 2/4-digit number that shall be used to uniquely identify the manufacturgr of
the payment meter.

The|STS Association provides a service for the allocation 0of' MfrCode values to uniquely
identify manufacturers in order to ensure interoperability of.STS-compliant equipment.

MfrGode values 00 and 0100 are reserved for produef gertification test purposes and shal| not
be used in any production equipment.

Seelalso C.4.3 on managing this data element,

6.1.2.3.3 DSN: DecoderSerialNumber

The|DSN is a unique 8-digit serial number that is generated internally by the manufacttrer.
Each manufacturer is responsible*for the uniqueness of the DSN with respect to his MfrCofe.

Seelalso C.4.4 on managing this data element.

6.1.2.3.4 DRNCheckDigit

The|DRNCheckDigit’is a single digit used to validate the integrity of the MfrCode and DSN
values when being entered by hand or being read by machine. This is a modulus 10 check
digit} calculated using the Luhn formula, as illustrated in Annex B of ISO/IEC 7812-1:2000
2006¢. It isxcalculated on the 10/12 preceding digits of the DRN generated through| the
congatenation of the MfrCode and the DSN values.

6.1.2.4 PANCheckDigit

The PANCheckDigit is a single digit used to validate the integrity of the IIN and the IAIN
values when being entered by hand or being read by machine. The method used to calculate
the PANCheckDigit value is given in 4.4 of ISO/IEC 7812-1:2000 2006 and is calculated on
the preceding 17 digits of the MeterPAN generated through the concatenation of the IIN and
the IAIN values.

6.1.3 TCT: TokenCarrierType

This is a 2-digit number used to uniquely identify the type of token carrier onto which the
token should be encoded for transferring to the payment meter. The values for token carrier
types are given in Table 5.
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Table 5 — Token carrier types

Code TokenCarrier Comments
00 Reserved For future assignment by the STS Association
01 Magnetic card As defined in IEC 62055-51
02 Numeric As defined in IEC 62055-51

03-06 Reserved Legacy systems using proprietary token carrier technologies
07 Virtual Token Carrier (VTCO07) As defined in IEC 62055-52
na Al Me ~AACEM VTA (AJTAAS) Virtual token carrier type for transporting STS tokens over

- - N 4 DLMS/COSEM
08 P9-99 | Reserved For future assignment by the STS Association

NOTE TCTO08 is provisioned for a future standard.

Valyes less than 10 shall be right justified and left padded with 0 (for example 01, 02-09).

6.1.4 DKGA: DecoderKeyGenerationAlgorithm

This|is a 2-digit number used to uniquely identify which algorithm is to be used for generating
the DecoderKey. The DKGA code values are given in Table 8.

Table 6 — DKGA codes

Clode alg?)lfi?hm Comments Reference

DO Reserved For future assignment by the STS Association X

b1 DKGAO1 ;ilrjr:)iéergeré:rgt;)?rSfKeGngyzlegacy STS-compliant payment meters. 6.5.33

D2 DKGAO02 System using\64<bit DES VendingKey-diversification derivation 6.5.3[4

D3 DKGAO03 System using dual 64-bit DES VendingKey-diversification derivation 6.5.3l5

D4 DKGA04 Systemitsing KDF-HMAC-SHA-256 VendingKey derivation 6.5.3|6
04 P5-99 | Reserved Rorjfuture assignment by the STS Association X
DKGAO2 is the algorithm to be used for current systems, subject to the criteria for DKGAO1.
BKGAO3-is-thealgorithm-to-be-usedforfuturesystems—requiringa-highertevel-of-security regardingprotegtion
T e e e a e = e Ea et
DKGAQ3\is)deprecated and shall not be used for new products.
DK GAbd—shattetepteredtradr et oo Hreoite o i theredaeHor—erretersHsigr—reede—5Y or

code 11. See also 6.1.5.

Values less than 10 shall be right justified and left padded with 0 (for example 01, 02-09).

6.1.5 EA: EncryptionAlgorithm

This is a 2-digit number used to uniquely identify which algorithm is to be used for encrypting
the token data. The EA code values are given in Table 7.
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Table 7 — EA codes
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Code EncryptionAlgorithm Comments Reference
00 Reserved For future assignment by the STS Association X
01-06 Reserved Legacy proprietary systems X
07 STA Sys.tems_ using the Standard Transfer Algorithm as 6.5.4 1
defined in this document
08 Reserved Legacy proprietary systems X
Systems using the Data Encryption Algorithm as defined
09 DEA in ANS| X3,92 6.5.5
10 Reserved Legacy proprietary systems X
Systems using the Encryption Algorithm as defined in X
1 MISTY1 ISO/IEC 18033-3 as for MISTY1 659
4+4+12-99 | Reserved For future assignment by the STS Association X

recommended-that the choice of EA code 09 he co-ordinatedwith-the choice of " DKGAO3 in—ord
g ommencea—that—th Aot H—EA—Coae 2e—¢€ raHatea—wWih—h Ao+ HtH Ado—H—oFa

EA(QQ9 is deprecated and shall not be used for new products.

Valyes less than 10 shall be right justified and left padded with,0. For example 01, 02-09.

6.1.6 SGC: SupplyGroupCode

This| is a unique 6-digit decimal number allocated*{o a utility, which is registered within

the

. It is used to uniquely identify a sub-group of payment meters within the supply or

distribution domain of the utility. Each SupplyGreup has one or more VendingKeys associpted

it—and—hence. Each payment metersin-the SupplyGroup has a—derived—DecodefKey
[ ith—it DecoderKey derived, from one of these VendingKeys. Token dales

authiorisation is thus controlled by seléctive distribution of such VendingKey and SGC to

5GC

Valyes less than 6 decimal*digits shall be right justified and left padded with 0. For example

01, 000002.. 000009.

The
is agsociated as-shown in Table 8. A particular SGC may inherit more than one KT af
samg time duifig the operational life of the SGC.

Table 8 — SGC types and key types

SGC inherits, its’/type from the KT attribute of the VendingKey (see 6.5.2.2.1), to whigh it

the

KT SGC type Vsoeo5.220) Dlee 65231
0 Initialization Not specified DITK

1 Default VDDK DDTK

2 Unique VUDK DUTK

3 Common VCDK DCTK

See also C.3.2 for Code of practice on managing this data element.
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6.1.7 TI: Tariffindex

A 2-digit number associated with a particular tariff that is allocated to a particular customer.
The maintenance and the content of the tariff tables are the responsibility of the utility.

Values less than 10 shall be right justified and left padded with 0 (for example 01, 02.. 09).

The Tl is also encoded into the DecoderKey, which means that when a customer is moved
from one Tl to another, then his DecoderKey will also have to change (see 6.5.2.1).

NOT The-ehcodina—af-this—valte-whentsedinthe-ContraolBlock-for-DecoderKev-Genera tiop—{see—b6-5-3-2is as
- 7

g y { 53~
two Hexadecimal digits, whereas the encoding as used in the Set2ndSectionDecoderKey token (see 6.2.7.3)[is as
an 8 pit binary number. In these cases a tariff index of 99 decimal is encoded as binary string 10011001, and 0110

0011|respectively.

Seelalso Clause C.10 for Code of practice on managing this data element.

6.1.8 KRN: KeyRevisionNumber
This| is a 1-digit number in the range 1 to 9, which—is—asseciatedwith-—a—version—of-the
VenflingKey-and-with-the-corresponding-DecoderKey uniquely ideffifles a VendingKey wjthin

a SypplyGroup. A payment meter’'s DecoderKey is associated with"the SGC and KRN of the
VengdingKey from which it is derived.

See|6.5.2.5 for a detailed definition of this data element.

6.1.9 KT: KeyType

This|is a 1-digit number in the range 0 to 3 associated with a property of the VendingKey|and
thus|also with the corresponding DecoderKey¢which is derived from the VendingKey.

See|6.5.2 for a detailed definition of thissdata element.

6.1.10 KEN: KeyExpiryNumber

A KEN is associated with-each VendingKey by the KMS, and defines the time whgn a
VengdingKey and any corresponding DecoderKey will expire, after which it becomes invalid for
further use, subject to certain concessions.

The|KEN corresponds to the most significant 8 bits of the 24-bit TID. Any token identifier
whope most significant 8 bits are greater than a given key's KEN cannot be encrypted or
decnypted with«hat key.

See|6.52.6 for a detailed definition of this data element.

See also C.3.4 for Code of practice on managing this data element.

6.1.11 DOE: DateOfExpiry

The use of this date is optional and is associated with a validity period for identity related data
that gets encoded onto an identity-carrying device. For example: a payment meter ID card or
a second record encoded onto the TokenCarrier together with the token data. In some
implementations it is found to be useful to let the customer bring back a used token carrier to
serve as his decoder identification to the POS when purchasing his next token. (See for
example 5.1.4 and 5.2.4.9 of IEC 62055-51:2007).

This date may also be used, for example, in cases where a consumer has been granted a
concessionary tariff for a limited period. The date encoded is the last month for which the card
is valid.
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DOE is in the format YYMM and shall always contain 4 digits.

Where YY or MM is less than 10, it shall be right justified and left padded with 0 (for example
01, 02, 09, etc.).

When the DOE in the IDRecord is not used, then YYMM = 0000.
DOE code values for the year and month are given in Table 9 and Table 10.

Table 9 — DOE codes for the year

YY Represents

00 2000 or DOE is not used (see also Table 10)
Lo 00 e
01-78 2001 - 2078

Table 10 — DOE codes for the month

MM Represents
00 DOE is not used (see also Table 9)
01-12 Jan — Dec
13 -99 Invalid

6.1.12 BDT: BaseDate

The|BaseDate is a date and time marker, from which a token identifier (TID) is calculated [see
6.3.5 for using the BaseDate to calculate™a TID).

Basg¢Date is given with respect to*Coordinated Universal Time (UTC) time zone.

In grder to accommodate (the fact that the 24-bit TID will roll over approximately ejery
31 years, three BaseDate ‘values are defined and are given in Table 11.

Table 11 — BDT representation

Date BDT representation
04 January 1993, 00:00:00 UTC 93
01 January 2014, 00:00:00 UTC 14
01 January 2035, 00:00:00 UTC 35

6.2 Tokens
6.2.1 Token definition format

The TokenData element in the APDU is a 66-bit binary number comprising of several fields of
smaller data elements, in accordance with which various processes are initiated in the
MeterApplicationProcess and various bits of information are transferred to the payment meter

registers.

The definition format for the tokens in 6.2.2 to 6.2.14 is given in Table 12.
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Table 12 — Token definition format

Name of data element Example: Class, SubClass, RND, TID, Amount, CRC, etc.
Number of bits Example: 2 bits, 4 bits, 24 bits, 16 bits, etc.
Range of values Example: 1, 2, 5-15, etc.
6.2.2 Class 0: TransferCredit
Class SubClass RND TID Amount CRC
2 bits 4 bits 4 bits 24 bits 16 bits 16 bits
0 = electricity
1 = water
2 = gas
0 Reserved:
3 =time
s
5-15 = future assignment
NOTE—Fhe-SubClass—values3-4-arereserved-bythe-STS-Associationforapplications-otherthan-electricity{gas
Class SubClass S&E TID Amount CRC_C
2 pits 4 bits 4 bits 24 bits 16 bits 16 bits
4 = electricity currency
5 = water currency
0 6 = gas currency
7 = time currency
8-15 = future assignment

Actipn: Transfer credit to the payment meter to the value as defined in the Amount

field

(se€ 6.3.6) and for the service type as defined in the SubClass field.
6.2.3 Class 1: InitiateMeterTest/Display
Class SubClass Control MfrCode CRC
2 bits 4 bits 36/28 bits 8/16 bits 16 bits
1 0 = STS defined Bit position control of 0 (8 bits)
test/display number for 2 digit
marufacturercodes—Hdse36-bHs-
1 1 = STS defined Bit position control of 0 (16 bits)
test/display number for 4 digit
manufacturer codes. Use 28 bits
1 2-5 = reserved for future Reserved for future assignment Reserved for
assignment by the STS by the STS Association. future
Association. assignment by
the STS
Association.
1 6-10 = proprietary use. For 4 digit manufacturer codes. 0100-9999 (16
If not used, set to zero (28 bits) bits)
1 11-15 = proprietary use For 2 digit manufacturer codes. 00-99 (8 bits)
If not used, set to zero (36 bits)
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Action: Initiate the test or display function in the payment meter in accordance with the bit
pattern defined in the Control field (see 6.3.8).

A meter having a 2-digit MfrCode value shall support the 36-bit Control field format and may
also optionally support the 28-bit Control field format.

A meter having a 4-digit MfrCode value shall support the 28-bit Control field format and may
also optionally support the 36-bit Control field format.

6.2.4 Class 2: SetMaximumPowerLimit

Class SubClass RND TID MPL CRC
2 bits 4 bits 4 bits 24 bits 16 bits 16_bits
2 0

Actipn: Load the maximum power limit register in the payment meter with the value as giveg

the MPL field (see 6.3.9).

6.2.5 Class 2: ClearCredit

nin

Class SubClass RND TID Register CRC
2 pits 4 bits 4 bits 24 bits 16 bits 16 bits
2 1

Action: Clear the corresponding credit register<as indicated in the Register field (see 6.3.13)
in thie payment meter to zero.

6.2.6 Class 2: SetTariffRate

Class SubClass RND TID Rate CRC
2 pits 4 bits 4 bits 24 bits 16 bits 16 bits
2 2

Action: Load the tariff rate register in the payment meter with the value given in the Rate field
(seeg 6.3.11).

This|token isréserved for future definition by the STS Association.

6.2.7 Key change token set for 64-bit DecoderKey transfer

6.2.7.1 General

For 64-bit DecoderKey transfers the decoder shall support a two-token set and optionally a
three-token set.

The two-token set shall comprise of the following tokens:

e SetistSectionDecoderKey;

e Set2ndSectionDecoderKey.
The three-token set shall comprise of the following tokens:

o SetistSectionDecoderKey token;

e Set2ndSectionDecoderKey token;
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e Set3rdSectionDecoderKey token.
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6.2.7.2 Class 2: Set1stSectionDecoderKey
Class SubClass KENHO KRN RO Fes KT NKHO CRC
3KCT
2 bits 4 bits 4 bits 4 bits | 1bit | 1bit | 2 bits 32 bits 16 bits
2 3 1-9 0-1 % 0-1 0-3
Action st 1 o-ahn
. See 8.9 for the processing_af|this
toke
For | decoders that support the three-token set the 3KCT field shall behset to [1 if
SetjrdSectionDecoderKey token is included in the set. It shall be’set to  if
SetjrdSectionDecoderKey token is not included in the set.
6.2.7.3 Class 2: Set2ndSectionDecoderKey
Class SubClass KENLO TI NKLO CRC
2 pits 4 bits 4 bits 8 bits 32 bits 16 bits
2 4 0-99
Actipn: Load the DecoderKeyRegister with the 2" falf of the new DecoderKey;—subject-tpb-an
au#ﬁﬂu&tead-mg%aéeﬂséeeue;@eeedeﬂ@y—%eken See 8.9 for the processing of|this
token.
6.2.7.4 Class 2: Set3rdSectionDecoderKey
Class SubClass SGC Res_A CRC
2 pits 4 bits 24 bits 20 bits 16 bits
2 8 0-999999 0
NOTE The SGC values 1000000 16777215 are for future assignment by the STS Association.
The|Res_A reserved bits shalhbe set to 0.
Actipn: Load thesDecoderKeyRegister with the SGC of the new DecoderKey. See 8.9 foy the

prog

essing ¢f this token.

6.2.1}

Key change token set for 128-bit DecoderKey transfer

6.2.8.1

General

For 128-bit DecoderKey transfers the decoder shall support a four-token set.

The

four-token set shall comprise of the following tokens:

e SetistSectionDecoderKey;

e Set2ndSectionDecoderKey;

e Set3rdSectionDecoderKey;
o Set4thSectionDecoderKey.

The

DecoderKey = concatenate(NKHO, NKMO2, NKMO1, NKLO).



https://iecnorm.com/api/?name=b2caf345a3d38090806e9e6338025db6

— 36 -

The SGC = concatenate(SGCHO, SGCLO).

IEC 62055-41:2018 RLV © IEC 2018

6.2.8.2 Class 2: Set1stSectionDecoderKey
Class SubClass KENHO KRN RO | Res_B KT NKHO CRC
2 bits 4 bits 4 bits 4 bits | 1 bit 1 bit | 2 bits 32 bits 16 bits
2 3 1-9 0-1 0 0-3

The Res_B reserved bit shall be set to 0.

Actipn: Transfer the NKHO bits of the new DecoderKey to the decoder. See 8.9 «fQr| the
progessing of this token.

6.2.8.3 Class 2: Set2ndSectionDecoderKey
Class SubClass KENLO TI NKLO CRC
2 pits 4 bits 4 bits 8 bits 32bits 16 bits
2 4 0-99

Actipn: Transfer the NKLO bits of the new DecoderKey o’ the decoder. See 8.9 for| the
progessing of this token.

6.2.8.4 Class 2: Set3rdSectionDecoderKey
Class SubClass SGCLO NKMO2 CRC
2|bits 4 bits 12 bits 32 bits 16 bits
2 8

Actipn: Transfer the NKMOZ2 bits of the new DecoderKey to the decoder. See 8.9 for| the
progessing of this token.

6.2.8.5 Class 2: Set4th'SectionDecoderKey
Class SubClass SGCHO NKMO1 CRC
2|bits 4 bits 12 bits 32 bits 16 bits
2 9

Actipn: Transfer the NKMO1 bits of the new DecoderKey to the decoder. See 8.9 for the
progessing of this token.

6.2.9 Class 2: ClearTamperCondition
Class SubClass RND TID Pad CRC
2 bits 4 bits 4 bits 24 bits 16 bits 16 bits
2 5 0

Action: Clear the tamper status register in the payment meter and cancel any resultant control
processes that may be in progress due to the tamper condition.
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6.2.10 Class 2: SetMaximumPhasePowerUnbalanceLimit
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Class SubClass RND TID MPPUL CRC
2 bits 4 bits 4 bits 24 bits 16 bits 16 bits
2 6

Action: Load the maximum phase unbalance limit register in the payment meter with the value
given in the MPPUL field (see 6.3.10). See also 8.12 for more detail on the action of this |

function in the payment meter.

6.2.11 Class 2: SetWaterMeterFactor
Class SubClass RND TID WMFactor CRC
2 pits 4 bits 4 bits 24 bits 16 bits 16 bits
2 7

Actipn: Load the water meter factor register in the payment meter With’ the value given in
WNMFactor field (see 6.3.12).

This|token is reserved by the STS Association for water applications.

6.2.12 Class 2: Reserved for STS use

the

Class SubClass RND TID ResData CRC
2 pits 4 bits 4 bits 24 bits 16 bits 16 bits
2 8-10
Actipn: Reserved for future definition.by the STS Association.
This|token range is reserved forfuture assignment by the STS Association.
6.2.13 Class 2: Reserved for Proprietary use
Class SubClass RND TID PropData CRC
2 pits 4 bits 4 bits 24 bits 16 bits 16 bits
2 11-15

ActipnzDefined by manufacturer.

This token range is reserved for proprietary definition and use.

This document does not provide protection against collision between manufacturer uses of
this token space. Generation and control of these tokens shall therefore always be under the
direct management of the relevant manufacturer and shall never be available on vending
systems for general use within STS-compliant payment metering systems.

6.2.14 Class 3: Reserved for STS use

Class SubClass Res_B
2 bits 4 bits 60 bits
3 0-15
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Action: Reserved for future definition by the STS Association.

This token range is reserved for future assignment by the STS Association.

6.3

6.3.1

Token data elements

Data elements used in tokens

The data elements given in Table 13 are used in tokens in various combinations and are all
encoded in binary format.

Table 13 — Data elements used in tokens

Element Name Format Reference
3K4T TripletKeyChangeTokenFlag (see also 6.2.7.2) 1 bit
Amgunt TransferAmount (see also 6.2.2) 16 bits 6.3.6
Class TokenClass (see also 6.2.2 to 6.2.14) 2%bits 6.3.2
Control InitiateMeterTest/DisplayControlField (see also 6.2.3) gﬁ/szs 6.3.8
CR¢ CyclicRedundancyGSedeCheck (see also 6.2.2 to 6.2.13) 16 bits 6.3.7
CRC¢_C CyclicRedundancyCheck_C (see also 6.2.2) 16 bits 6.3.22
KENHO KeyExpiryNumberHighOrder (see also 6.2.7) 4 bits 6.3.18
KENLO KeyExpiryNumberLowOrder (see also 6.2¢{7.3) 4 bits 6.3.19
KRN KeyRevisionNumber (see also 6.2.7) 4 bits 6.1.8
KT KeyType (see also 6.2.7) 2 bits 6.1.9
Mfr€ode ManufacturerCode (see also 6:2.3) 8/16 bits 6.1.2.3{2
MPIL MaximumPowerLimit (see also 6.2.4) 16 bits 6.3.9
MPRPUL MaximumPhasePowetUnbalanceLimit (see also 6.2.10) 16 bits 6.3.10
NKHO NewKeyHighOrder (see also 6.2.7) 32 bits 6.3.14
NKILO NewKeyLowQrder (see also 6.2.7.3) 32 bits 6.3.15
NKMO1 NewKeyMigdleOrder1 (see also 6.2.8.5) 32 bits
NKWMO2 NewKeyMiddleOrder2 (see also 6.2.8.4) 32 bits
Pad Pad value with 0 (see also 6.2.9) 16 bits X
PropData Proprietary data field (see also 6.2.13) 16 bits X
Ratge [TariffRate] For future definition (see also 6.2.6) 16 bits 6.3.11
Redister RegisterToClear (see also 6.2.5) 16 bits 6.3.13
Req A Reserved for future assignment (see also 6.2.7.4) 20 bits X
Re5|_B Reserved for future assignment (see also 6.2.8.2 and 6.2.14) | 1 bits X
ResData Reserved data field for future assignment (see also 6.2.12) 16 bits X
RND RandomNumber (see also 6.2.2 to 6.2.13) 4 bits 6.3.4
RO RolloverKeyChange (see also 6.2.7) 1 bits 6.3.20
SGC SupplyGroupCode (see also 6.2.8) 24 bits 6.1.6
SGCHO SupplyGroupCodeHighOrder 12 bits
SGCLO SupplyGroupCodeLowOrder 12 bits
SubClass TokenSubClass (see also 6.2.2 to 6.2.14) 4 bits 6.3.3
S&E SignAndExponent (see also 6.2.2) 4 bits 6.3.21
TI Tariffindex (see also 6.2.7.3) 8 bits 6.1.7
TID Tokenldentifier (see also 6.2.2 to 6.2.13) 24 bits 6.3.5.1
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Element Name Format Reference
WMFactor [WaterMet_engctor] Reserved by the STS Association for 16 bits 6.3.12
water application (see also 6.2.11)

6.3.2 Class: TokenClass

Tokens are classified into 4 main functional areas as given in Table 14.

Table 14 — Token classes

TokenClass Function
0 Credit transfer
1 Non-meter-specific management
2 Meter-specific management
3 Reserved for future assignment by the STS Assgciation

Clags 0 and Class 2 tokens are encrypted using the DecoderKey,(while Class 1 tokens arg not

encrypted and can thus be used on any STS-compliant payment meter.



https://iecnorm.com/api/?name=b2caf345a3d38090806e9e6338025db6

-40 - IEC 62055-41:2018 RLV © IEC 2018

6.3.3 SubClass: TokenSubClass

Further sub-classification of the TokenClass is given in Table 15.

Table 15 — Token sub-classes

Token Token Class
SubClass 0 1 2 3
TransferCredit InitiateMeterTest/Di
0 oy splay for 2-digit SetMaximumPowerLimit
(electricity) MfrCoade
TransferCredit InitiateMeterTest/Di Reserved.fgr
1 t splay for 4-digit ClearCredit future
(water) MfrCode assignment|by
the)STS
_ SetTariffRate Association
2 TransferCredit Reserved for future | .
as) . eserved for future assignment
(9 assignment by the A
STS Association by the STS Association
B
ttime)
3 Reserved-by-STS SettstSectionDecoderkey
A iationf
) .
Semelndlenes
TransferCredit future-assignment
{currency)
4 Reserved-by-STS Set2ndSectionDecoderkKey
A iationf
currency
applications
5 B s
SetMaximumPhasePower
6 o
SetWaterMeterFactor
7 ) : e
: osarved > S. S-Asseciationfo
Prop .5:6”5;59 © waterapphications
8 e
: Reserved by STS Association-for
9 future-assignment f ;
10
1
42 e
proprietary use for Reserved for proprietary use
13 > _diait MErC
14
15
3 Z;irsnr;s)ferCredlt Set1stSectionDecoderKey
TransferCredit
4 (electricity Set2ndSectionDecoderKey
currency)
5 TransferCredit ClearTamperCondition
(water currency)
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6 TransferCredit SetMaximumPhasePower
(gas currency) UnbalanceLimit
SetWaterMeterFactor
7 TransferCredit Reserved by the STS
(time currency) Rese_rv;ad for ¢ Association for future
proprietary use for A
4-digit MfrCode assignment
8 Set3rdSectionDecoderKey
9 Set4thSectionDecoderKey
Reserved for future assignment
10 by-the-STS-Assesiation
Reserved for ’
11 future assignment
by the STS
12 iati
Association Reserved for
13 proprietary use for Reserved for proprietary use
2-digit MfrCode
14
15

6.3.4 RND: RandomNumber

The|generation of this 4-bit number will be a snapshot of. the’four least significant bits ¢f at
leasf a millisecond counter. The inclusion of a random number in the data to be transferred
enhI‘nces the security of the token transfer by proyiding a probability of 16:1 that no|two

tokejns containing identical data to be transferredywill have the same binary pattern. |The
control of this data element shall be implemented in a secure environment such 3s a
hardware cryptographic module.

6.3.5 TID: Tokenldentifier
6.3.5.1 TID calculation

The|TID field is derived from the 'date and time of issue and indicates the number of minutes
elapsed from-an-STS base-date¥and-time the BaseDate associated with the VendingKey. [This |
field|is a 24-bit binary representation of the elapsed minutes.

NOTHKE_The definition of BaseDate now references UTC (see 6.1.12) whereas previously it implicitly referdnced

local time.

For example: with a date and time format of YYYY:MM:DD:hh:mm:ss the-STS BaseDate and
time of 1993:01:01:00:00:00 corresponds to a TID value of 0.

The calculation of elapsed minutes shall take leap years into account.

The rule used to determine a leap year is:

o the month of February shall have an extra day in all years that are evenly divisible by 4,
except for century years (those ending in -00), which receive the extra day only if they are
evenly divisible by 400. Thus 1996 was a leap year whereas 1999 was not, and 1600,
2000 and 2400 are leap years but 1700, 1800, 1900 and 2100 are not.
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In the binary representation of the TID the leftmost bit represents the most significant bit.

When calculating the TID the “:ss” value shall be truncated from the actual time.

Examples of TID calculated values are given in Table 16.

Table 16 — TID calculation examples

BDT Date of issue Time of issue Elapsed Resultant 24-bit TID
minutes
93 1 January 1993 00:00:00 0 0000 0000 0000 0000 0000 00Q0
93 1 January 1993 00:01:45 1 0000 0000 0000 0000 0000.0001
93 25 March 1993 13:55:22 120,355 0000 0001 1101 0110 0100011
93 25 March 1996 13:55:22 1,698,595 0001 1001 1110 1040010 0011
93 1 November 2005 00:01:55 6,749,281 0110 0110 1114,1400 0110 0001
93 1 December 2015 00:01:05 12,051,361 1011 0111,1440 0011 1010 0001
93 24 November 2024 20:15:00 16,777,215 1111 1A4YDT111 1111 1111 1111
14 1 January 2014 00:00:00 0 0000.0000 0000 0000 0000 0000
14 24 November 2045 20:15:00 16,777,215 1111 1111 1111 1111 1111 1111
35 1 January 2035 00:00:00 0 0000 0000 0000 0000 0000 0000
35 24 November 2066 20:15:00 16,777,215 1111 1111 1111 1111 1111 1111
In ofder to prevent token re-use when a BaseDate change is performed, certain operatipnal

prog

6.3.

The

edures need to be performed. Refer to Clause C.12 for additional information.

5.2 SpecialReservedTokenldentifier

Tokenldentifier corresponding ‘toe 00 h 01 min of each day is reserved for sp

application tokens and may not bé&used for any other token.

Usin
corr

If a

g the date and time format of YYYY:MM:DD:hh:mm:ss the reserved TID va
bspond to xxxx:xx:xx:00:01:xx.

foken, other than-a special application token is to be generated on a time correspon

to this reserved TID;"then 1 min shall be added to the TID.

See

‘ NOTH

also Clause C.5 Code of practice for the management of this special reserved TID.

how

pcial

lues

ding

E <Fhe use of special application tokens are optional (see Clause C.12), but the rulja for

6.3.5.3 Multiple tokens generated within the same minute

The POS shall ensure that no legitimately purchased token can carry the same TID as that of
any other legitimately purchased token for the same payment meter even if more than one

toke

n is purchased within the same minute on the same POS.

If multiple tokens need to be generated within the same minute for the same payment meter,
then 1 min shall be added to the TID of each successive token in the set. At the end of the

toke

This

n generating process the POS shall revert back to real time again.

shall apply to any token that implements a TID.
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This shall not apply to special application tokens that implement the SpecialReserved
Tokenldentifier (see 6.3.5.2).

For example: if 3 credit tokens A, B and C are generated within the same minute at 13h23 and
in sequential order A, B and C, then A shall carry the TID time stamp 13h23, B shall carry
time stamp 13h24 and C shall carry 13h25.

6.3.6 Amount: TransferAmount

6.3.6.1 General

TrarjsferAmount is the amount of service units or currency units coded into the Amount _fie|d of
the foken and received by the meter.

Thelassociated unit for the TransferAmount is defined in Table 17.

Table 17 — Units of measure for electricity

The|STS Association also reserves the transfer types“given in Table 18 for other applicatig

Transfer type

Units of measure

Electrical energy

watt-hours x 100°(0,1T kWh)

Electrical power

watts

Electrical currency

1075 base eutrency

Table 18 — Units of meastre for other applications

Transfer type

Units of measure

Water Litres=100 0,1 cubic metres
Gas 0,1 cubic metres

Time 0,1 minutes

Currency Under review

Water currengy

1075 base currency

Gas curreficy

1075 base currency

Time cukcency

1075 base currency

NOIE The STS Association reserves the right to defines other future transfer

types for other utility services.

6.3.62——Amount-for SubClass 0 {to-3

ns.

The 16 bits of the-transfer Amount field are subdivided into two sections, a base-10 exponent
of 2 bits and a mantissa of 14 bits. The bits are numbered from right to left, starting at 0. Bit
15 is the most significant bit of the exponent and Bit 13 is the most significant bit of the
mantissa. The bit allocations within this field are illustrated in Table 19.

Table 19 — Bit allocations for the-Transfer Amount field for SubClass 0 to 3

Position

15 14 13 12 11

10

1

Value

e e m m m

m

m

The mathematical formula for TransferAmount conversion is as follows:
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t=10¢ x m, fore=0

or

e
t=(10¢ x m) + 2(214 x 10(”*1)) ,fore>0

n=1

where:

t is the TransferAmount;

e is the base 10 exponent;

m is the mantissa; and

n is an integer in the range 1 to e inclusive.

All TransferAmount conversions shall be rounded up in favour of the customer. The possible
TrarnsferAmount ranges and the associated maximum errors that can arise ‘owing to rounding
up are shown in Table 20. Examples of TransferAmount values are given_.ih Table 21.

Table 20 — Maximum error due to rounding

Exponent value TransferAmount range Maximum error
0 0000000 to 00016383 0,000
1 0016384 to 00180214 6,664 0,055 %
2 0180224 to 01818524 0,055 %
3 1818624 to 18201624 0,055 %

Table 21 — Examples of TransferAmount values for credit transfer

tem Units purchased Resultant 16-bit transfer Amount TransferAmount
field Units converted and received| by
the meter

1 0,1 kWh 0000 0000 0000 0001 0,1 kWh

2 25,6 kWh 0000 0001 0000 0000 25,6 kWh

3 1638,3-kWh 0011 1111 1111 1111 1638,3 kWh

4 16884 kWh 0100 0000 0000 0000 1638,4 kWh

5 18022,3 kWh 0111 1111 1111 1111 18022,4 kWh
6 18022,4 kWh 1000 0000 0000 0000 18022,4 kWh

7 181862,3 kWh 1011 1111 1111 1111 181862,4 kWh
8 181862,4 kWh 1100 0000 0000 0000 181862,4 kWh
9 1820162,4 kWh 1111 1111 1111 1111 1820162,4 kWh

6.3.6.3 Amount for SubClass 4to 7

The bit allocation for Amount field is given in Table 22.

Table 22 — Bit allocations for the Amount field for SubClass 4 to 7

Bit position 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Bit value ey e m m m m m m m m m m m m m m
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The final value of e is calculated from ey, e3 e5, ¢4 and ep obtained from 6.3.21, Table 29 and
Table 22 and assigning them bit values as given in Table 23.

Table 23 — Bit allocations for the exponent ¢

Bit position 4 3 2 1 0

Bit value e, e, e, e, e,

e=(1Xeqg) +(2xeq) +(4%Xey) +(8Xez) +(16 X ey)

The|mathematical formula for the TransferAmount 7 conversion is as follows:

t=10¢xm, fore=0 '\cb

whe

t=([10¢ x m) + 2(214 x 10<”*1)j ,fore>0 61’

e

n=l1

&

t is the TransferAmount;

e |is the base 10 exponent; QQQ

m |is the mantissa; and \§\

n i

s an integer in the range 1 to e inclusive. \

Thelsign of TransferAmount 7 is obtainecg?& the value of s given in Table 29 where:

tis :[ositive for s = 0; A’\Q
t is megative for s = 1. \O
All TransferAmount conversick@ shall be rounded up towards positive infinity in favour ol

custpmer (see Table 24 for@)amples of rounding negative values).

The
assd

maximum erro(ﬁe to rounding is 0,055 %. Examples of TransferAmounts
ciated errors dugto rounding up are shown in Table 25.

&le 24 — Examples of rounding of negative and positive values

\
C)Y‘ O.riginal u_r;its to transfer unnded u_r;its transferred
Q/ (units of 10~ base currency) (units of 107> base currency)
\ —0,99 9]
-12,35 -12
-1000,78 -1000
-2314,99 -2314
0,09 1
1000,23 1001
2315,14 2316

the

and
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Item Purchase e m Transfer Difference Rounding
amount amount error

(10-5 base (105 base

currency) currency)
1 2 0 2 2 0 0,000 %
2 16383 0 16383 16383 0 0,000 %
3 16384 1 0 16384 0 0,000 %
4 16385 1 1 16394 9 0,055 %
5 16386 1 1 16394 8 0,049 %
6 16394 1 1 16394 0 6,000 %
7 16395 1 2 16404 9 0,055 %
8 16404 1 2 16404 0 0,000 %
9 16405 1 3 16414 9 0,055 %
10 180214 1 16383 180214 0 0,000 %
11 180215 2 0 180224 9 0,005 %
12 180216 2 0 180224 8 0,004 %
13 1818524 2 16383 1818524 0 0,000 %
14 1818525 3 0 1818624 99 0,005 %

6.3.7 CRC: CyclicRedundancyCedeCheck

The|CRC is a checksum field used to verify the\integrity of the data transferred for all tokgns,
excgpt for Class 0 with SubClass 4 to 7, which uses CRC_C (see 6.3.22). The checksum is
deriyed using the following CRC generator‘polynomial:

x16+x15+x2+1

The|total length of the data transferred via the token is 66 bits. The last 16 bits comprisg the
CR( checksum that is derived-from the preceding 50 bits. These 50 bits are left padded |with
6 bipary zeros to make 56 bits. Before calculation, the CRC checksum is initialised to AFFF
hex [see example in Table 26).

Table 26 — Example of a CRC calculation

QOriginal 50 bits

0 00 4A 2D 90 OF F2 hex

Left padded to make 7 bytes

00 00 4A 2D 90 OF F2 hex

Checksum calculated

OF FA hex

6.3.8

Control: InitiateMeterTest/DisplayControlField

The initiate payment meter test data field is 36/28 bits long and is used to indicate the type of
test to be performed. The particular test is selected by setting the relevant bit to a logic ONE.
The permissible field values are defined in Table 27.
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Table 27 — Permissible control field values

LS Bit No.=1% Test No Action Condition
All bits =1 0 Do test No. 2 to 5 plus, optionally, any other; inclusion of Mandatory
test No. 2 is mandatory if implemented
1 1 Test supported load switch(es) Optional
2 2 Test-the-payment-meterinformation supported display(s) Mandatery Optional
and/or device(s)
3 3 Display cumulative-k\Wh-energy usage register totals Mandatory
4 4 Display the KRN and KT value Mandatory
5 5 Display the TI value Mandatory.
6 6 Test the token input-reader device Optional
7 7 Display maximum power limit Optional
8 8 Display tamper status Optional
9 9 Display active load power-censumption Optional
10 10 Display software version Optional Mandatgry
11 11 Display phase power unbalance limit Optional
12 12 Display water meter factor (reserved for future. definition Mandatory for wafer
by the STS Association)
Reserved
13 13 Display tariff rate (reserved for future definition by the Sl e
STS Association) currency-based
Reserved
14 14 Display the EA value Mandatory
15 15 Display number of key ¢hange tokens supported Mandatory
16 16 Display the SGC value Mandatory for 3 dr 4
KCT meters
17 17 Display the KEN value Mandatory
18 18 Display thie-DRN value Mandatory
1419-28/36 Reserved Reserved for future assignment by the STS Association Reserved
NOTE The — cumulative — kWh-——energy — register —is—defined—in— 5114 of IEC 62055-31:2005.
In the context of electricity metering the term "usage" refers to either active energy, reactive energy or appafent
enefgy cumulative totals~8epending on the specific metering application. In the context of water, gas or time,
the meaning may be interpreted in the context of the particular metering application.
All payment_meters shall support test number 0; if any of the incorporated tests are| not
supported<the payment meter shall perform the subset of tests that are supported. |The
optipnal'selection of additional incorporated tests is subject to the supply agreement between
the gupplier and the utility and shall then form a normative part of this document.

This-option-is In the case where a test is optional, the inclusion of this test shall be subject to
the supply agreement between the supplier and the utility and shall-net then form a normative
part of this document.

In the case where more than one test is specified on a single token, the behaviour of the
payment meter shall be agreed between the utility and the supplier and shall-pet then form a |
normative part of this document.

6.3.9 MPL: MaximumPowerLimit

The maximum power limit field is a 16-bit field that indicates the maximum power that the load
may draw, in watts. Calculation of this field is identical to that of the TransferAmount field
(see 6.3.6). See also note in 8.6 for functional requirements of the MeterApplication Process.
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6.3.10 MPPUL: MaximumPhasePowerUnbalanceLimit

The maximum phase power unbalance limit field is a 16-bit field that indicates the maximum
allowable power difference between phase loads, in watts. Calculation of this field is identical
to that of the TransferAmount field (see 6.3.6).

6.3.11 Rate: TariffRate

Reserved for future definition by the STS Association.

6.3.12 WMFactor: WaterMeterFactor

Reserved by the STS Association for water application.

6.3.13 Register: RegisterToClear

A unique 16-bit binary value in the range 0 to FFFF hex; to select the particular register|that
shoyld be cleared with the ClearCredit token. The defined values are givenhyin Table 28.

Table 28 — Selection of register to clear

Value Action
0 Clear Electricity Credit register
1 Clear Water Credit register
2 Clear Gas Credit register
3 Clear Time Credit register
4 a : ~od) .
4 Clear Electricity“Currency Credit register
5 Clear Water Currency Credit register
6 Clear Gas Currency Credit register
7 Cl€ar Time Currency Credit register
5 8 to FFFE hex Reserved for future assignment by the STS Association
FFFF hex Clear all Credit registers in the payment meter

6.3.14 NKHO: NewKeyHighOrder

Thelhigh order;32 bits of the new DecoderKey that has been generated (see 6.4.4) and which
is to| be transferred to the payment meter by means of the token.

6.3.15/,'NKLO: NewKeyLowOrder

The low order 32 bits of the new DecoderKey that has been generated (see 6.4.4) and which
is to be transferred to the payment meter by means of the token.

6.3.16 NKMO1: NewKeyMiddleOrder1

The second most significant 32 bits of the 128-bit DecoderKey that has been generated
(see 6.4.4) and which is to be transferred to the payment meter by means of a token.

6.3.17 NKMO2: NewKeyMiddleOrder2

The third most significant 32 bits of the 128-bit DecoderKey that has been generated
(see 6.4.4) and which is to be transferred to the payment meter by means of a token.
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6.3.18 KENHO: KeyExpiryNumberHighOrder

This is the high order 4 bits of the KEN (see 6.1.10).

6.3.19 KENLO: KeyExpiryNumberLowOrder

This is the low order 4 bits of the KEN (see 6.1.10).

6.3.20 RO: RolloverKeyChange

The RO bit shall be set to 1 in the Seti1stSectionDecoderKey token when the BaseDate
assqciated with the destination VendingKey/DecoderKey is later than the BaseDate
assqciated with the source VendingKey/DecoderKey and shall be set to 0 otherwise.

If the RolloverKeyChange bit is set = 1, the payment meter shall perform anoll over|key
change. This operation is identical to a normal key change, except that the TAD_memory dtore
in the payment meter is filled with token identifiers of value 0 (zero).

6.3.21 S&E: SignAndExponent

The|bit positions for extraction of S&E variables s, e4, e3 and e, arelgiven in Table 29. Fof the
assignment of values to s and ¢, see 6.3.6.3.

Table 29 — S&E bit positions for variables s, ¢4, ¢5 and ¢,

Bit position 3 2 1 0

Variable K ey ey ey

6.3.22 CRC_C: CyclicRedundancyCheck: C
The|CRC_C is a checksum field used\t0 verify the integrity of the data transferred for t¢pken

Clags 0 with SubClass 4 to 7 ang\is calculated as defined in 6.3.7, but with the following
change:

A sipgle byte with the value) 'of 01 hex is appended to the 56-bit value before calculgtion
star{s. An example of a CRC_C calculation is given in Table 30.

Table 30 — Example of a CRC_C calculation

Qriginal 50 bits 0 00 4A 2D 90 OF F2 hex
Left padded to make 7 bytes 00 00 4A 2D 90 OF F2 hex

01 hex appended to the end 00 00 4A 2D 90 OF F2 01 hex
Checksum calculated ZBRCA hex

6.4 TCDUGeneration functions
6.4.1 Definition of the TCDU

The TCDU may be different for each TokenCarrierType and is therefore defined separately for
each physical layer protocol standard relevant to each part of the IEC 62055-5x series.

6.4.2 Transposition of the Class bits

This function is used by other TCDUGeneration functions (see 6.4.3 to 6.4.5). It inserts the
2 Class bits into the 64-bit data stream to make a 66-bit number according to the method
outlined below.
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The 64-bit number has its least significant bit in bit position 0 and its most significant bit in bit
position 63. The 64-bit binary number string is modified to include the unencrypted token
Class The 2-bit token Class value is inserted to occupy bit positions 28 and 27. The original
values of bit positions 28 and 27 are relocated to bit positions 65 and 64. The most significant
bit of the token Class now occupies bit position 28. The process is shown in Figure 6.

Exam

The ¢

Bit | Bit insert 2 Class bits
1 0 into positions
28 and 27
MSB LSB
Bit Bit Bit Bit | Bit Bit Bit Bit
65 64 63-29 28 27 26-2 1 0
A A
move original bits 28 and 27
to positions 65 and 64
IEC

Figure 6 — Transposition of the 2 Class"bits

ple: Insertion of the token Class = 01 (binary).

4-bit binary number grouped in nibbles (Bits 27 and 28 highlighted in bold):

011p 0101 0100 0011 0010 0001 0000 1001 1000 0111 0110°9101 0100 0011 0010 0001

Copy|

bits 28 and 27 into bit positions 65 and 64, creating‘@"66-bit number:

00

110 0101 0100 0011 0010 0001 0000 1001 1000,0111 0110 0101 0100 0011 0010 0001

Repl

ce bits 28 and 27 with the 2 Class bits:

00

110 0101 0100 0011 0010 0001 00004001 1000 1111 0110 0101 0100 0011 0010 0001

6.4.3 TCDUGeneration function for Class 0,1 and 2 tokens

This
Clas
Setd
NOT

NOT
stand

is the transfer function from the APDU to the TCDU (see Figure 7) and is applicable to all

s 0, Class 1 and Class 2 tokens, except for the—SetistSectionDecoderKey

ndSectionDesoderkey key change tokens (see 6.2.7 and 6.2.8).

F 1 The dafa elements in the APDU are defined in 6.1.1.

F 2, The data elements in the TCDU are defined in part of the IEC 62055-5x series physical layer prd

ard(relevant to the specific TCT of interest.

Land

tocol
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APDU
current values
SGC IIN DKGA BDT EA 66-bit Token
KRN DRN EA
KT
TI
4 v v v
generate A
current DecoderKey using remove
DKGAO01, 02, 03 or 04 2 Class bits
64-bit or 128-bit 64-bit
v Y DataBjlock
KeyBlock
encrypt using
EAOQ7 or EA11
TCT A
transpose
IDRecord [ 2 Class bits ]
PRNRecord

66-bit TokenData

v

TEeDbuU

IEC

Figure 7 — TCDUGeneration function for Class 0, 1 and 2 tokens

transfer function for Class Qtand Class 2 tokens is outlined as follows:

'he 2 Class bits are removed from the 66-bit token to yield a 64-bit result, which is
resented to the encryption algorithm as its DataBlock input. The specific algorithm to
5 in accordance with*the EA code in the APDU,;

[he KeyBlock linput for the encryption algorithm is obtained from the decoder
eneration algoerithm, which generates the current DecoderKey using the current value
bGC, KRN/=KT, TI, 1IN, DRN, DKGA, EA and BDT from the APDU as indicated.
pecific.decoder key generation algorithm to use is in accordance with the value of D
h the"APDU;

then
use

key
s of
The
KGA

\fter” encryption the 2 Class bits are again re-inserted into the 64-bit numbe

rin

-

[

ccordance with the method detined In b.4.2 10 yield a ©bob-bIt result, which IS populated

into the TokenData field of the TCDU in accordance with the particular definition in the

r

elevant physical layer protocol standard;

e Similarly the TCT, IDRecord and PRNRecord data elements from the APDU
transferred to the TCDU as indicated, into the appropriate fields of the TCDU in
accordance with the particular definition in the relevant physical layer protocol standard.

are

The transfer function for Class 1 tokens is identical to the TCDUGeneration function for
Class 0 and Class 2 tokens, except that the token does not get encrypted. The function is
outlined as follows:

e The 2 Class bits are removed from the 66-bit token and transposed in accordance with the
method defined in 6.4.2 to yield a 66-bit result, which is populated into the TokenData field
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of the TCDU in accordance with the particular definition in the relevant physical layer
protocol standard;

e Similarly the TCT, IDRecord and PRNRecord data elements from the APDU are
transferred to the TCDU as indicated, into the appropriate fields of the TCDU in
accordance with the particular definition in the relevant physical layer protocol standard.

6.4.4 TCDUGeneration function for-Set1stSectionDecoderKey key change tokens

This is the transfer function from the APDU to the TCDU (see Figure 8) and is applicable-enly
to-the-SettstSectionbecoderkey to all key change tokens.

HhopeoHeitsestienoeadolie s O D e snee e Tnnetion e chevn Boss oo Bolno eoofends
fremthoSone s oetienbioeodorio s LoD e s entlon Dinetien Bl lpppoctien The Los nafe Bo
merged-into-one-inorderto-save-on-processingresource-andforthe sake of convehience—In
o S O D R R O = S S e R O e S R e Goec SRR Re T ]
althduah hao ing esy H H ha ame hy = eparate cpby N IREE are _y
mreduend—eono e the Coldertocliopliocodo o olinn onel o o conel tor L ine
SetdndSectionDecoderKey token.
APDU
current values new values
| Lo | | i | L o |
SGC 1IN DKGA BDT EA 66-hit Taken SGC N DKGA BDT
KRN DRN EA KRN DRN  EA
KT KT
Tl Tl
_ 32-hit
generate replace 32-bit NKHO, generate
current DecoderkKey using NEMOT, NKMO2, new Decoderkey using
DKGAOT, 02, 03 or 04 MKLO DKGAO1, 02, 03 or 04
remove
2 Class bits
64-hit
B4-bit or 128-bit v v DataBlock
KeyBlock encrypt using
EA07 or EA11
TCT . 4
transpose
PR 2 Class bits
PRNRecord
I
66-bit TokenData
¥
TCDU
IEC

Figure 8 — TCDUGeneration function for key change tokens
A separate TCDU is produced for each key change token in the set.

Note that the APDU has to present two sets of data for the PANBlock and CONTROLBIock:
one set with the new data for the new DecoderKey and a second set with the current data for
the current DecoderKey. The DKGA value is the same for both sets.
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NOTE 1 The data elements in the APDU are defined in 6.1.1.

NOTE 2 The data elements in the TCDU are defined in each part of the IEC 62055-5x series physical layer
protocol standard relevant to the specific TCT of interest.

The transfer function is outlined as follows:

the new DecoderKey is generated using the new values of SGC, KRN, KT, TI, IIN, DRN,

DKGA, EA and BDT. The specific algorithm to use is in accordance with the valu
DKGA in the APDU;

e of

the resultant new DecoderKey value-high-erder32 bits—are 32-bit portion is then used to

I plqr-n the NKHQ NKMQ1_ NKMQ2 or NKLO field of the_-Setd efQor‘finnnannAan(oy

key

¢hange token (see 6.2.7 and 6.2.8) as presented by the APDU;

the 2 Class bits are removed from the 66-bit token to yield a 64-bit result, which-is
presented to the encryption algorithm as its DataBlock input. The specifie~encryq
glgorithm to use is in accordance with the EA code in the APDU;

he KeyBlock input for the encryption algorithm is obtained frompth€ decoder
eneration algorithm, which generates the current DecoderKey using the current value
bGC, KRN, KT, TI, IIN, DRN, DKGA, EA and BDT from the APDU as indicated.
pecific decoder key generation algorithm to use is in accordance,with the value of D
n the APDU,;

o —

gfter encryption, the 2 Class bits are again re-inserted) into the 64-bit numbe
gccordance with the method defined in 6.4.2 to yield a.66-bit result, which is popul
into the TokenData field of the TCDU in accordance~with the particular definition in
nelevant physical layer protocol standard;

gimilarly the TCT, IDRecord and PRNRecord data‘elements from the APDU are transfe
tp the TCDU as indicated, into the appropriate, fields of the TCDU in accordance with
particular definition in the relevant physical 9%ayer protocol standard.

then
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TCDUGeneration function for Set2ndSectionDecoderKey token

6.4.5
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This|is now incorporated into 6.4.4.

6.5 | Security functions
6.5. General requirements

With the exception of DITK values, VendingKey and DecoderKey values shall only
gengrated by a device responsible for tokenrgeneration, such as a POS that is certifie
STStcompliant and which is subject te’an STS-certified KeyManagementSystem
Clayse 9). This subclause describes the key generation methods used by such devices an
applicable to manufacturers of these dévices.

6.5.2 Key attributes and key changes
6.5.2.1 Key change requirements

With the exception of BIFK values, STS key values shall only be introduced or changed
payment meter from @ device responsible for key management, such as a POS that is cert
as §TS-compliant,‘ahd which is subject to STS key management. This subclause descr
the |STS key change method used between such devices and payment meters, an
applicable to-tm@anufacturers of these devices and payment meters.

An BTS( key change provides the mechanism for changing the DecoderKey present
decgdetArom its current value to a new value. This process may be initiated by several ey,

be
 as
see
dis

in a
fied
ibes
d is

in a
ents

or circumstances, Inciuding the TollowIng.

a new or repaired payment meter that contains a manufacturer's DITK value shall be
changed before leaving the manufacturing or repair premises to contain the appropriate
value of manufacturer’'s default (DDTK) or utility’'s DecoderKey (DUTK or DCTK)
depending on the SupplyGroup to which the payment meter has been allocated;

a SupplyGroup's VendingKey has either expired or been compromised, and is replaced by
a new VendingKey revision and, as a result, each DecoderKey within the SupplyGroup
shall be changed from its current DecoderKey value to the DecoderKey value that
corresponds to the new VendingKey value;

a payment meter is re-allocated from one SupplyGroup to another SupplyGroup and, as a
result, its DecoderKey shall be changed from its current value generated from the previous
SupplyGroup VendingKey to the new value generated from its new SupplyGroup
VendingKey; or
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e the Tl for a payment meter is changed and, as a result, its DecoderKey shall be changed
from its current value (that corresponds to the previous Tl) to the new value (that
corresponds to the new TI).

The—SetlstSectionDecoderKey—and-Set2ndSectionDecoderkKey key change token—pair set
effects an STS key change. This meter-specific management token—pair set transfers the
following information from the POS to the payment meter, encrypted under the current
DecoderKey:

e the value of the new DecoderKey;

e the KEN:;:

e the KRN;

e the KT;

the SGC (only in the case of the three-token set and the four-token set);
o the Tl

TS key change process for a payment meter shall be initiated—abtomatically whengver

the value of the VendingKey;
e the value of BDT;

e the value of the SGC;

e the value of the TlI;

e the value of the KEN;

e the value of the KRN;

e the value of the KT;

e the value of the DKGA.

See 6.1.1 for detailed specifications_on the data elements in the APDU and 6.5.3 for DKGA requiremeffts.

A p4drticular SGC may be associated with more than one VendingKey at the same time dyring
its operational life, in which €dse each VendingKey shall be identified by its associated KRN.

Key|change tokens shal not be generated in the case where the destination key's KEN
relafive to BDT is in.the past (according to the system clock).

Key| change tokens shall not be generated where the BaseDate associated with| the
destination YendingKey/DecoderKey is earlier than the BaseDate associated with the soprce
VenflingKey/DecoderKey.

A PDSMnay optionally generate and issue key change tokens automatically or manually) but
this shall be specified in the purchase agreement between the manufacturer and the utility.

6.5.2.2 VendingKey classification
6.5.2.2.1 Classification of vending keys

The VendingKey is a-BES cryptographic key value that is secretly generated, stored and
distributed within the KeyManagementSystem (see Annex A).-BESVendingKeys are the seed
keys from which DecoderKeys are generated.

The VendingKey is classified according to its associated KT value, which is an attribute that
defines the purpose for which the key can be used. Three KT values are defined for
VendingKeys and correspond to three of the SupplyGroup types (see 6.1.6), namely Default,
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Unique and Common. The VendingKey for a given SupplyGroup is the seed key used to

generate the DecoderKey values for all payment meters within the SupplyGroup.
STS VendingKeys are classified according to the KT values given in Table 31.

Table 31 — Classification of vending keys

KT SGC type VendingKey type Context

0 Initialization Not specified Not applicable

1 Default VDDK VendingDefaultbESDerivationKey
2 Unique VUDK VendingUniqueBESDerivationKey
3 Common VCDK VendingCommonBESDerivationKey

At any given moment, a unique VDDK value exists for each Default SupplyGroup defi

ned.

Similarly, a unique VUDK value for each Unique SupplyGroup and a unigue VCDK valug¢ for

each Common SupplyGroup are defined.

6.5.2.2.2 VDDK: VendingDefaultbESDerivationKey

This| type of key is used as the seed key for generation of DDTK values — it shall not be ysed

to g¢nerate DITK, DUTK or DCTK values.

6.5.2.2.3 VUDK: VendingUniqueBESDerivationKey

This| type of key is used as the seed key for generation of DUTK values — it shall not be ysed

to g¢nerate DITK, DDTK or DCTK values.

6.5.2.2.4 VCDK: VendingCommonbBESDerivationKey

This| type of key is used as the seed-key for generation of DCTK values — it shall not be ysed

to g¢nerate DITK, DDTK or DUTK.Yalues.

6.5.2.3 DecoderKey classification

6.5.2.3.1 Classification of decoder keys

STS| DecoderKeys @re-classified according to the KT values given in Table 32 and inherit

type|from that of the"VendingKey, from which they are derived.

Table 32 — Classification of decoder keys

heir

KT SGC type DecoderKey type Context

O tritratization BT BecodertmitiatisationTransferkey
1 Default DDTK DecoderDefaultTransferKey

2 Unique DUTK DecoderUniqueTransferKey

3 Common DCTK DecoderCommonTransferKey

For further information regarding the rules for changing of a key from one type to another

type, see Figure 9 and Table 33 in 6.5.2.4.

A payment meter shall be capable of storing at least one DecoderKey value and its

associated KT value in its DecoderKeyRegister (see 7.3.2).
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It shall not be possible for the DecoderKey value to be read or retrieved from a payment
meter under any circumstances, whether encrypted or in the clear.

6.5.2.3.2 DITK: DecoderlnitialisationTransferKey

DITK values are used to initialise the DecoderKeyRegister during production or repair at the
manufacturer's premises. These keys are the property of the MeterManufacturer. As such,
they are generated and managed by the manufacturer, and are unknown to the utility.

No payment meter purchased by the utility shall leave a manufacturers prem|ses with a DITK
valu TK,
DUTIK or DCTK value supplied by the KMC. A DITK is the only key type that can be
intrgduced into a payment meter as a plaintext value. DDTK, DUTK or DCTK values.,¢can [only
be iptroduced into a payment meter as cipher text (encrypted) values.

A DITK shall only be used for the following key management functions:

e 3s the parent key for another DITK; in other words, to encrypt another DITK for| the
purpose of introducing it into the DecoderKeyRegister;

e 3s the parent key for a DDTK;
e 3s the parent key for a DUTK, and

e 3s the parent key for a DCTK, but only in a payment, meter using an erasable magnetic
g¢ard as a token carrier (for TCT value = 01).

The| above functions may be performed via )the—SettstSectionbecoderKey—tand
SetdndSectionDecoderKey key change tokens sef™or via a manufacturer proprietary loading
mechanism that utilizes the-SettstSectionDecoderKey—and-Set2ndSectionDecoderKey|key

change tokens set. The payment meter should only accept the DDTK, DUTK or DLCTK

encrypted under the DITK supplied by the manufacturer in the SettstSectionDecoderkKeytand
Set4qndSectionDecoderkKey key change token set format.

It is|the responsibility of the manufacturer to ensure that appropriate security measures| are
appILed to any DITK so that DDTK;"DUTK or DCTK values encrypted with a DITK canndt be
compromised.

A DJ|TK can also be used to decrypt other meter-specific management functions. It can be
used to decrypt an STS:icredit transfer function; in other words, a valid STS TransferCredit
tokejn can be decrypted and applied by a payment meter that contains a DITK in its|key
regigter in order to facilitate testing of the payment meter during production or repair.

6.5.2.3.3 DDTK: DecoderDefaultTransferKey

DDTK ,values are used to support payment meters allocated to a default SupplyGrpup.
A pgymment meter that has not been allocated to a Common SupplyGroup or a Unjque
SupplyGroup at the time of manuiacture or repair cannot be loaded with its corresponding
DCTK or DUTK value. Instead it is allocated to a Default group unique to each manufacturer
and loaded with its corresponding DDTK value. Each MeterManufacturer receives a unique
VDDK, from which he generates all DDTK values for installation into payment meters during
manufacture.

Subsequently, at the time of installation or operation, a payment meter that has now been re-
allocated to another specific SupplyGroup can be loaded with the corresponding DUTK or
DCTK value, encrypted under its parent DDTK. DDTK values are the property of the
respective MeterManufacturer or Utility and are managed within the KeyManagementSystem.

A DDTK is a secret value, and shall not be accepted by a payment meter as a plaintext value.
A payment meter shall only load a DDTK if it is encrypted under the parent DecoderKey
present in the DecoderKeyRegister.
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A DDTK shall only be used for the following key management functions:

e as the parent key for another DDTK; in other words, to encrypt another DDTK for the
purpose of introducing it into the DecoderKeyRegister;

e as the parent key for a DUTK, and

e as the parent key for a DCTK, but only in a payment meter using an erasable magnetic
card as a token carrier (for TCT value = 01).

The above functions may be performed via the—SettstSectionBecoderKey—and—Set
zneSeetlenDeeederKey key change tokene set or via a manufacturers propnetary loading

change tokens set A DDTK shaII not be used to decrypt a DITK for the purpose of mtroducmg
it into the DecoderKeyRegister.

A DDTK can also be used to decrypt other meter-specific management functions. It shal| not
be @ised to decrypt and accept an STS credit transfer function; in other/words, a yalid
TransferCredit token shall not be accepted by a payment meter that contains a DDTK i its
DKHR, even if the TransferCredit token has been encrypted with the same DDTK value.

NOTE The emphasis is on the acceptance and not on the decryption of the TransferCredit token.

Simijlarly a POS device used for encrypting tokens shall not.encrypt TransferCredit tokens
using DDTK values (see also 6.5.2.4).

6.5.2.3.4 DUTK: DecoderUniqueTransferKey

DUTIK values are used to support payment meters allocated to a unique SupplyGroup. A
payment meter that has been allocated to a unigue SupplyGroup at the time of manufactune or
repdir can be loaded with its DUTK value that corresponds to the unique group and that|has
been encrypted under a parent DITK. Subséquently, at the time of installation or operatidn, a
payment meter, which has to be re-allocated to another unique group can be loaded witH the
corresponding DUTK value, encrypted.Gnder a parent DUTK.

A DUTK is a secret value, and shall'not be accepted by a payment meter as a plaintext value.
A ppyment meter shall onlycleoad a DUTK if it has been encrypted under the pdrent
DecpderKey present in the “DecoderKeyRegister. DUTK values are the property of| the
respiective utility and are managed within the KeyManagementSystem.

A pdrchased or repaired payment meter that leaves the manufacturer's premises may contain
a DUTK value supplied by the KMC in the DecoderKeyRegister.

A DUTK shdll only be used for the following key management functions:

e asthe’/parent key for another DUTK; in other words, to encrypt another DUTK for| the
purpose of introducing it into the DecoderKeyRegister; and

e as the parent key for a DDTK.
The above functions may be performed via the SettstSectionDecoderKey—and

key change tokens set, or via a manufacturer’s proprietary loading
mechanism that utilizes the—SettstSectionDecoderkKey—and-Set2ndSectionDecoderkKey key
change tokens set. A DUTK shall not be used to decrypt a DITK or a DCTK for the purpose of
loading it into the DecoderKeyRegister. Similarly a DUTK shall not be used to encrypt a DITK
or a DCTK for the purpose of transferring it to the payment meter in the form of a token.

A DUTK can also be used to encrypt or decrypt other meter-specific management functions. It
can be used to encrypt or decrypt a STS credit transfer function; in other words, a valid
TransferCredit token can be encrypted or decrypted and applied by a payment meter that
contains a DUTK in its DKR.
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6.5.2.3.5 DCTK: DecoderCommonTransferKey

DCTK values are used to support payment meters that use erasable magnetic card token
carriers (i.e. TCT value = 01) and that are allocated to common SupplyGroups. A payment
meter that has been allocated to a common SupplyGroup at the time of manufacture or repair
can be loaded with the DCTK value that corresponds to the common SupplyGroup and that
has been encrypted under a parent DITK. Subsequently, at the time of installation or
operation, a payment meter that has to be re-allocated to another common SupplyGroup can
be loaded with the corresponding DCTK value that has been encrypted under a parent DCTK.

A DCTK shall only be used with payment meters that use erasable magnetic card token
car}ers (TCT value = 01) and shall only be accepted by such payment meters. Payment

meters with any other token carrier types (TCT value > 01) shall reject tokens encrypted
under DCTK values.

POS§ encryption devices shall not encrypt tokens using DCTK values other thah for eraspble
magnetic card token carriers (TCT value = 01).

A DCTK is a secret value, and shall not be accepted by a payment metér as a plaintext value.
A ppyment meter shall only load a DCTK if it has been encrypted under the pdrent
DecpderKey present in the DecoderKeyRegister. DCTK valu€s vare the property of| the
respective utility and are managed within the KeyManagement8ystem.

A purchased or repaired payment meter with an erasable magnetic card token carrier (TCT
valug = 01) that leaves the manufacturer's premises may contain a DCTK value suppliefd by
the KMC in the DecoderKeyRegister.

A DCTK shall only be used for the following key.management functions:
e 3s the parent key for another DCTK;xin* other words, to encrypt another DCTK for| the
purpose of introducing it into the DecederKeyRegister;

e 3s the parent key for a DDTK; and
e 3s the parent key for a DUTK.

The| above functions may-” be performed via the—SettstSectionDecoderKey—tand
SetdndSectionDecoderkKey key change tokens set, or via a manufacturer’s proprietary loading
mechanism that utilize§\ the—SettstSectionDecoderKey—and Set2ndSectionDecoderkKey|key
change tokens set. ADETK shall not be used to decrypt a DITK for the purpose of introducing
it info the DecoderKeyRegister. Similarly a DCTK shall not be used to encrypt a DITK foff the
purgose of transfecrring it to the payment meter in the form of a token.

A DCTK can-also be used to encrypt or decrypt other meter-specific management functions. It
can |be gsed to encrypt or decrypt a STS credit transfer function; in other words, a yalid
TransferCredit token can be encrypted or decrypted and applied by a payment meter |that
con ~tla [Tal] K h a maaneti dtokan =

6.5.2.4 State diagram for DecoderKey changes

Figure 9 illustrates the KT states that a DecoderKey may assume from time to time.
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Figure 9 — DecoderKey changes — state diagram

re one key is used to encrypt another key (as)in the-SetistSectionDecoderKey
indSectionDecoderkKey key change token-pair set), the former is referred to as the p4g
and the latter as the child key.

solid line arrows indicate the directien in which a key may change from one typ

child key. To effect a change of thé’ DecoderKey the new key (or child key) is encry
the parent key and then. loaded into the payment meter by means d
stSectionDecoderKey—and-—SetZndSectionDecoderkKey key change token—pair set.

hent meter then replaces the parent key with the child key, which now becomes the
nt key.

dotted line arrowslindicate the function, for which a KT may be used, i.e. the values th
encrypt or decrypt. For example, only a DITK, DUTK or DCTK can be used to encry
ypt a credit transfer function, but all four types can be used to encrypt or decrypt m
ific management functions.

The

rent

e to
to is
pted
f a
The
new

at it
bt or
bter-

of

child kev rows refer to the permitted usage of decoder kev tuynes for encrvptio
J Ll J J J T J T

DecoderKeys in the—SetlstSectionDecoderKey—and-Set2ndSectionBecoderkey key change

token set key management functions. Similarly, the management and credit rows detail the
permitted usage of decoder key types for the encryption of the remaining meter-specific

man

agement functions and credit transfer functions respectively.
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Table 33 — Permitted relationships between decoder key types
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A KRN uniquely

Each SupplyGroup has one or more VendingKeys associated with it.

identifies a VendingKey within the SupplyGroup. Together the SGC and KRN uniquely identify

a VendingKey.

9. The association between SGC,

KRN, and VendingKey is set by the KMS. The first VendingKey for a SupplyGroup should be

The KRN is a single decimal digit with a range of 1, 2, ..
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assigned KRN 1; successive VendingKeys are assigned successive revision numbers until
KRN 9 at which state the sequence begins again at 1.

At any given moment there may be no more than 9 successive VendingKey revisions present
in a POS for a given SupplyGroup.

A payment meter’'s DecoderKey is associated with the SGC and KRN of the VendingKey from
which it is derived. A payment meter is required to store the KRN associated with the
DecoderKey, as passed in the key change token set (see also 7.3.2).

The [conceptof key Tevisiom oy appiies to vDDK VoD K—am vV CoRK—vemdmgRey types]and
DDTK, DUTK and DCTK DecoderKey types. A DITK shall not be associated with a KRN

All payment meters within a SupplyGroup should be set to the latest VendingKKey for [that
SupplyGroup. This information is managed by the management system and if(for any reason
the KRN in the payment meter is not the same as the KRN of the latest VendingKey fon the
SupplyGroup as recorded in the management system, this condition shalt be corrected by
mealns of an appropriate change of the DecoderKey (see also 6.5.2.1 and’C.13.2.4).

NOTE The KRN does not determine the latest VendingKey for a given SGC. This _iS managed by means of jother
contrpl attributes such as active date and expiry date, which are outside the _scépe of this document. Examples of
thesq may be found in STS 600-4-2, Standard Transfer Specification ) Companion Specification —| Key

o the time-period, after which the VendingKey.€xpires, and may no longer be used by a POS
generate DecoderKeys for the purposer,of encrypting TransferCredit tokens, or meéter-
specific management tokens that incorporate the TID field;

e the time-period, after which the VengingKey expires, and may no longer be used by a POS
tpb generate DecoderKeys for the pufpose of encoding into a Key Change Token set ag the
ew DecoderKey;

o the time-period, after which-any DecoderKey generated from the VendingKey expires,|and
ay no longer be used~by a payment meter to accept TransferCredit tokens, or meter-
specific management. tokens that incorporate the TID field. Implementation of this by a
payment meter is optional.

The|required value of the KEN shall be transferred to the payment meter in the KENHO|and
KE LO fields .oOf theﬁSeHstSeeneﬂDeeedepKey—aﬂd—SethdSeeneﬂDeeedeﬂéey—telens

perlods numbered 0 1. 255 before the current STS base date time stamp is replaced by the
next STS base time stamp. Thus the KEN corresponds to the most significant 8 bits of the 24-
bit TID. Any token identifier whose most significant 8 bits are greater than a given key's KEN
shall not be encrypted or decrypted with that key.

A POS may not issue a TransferCredit token encrypted under a DecoderKey whose
corresponding VendingKey has expired. This is simple to verify by comparing the most
significant 8 bits of the TID with the KEN corresponding to the VendingKey; if it is greater, the
VendingKey has expired and may no longer be used to generate a DecoderKey to encrypt the
TransferCredit token. It also cannot be used to generate a DecoderKey to encrypt any
meter- spe0|f|c management tokens that ut|I|ze the TID field. This does not apply to the

key change token—pair set that
does not utilize the TID field. Hence, an expired DecoderKey can still be used to encrypt its
replacement DecoderKey for the purpose of a DecoderKey change.
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A payment meter can optionally implement key expiry and store the KEN that corresponds to
its current DecoderKey, as passed in the—SettstSectionDecoderkKey——and
Set2ndSectionDecoderKey key change token—pair set. All tokens that are entered into the
payment meter, and that incorporate a token identifier field, are validated against this KEN. If
the most significant 8 bits of the TID are greater than this KEN, the token shall be rejected.

Where implemented, the concept of key expiry only applies to VendingKey values of type
VDDK, VUDK and VCDK, and DecoderKey values of type DDTK, DUTK and DCTK that can be
generated from the corresponding vending key types. A DITK shall not be associated with a
KEN.

The|management of the KEN by the KMS shall comply with the relevant Code of practice\
See|also C.3.4 for Code of practice on managing this data element.

6.5.3 DecoderKey generation
6.5.3.1 PANBIlock construction

The{64-bit 16 digit PANBIlock is constructed from data elements extracted from the MeterPAN
in the APDU as defined in Table 34 and Table 35.

The|most significant digit is in position 15 and the least signifieant digit in position 0.

Table 34 — Definition of the.PANBlock

Pgsition 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1
Yalue | | | I/D | /D D D D D D D D D D D D

Table 35 — Data elements in the PANBlock

Djgit Name Format Referenge
| IIN Range 0 to 9 hex per digit 6.1.2.2
D DRN Range 0 to 9 hex per digit 6.1.2.3]

For PDTK and DUTKIcoded decoders, the following applies:

o \WVhere theAHN—-is—6 DRN is 11 digits long, the PANBlock is made up of the 5 least
gignificant/digits of the IIN and the 11 digits of the DRN. The 11 digits of the DRN takg up
positions 10 to 0 in the PANBIlock and the 5 least significant digits of the IIN take¢ up
positions 15 to 11 in the PANBIock;

e \Where theHN—54 DRN 15 13 digits fong, the PANBIOCK is made up of the 3 least
significant digits of the IIN and the 13 digits of the DRN. The 13 digits of the DRN take up
positions 12 to 0 in the PANBlock and the 3 least significant digits of the IIN take up
positions 15 to 13 in the PANBIock;

If the IIN is of insufficient length to make up the 16 digits, the digits extracted are right
justified within the block and padded on the left with zeroes (for example, for an IIN of 600727
and a DRN of 12345678903, the PANBIlock is 0072712345678903).

For a DDTK or DUTK the actual designated DRN is used, but for a DCTK the DRN digits are

set to zeros in the PANBlock—{for—example,—for—a—HN—of 6800727 the PANBlock—is
0072700000000000), thus it always uses a fixed value of 0072700000000000.
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6.5.3.2 CONTROLBIlock construction

The-64-bit 16 digit CONTROLBIock is constructed from the data elements in the APDU as
defined in Table 36 and Table 37.

The most significant digit is in position 15 and the least significant digit in position 0.

Table 36 — Definition of the CONTROLBIlock

Position 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

atue C S S S S S S T T R F F F F F F

Table 37 — Data elements in the CONTROLBIlock

Digit Name Format Refereng¢e

C KT digit Range 0 to 3 hex per digit, 6.1.9
4 to F hex = reserved for future
assignment by the STS Assg¢€iation

S SGC digit Range 0 to 9 hex per digit 6.1.6
T Tariffindex digit Range 0 to 9 hex per digit 6.1.7
R KRN digit Range 1 to 9 hex\per digit 6.1.8
F Pad value digit Always F hex'per digit X

6.5.3.3 DKGAO01: DecoderKeyGenerationAlgorithmO01

This| DecoderKeyGenerationAlgorithm01 is.to“be used on a small limited set of defined DRN
values only. It is included in this document-to maintain backward compatibility with a limited
numper of legacy STS-compliant paymént meters of an early generation also using the STA
(EA|code 07). The POSApplicationRfocess gives the appropriate directive by means of| the
DKGA code in the APDU.

The|DecoderKey is diversified:from a 64-bit single DES VendingKey value.

This| DecoderKeyGenerationAlgorithm01 is applicable to all payment meters that meet gll of
the following criteria:

e Using IIN = 600727,

e 3gnd the KRN = 1;

e 3gnd the.KT =1 or 2 (default or unique);

e gndithe EA code 07 (STA)

¢ and the DRN falls within the ranges listed in Table 38.

3
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Table 38 — Range of applicable decoder reference numbers

Decoder reference numbers
0109000000X to 0109000499X
0100000000X to 0100499999X
0300000000X to 0311400000X
0400000000X to 0405999999X
0601000000X to 0603999999X
0640000000X to 0641999999X
0666000000X to 0669999999X
0699000001X to 0699000999X
0700000000X to 0702099999X
NOTE X is a check digit, the value of which varies in accordance with the valug of
the preceding 10 digits (see 6.1.2.3)

This| DecoderKeyGenerationAlgorithmO1 is also applicable to all payment meters that megt all
of the following criteria:

e ysing IIN = 600727;

nd the KRN = 1;

nd the KT = 3 (common);

e 3nd the EA code 07 (STA);

e 3nd coded with one of the SGC values listedin Table 39.

[ ]
Q)

[ ]
o)

Table 39 - List of applicable supply group codes

Supply group code
100702
990400
990401
990402
990403
990404
990405

The|process flow for the DKGAO1 is shown in Figure 10.
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Figure 10 — DecoderKeyGenerationAlgorithmo01

struct the 64-bit PANBlock and the 64-bit CONTROLBIlock as defined in 6.5.3.1
B.2.

encryption algorithm is DEA in accordance with FIPS PUB 46-3, single DES in
e, using a single 64-bit DES VendingKey with odd parity.

and

=CB

In tHis instance the 64-bit DES VendingKey is used as the conventional DataBlock input tq the

DEA
con
swa

6.5.

The
the
give

The

, while the resultant XOR of:the CONTROLBIock with the PANBlock is used as
entional KeyBlock input.tothe DEA. In other words, the data and key input blocks
bped with respect to the"conventional configuration.

8.4 DKGAO02: DecoderKeyGenerationAlgorithm02
DecoderKeyGenerationAlgorithm02 may be used for all payment meters that do not n

criteria forSselecting DecoderKeyGenerationAlgorithm01. The POS ApplicationPro
5 the appropriate directive by means of the DKGA code in the APDU.

DecoderKey is diversified from a 64-bit single DES VendingKey value.

the
are

heet
Cess

The

process flow for the DKGAO2 is shown in Figure 11.
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64-bit DecoderKey

.5 DKGAO03: DecoderKeyGenerationAlgorithm03

Figure 11 — DecoderKeyGenerationAlgorithm02

IEC

struct the 64-bit PANBlock and.the' 64-bit CONTROLBIlock as defined in 6.5.3.1
.3.2.

and

yption is DEA in accordance with FIPS PUB 46-3, single DES in ECB mode, usipg a
e 64-bit DES VendingKey.with odd parity.
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KDH
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somoer || wgmeso || et | gnee
CONTROLBlock PANBlock with odd parity with odd parity
v VK1 VK2
DataBfotk \
TDEA WA 4 y d
encrypt KeyBlock (bQ‘
v (19
== >
]

64-bit DecoderKey

algorithm is deprecatedQSd shall not be used for development of new products.

B.6 DKGAO04: ;)derKeyGenerationAIgorithm04

-HMAC-SHA-2€§>S a NIST SP800-108 Key Derivation Function (KDF) in Feedback node
j no Initia@{on Vector (IV) and no counter, with HMAC-SHA-256 as the Pseudo-random

ction, and field L a 32-bit binary value with MSB-first.

to S

A@%II use the KDF-HMAC-SHA-256 algorithm, where HMAC is defined in ISO 97p7-2

X 56 is defined in ISO 10118-3. KDF-HMAC-SHA-256 is the HMAC standard ap
HA-256 standard

\Q/ IEC 1001/14

Tlied

The

process flow for the DKGAO4 is outlined as follows:

e Construct the 49-byte DataBlock as given in Table 40 with Field No 1 being the left-most
position and Field No 17 being the right-most position;

e Present a 160-bit VendingKey to the KDF-HMAC-SHA-256 function;
e Set the DecoderKey key length to 64 bits for EAQ07 or 128 bits for EA11;

e Calculate the DecoderKey and truncate it to 64 or 128 bits, retaining the
most-significant bits.

left

Thus DK = Left(HMAC-SHA-256(VK, DataBlock), L), where Left(X, Len) truncates the value X
keeping the Len leftmost bits.
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It shall not be possible to calculate a 64-bit DecoderKey for EA11 or to calculate a 128-bit
DecoderKey for EAQ7.

Table 40 — Data elements in DataBlock

No Field Description Value Bytes Reference

SEP Separator 0402 hex 2
2 DKGA DecoderKeyGeneratorAlgorit 2 ASCII characters = 2 6.1.4

hm “04” (3034 hex)
SEP Separator 02 hex 1
BDT BaseDate 2 ASCII characters = 2 6.1.&
“93” (3933 hex) or "\
“14” (3134 hex) or Q‘
“35” (3335 hex) Ar\cb
5 SEP Separator 02 hex 1 (]})
(6 EA EncryptionAlgorithm 2 ASCII characters ‘{"\ e 6.1.5
7 SEP Separator 02 hex 'Q\/Y‘
8 TI Tarifflndex 2 ASCIl characters VO~ 2 6.1.7
9 SEP Separator 000406 hex ‘17 3
1 SGC SupplyGroupCode 6 ASCII chareic(ér,sv 6 6.1.6
1 SEP Separator 01 hedd, 1
1% KT KeyType 1 ASCII eharacter 1 6.1.9
1 SEP Separator AQ1 hex 1
14 KRN KeyRevisionNumber LASCII character 1 6.1.8
1% SEP Separator N\ 12hex 1
1 MeterPAN MeterPAN . \\)18 ASCII characters 18 6.1.2
17 L Length of DK N I 4 byte (32 bit) integer 4
N TOTAL 49

For

set o zeros in the PANBIock,.1

Input parameters for a

O

éofked example are given in Table 41.

b DDTK or DUTK the actual Hgignated DRN is used, but for a DCTK the DRN digits
S it always uses a fixed value of 0072700000000000.

Cpble 41 — Input parameters for a worked example

e
A@meter Value
\M(‘ ABABABABABABABAB949494949494949401234567
C)YéMeterPAN 600727000000000009

\Q/ KT 2

SGC 123456

TI 01

KRN 1

DKGA 04

BDT 93

EA 11

Construction of the DataBlock example is given in Table 42.

are
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Table 42 — DataBlock example construction

Value 04023034023933023131023031000406313233343536013201311236303037323730
303030303030303030303900000080

Construction of the DecoderKey example is given in Table 43.

Table 43 — DecoderKey construction example

128 bit key (EA =11, L = 128) 28FEDCB88B215690E98EEAABYSYETC4A5 hex

64 bit key (EA =07, L = 64) A131DC9B419474BA hex

6.5.4 STA: EncryptionAlgorithm07

6.5.4.1 Encryption process

64-bit 64-bit
DecoderKey DataBlock
A
1's complement of
DecoderKey
\ 4 ), 4
rotate 12 bits to substitution
the right process
A 4
permutation do process
process 16 times

.

4
key rotation
process
4

64-bit
encrypted
DataBlock

IEC

Figure 12 — STA: EncryptionAlgorithm07

The Standard Transfer Algorithm encryption process is shown in Figure 12, which comprises
a key alignment process and 16 iterations of a substitution, permutation and key rotation
process.

The POSApplicationProcess gives the appropriate directive by means of the EA code in the
APDU.

6.5.4.2 Substitution process

The encryption substitution process is illustrated in Figure 13.
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set nibble
counter (i)=0

repeat for each

Thefe is a 4-bit substitution process for eachof the 16 nibbles in the data stream.

data nibble
(16 nibbles)
» increment (i)
bit 3 of (i)th nibble bit 3 of (i)th nibble
Of the Key Of the Key
. Y .
is equalto 0 is equal to 1
A 4
perform 4-bit perform 4-bit
substitution process substitution process
using using
SubstitutionTablel SubstitutionTable2
A V.

IEC

Figure 13 — STA encryption substitution process

018

The

subgtitution table used is one of two 16-valué.substitution tables and is dependent on| the
most significant bit setting of the corresponding nibble in the key. A sample substitution tgble
is gijen in Table 44.
Table 44 <.\Sample substitution tables

SulstitutionTable1 12340, 8, 4,3, 15,0, 2,14,1,5,13,6,9, 7, 11

SuljstitutionTable2 6,9,7,4,3,10,12,14,2,13,1, 15,0, 11,8, 5

NOTE This table contains only'sample values (see Clause C.6 for access to table with actual values).
Thelfirst entry_inithe substitution table corresponds to entry position 0 and the last to gntry
posifion 15.
Use|the ‘value of the data nibble as an index to an entry position in the substitution table; then

replfce the nibble value with the value from the substitution table found at that entry position.
For example: I the value of the data nibble 1S 8 and we are using substitutionableT, then the

entry at position 8 is the value 14, thus replace the data nibble value with the value 14.

6.5.4.3 Permutation process

The

encryption permutation process is illustrated in Figure 14.
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Bit
63 D0 0,0,0.0.0.0.0,0,0.0.0.0.0,0,0,0.0.0.0.0,0,0,0.0¢,0,0,0.0.00¢,64 0

IEC

A sgmple permutation table is given in Table 45.

Figure 14 — STA encryption permutation process

Table 45 — Sample permutation table

Per

29, 27, 34, 9, 16, 62, 55, 2, 40, 49, 38, 25, 33, 61, 30,428, 1, 41, 21, 57, 42, 1
mutationTable3 5, 68, 19, 53, 22, 17, 48, 28, 24, 39, 3, 60, 36, 14, 11,762, 54, 12, 31, 51, 10,
0, 45, 37, 43, 44, 6, 59, 4, 7, 35, 56, 50, 13, 18, 32,47, 46, 63, 20, 8

N O

NO7

[E This table contains only sample values (see Clause C.6 for access fo table with actual values).

The
Datd

Use
the
the
to th
plac

6.5.4

The

first entry in the permutation table corresponds to theleast significant bit position 0 in
Block and the last entry to the most significant bit position 63 in the DataBlock.

the bit position of the source DataBlock as.ah index into the permutation table; then
alue found in the permutation table at that entry position as a pointer to the bit positiq
Hestination DataBlock. For example: fof. the source DataBlock bit position 7 correspq
e value 2 in the permutation table, thus the value of bit 7 from the source DataBlog
ed in bit position 2 in the destinationy DataBlock.

.4 Key rotation process

entire key is rotated one bit position to the left as illustrated in Figure 15.

Bit Bit
63 XXXXXXXXXXXXXXXKXXXXXXKXXXXXXXXXXXX o

the

use
nin
nds
k is

IEC

Figure 15 — STA encryption DecoderKey rotation process

6.5.4.5 Worked example to generate TokenData for a TransferCredit token using

the STA

A worked example using the sample substitution and permutation tables is illustrated

in Fi

gure 16.
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Electricity Date of issue Time of issue Units purchased A Fliosf
TransferCredit token 25 Mar 1996 13:55:22 25,6 kWh ppiication
Process
Class SubClass RND TID (6.2.2) Amount (6.2.2) CRC (6.2.2)
(6.2.2) (6.2.2) (6.2.2) | 0001 1001 1110 1011 0010 0011 | 0000 0001 0000 0000 | 1100 0010 0000 0111
00 0000 1011 (19 EB 23 hex) (01 00 hex) (C2 07 hex)
A l v v Y Y
Class 64-bit DataBlock (6.5.4)
(F-Z2:2) 0000 T0TT 000T TO0T 1110 107171 00710 00171 0000 000 T 0000 0000 1700 0010 0000 071717
00 (0B 19 EB 23 01 00 C2 07 hex)

64-bit DecoderKey (6.5.4)
(OA BC 12 DE F3 45 67 89 hex)

v

complemented DecoderKey (6.5.4
(F5,43 ED 21 0C BA 98 76 hex)

A

rotated 12 bits right (6.5.4)
(87 6F 54 3E D2 10 CB A9 hex)

64-bit encrypted DataBlock (6.5.4)
(C4 5E D161 94 06 DF 95 hex)

00 1100 0100 0101 1110 1104>6001 0110 0001 1001 0100 0000 0110

A
66-bit TokenData before transposition of the Class bits (6.4.2)
1101 1111 1001 0101

(0 C4 5E D1 61 94 06 DF 95 hex)

N

10 1100 0100)0101 1110 1101 0001 0110 0001 1000 0100 0000 O

66=bit TokenData after transposition of the Class bits (6.4.2) (6.4.3)
110 1101 1111 1001 0101
(2 C4 5E D1 61 84 06 DF 95 hex)

Figure 16 — STA encryption worked example for TransferCredit token

IEC


https://iecnorm.com/api/?name=b2caf345a3d38090806e9e6338025db6

— 75 —

IEC 62055-41:2018 RLV © IEC 2018

tha

L3a~

with
WHHR

\AmRIN

DEA
encrypt

KeyBlock

X
[$]
o
3
S ©
=0 o
9
m »
< ® d
©w
[a)]
wy
2
0 <
=X na
29 Yo
<3 05
© 5 = O
3 2=
SE
© 2

DEA: EncryptionAlgorithm09

6.5.5

S
M
oL
IEC 1007/14 (’19

64-bit
encrypted
DataBlock

TV ooy oarto Ot =/ v coatt—

<V

D

or

DecoderKevGenerationAlaorithm 02

ot

DT COOTI T Cy S THCIatuor/agort oz

\AmE1)

prodacca

AS A = 0 3

>

D TCOoOOTIIxCTyY

4-hit DES Kev with odd paritv _in accordance hwith

S

into
HAHO

aTCOT A oo

party

th hit into- 3 naritv hit _cstartinag with the laast sianificant

ooa
vlll.ll P toaparitty oG otar g v it -t 1oaototg i

DO TXT Yy vVt

N\ OOt

oh

PLIR 46-3 hv chanaina evarv ai

ooV oTrtoa
oD OOy Thartgittg o veT

@eprecated and shall not be used in new products.

1: EncryptionAlgorithm11

b

&

Encryption process

ThelPOSAnnlicationPracase aivas tha annranriata diraptiva hy maane of tha EA ~ada i

T T oM PPTTatorT 1OTTo0 gy oo thiTapproprat

APBUY.

Thel 84-bhit  DecoderKev—is  nroduced \Alil‘hs\

L n Ay

Decf

Thel DecoderKev is caonvertad

LILEASE = ASASASA= A~ B AN

E|PY

This|algorithm i

bit
Enciy
SHg

The encryption process using the MISTY1 is shown in Figure 17.

6.5.
6.5.
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128-bit 64-bit
DecoderKey DataBlock
v DataBlock

MISTY1
KeyBlock [ encrypt ]

A 4

64-bit
encrypted
DataBlock

IEC

Figure 17 — MISTY1: EncryptionAlgorithm4

The| MISTY1 is a 64-bit block cipher in accordanee with 1SO 18033-3. |The
POJApplicationProcess gives the appropriate directive by medns of the EA code in the AHDU.

The|128-bit DecoderKey is produced with DKGA04 asg given in 6.5.3.6.

6.5.6.2 Worked example to generate TokenData for a TransferCredit token using
MISTY1

A worked example using the MISTY1 encryption algorithm is illustrated in Figure 18.
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Electricity Date of issue Time of issue Units purchased A PI.OSt.
TransferCredit token 01 Mar 2014 13:55:22 25,6 kWh pplication
Process
A 4 A 4 A A 4 A 4
TID Amount CRC
Cg"oss S”(;’&)'gss 5{1'\2)[1) 1010 1001 1101 0101 1011 1100 0000 0001 0000 0000 1011 1110 0111 1101
(A9 D5 BC hex) (01 00 hex) (BE 7D hex)
A4 A \ 4 \ 4 A4 A4
c 64-bit DataBlock
o 0000 1101 1010 1001 1101 0101 1011 1100 0000 0001 0000 0000 1011 1110 0111 1101
(0D A9 D5 BC 01 00 BE 7D hex)

128 -bit DecoderKey
(28 FEDC B8 8B 21 56 90 E9(BE'EA AB 98 9E 1C 45 he

[o2

4

A 4

0110 1001 1011 0001 0011 1101 0001 0111 0111 1Q40,1000 1101 0000 1010 0000 0010

64 bit encrypted

DataBlack

(69 B1 3D 17 7A 8DOA"02 hex)

) 4

66 bit TokenData before transposition of the Class bits

000110 1001 1011 0001 0011 1101 0001 0111 Q4+1 1010 1000 1101 0000 1010 0000 0010

(069 B1 3D 17 7A'8D 0A 02 hex)

A 4

66 bit TokenData after transposition of the Class bits

110110 1001 1011 0001 00114401 0001 0111 0110 0010 1000 1101 0000 1010 0000 0010

(869 B1 3D 17 62 8D 0OA 02 hex)

Figure 18 — MISTYAencryption worked example for TransferCredit token

7 [TokenCarriertoMeterinterface application layer protocol

7.1
71.

The
laye

Data elements in the APDU

APDU: ApplicationProtocolDataUnit

IEC

APDY is the data interface between the MeterApplicationProcess and the application
protocol and comprises the data elements given in Table 46
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Table 46 — Data elements in the APDU

Element Context Format Reference

The TokenData from the TCDU after decryption and
Token processing; now presented to the MeterApplicationProcess 66 bits 7.1.2
in the APDU

Status indicator to the MeterApplicationProcess to convey

AuthenticationResult the result from the initial authentication checks 713

ValidationResult Status indicator to t_h_e_Meter_AplecannProcess to convey 714
the result from the initial validation checks
StatusindicatorfromtheMeterfppheationts 5+6

TokenResult convey the result after processing the token so that the 7.1.

application layer protocol can take the appropriate action

7.1.2 Token

The| TokenData from the TCDU after decryption and processing; now: presented to| the
MetgrApplicationProcess in the APDU.

Thelactual 66-bit token as originally entered into the APDU by theVMeterApplicationProcess.
The|MeterApplicationProcess is now able to process it further. See 6.2.1 for the detailed
defipition of this data element.

7.1.3 AuthenticationResult
A sfatus indicator to tell the MeterApplicationProcess that the initial authentication chgcks

(se€¢| 7.3.5) passed or failed, in order that <the MeterApplicationProcess can respond
appnopriately. Possible values are given in Table™47.

Table 47 — Possible values for the AuthenticationResult

Value Context Format Reference

The authentication test passed or failed
Authentic False if any one_of\the below error codes is indicated boolean 7.3.9

True if none of the below error codes is indicated

The CRCNalue in the token is different to the CRC value as |

CREError calculated/from the data in the token boolean 7.3.p

The MfrCode value in the Class 1 token does not match the MfrCode |

Mfr€odeError VAlue for the Decoder boolean 7.3.9

7.1.4 ValidationResult

A status indicator to tell the MeterApplicationProcess that the initial validation checks
(see 7.3.7) passed or failed, in order that the MeterApplicationProcess can respond
appropriately. Possible values are given in Table 48.


https://iecnorm.com/api/?name=b2caf345a3d38090806e9e6338025db6

IEC 62055-41:2018 RLV © IEC 2018 -79 -

Table 48 — Possible values for the ValidationResult

Value Context Format Reference
Valid The Validation test passed or failed
False if any one of the below error codes is indicated boolean 7.3.7

True if none of the below error codes is indicated

OldError The TID value as recorded in the token is older than the oldest
value of recorded values recorded in the memory store of the boolean 7.3.7
payment meter

UsedError The TID value as recorded in the token is already recorded in the

memory store of the payment meter poRIEan K¢
KeyExpiredError | The TID value as recorded in the token is larger than the KEN
- boolean 7.3.Y
stored in the payment meter memory
DDTKError The Decoder has a DDTK value in the DKR; a TransferCredit
token may not be processed by the MeterApplicationProcess in boolean 7.3.Y

accordance with the rules given in 6.5.2.3.3

71.% TokenResult

After the MeterApplicationProcess has executed the instruction contained in the token, the
TokénResult value reflects the outcome. The application layer protocol may then take| the
appfopriate action to complete the token reading process; which may include accepting the
tokejn (and storing of the TID), rejection of the token, erasure of token data from| the
Tokg¢nCarrier, etc. Possible values are given in Table49.

Table 49 — Possible values.for the TokenResult

Value Caontext Format Referepce

Accept The token was successfully processed
False if any one of the’below error codes is indicated boolean 8.2

True if none of.the below error codes is indicated

1stKCT The MeterApplicationProcess indicates that this is the
Set1stSectionDecoderKey token of the-pair set of key
change.tokens being read; the token is provisionally
aceepted

boolean 8.2

2ndKCT The MeterApplicationProcess indicates that this is the
Set2ndSectionDecoderKey token of the-pair set of key
change tokens being read; the token is provisionally
accepted

boolean 8.2

3rdKCT The MeterApplicationProcess indicates that this is the
Set3rdSectionDecoderKey token of the set of key change boolean 8.2
tokens being read; the token is provisionally accepted

4thKGT* The MeterApplicationProcess indicates that this is the
Set4dinsectionDecoderkey token of the set ol key change poolean 8.2
tokens being read; the token is provisionally accepted

OverflowError The credit register in the payment meter would overflow if

the token were to be accepted; the token is not accepted boolean 8.2

KeyTypeError The key may not be changed to this type in accordance with

the key change rules given in 6.5.2.4. boolean 8.2

FormatError One or more data elements in the token does not comply

with the required format for that element boolean 8.2

RangeError One or more data elements in the token have a value that is
outside of the defined range of values defined in the boolean 6.3
application for that element

FunctionError The particular function to execute the token is not

implemented available

boolean 8.2



https://iecnorm.com/api/?name=b2caf345a3d38090806e9e6338025db6

- 80 - IEC 62055-41:2018 RLV © IEC 2018

7.2 APDUExtraction functions
7.21 Extraction process

The process of extracting the APDU from the TCDU is shown in Figure 19.

APDU

66-bit Token ValidationResult TokenResult

| AuthenticationResult
[ TokenValidation ]7
4

[TokenAuthentlcatlo J [TokenCanceIIation

A 4

4

64-bit or 128-bit
current restore
DecoderKey 2 Class bits

A

64-bit or 128bit
KeyBlock decrypt using }
m

DecryptionAlgorith
07 or11
ValidationResult TokenResult

64-bit DataBIock

extract AuthenticationResult TokenErase
2 Class bits

66-bit Token Data

TCDU

1EQ)
Figure 19 — APDUEXxtraction function

The|APDUExtraction function extracts the 66-bit TokenData from the TCDU, decrypts|and
progesses it before presenting the result in the APDU to the MeterApplicationProcesp. It
final i fer in
response to the result from the MeterApplicationProcess.

7.2.2 Extraction of the 2 Class bits

This function is used by other APDUExtraction functions (see 7.2.3 to 7.2.5). It removes the
2 Class bits from the 66-bit data stream to make a 64-bit number according to the method
outlined in Figure 20 and is the inverse of 6.4.2.

The 66-bit number has its least significant bit in bit position 0 and its most significant bit in bit
position 65. The 2-bit token Class value is extracted from bit positions 28 and 27. The values
of bit positions 65 and 64 are relocated to bit positions 28 and 27. The most significant bit of
the token Class comes from original bit position 28.
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Bit | Bit extract 2 Class bits

1 0 from positions
A 28 and 27
MSB LSB
Bit Bit Bit Bit Bit Bit Bit Bit
65 64 63-29 28 27 26-2 1 0
A

Exani

Extra

move bits 65 and 64
to positions 28 and 27

1EC

Figure 20 — Extraction of the 2 Class bits

ple: Extraction of the token Class = 01 (binary).

ct the 2 Class bits from bit positions 28 and 27 (in bold):

00

110 0101 0100 0011 0010 0001 0000 1001 1000 1111 0110 0101 0100 00110010 0001

Move

bits 65 and 64 into bit positions 28 and 27 (in bold):

00

110 0101 0100 0011 0010 0001 0000 1001 1000 0111 0110 0101 0100°0011 0010 0001

The 1

esultant 64-bit binary number grouped in nibble (Bits 27 and 28/highlighted in bold):

011

D 0101 0100 0011 0010 0001 0000 1001 1000 0111 011040101 0100 0011 0010 0001

7.2.

This
toke
toke

NOTE

NOTE

proto

The

B APDUEXxtraction function for Class 0 and Class 2 tokens

is the transfer function from the TCDU to the APDU and is applicable to all Class 0 a

s, except for the-SettstSectionDecoderikeyand-Set2nrdSectionbecoaderiKey key chg
s set (see 7.2.5).

1 The data elements in therAPDU are defined in 7.1.1.

2 The data elementsiin the TCDU are defined in each part of the IEC 62055-5x series physical
col standard relevant.toithe specific TCT of interest.

transfer function/for Class 0 and Class 2 tokens is outlined as follows:

he 2 Class(bits are extracted from the 66-bit TokenData using the method in 7.2.2 to

64-bit\result, which is then presented to the decryption algorithm as its DataBlock in
Note that it is the responsibility of the POS to keep record of which specific decryy
Igerithm is in use in each particular payment meter (see 6.1.5 EA). The decryy

nd 2
nge

layer

ield
put.
tion
tion

M) —2 0y ~—+

lanrithoa ond anoey o tion-alaorthm ara comanlamaantar, ond thio chaora tha oo DA o
S

Ot arnto CTIeT y P oot argoTTiTT ol O SO pTreTreTrtary arta o oS rarcarcoarTc =7« O

de;

o the KeyBlock input for the decryption algorithm contains the current value of the
DecoderKey, which is obtained from the DecoderKeyRegister in the payment meter secure
memory;

o after decryption the 2 Class bits are again re-inserted into the 64-bit number to make a
66-bit number. The most significant bit of the 2 Class bits goes into bit position 65 and the
least significant Class bit goes into bit position 64;

e the 66-bit token is authenticated in accordance with 7.3.5 and the result is indicated in the
AuthenticationResult field of the APDU;

e the 66-bit token is validated in accordance with 7.3.7 and the result is indicated in the
ValidationResult field of the APDU and the 66-bit token is placed in the Token field of the
APDU;
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o the MeterApplicationProcess processes the Token from the APDU and indicates the result
in the TokenResult field of the APDU (see also 8.2). It is the responsibility of the
MeterApplicationProcess to deal with display messages and indicators (see also 8.3) to

the user and not the application layer protocol;

o if the TokenResult indicates Accept (see 7.1.5 and 8.2), then the Token is cancelled in
accordance with 7.3.8 and the instruction is given in the TokenErase field of the TCDU to

erase the data from the TokenCarrier.

NOTE 3 It is the responsibility of the physical layer protocol to decide whether the erase instruction is applicable

or not in accordance with its specific implementation and TCT (see for example Clause 6 of IEC 62055-51:2007).

The|APDUEXxtraction function for Class 1 tokens is identical to that of the Class 0 and‘Clajss 2

tokelns, except that the decryption step is not performed.

7.2.5 APDUExtraction function for-Set1stSectionDecoderKey-and
Set2ndSectionDecoderKey key change tokens set

This| is the transfer function from the TCDU to the APDU and--s applicable to| the

SetlstSectionbDecoderKey-and-Set2ndSectionbecoderkKey key chapge tokens.

NOTE 1 The data elements in the APDU are defined in 7.1.1.

NOTE 2 The data elements in the TCDU are defined in each part ‘of the IEC 62055-5x series physical |layer

protorol standard relevant to the specific TCT of interest.

The| transfer function for—SetistSectionDecoderkkey andSet2ndSectionDecoderKey | key

change tokens is outlined as follows:

Q) 0y — 0y ~+

Igorithm and encryption algorithm*are complementary and thus share the same EA code;

L]
=

nemory;

—_ -0

bast significant Class bit goes into bit position 64;

t
AuthenticationResult field of the APDU;

he 2 Class bits are extracted from the 66hit TokenData using the method in 7.2.2 to yield
64-bit result, which is then presented:to the decryption algorithm as its DataBlock input.
Note that it is the responsibility of the POS to keep record of which specific decryption
Igorithm is in use in each particular payment meter (see 6.1.5 EA). The decryption

he KeyBlock input for the decryption algorithm contains the current value of| the
DecoderKey, which is obtained from the DecoderKeyRegister in the payment meter sefure

fter decryption, the\2 Class bits are again re-inserted into the 64-bit number to make a
6-bit number. Theymost significant bit of the 2 Class bits goes into bit position 65 and the

he 66-bit token is authenticated in accordance with 7.3.5 and the result is indicated in the

o the p6-bit token is not validated in the application layer protocol, but only in| the

MeterApplicationProcess. The 66-bit token is placed in the Token field of the APDU;

. € MeterApplicationPTOCEesS processes the Token from the APDUand ndicates the result
in the TokenResult field of the APDU (see also 8.2). It is the responsibility of the
MeterApplicationProcess to deal with display messages and indicators (see also 8.3) to

the user and not the application layer protocol;

o if the TokenResult indicates 1stKCT, 2ndKCT, 3rdKCT or 4thKCT (see 7.1.5 and 8.2) then
the instruction to erase the data from the TokenCarrier is not given in the TokenErase field

of the TCDU;

o if the TokenResult indicates Accept (see 7.1.5 and 8.2) then the instruction to erase the

data from the TokenCarrier is given in the TokenErase field of the TCDU.

The-SettstSectionDecoderkKeyand-Set2ndSectionDecoderkKey key change tokens in the set

may be entered in any order (see 8.9), but only the last one shall be erased.
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NOTE 3

It is the responsibility of the physical layer protocol to decide whether the erase instruction is applicable

or not, in accordance with its specific implementation and TCT (see for example Clause 6 of IEC 62055-51:2007).

7.3
7.3.1
7.3.1

Security functions
Key attributes and key changes

A Key change requirements

The payment meter shall comply with the relevant requirements of 6.5.2, 7.3.1.2 and 7.3.1.3.

7.3.1.2 Key change processing without key expiry

The

the payment meter:

7.3.

The
payrn

7.3.1
The

hent meter:

following defines the key change processing required if key expiry is not implemente

ompare the KT value on the token against the KT value in the payment meter:

if KT values are equal, change the DecoderKeyRegister content, \decoder KRN
payment meter Tl to the corresponding new values on the token;

if KT values are not equal, validate KT rules (see 6.5.2.4):
a) if key change is allowed, change the DecoderKeyRegister content, decoder K

b) if key change is not allowed, reject the key changeoperation.
3 Key change processing with key expiry

following defines the key change processing required if key expiry is implemented in

ompare the token KT value against the decoder KT value:

if KT values are equal, change\ the DecoderKeyRegister content, decoder K
decoder KRN and payment meter, Tl to the corresponding token values;

if KT values are not equal, validate KT rules (see 6.5.2.4):

a) if key change is allowed, change the DecoderKeyRegister content, decoder K
decoder KRN, decoder KT and payment meter Tl to the corresponding td
values;

b) if key change.lis not allowed, reject the key change operation.

p DKR: DecoderKeyRegister

Table 50 — Values stored in the DKR

decoder KT and payment meter Tl to the correspondinghew values on the tokeh;

payment fmeter shall store the values given in Table 50 in secure non-volatile memory|.

din

and

RN,

the

EN,

EN,
ken

Vatue Referenee
DecoderKey 6.5.2.3.3, 6.5.3
TI 6.1.7
KRN 6.1.8
KT 6.1.9
KEN (optional) 6.1.10
SGC (optional) 6.1.6
The Tl may be associated with a Tariff table that is managed outside of the domain of the payment meter. This
implies that should a utility make use of the association, then the payment meter would require a key change
each time that the customer is associated with a different tariff structure.
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In all cases where the payment meter provides configuration information, the KT shall be
considered part of the KeyRevisionNumber information. The payment meter shall therefore
always provide the KT information together with, or else directly after, the KRN information.

7.3.3 STA: DecryptionAlgorithm07

7.3.3.1 Decryption process

64-bit 64-bit
KeyBlock DataBlock

The
a kd

progess.

The

same EA code.

7.3.3.2 Permutation process

The

v
permutation
process
v
substitution do process
process 16 times
y
key rotation
process
y
64-bit

decrypted
DataBlock

IEC

Figure 21 — STA DecryptionAlgorithm07

Standard Transfer Algorithm decryption process is shown in Figure 21, which compf
y alignment process and 16%\iterations of a permutation, substitution and key rota

decryption algorithm*®and encryption algorithm are complementary and thus share

decryptionspermutation process is illustrated in Figure 22.
Bit Bit
63 XXXXXKXXXKKRXXKKXKKXXKKXXKKXXKXXKKKXK 0
Bit Bit
63 XXXXXXXXXXKXXKKXKKKXKKXXKKXXXXXKKKX 0

IEC

Figure 22 — STA decryption permutation process

ises
tion

the
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A sample permutation table is given in Table 51.

Table 51 — Sample permutation table

28,9, 55, 41, 37, 25, 38, 6, 54, 19, 23, 50, 33, 13, 5, 61

44,16, 7, 32, 51, 22, 49, 52, 63, 3, 42, 36, 39, 56, 35, 21, 4, 27, 57, 24, 62, 18, 26, 15,
PermutationTable4 | 30, 11, 43, 1, 29, 0, 14, 40, 58, 12, 2, 53, 34, 46, 10, 31, 8, 17, 20, 47, 48, 45, 60, 59,

NOTE This table contains only sample values (see Clause C.6 for access to table with actual values).

The[firsST entry in the permutation table corresponds 10 the least significant bit position U,
DatgBlock and the last entry to the most significant bit position 63 in the DataBlock.

Use|the bit position of the source DataBlock as an index into the permutation table; then
the yalue found in the permutation table at that entry position as a pointer to the\bit positig
the fgestination DataBlock. For example: for the source DataBlock bit position’7 correspq
to the value 52 in the permutation table, thus the value of bit 7 from the [source DataBlo

placged in bit position 52 in the destination DataBlock.

It can be seen that this gives the inverse result of the process in 6.5.4.3.

7.3.3.3 Substitution process

The|decryption substitution process is illustrated in Figure-23.

set nibble
counter(i)=0

v

repeat for each
data nibble
(16 nibbles)

increment (i)

bit. Q'of (i)th nibble
of the key
isequalto 0

bit 0 of (i)th nibble
of the key
is equal to 1

v A
perform 4-bit perform 4-bit
substitution process substitution process
using using

SubstitutionTablel SubstitutionTable2

the

use
nin
nds
bk is

Figure 23 — STA decryption substitution process

There is a 4-bit substitution process for each of the 16 nibbles in the data stream. The
substitution table used is one of two 16-value substitution tables and is dependent on the
least significant bit setting of the corresponding nibble in the key. A sample substitution table

is given in Table 52.
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Table 52 — Sample substitution tables

SubstitutionTable1

12,10, 8, 4,3,15,0,2,14,1,5,13,6,9, 7, 11

SubstitutionTable2

6,9,7,4,3 10,12, 14,2,13,1,15,0, 11,8, 5

NOTE This table contains only sample values (see Clause C.6 for access to table with actual values).

The first entry in the substitution table corresponds to entry position 0 and the last to entry

position 15.

Use|the value of the data nibble as an index to an entry position in the substitution table;}

then

replace the nibble value with the value from the substitution table found at that entry)pesition.
For pxample: if the value of the data nibble is 8 and we are using SubstitutionTable 1} ther the

entry at position 8 is the value 14, thus replace the data nibble value with the valug’14.

It can be seen that this gives the inverse result of the process in 6.5.4.2.

7.3.3.4 Key rotation process

Thelentire key is rotated one bit position to the right as illustrated‘in Figure 24.

Bit
63

P 0,0.0.0 00,000 0.0,0,0.0.0.0,0,0.0 0.0,0,0.00,0,0,0.05,0,0.04¢

Bit
0

IEC

Figure 24 — STA decryption‘DecoderKey rotation process

7.3.3.5 Worked example to decrypt;a TransferCredit token using the STA

A worked example using the sample substitution and permutation tables is illustr

in Figure 25.

ated
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66-bit TokenData from TCDU (7.2)
10 1100 0100 0101 1110 1101 0001 0110 0001 1000 0100 0000 0110 1101 1111 1001 0101
(2 C4 5E D1 61 84 06 DF 95 hex)

Y

encrypted 64-bit DataBlock after ex
1100 0100 0101 1110 1101 0001 0110 0001

traction of 2 Class bits (7.2) (7.3.3)
1001 0100 0000 0110 1101 11

01

(C4 5E D1 61 94 06 DF 95 hex)

11 1001 0101

64-bit DecoderKey (7.3 .3)

(OABC 12 DE F3 45 67 891hsg

7.3.4

| DEA: DecryptionAlgorithm09

64-bit
DecoderKey

64-bit
DataBlock

A

64-bit DES key
with odd parity

KeyBlock

A

DEA
decrypt

=R . Y DR |
UdldDIUUR

foken 64-bit decrypted DataBlock (7.3.3)
Class 0000 1011 0001 1001 1110 1011 0010 0011 0000 0001 0000 0000 1100 0010 PQOO' 0111
00 (0B 19 EB 23 01 00 C2 07 hex)
4 Y 4 4
Class SubClass RND TID (6.2.2) Amount (6¢2.2) CRC (6.2.2)
6.2.2) (6.2.2) (6.2.2) | 0001 1001 1110 1011 0010 0011 | 0000 0001 Q0QO/0000 | 1100 0010 0000 0111
00 0000 1011 (19 EB 23 hex) (01,00 hex) (C2 07 hex)
4 Y A A 4
. . . . . Meter
Electricity Date of issue Time of issue Units purchased 25,6 Avplicati
TransferCredit token 25 Mar 1996 13:55:xx kWh F;P cation
rocess

Figure 25 — STA decryption worked-éxample for TransferCredit token

IEC

vy

64-bit
decrypted
DataBlock

IEC

1015/14
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This algorithm is deprecated and shall not be used in new products.

7.3.% MISTY1: DecryptionAlgorithm11 Q§
7.3.%.1 Decryption process ,\Cb
Thel|decryption process using the MISTY1 is shown in Figure 26. "19
N -
M
128-bit 64-bit )
DecoderKey DataBlock Q%

@Q/
Q,C)
\

aBlock
Y1
KeyBlock rypt
QO
%
$\\§\ A 4
. 64-bit
A\Q decrypted
DataBlock
xO
IEC
<

N
Flcfure 26 — STA DecryptionAlgorithm11

-

The|decryption aI@)@m and encryption algorithm are complementary and thus share| the
same EA COde-@.

7.3.5.2 \Qg?;ed example to decrypt a TransferCredit token using the MISTY1

A wTr@,example is illustrated in Figure 27.
N
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66-bit TokenData from TCDU
11 0110 1001 1011 0001 0011 1101 0001 0111 0110 0010 1000 1101 0000 1010 0000 0010
(369B1 3D 17 62 8D 0A 02 hex)

v
Encrypted 64 bit DataBlock after extraction of 2 Class bits
0110 1001 1011 0001 0011 1101 0001 0111 0111 1010 1000 1101 0000 1010 0000 0010
(69 B1 3D 17 7A 8D 0OA 02 hex)

128 -bit DecoderKey
(28 FE DC B8 8B 21 56 90 E9 8E EA AB 98 9E"1C\45 Hex)

A A\ 4 4

Tqken 64-bit Decrypted DataBlock
Class 0000 1101 1010 1001 1101 0101 1011 1100 0000 0001 0000 0000 1011 11140 0111 1101
DO (0D A9 D5 BC 01 00 BE 7D hex)
A4 A 4 A 4 A 4 A A 4
TID Armount CRC
Class | SubGass 'mﬁ 1010 1001 1101 0101 1011 1100 | 00000081 00000000 | 1011 11100111 1{01
(A9 D5 BC hex) (0100 Hex) (BE 7D Hex)
A4 A 4 A 4 A A 4
- . . . . Meter
Electricity Date of issue Time of issue Units purchased Applicati
TrgnsferCredit token 01 Mar 2014 09:00%X 25.6 kWh pplication
Process
IEC

Figure 27 — MISTY1 decryption worked example for TransferCredit token

7.3.6 TokenAuthentication

Valigating the CRC or the CRCC"checksum after decryption shall authenticate Class 0|and
Clags 2 tokens.

Valigating the CRC and the MfrCode shall authenticate Class 1 tokens.

In the case of a_Class 0 or a Class 2 token the AuthenticationResult status shall indicate
Authlentic when<he following condition is met:

e the CRE€\.or CRC_C checksum in the token has the same value as that calculated fronj the |
dataelements in the token.

If thenabove condition is not met, then the AuthenticationResult status shall indicate
CRCE-rror.

In the case of a Class 1 token the AuthenticationResult status shall indicate Authentic when
both of the following conditions are met:

e the CRC checksum in the token has the same value as that calculated from the data
elements in the token;
e The MfrCode value in the token is the same as the MfrCode as defined in 6.2.3.

If any of the above conditions are not met, then the AuthenticationResult status shall indicate
CRCError, or MfrCodeError, or both.
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If the token cannot be authenticated, it shall be rejected in accordance with the requirements
given in 8.2 and 8.3.

7.3.7 TokenValidation

Class 0 and Class 2 tokens shall primarily be validated against the TID encoded in the token,

except for-SettstSectionDecoderKey-and-Set2ndSectionbDecoderkKey key change tokens set.
SettstSectionDecoderkey—and-Set2ndSectionDecoderKey Key change tokens are validated

by the MeterApplicationProcess once the payment meter has read-—beth all tokens and
comhined them into the new DecoderKey See 8 2 for acceptance and rejection requirements

of the SettstSectionDecoderkKey-and-Set2ndSectionDecoderKey key change tokens.

If kely expiry is implemented in the payment meter, then the KEN stored in the payment neter
shal] also be used to validate tokens of Class 0 and Class 2 (see 6.5.2,6%), except for

SetdstSectionDecoderKey-and-Set2ndSectionDecoderKey key change tokens:

A status of Valid shall be indicated if none of the following conditions are tfue:

e If a TID is received that has a value smaller than the smallestyalue of TID stored in the
memory store (in other words, that was issued by a POS on acdate before the earliest| TID
gtored in the memory store), then such token containing (this TID shall be rejected|and
hdicate such condition as an OIdError status (see 7.1.4);

o |f a TID is received that is already stored in the memaépy store (see 7.3.8), the token shall
be rejected and indicate such condition as a UsedErfor status (see 7.1.4);

If key expiry is implemented in the payment meter and a TID is received that is grgater
than the KEN in the Decoder, the token shall\be rejected and indicate such condition ps a
eyExpiredError status (see 7.1.4);

If a Class 0 token is presented to the ‘Decoder with a DDTK value in the DKR, the token
ghall be rejected (see 6.5.2.3.3) and indicate such condition as a DDTKError status
see 7.1.4).

See| also 8.2 and 8.3 for aceeptance, rejection and indication requirements in | the
MetgrApplicationProcess.

A payment meter loaded with a DDTK value shall accept all the relevant "non-meter-spgcific
manjagement tokens"s\(Class 1 tokens) as well as—SettstSectionDecoderkey—{and
SetdndSectionDecoderkey key change tokens encrypted under a DDTK.

7.3. TokenCancellation

Cantellation.of a token shall be by means of storing the TID associated with that token|in a
secyre, hon-volatile memory store in addition to erasure of the token data record from
magnetic card token carriers (see 6.1.3 and 6.2.5 of IEC 62055-51:2007).

A time-based TID is used to uniquely identify each Class 0 and Class 2 token (except for the
SettstSectionDecoderkKey-and-Set2ndSectionDecoderKey key change tokens). The payment
meter shall store, in a secure non-volatile memory store, at least the last 50 TID values
received.

If a valid token is received with a TID that has a value greater than the smallest value of TID
value in the memory store and there is no available space in the memory store to store the
received TID value, the payment meter shall accept this token, remove the smallest TID value
(in other words, the oldest TID) from the memory store, and replace it with the new TID value.

If the payment meter accepts a-SettstSectionDecoderKey-and-Set2ndSectionDecoderkKey key

change token—pair set, the TID memory store shall remain unchanged, unless the
RolloverKeyChange (see 6.3.20) field specifies that the memory store shall be cleared.
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The payment meter shall not accept tokens that were created prior to the date of manufacture
or repair of the payment meter.

NOTE—A-suggested-methed-isfor The manufacturer-te shall fill the TID memory store with

values that indicate the date and time of manufacture or repair.

The payment meter shall read and process a token (as well as erase it when required) on a
single insertion of the TokenCarrier without further action from the user.

All payment meters operating with a DCTK (see 6.5.2.3.1) shall erase token data (Class 0 and

cmr—mm—mmm—mm the
Tokg¢nCarrier to the payment meter, with the exception of the-SettstSectionDecoderKeytdken

datd-and-Set2ndSectionDecoderkey key change token data.

Thelfollowing tokens shall not be erased:

e any token carrying a TID which is judged by the payment meter as beingold;

¢ 'Inon-meter-specific management tokens" of Class 1;

o the—SettstSectionDecoderkey—ora—Set2ndSectionDecoderkey -key change token |set,
whichever-is-inserted-first except the last token entered.

ThetSettstSectionDecoderkKey-ora-Set2ndSectionbecoderkey token in the key change tgpken

set, [whichever is inserted last, shall be erased upon successful completion of the key change
opetation.

8 MeterApplicationProcess requirements

8.1 General requirements

In agdition to the requirements given.ip,Clause 8, the MeterApplicationProcess shall execute
tokens in accordance with the definitians given in Clause 6 and Clause 7, and shall be fufther
subject to the requirements given.in IEC 62055-31 at all times, in particular the action of the
load| switch in response to remate replenishment of credit and the closing of the load switch
from a remote location.

8.2 | Token acceptance/rejection

An $TS-compliant (payment meter shall be capable of reading, interpreting and executing all
of the categories ‘of-tokens successfully.

By default the/payment meter shall still accept tokens when in the power limiting or tampered
stat¢, except when the purchase agreement between the manufacturer and the utility
spegifies Otherwise.

SettstSectionDecoderkey—and-Set2ndSectionbDecoderkey Key change tokens are validated

by the MeterApplicationProcess once the payment meter has read-beth all tokens in the set
and combined them into the new DecoderKey.

A token shall be accepted when all of the following conditions are true:

e AuthenticationResult indicates a status value of Authentic in the APDU (see 7.1.3);
e ValidationResult indicates a status value of Valid in the APDU (see 7.1.4);

e the token can be correctly interpreted and the instruction executed by the
MeterApplicationProcess.

If all the above conditions are met, TokenResult (see 7.1.5) shall indicate Accept with the
following exceptions:
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successful processing of the first entered token of a key change token—pair set shall not

indicate Accept, butit shall-indicate 1stKCT-if it is-a SettstSectionDecoderKey or 2ndKCT

e NaSe onbecoderkKe
a— o Oz SaS y

second-token—of the key change-tokenpair-is—also—accepted but it shall indicate 1stKCT,
2ndKCT, 3rdKCT or 4thKCT respectively for SubClass values 3, 4, 8 and 9, which
indicators may be in any suitable format such as graphic icons or text and in any suitable
language;

successful processing of the-second last entered token of a key change token-pair set
shall indicate Accept.

The token shall be rejected and TokenResult shall not indicate Accept if any of the following

conditions are true:

8.3

AuthenticationResult does not indicate a status value of Authentic in_the APDU
see 7.1.3);

AuthenticationResult indicates a status value of CRCError in the APDU (s€e7.1.3);
AuthenticationResult indicates a status value of MfrCodeError in the ARDU (see 7.1.3)
alidationResult does not indicate a status value of Valid in the ARDU (see 7.1.4);
alidationResult indicates a status value of OldError in the APDU (see 7.1.4);
alidationResult indicates a status value of UsedError in thé APDU (see 7.1.4);
alidationResult indicates a status value of KeyExpiredErtor in the APDU (see 7.1.4);
alidationResult indicates a status value of DDTKError-in the APDU (see 7.1.4);

In the case where completing the transaction gxecution of a TransferCredit token wpuld
g¢ause the credit register in the payment meter to overflow, the TokenResult shall indicate
OverflowError in the APDU (see 7.1.5) instead of Accept, the token shall be rejected|and
ghall not be further processed;

In the case where execution of a key change token would violate the key change rules as
dgiven in 6.5.2.4, the TokenResult shall indicate KeyTypeError in the APDU (see 7]1.5)
nstead of Accept, the token shall be rejected and shall not be further processed. See [also
.3.1 for further key change processing requirements;

In the case where the strugture of the token does not comply with the definitions givgn in
.2, 6.3 or in the application for that token, the TokenResult shall indicate FormatError in
the APDU (see 7.1.5) instead of Accept, the token shall be rejected and shall not be
rther processed,;

the case where-one or more data elements in the token have a value that is outside of
e defined range of values defined in 6.2, 6.3 or in the the application for that element,
e TokenResult shall indicate RangeError in the APDU (see 7.1.5) instead of Accept| the
ken shall’be rejected and shall not be further processed;

— o~ —

In the case where the particular function to execute the token is not implemented, the
oKenResult shall indicate FunctionError in the APDU (see 7.1.5) instead of Accept/| the
token shall be rejected and shall not be further processed

Display indicators and markings

The payment meter shall uniquely indicate the following conditions:

the acceptance of a token (see 8.2);

the rejection of a token (see 8.2);

when a token is old (see 7.1.4);

when a token has already been used, i.e. duplicate token (see 7.1.4);

when the DecoderKey has expired (see 7.1.4);

when a TransferCredit token is presented with a DDTK in the DKR (See 7.1.4);

when the MeterApplicationProcess cannot execute the token (see 8.2);
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o after a successful completion of a key change operation (see 8.2 and 8.9);

e whether accepting the credit on a token would cause the credit register to overflow
(see 8.2).

Display indicators may be of any type and language (text, graphic, icon, etc.), but the type
used for each display indication requirement shall be stated in the purchase agreement
between the manufacturer and the utility.

The DRN and the EA code shall be marked on the part of the payment meter that contains the
Decoder-part (see Clause 3) and shall be legible from the outside of the Decoder.

In the case where the Decoder part is separate from the-TekenCarrier—interface—where-the
usefd-presents-theTokenCarrierto-the-payment-meter user interface, then it shall be-possible
for the user to determine the DRN and the EA code from the user interface on dethand by the
push of a button, or entering a special code, or presentation of an InitiateMeterTest/Display
token (see 6.2.3).

Indi¢ators relating to the result of token entry shall only be displayed on the same pser
intefface where the token was entered. In the case of a virtual token.Carrier for example,|it is
the {ask of the application layer protocol and the relevant physical‘layer protocol to feed Ipack
the ValidationResult, AuthenticationResult and TokenResult values via the same virtual tgken
carriler interface.

8.4 | TransferCredit tokens

See|6.2.2 for more detail on the structure of this token.

The|credit value in the Amount field in the tokén’shall be added to the available credit in the
Accounting function in accordance with the spéecific implementation of the Accounting fungtion
and [the service type as indicated by the SubClass field in the token.

8.5 | InitiateMeterTest/Display tokens

See|6.2.3 for more detail on the.structure of this token.

All payment meters shall support test number 0; if any of the incorporated tests are| not
supported the payment meter shall perform the subset of tests that are supported.

The| relevant test‘shall be executed or the relevant information shall be displayed in
accqrdance withsthe bit pattern in the Control field of the token.

Whgn moresthan one output is required, for example for test number 0, the outputs shall be
initigted\in) the order in which they are defined in 6.3.8. An optional test may be omitted if{it is
not iImplemented. A single test, for example test number 3, may provide more than one fie|d of
information.

Any optional tests not supported by the payment meter shall result in the rejection of the
optional test token by the payment meter.

In the case where the SubClass value is in the range 6 to 15, the relevant test or display
function shall be executed according to the manufacturer’s specification, but the payment
meter shall verify the MfrCode field value before such a token is accepted.

In the case where a payment meter has zero available credit which causes the load switch to
be open, and the InitiateMeterTest/Display token may cause the load switch to operate into
the closed state for the duration of the test. Some utilities may not want this condition to be
allowed, while other utilities may want it. The action of the payment meter in response to this
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token shall be as agreed between the utility and the supplier and shall not form a normative
part of this document.

8.6 SetMaximumPowerLimit tokens

See 6.2.4 for more detail on the structure of this token.
The present value of the maximum power limit register shall be replaced with the new limit.

The action of this function shall be agreed between the utility and the payment meter supplier.

NOTE 1 In a poly-phase payment meter this value is per phase.

NOTE 2 This function is not intended to be used as an over current protection mechanism, swhieh requires
adhefence to other relevant standards.

8.7 ClearCredit tokens

See|6.2.5 for more detail on the structure of this token.

The|available credit in the Accounting function shall be cleared to-zero in accordance with the
indigated value in the Register field of the token.

8.8 SetTariffRate tokens

See|6.2.6 for more detail on the structure of this token-

Resgerved for future definition by the STS AsSdociation.

8.9 | SettstSectionDecoderKey Keychange tokens

Seel6.2.7 and 6.2.8 for more detailion the structure of-this these tokens and token sets.

The| present value of the(DecoderKey shall be replaced with the new DecoderKey. |[The
DecpderKey includes its associated attributes like KRN, KT, KEN, SGC and Tl as defingd in
7.3.2.

This| action is subject to the successful receipt of-both-the-SettstSectionDecoderKeytand
SetdndSectiopbecoderKey all tokens in the token set. The payment meter shall have only|one
actiye DecoderKey at any stage of its operation. Dual DecoderKeys shall not be used.

It shall,be possible to enter-the-SetistSectionDecoderKey—and-Set2ndSection-DecodetKey

any tokens in the token set in any order to affect a successful key change

It shall be possible to enter at least two other invalid tokens of any type and in any order,

along with any one of-a-SettstSectionDecoderkeyand-Set2ndSectionbecoderkKey the token

set and still perform a successful key change.

It shall be possible to enter the same—SetitstSectionDecoderKey—and

Set2ndSectionDecoderKey token from the token set more than once, if the key has not been
changed already, and still perform a successful key change.

A time-out function shall be used to cancel a partially completed key change procedure after a
duration of between 3 min and 10 min.
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8.10 Set2ndSectionDecoderKey tokens

This subclause has been incorporated into 8.9.

8.11 ClearTamperCondition tokens

See|6.2.9 for more detail on the structure of this token.

The|control status and indicator that indicates a tamper condition shall be reset ¢p, indicdte a
non{tamper condition. Any internal payment meter control process resultant from su¢h a
tamper condition shall also be cancelled.

8.12 SetMaximumPhasePowerUnbalanceLimit tokens

See|6.2.10 for more detail on the structure of this token.

The|present value of the maximum phase unbalance power, limit register shall be replaced
with|the new limit.

Implementation of this function in the payment meterzs‘optional and the action of this fungtion
shall be agreed between the utility and the paymen{.meéter supplier.

NOTE This function is only applicable to poly-phase payment meters.
8.13 SetWaterMeterFactor

See|6.2.11 for more detail on the structére of this token.
Thelaction of this token is reserved for future definition by the STS Association.

8.14 Class 2: Reserved for' STS use tokens

See|6.2.12 for more detail on the structure of this token.
The|payment meter shall reject these token types.

8.19 Class'2: Reserved for Proprietary use tokens

See|62.13 for more detail on the structure of this token.

The actions performed in the payment meter shall be in accordance with the manufacturer’s
specifications.

NOTE This document does not provide protection against collision between manufacturer uses of this token
space.

8.16 Class 3: Reserved for STS use tokens

See 6.2.14 for more detail on the structure of this token.

The payment meter shall reject these token types.
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KMS: KeyManagementSystem generic requirements

It is recognised that KMS requirements are essentially outside the scope of this document and
the reader is therefore referred to relevant industry standards, some of which are listed in the

Bibli

ography.

The STS Association has established well-proven codes of practice for the management of
cryptographic keys within STS-compliant systems, utilising those industry standards, and it is
therefore recommended that new systems implementing this document should follow the STS
Association codes of practice.

By

undertaken to provide such certification services that are deemed necessary to ehsure

key
For

docyment, see Annex A.

10

10.1

See

The
stan

Ann
maif

require appropriate amendments to other rélevant specifications or COP.

The

Use
sery
such

Accegss by STS usefs)to STS entities and services as described in this document are

regy
such

Virtue of its Registration Authority status with IEC TC 13, the STS Association

management systems comply with the relevant parts of this standard (see ©Clause (
further guidelines on the functioning of a KeyManagementSystem as envisaged in

Maintenance of STS entities and related services

General

also Clause C.1 for more information relating to maintenance and support services.
maintenance activity on certain STS entities requires a revision/amendment of
dard. Where this is the case, it is explicitly indicated as such.

tenance activities would not require_révision/amendment of this document, but

STS entities and services that require maintenance are given in Table 53.

ces utilizing STS-compliant technology and also to the manufacturers and supplief
technology.

lated by the ST.S Association in accordance with appropriate rules and categorizatig
users.

has
that
C.1).
this

this

bx B and Annex C are not normative and any changes in these clauses du¢ to

may

s of the STS refer to all parties that participate in the distribution and metering of utility

s of

thus
n of
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Table 53 — Entities/services requiring maintenance service

Entity/service Def'!"!wn Responsmle Reference
origin maintenance body
Product certification Clause C.11 STSA/CA 10.2.1
6.1.2.3.3
DSN manufacturer 10.2.2
C4.4
RO 6.3.20 utility 10.2.3
TI 6.1.7 utility 10.2.4
TID 0.5.9.1 utility 10.2.9
; 6.3.5.2
Spte_c_nalReservedTokenld utility 1026
entifier Clause C.5
6.1.2.3.2
MfrCode STSA 10.2.7
C.4.3
6.5.4.2
Substitution tables 7.3.3.3 STSA 10.2.8
Clause C.6
6.5.4.3
Perputation tables 7.3.3.2 STSA 10.2.9
Clause C.6
6.1.6
SG¢ STSA/KMC 10.2.10
Cc.2.2
6.5.2.2
VenldingKey Clause 9 STSA/KMC 10.2.11
C.3.2
6.1.8
KRN STSA/KMC 10.2.12
6.52.5
6.1.9
KT 6.5.2 STSA/KMC 10.2.13
Table 37
6.1.10
KEN 6.5.2.6 STSA/KMC 10.2.14
C.3.4
Annex B
KEH CERT, STSA/KMC 10.2.15
Table B.1
Annex B
CcC STSA/KMC 102 186
Table B.2
Annex B
ucC STSA/KMC 10.2.17
Table B.2
Annex B
KMCID STSA/KMC 10.2.18
Table B.2
Annex B
CMID manufacturer/KMC 10.2.19
Table B.2
AnnexB
CMAGC Mfr/KMG 10-2.20
Table B2
6.1.2.2
1IN ISOHEC STSA 10.3.1

C4.2
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Entity/service Defil.'\i?ion Besponsible Reference
origin maintenance body
6.1.3
TCT STSA/IEC 10.3.2
Table 5
6.1.4
DKGA STSA/IEC 10.3.3
Table 6
6.1.5
EA STSA/IEC 10.3.4
Table 7
6.3.2
TokenClass Table 14 STSA/IEC 10.3.5
Table 15
6.3.3
TokenSubClass STSA/IEC 10:3.6
Table 15
" ; 6.3.8
|n|t|ateMgterTest/Dlsplay STSA/IEC 10.3.7
ControlField Table 27
6.3.13
RedisterToClear STSA/IEC 10.3.8
Table 28
STY base date 6.3.5.1 STSA/IEC 10.3.9
Ratg 6.3.11 STSA/IEC 10.3.10
WMFactor 6.3.12 STSA/IEC 10.3.11
MFQ 55 STSA/(IEC) 10.3.12
5.5
FOIN STSA/(IEC) 10.3.13
Clause C.9
55
Companion Specification STSA/(IEC) 10.3.14
Clause C.9
10.2 Operations
10.2.1 Product certification maintenance
The|STS Association;~as' a registered Registration Authority with the IEC, shall ensure acg¢ess
to pfoduct certification’services, subject to-users—of-the-STS legal requirements ruling a{ the
timel
It shall alse'ensure that such service providers are duly accredited and authorized to provide
this |seryice "and that they comply with the requirements of this document and any gther
releyant €OP or specification.

10.2

.2 DSN maintenance

The payment meter manufacturer is in complete control of his allocated range of DSN values
(within his allocated MfrCode domain) and it thus requires no further maintenance.

10.2

.3 RO maintenance

The utility shall manage the operational use of this data element in conjunction with the STS
BaseDate.

10.2

The

.4 Tl maintenance

utility shall manage the operational use of this element.
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10.2.5 TID maintenance

The utility shall manage the operational use of this data element by means of appropriate
programming of the token vending or POS systems.

10.2.6 SpecialReservedTokenldentifier maintenance

The utility shall manage the operational use of this data element by means of appropriate
programming of the token vending or POS systems.

10.2.7 __MfrCode maintenance

The|STS Association, as a registered Registration Authority with the IEC, shall provide the
servlice of allocating MfrCode values to payment meter manufacturers and making.the ligt of
allogated MfrCode values available to users of the STS upon request.

10.2.8 Substitution tables maintenance

The|STS Association, as a registered Registration Authority with the{tEC, shall provide the
service of making the actual values for Table 44 and Table 52 avaitable to users of the STS
upon request.

10.2.9 Permutation tables maintenance

The|STS Association, as a registered Registration Autherity with the IEC, shall provide the
service of making the actual values for Table 45 and-Fable 51 available to users of the STS
upon request.

10.2.10 SGC maintenance

The|STS Association, as a registered Registration Authority with the IEC, shall ensure acg¢ess
to S[GC allocation services to users of the'STS and that SGC values are globally unique. $uch
servjices are typically provided by a KMC.

10.2.11 VendingKey maintenance

The|STS Association, as a registered Registration Authority with the IEC, shall ensure acg¢ess
to VlendingKey allocation services to users of the STS, that VendingKey values are globally
unigue and that VendingKey values are made available between KMC service providers. $uch
servjces are typicalty provided by a KMC.

The| STS Association shall also ensure the compliance of such service providers to| the
requirements and recommendations given in this document and any other relevant COP or
spegification:.

10.242KRN-maintenrance

This element is intrinsically coupled to the VendingKey and is managed by the KMC service
provider, subject to the same conditions as for VendingKey maintenance.

10.2.13 KT maintenance

This element is intrinsically coupled to the VendingKey and is managed by the KMC service
provider, subject to the same conditions as for VendingKey maintenance.

The STS Association in liaison partnership with Working Group 15 of IEC TC 13 shall
administer any further additions to the range of KeyType values as given in Table 37.
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The process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

An additional KeyType definition shall require a revision/amendment of this document.

10.2.14 KEN maintenance

This element is intrinsically coupled to the VendingKey and is managed by the KMC service
provider, subject to the same conditions as for VendingKey maintenance.

10.2-45—KEKECERFmaintenance

The
part

The

KMQ service providers comply with the requirements of this document and"any other rele
COR.

10.2.16 CC maintenance

The

to GC allocation services to users of the STS and that CC\values are globally unique. §
servjices are typically provided by a KMC.

10.2.17 UC maintenance

The

to UC allocation services to users of the STS;and that UC values are globally unique. A |
typigally provides such services.

10.2.18 KMCID maintenance

The
to K
The

10.2.19 CMID maintehance

The
CM

Onc

then the\CMID is simply recorded for reference purposes and no further maintenance ser
ont

of its key management operations.

STS Association, as a registered Registration Authority with the IEC, shall ensure

STS Association, as a registered Registration Authority withthe IEC, shall ensure ac

STS Association, as a registered Registration*Authority with the IEC, shall ensure ac

STS Association, as a registered Registration Authority with the IEC, shall ensure ac
MCID allocation services.to users of the STS and that KMCID values are globally uni
STS Association typicathy\provides such services.

CM manufacturer is in complete control of allocating CMID values to his manufact
Hevices andithere is no service in place to ensure uniqueness of this data element.

e a particular CM is registered in an STS system (typically with a KMC service provi

KMC service provider is exclusively in control of this data element as it forms an“intrinsic

that
vant

cess
uch

Cess
KMC

cess
ue.

ired

ler),
vice

nis‘data element is required.
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10.3 Standardisation

10.3.1 IIN maintenance

This document defines-a two constant values for electricity payment meters worldwide.

Different values of IIN are reserved for future definition by the STS Association.

Any ehanges—to-the—+uies

this document.

D

s dafinad in thic dacumant waould raauirg o n:n:ic-inn/ammnrlma-]t Of
S—-aeHRee—tHH—tHs—aecdeht—WMetha—+eqgt S+—SHSHoR=AHeRae

10.3.2 TCT maintenance

The| STS Association in liaison partnership with Working Group 15 of {E€ TC 13 sghall
admiinister any further additions to the range of TCT values given in Table 5:

The|process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

An gdditional entry to Table 5 shall require a revision/amendment of this document and a [new
part|in the IEC 62055-5x series.

10.3.3 DKGA maintenance

The| STS Association in liaison partnership with "Working Group 15 of IEC TC 13 shall
admijinister any further additions to the range of\DKGA values given in Table 6.

The|process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

An gdditional entry to Table 6 shall\require a revision/amendment of this document.

10.3.4 EA maintenance

The| STS Association.in. liaison partnership with Working Group 15 of IEC TC 13 shall
admiinister any further additions to the range of EA values given in Table 7.

The|process shalkfollow the standard procedures for submission of new work item proposals,
as instituted by.these organisations.

An ddditiohal entry to Table 7 shall require a revision/amendment of this document.

10.3.5 TokenClass maintenance
The STS Association in liaison partnership with Working Group 15 of IEC TC 13 shall

administer any further additions to the range of TokenClass values as given in Table 14 and
Table 15.

The process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

An additional TokenClass definition shall require a revision/amendment of this document.
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10.3.6 TokenSubClass maintenance

The STS Association in liaison partnership with Working Group 15 of IEC TC 13 shall
administer any further additions to the range of TokenSubClass values as given in Table 15.

The process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

An additional TokenSubClass definition shall require a revision/amendment of this document.

10.3-7—InitiateMeterfest/BispltayControtField-maintenance

The| STS Association in liaison partnership with Working Group 15 of IEC TG,13 shall
admijinister any further additions to the range of InitiateMeterTest/DisplayControlEield values
givep in Table 27.

The|process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

An gdditional InitiateMeterTest/DisplayControlField value shall require a revision/amendment
of this document.

10.3.8 RegisterToClear maintenance

The| STS Association in liaison partnership with Werking Group 15 of IEC TC 13 sghall
admiinister any further additions to the range of RegisterToClear values given in Table 28.

The|process shall follow the standard procedures' for submission of new work item proposals,
as instituted by these organisations.

An gdditional RegisterToClear value shall require a revision/amendment of this document.

10.3.9 STS BaseDate maintenance

The| STS Association in ligison partnership with Working Group 15 of IEC TC 13 shall
admiinister any changes to the STS base date.

The|process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

A cHange inghe STS BaseDate value shall require a revision/amendment of this document.

10.3.10.\Rate maintenance

This data element is presently reserved for future definition by the STS Association.

The STS Association in liaison partnership with Working Group 15 of IEC TC 13 shall
administer any changes to the definition of the Rate data element.

The process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

A change in definition of the Rate data element shall require a revision/amendment of this
document.

10.3.11 WMFactor maintenance

This data element is presently reserved for future definition by the STS Association.


https://iecnorm.com/api/?name=b2caf345a3d38090806e9e6338025db6

IEC

62055-41:2018 RLV © IEC 2018 - 103 -

The STS Association in liaison partnership with Working Group 15 of IEC TC 13 shall
administer any changes to the definition of the WMFactor data element.

The process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

A change in definition of the WMFactor data element shall require a revision/amendment of

this

document.

10.3.12 MFO maintenance

Defi
and

The

inteqnal standard procedures for submission of new work item proposals.

The
futu

whigh shall follow the standard procedures for submission of neéw,work item proposals

insti

10.3.13 FOIN maintenance

Allo

docyment and are mentioned purely on an informative-basis.

The
conj

The
futu

whigh shall follow the standard procedures for submission of new work item proposals

insti

10.3

Dev
docl

The
conj

The

hitions of MFO instances are presently outside the normative domain of this doeun
are mentioned purely on an informative basis.

STS Association exclusively administers the definition of MFO instances following its

STS Association in liaison partnership with Working Group 15 of 4£C TC 13 may in
e propose these MFO instances to the IEC for development intointernational stands

uted by the IEC.

tation and assignment of FOIN values are presentily outside the normative domain of

unction with the registration of MFO instances as companion specifications.

STS Association in liaison partnership with Working Group 15 of IEC TC 13 may in
e propose these FOIN values teithe IEC for development into international stands

uted by the IEC.

.14 Companion specification maintenance

lopment of companion specifications is presently outside the normative domain of
ment and is mentioned purely on an informative basis.

STS AssaqcCiation exclusively administers the development of companion specification
unction\with registration of MFO instances and assignment of FOIN values.

nent

own

the
rds,

this

STS Association exclusively administers the-allocation and assignment of FOIN valugs in

the
rds,
, as

this

s in

SIS Association in liaison partnership with Working Group 15 of IEC TC 13 may in

the

future propose these companion specificalions to the TEC for development inio infernafional
standards, which shall follow the standard procedures for submission of new work item
proposals, as instituted by the IEC.
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Annex A

(informative)

Guidelines for a KeyManagementSystem (KMS)
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This informative Annex provides general guidelines for the implementation of a KMS for the
management of the cryptographic keys as required to satisfy the normative requirements of
this document and uses techniques, processes and procedures as prescribed by the NIST
and FIPS standards. It should be noted that the deployment of such a KMS could possibly be
in conflict with some country-specific or regional-specific regulatory requirements for the

manfagement of cryptographic keys for application in ulility distribution or metering systenis. It
is oytside of the scope of this Annex to deal with such possible conflicts.
An gntity relation and interaction diagram is shown in Figure A.1.
VendingKeyLoadRequest 237 ( h
POS 25 VendingKeyLoad KMC
|
cM 13 CryptographicModulelnstallation
0
. Cryptographic
DecoflerKeyChange Cryptographic
Module e
Order Initialization
10 cM Notification 11 12
Supply Group ~| Manufacturer d
Utility
VendingKeyLoadAuthorization 24
e RS SupplyGroup P
7/ 7 N, Demarcation SGCAndVendingKeyApplication 21 22
i Y |
: i20 VendingKeyLoadAuthorization 3
\ Meters / >
6
MeferInstallation MeterOrder
1
M\ . 2
VendingKeyLoadRequest
MeterManufacturer
5 VendingKeyLoad
J N J
IEC

Figure A.1 —- KeyManagementSystem and interactive relationships between entities

The entities that play a role in the KMS processes are given in Table A.1.
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Table A.1 — Entities that participate in KMS processes

Entity Role / Name
Utility Supplier of a service such as electricity
MeterManufacturer Manufacturer of payment meters/ decoder devices
CMManufacturer Manufacturer of cryptographic modules
KMC KeyManagementCentre
CM CryptographicModule
POS PointOfSale
Metpr Payment meter
The|payment meter processes and DecoderKey processes are given in Table A:2:
Table A.2 — Processes surrounding the payment meter and DecoderKey
Zﬁ;ﬁi? Context
MeterOrder
1 Utility places an order for payment meters with the MeterManufacturer. The order will stipulate that
the payment meters are loaded with DDTK, DUTK or DCTK values for the specified SGC
VendingKeyLoadRequest
2 MeterManufacturer requests the VendingKey (VUBK or VCDK) for the specific SGC, if required,
from the KMC, else he uses his own allocated YVDDK (see 6.5.2.2) or the VDDK owned by the Ut]lity
VendingKeyLoadAuthorization
3 The Utility authorizes the KMC to load thedrfequested VendingKey values down to the
MeterManufacturer
VendingKeyLoad
4 The requested VendingKey values are loaded into the MeterManufacturer’'s STS-certified secure
manufacturing equipment
DecoderKeyLoad
5 The MeterManufacturer generates the DDTK, DUTK or DCTK values from the VDDK, VUDK or
VCDK values in accordance with the payment meter order and loads these into the payment meter
(see 6.5.3)
Meterlnstallation
® The payment meters are delivered to the Utility and installed in the demarcated SupplyGroup
DecoderKeyChange
7 If So required the DecoderKey value may be changed by vendlng KeyChangeTokens from the PQS
equipment (see 6.2.7 and 6.2.8-S ; ).
See also processes 23 to 25 below regarding VendingKey loading

The CryptographicModule processes are given in Table A.3.
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Table A.3 — Processes surrounding the CryptographicModule

Process Context
Number

CryptographicModuleOrder

10 The Utility (or POS manufacturer) places an order for a cryptographic module with a cryptographic
module manufacturer
CryptographicModulelnitialisationReguestNotification
The CMManufacturer initialises the CryptographicModule-is-sent-to-the- KMC-to-be-initialised with

11 seeret public and private key values, which will subsequently be utilized for securely distributing
\/nnrlingl(n\ll values from the KMC to the f‘rypfngrnphit\l\/lndnln
The certified public key values and associated parameters are sent to the KMC for registrationof
the new CryptographicModule.
CryptographicModuleAuthenticationAndHnitializationRegistration
The KMC-checks-that-the registers CryptographicModule-is—authentic parameters.and-then

12 initialises-it-with-seeret certified public key values in the KMC, which will subsequently be utilized
for securely distributing VendingKey values from the KMC to the CryptographicModule-{see KEKHA
Annex B}
CryptographicModulelnstallation

13 The CryptographicModule is installed and is ready for loading of VlendingKey values from the KMC
typically using KeyLoadFiles (see KLF in Annex B)

The|SGC and VendingKey processes are given in Table A.4.

Table A.4 — Processes surrounding/the SGC and VendingKey

Nu

Prqcess

mber

Context

PO

SupplyGroupDemarcation

The Utility supplies electricity to,adefined group of its customers. It decides the size and
boundaries of the group basedoh security risk and revenue protection considerations, geograph
location and network logistical)characteristics

cal

P 1

SGCAndVendingKeyApplication

The Utility makes application to the KMC for a SGC of specified type (unique, common or defaul
and associated VendingKey of a specified type (VUDK, VCDK or VDDK; see 6.5.3)

P2

SGCAndVendingKeyAllocation

The KMC allocates a SGC and an associated secret VendingKey of the required KT to the applidant

and stores the elements in its records

P3

VendingKeyLoadRequest

ROS operator requests the VendingKey value (VDDK, VUDK or VCDK) for the specific SGC from
the KMC that will allow him to vend to payment meters loaded with the associated DecoderKey
value (DDTK, DUTK or DCTK)

24

VendingReyLoadAUtnorizaton

The Utility authorizes the KMC to load the requested VendingKey values (VUDK, VCDK or VDDK
Alternatively the MeterManufacturer authorizes the KMC to load the requested VDDK value

).

25

VendingKeyLoad

The requested VendingKey values are loaded into the CryptographicModule that will be used by the

POS equipment to generate tokens for the payment meters in the SupplyGroup

The mandatory requirements for a KeyManagementSystem are specified in Clause 9.

See also Clause C.3 Code of practice for more information regarding the management of
VendingKeys.
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See also C.3.2.1 Code of practice for more information regarding the SGC demarcation
guidelines.

See also Annex B for more information regarding entities and identifiers in an STS-compliant
system.

See also Clause 10 for the maintenance of the STS entities and related services.
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Annex B
(informative)

Entities and identifiers in an STS-compliant system

Entities and relevant identifiers deployed in an STS-compliant system are shown in
Figure B.1.

)
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Meter Token Tariff \S/gC
TID KRN
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Carrier BDT
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DK\< e
IEC

Figure B.1 — Entities and identifiers deployed in an STS-compliant system
For the maintenance of these entities and related services see Clause 10.

The entities that are typically deployed in an STS-compliant system are given in Table B.1.
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Table B.1 — Typical entities deployed in an STS-compliant system

Entity

Context

Reference

Country

Geographical area with politically demarcated boundaries, which may
change over time

X

Utility

Entity that supplies a service like electricity to its end customer by means
of a payment meter. One or more utilities are operational in a country.
Utilities change their constitutional identities over time

SupplyGroup

A subgroup of payment meters within a distribution network. A Utility may
supply to one or more SupplyGroups. A SupplyGroup may change its
relationship to a Country and a Utility over time

6.1.6

Metdr

The payment meter used to control the delivery or supply of the service to
the end customer (see also IEC 62055-31). One or more payment meters
are grouped in a SupplyGroup. A payment meter may change to a different
SupplyGroup by means of a corresponding DecoderKey change

IEC 62055131
IEC TR 62055-21

POS

PointOfSale device that is able to generate tokens for any payment meter
in a SupplyGroup, by having access to the VendingKey value for the
particular SupplyGroup. It is technically and practically feasible that a POS
may have access to VendingKey values of more than one SupplyGroup,
thus being able to also generate tokens for payment meters belonging-to
those SupplyGroups. VendingKeys may thus move to and from PeintOfSale
devices over time, depending on the commercial relationship between a
vendor and a particular Utility

IEC TR 620595-21

TokgnCarrier

The physical device, or medium onto which the token information is
encoded and which is then used to transfer the token te'the payment meter.
This may be in the form of a printed numeric string or<a magnetically
encoded card, which is carried to the payment meter.by hand and manually
inserted into the reading device of the payment.meter by the user (end
customer), or it may be a virtual token carrierin the form of a direct
communication connection to a remotely located client device

3.1

Tokgn

Token as defined in this standard by means of which the POS device is
able to transfer instructions and information to the payment meter, or
retrieve information from the payment-meter

3.1

Tarif]

The formula used to calculate the charge per unit of service. In the case of
the one-way payment meters(the tariff is normally applied at the POS at the
time when the end customer purchases a token. There are normally several
tariff structures according,to different customer categories and contracts.
Each tariff is thus associated with a Tl (see below) for ease of reference

6.1.7
6.2.6

STSA

Standard TransferSpecification Association that keeps a register of all
KMCs, which drejglobally deployed

Clause CJ1

KMG

KeyManagementCentre. The infrastructure that is used to manage and
control the-KeyManagementSystem. It includes a CM.

Clause 9
Annex A

Clause CJ3

KLF

KeyLoadFile. The secure mechanism used by the KMC to distribute
VendingKey values to cryptographic modules

Annex A

CM

CryptographicModule.

The secure device used by the KMC to generate VendingKey values and to
securely distribute VVendingKey values to a CM device located at a POS

Annex A

The secure device used by the POS to generate DecoderKey values from
VendingKey values and to generate tokens from DecoderKey values

CERT

Certified public key of the KMC CM and the POS CM, which are used to
authenticate each entity and to establish a KEK during VK distribution from
the KMC CM to the POS CM

VK

VendingKey. A-64-bit DES secret key value, generated, stored and
distributed by the KMC to other cryptographic modules under controlled and
authorised conditions when required. It is used to generate DecoderKey
values inside the CM

6.5.2.2
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Entity Context Reference

DK DecoderKey. A-64-bit- STA keyvalue-or64-bit DES secret key value 6.5.2.3

generated as a function of several parameter values:
DK = f (VK, SGC, KRN, KT, Tl, MeterPAN, DKGA, BDT, EA).

It is shared between the CM and the payment meter and is used to encrypt
and decrypt tokens that are sent from the POS to payment meter or from
the payment meter to the POS

The identifiers that are associated with the above entities are given in Table B.2.

Table B.2 — Identifiers associated with the entities in an STS-compliant system

Identifier Context Reference

CC CountryCode X

A code uniquely identifying the country in which the Utility is operative and where
the payment meters are installed. It is registered in the KMC and associated with
VK at the KMC and the CM

uc UtilityCode X

A code allocated by the KMC to uniquely identify the specific Utility to which VK
and the SGC is allocated. It is registered in the KMC and is, associated with VK at

the CM

KMCID KeyManagementCentreldentifier X
Unique identifier for each KMC in the world. Each-KMCID is registered with the
STSA

CMID CryptographicModuleldentifier X

Unique identifier for each cryptographic module in the system

CMAC *
TID Tokenldentifier 6.3.5]1
Unique time-based-identifier for each token. It is shared between the POS, the
token and the payment meter
MeterPAN MeterPrimaryAccountNumber 6.1.2
A uniquelidentification number for each STS-compliant payment meter. It is shared
between the payment meter and the POS. Encoding it into the DecoderKey
enforees the association with the payment meter
DRN DecoderReferenceNumber 6.1.2{3
The unique number as it appears in the MeterPAN. It is shared between the POS
and the payment meter
TCT TokenCarrierType 6.1.
The type of medium that is used onto which the token is encoded for transfer to the
payment meter
SGC SupplyGroupCode 6.1.6
Unique number allocated by the KMC to identify a SupplyGroup of the Utility. It is
shared between the SupplyGroup, the KMC and the POS. It is associated with the
VendingKey value and recorded in the KMC and also in the CM. Encoding it into
the DecoderKey enforces the association with the payment meter
TI TariffiIndex 6.1.7

The index number to a register of tariffs associated with a particular Tariff for each
customer. It is shared between the Tariff and the POS. Encoding it into the
DecoderKey enforces the association with the payment meter. This means that the
DecoderKey shall change if the customer is moved onto a different tariff structure
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Identifier Context Reference

KRN KeyRevisionNumber 6.1.8
Revision of the VendingKey as allocated by the KMC. It is associated with the
VendingKey value at the KMC and at the CM. Encoding it into the DecoderKey
enforces the association with the payment meter

KT KeyType 6.1.9
The type of the VendingKey as allocated by the KMC. It is associated with the
VendingKey value at the KMC and at the CM. Encoding it into the DecoderKey
enforces the association with the payment meter

KEN KeyExpiryNumber 6.1.10

A number that is associated with a validity period for the VendingKey. It is
associated with the VendingKey value at the KMC and at the CM. It is not encoded
in the DecoderKey, but is transferred to the DecoderKeyRegister by means of the

SettstSectionDecoderKey and Set2ndSectionDecoderKey key change tokens
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Annex C
(informative)

Code of practice for the implementation of STS-compliant systems

General

The term "must" is used to indicate requirements only in the context of the code of practice as
described in this informative Annex and does not impose normative requirements on this

stangard:

Thelterm "users of the STS" is defined in 10.1.

C.2| Maintenance and support services provided by the STS Association
The|STS Association is a not-for-gain company incorporated in South~Africa with mem

com

utilities. The object of the STS Association is to promote the use of the STS, develop
functionality further and maintain the required infrastructure to ‘provide supporting sery

like

See

The

intrgduction to this document. E-mail is the preferted mechanism for correspondence with
STS| Association.

C.3

C.3.

(Seg also Annex A.)

The

STStcompliant productymanufacturers worldwide in accordance with this document.

C.3.
C.3.

(Seq als06.1.6).

The

prising of manufacturers of payment meters and associated (vending systems an

key management, product certification and standardisatioh'te users of the STS.
also Clause 10 for more details on the maintenance of’STS entities and related servidg

General Secretary of the STS Association can¢be contacted at the address given in

Key management

U Key management services

STS Association gperates a KMC and provides key management services to utilities

] SupplyGroupCode and VendingKey distribution

2.1 Data elements associated with a SGC

bers
d of
the
ices

eS.

the
the

and

KMC ensures unique allocation of SGC values in accordance with this document.

The KMC generates, stores and distributes VDDK, VUDK and VCDK values with the
associated KRN, KT and KEN in accordance with this document.

The KMC ensures that VendingKey values are available to all manufacturers of STS-certified
products in accordance with this document.

In order to effectively manage the generation, storage and distribution of SGC and associated
VendingKey values, it is recommended that the data elements given in Table C.1 be recorded

and

be uniquely associated with an SGC.
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Table C.1 — Data elements associated with a SGC

Element Context Reference
SGC Actual value of the SupplyGroupCode as registered in the KMC 6.1.6
Country CountryCode as the country where the SGC and VendingKey is to be used Annex B

. Place associated with the SupplyGroup demarcation (Country, State, X
Location : .

Province, City, Town, Suburb)
Network Network associated with the SupplyGroup demarcation (name, ID) X
To whom this SGC is allocated: X
UtilityCode (if applicable)
Name of Organization (utility)
Owner
Address (postal, physical, website)
Contact person and details (name, postal, email, tel, fax)
Authorization signatory (name, contact details)
OwnerHistory Record of changes to ownership association of the SGC over time X
LochtionHistory Record of changes to location association of the SGC over time X
NetworkHistory Record of changes to network association of the SGC over time X
KME KMCID and country of origin of the KMC as the sourcé.of the SGC and Clausg 9
i VendingKey Annex A
6.5.9
i i i 6.1.4
VenldingKey ;/endl?gKey plus attributes (KRN, KT, KEN),/ These values are in encrypted
orma 6.1.9
6.1.1p

SG(Distribution
Redister

Register of SGC v/s CM ID (i.e/to’which cryptographic modules a particular
SGC has been distributed oyertime)

C.3.p.2 SupplyGroupCode demarcation guidelines

This| topic is dealt with comprehensively in the STS Association Code of practice [see
Bibliography). For the sake\of providing some indicators herein, some factors to be taken|into
congideration are given below.

Facfors to considef.in deciding the SGC demarcations:

e gecurity risk-in terms of compromising a VendingKey;

e gecurityxrisk in terms of stolen POS devices;

e Ipgistics for payment meter spares;

. & oFPOS . . T l :

e logistics for separating collected revenue from POS vending agents;

e particular business logic around distribution network maintenance and supply logistics,

e cross-vending rules on SGC boundaries;

e change of payment meter ownership over time (deregulated markets);

e change of supplier over time (deregulated markets).

C.3.3 CryptographicModule distribution

(See also Annex A).
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In order to effectively manage the distribution of SGC and VendingKey values to
cryptographic modules, it is recommended that the data elements given in Table C.2 be

recorded.
Table C.2 — Data elements associated with the CryptographicModule
Element Context Reference
CM Attributes of the CryptographicModule (CMID, CMType, HardwareVersion, Annex A
Softwareversion, KEKFAC-DAC CERT). Annex B
CMManufacturer Name and contact details of organization Annex A
CMOwner To whom this CM belongs: Annex A
UtilityCode (if applicable)
Name of Organization (utility)
Address (postal, physical, website)
Contact person and details (name, postal, email, tel, fax)
Responsible person (name, contact details)
CMlLocation Details of intended destination of CM where it is going to be,used (country, X
state, province, city, town, suburb)
KMC KMCID and country of origin which initialised the pagticular CM Clausg 9
Annex A
CMPwnerHistory Historical register of ownership changes to cryptegraphic modules over time X

CM

| ocationHistory

Historical register of location changes to.cryptographic modules over time

C.3.4

(See

In t
STS

At th

Key expiry
also 6.1.10, 6.5.2.6, 7.3.1.1).

meters had not been implemented in any STS-compliant installation.

Cc.4

C.4.
(See

alsa 6.1.2).

MeterPAN

1 General practice

he case where key expiry for VendingKeys is not dynamically implemented in an
-compliant installation, then jt'is the recommended practice to set the KEN to 255.

e date of publication of_this document the key expiry option for DecoderKeys in payment

The MeterPAN serves to uniquely identify each payment meter in the STS-compliant
installation worldwide, thus being able to tag and route transactions accordingly. All users of
the STS are thus encouraged to follow this practice, which is in line with that of the banking
and financial transaction management (see also 1ISO 4909).

C.4.

2 IssuerldentificationNumbers

As clarified in 6.1.2.2, the IIN for 2-digit Manufacturer Codes-shall-be is 600727. For 4-digit
Manufacturer Codes the IIN-shall-be is 0000.

C.4.

3 ManufacturerCodes

(See also 6.1.2.3.2).
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MfrCode values are allocated and managed by the STS Association to ensure uniqueness of
the series globally, thus ensuring uniqueness of the MeterPAN globally. Note that both 2-digit
and 4-digit Manufacturer Codes may exist.

The current list of MfrCode values can be-viewed-on-the- STS-web-site—or obtained from the
General Secretary of the STS Association—via—any—of-the—contactrouteslisted—above (see

Clause C.1 for contact details).

Cc.44 DecoderSerialNumbers

(See,also 6.1.2.3 3)

Each MeterManufacturer manages his 8-digit range of numbers as he sees fit, as/long fs it
complies with the requirements of this document.

C.5| SpecialReservedTokenldentifier
(Seq also 6.3.5.2).

Each utility is free to determine the rules for how this SpecialResérvedTokenldentifier is tp be
used as a special application to satisfy his special needs.

An pxample of using this SpecialReservedTokenldentifier in a special application i3 as

follows: Each household in an installation may collect-agovernment grant in the form of a|free

tokeE to the value of 50 kWh per month. Such a {oken may be collected on any day of the
h

month and as many times as is desired, but thejpayment meter should only accept the|first
tokejn of such a type in each month. A solution to this problem is to rule that|the
Spe¢ialReservedTokenldentifier is to be used’for this token type in this particular installation.
Such a token may then be generated at any:\time during the month, because it will always|use
the [1° day 00h01 time stamp and thetpayment meter will only accept the first token so
gengrated and reject any subsequent copies as “Used”.

C.6| Permutation and substitution tables for the STA

The| STS Association js‘registered with the IEC as a Registration Authority to provide
maintenance services ‘n'support of the IEC 62055-4x and 62055-5x series of standards| As
part|of this service,.the STS Association provides the actual values for the permutation|and
subgtitution tables (Table 44, Table 45, Table 51 and Table 52) required in 6.5.4.2, 6.5{4.3,
7.3.8.2 and 7.3%3:3 to users of the standard upon request. The contact details for the STS
Ass¢ciation are given in Clause C.1 or may be obtained from the IEC website.

C.7| <EA codes

(See also 6.1.5).

As this document evolves there will be more EA codes required. This should take place
through the normal route via National Committees to the IEC TC 13 as New Work Item
Proposals in liaison with the STS Association.

C.8 TokenCarrierType codes

(See also 6.1.3).
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As this document evolves there will be more TCT values required. This should take place
through the normal route via National Committees to the IEC TC 13 as New Work Item
Proposals in liaison with the STS Association.

C.9 MeterFunctionObject instances / companion specifications

A MeterFunctionObject (MFO) is an object-oriented specification that encapsulates a certain
functionality of a payment meter. Each MFO is defined in a companion specification and
allocated a unique FunctionObjectldentificationNumber (FOIN).

The| STS Association administers the registration of MFO instances and reserves| the
exclusive rights to allocate FOIN values in the form of companion specifications.

An MFO instance is proposed to the STS Association as a NWIP, after which it'is-assigned a
unigque FOIN. The STS Association then publishes the MFO in the formcof’a companion
spegification.

See|also STS 200-1 (see Bibliography) for more information on funétion object classes|and
STSH204-45-4.0 201-1 (see Bibliography) for an example of a companion specification.

C.10 TariffIndex
(Seg also 6.1.7).

The|utility has the choice of 2 options:

nk the Tl to his list of tariff structures and>thus link each customer to a Tl. This meang the
DecoderKey-shall changes if the customier is changed from one tariff structure to another,
ecause the associated Tl will change;

installation and then link each Customer to the list of tariff structures in the management
ystem, independent from «the” Tl. This means that the DecoderKey does not havg to

I

[

k

o fix the Tl to a constant value of say = 01 for the life time duration of the payment nieter
[

¢hange when moving a customer from one tariff structure to another.

At the date of publication .of this document, most utilities preferred to follow option 2.|The
main consideration is-that it is a major logistical operation to do a key change to a payment
meter that is already‘installed, so this tends to be avoided where possible.

C.11 STS-compliance certification

C.11.1, \IEC certification services

The TECdoes not provide certiffcation services for products as such and 15 thus reffant on

outside facilities to do this.

C.11.2 Products

The STS Association provides the service to manufacturers of products to facilitate the testing
and will provide STS-certification on the basis of the test results.

C.11.3 Certification authority

In due course the STS Association will be in a position to authorize agents that may provide
STS-certification services on its behalf.
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C.12 Procurement options for users of STS-compliant systems

This document provides for a variety of options, the details of which need to be specified at
the time when products and systems are purchased from manufacturers and suppliers.

As a general guide to purchase orders or tender specifications, the items given in Table C.3

are noted.

Table C.3 — Items that should be noted in purchase orders and tenders

Item

Context

Reference

EA

Which algorithm is be used for token encryption in the vending system
and for decryption in payment meter.

Options:
. STA code 07;
o DEA-code09 MISTY1 code 11.

The purchaser should ensure that the tender specification forthe
payment meters requires that the payment meter labelling~shall include
the appropriate EA code

6.1.5

TCIT

Which TokenCarrierType the payment meter or the-vending system
should support.

Options:

e magnetic card type 01;

e numeric type 02;

e virtual token carrier code 07,

° virtual token carrier code-08:

6.1.3

DKGA

Which algorithm the MeterManufacturer or the vending system should
use for generating the DecoderKey;

Options:

. DEA (DKGAQO1); only for vending systems serving legacy payment
meters;

e DEA\DKGAO02); current systems;
o TDEA (DKGAO3); future systems
o\ KDF-HMAC-SHA-256 (DKGAO04).

6.1.4

CC

Which destination CountryCode the SGC is to be associated with at the
KMC.

Options:
e one of the standard set of ISO Country Codes

Annex| B

uc

Which UtilityCode the SGC is to be associated with at the KMC.

Opticns-
P g

Annex| B

e existing UC as allocated by KMC;
. new UC as allocated by KMC

KMCID

Which KMC is to be used for obtaining the VendingKey and the SGC.
The MeterManufacturer and the vending system need the specific
VendingKey to generate DecoderKeys.

Options:
+—001;-South-African-KMC-currently-in-operation;
. STSA-KMC-1; STS Association KMC currently in operation;

. xxx; future possible KMC of choice or relevance

Annex B
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Item Context Reference

SGC Which SGC should the MeterManufacturer or the vending system use for 6.1.6
generating the DecoderKeys?

Options:

e xxxxxx existing SGC; obtained from KMC;

. new SGC; for new projects, apply to KMC.
Which KT is, or should be, associated with this SGC?
Options:

0 default; MeterManufacturer key:

e unique; utility key;

e common; utility key

TI Which Tariffindex is to be used by the MeterManufacturer and the 6.1.1
vending system to generate DecoderKeys?

Options:

e 00-99; (new);

e  00-99; (existing);

. link TI to the tariff table in the vending system; (NOTE 1);

e do not link TI to the tariff table in the vending 'system. (NOTE 2).

NOTE 1 When the Tl is linked to the tariff table‘in the vending system
database then the consumer may be moved(to a different tariff structure
only by allocation of another associated <It. This means that that the
DecoderKey needs to be changed accordingly.

NOTE 2 When the Tl is not linked\to'the tariff table in the vending
system database then the consumer may be moved to a different tariff
structure without being allocated*to another associated TIl. This means
that that the DecoderKey dees’not need to be changed

KRN Which KeyRevisionNumber is to be used by the MeterManufacturer and 6.1.8
the vending system.to’generate DecoderKeys?

This information is associated with the SGC VendingKey and is under
the control of the-.KMC from where it should be obtained

KT Which KT. is o be used by the MeterManufacturer and the vending 6.1.9
systemytorgenerate DecoderKeys?

This information is associated with the SGC VendingKey and is under
the\control of the KMC from where it should be obtained

KEN Which KeyExpiryNumber is to be used by the MeterManufacturer and the 6.1.1p
vending system to generate DecoderKeys?

This information is associated with the SGC VendingKey and is under
the control of the KMC from where it should be obtained

DedoderKey expiry Whether the DecoderKeys should expire or not, using the KEN. 6.1.1p
Options:

. shall not expire (this Is the current recommended practice);

e shall expire. (this implies periodic DecoderKey changes)

. o ice):
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Item Context Reference
Meter dispatching key | Which DecoderKey type the MeterManufacturer should load into the 6.1.6
payment meter.
Options:
e DDTK (manufacturer Default key);
. DUTK (utility Unique key);
. DCTK (utility Common key)
Tokens Which tokens the payment meter or vending system should support. 6.2.1
Options:
e TransferCredit;
. InitiateMeterTest/Display;
e  SetMaximumPowerLimit; (optional)
e ClearCredit;
e SetTariffRate; (currency-based accounting payment meters only)
. key change tokens;
e ClearTamperCondition; (optional)
e SetMaximumPhasePowerUnbalanceLimit; (optional for poly phase)
. SetWaterMeterFactor. (water payment meters/only)
Vending classification | Which functions the vending systems should support. X
Options:
e vending; (vending of credit tokens) (signified by “V”);
e engineering; (vending of management tokens) (signified by “E”);
. key change. (vending.of'Key change tokens) (signified by “K”).
An STS-compliant vendjng System may provide any combination of one
or all of the options listed. If approved by the STS Association, then the
corresponding letters.may be displayed on the STS logo
Crefit transfer Which types ofiTransferCredit tokens the payment meters or vending 6.2.2
system should support.
Options:
. electricity;
o\ water;
e/ gas;
. time;
e electricity currency;
. water currency;
e  gas currency;
. time currency.
Testraisptay optiomns Wit types of testamddisptay tokemns the payment Teters or verdig 0730
system should support.
Options:
A list of mandatory and optional tokens are given in 6.3.8
Power limit Whether the payment meters should provide power limiting and whether 6.2.4
the vending system should provide the relevant tokens. 6.3.9
Options:
8.6

. power limit should be implemented or not;
e the power limit setting;

. how the payment meter should react when the power limit is
reached



https://iecnorm.com/api/?name=b2caf345a3d38090806e9e6338025db6

-120 - IEC 62055-41:2018 RLV © IEC 2018

Item

Context

Reference

Tariff rate

What the tariff rate values are for the payment meters registered in the
vending system database and whether the vending system should
support the relevant tokens.

Options:
e preset by manufacturer;
e variable and set with token from vending system;

e tariff rate per payment meter

6.2.6
6.3.11

Tamper detection

Whether the payment meters should provide tamper detection and the

6.2.9

vercing-system—shottestupporttheretevant-tokens:

Options:

e tamper detection should be implemented;

e tamper detection should not be implemented;

. payment meter should support display tamper status token;
e vending system should support display tamper status token!

NOTE 3 Clear tamper token support is mandatory with optien/1

Phgse power
unbplance

Whether the payment meters should provide phase power unbalance
limiting and the vending system should provide the relévant tokens.

Options:

. phase power unbalance limiting should be implemented;

. phase power unbalance limiting shoGld not be implemented;
e preset by manufacturer;

e variable and set with token from vending system;

e the phase power unbalapcelimit value;

. how the payment metershould react when the phase power
unbalance limit is_reached

6.2.1
6.3.1
8.12

o0

Initipl credit

What the initial value.of the credit register of the payment meters should
be when it leaves.the manufacturer’s premises.

Options:
e clearedto zero;
. preset to initial value;

° the initial value

Special reserved TID

Whether the vending system should implement any special reserved
token identifiers.

Options:
e special reserved token identifiers should not be implemented;

e special reserved token identifiers should be implemented;

6.3.542

H T e | £ ok ol el 4iL
v SpetretaetanS o SpetrarreServettore T TaenthTeTs

| | sTs certificate of
Compliance

The STS-compliant product supplier-shall should provide a copy of the
particular product’s STS certificate of compliance as issued by the
relevant CertificationAuthority

Clause
C.11

C.13 Management of TID roll over

C.13.1 Introduction

‘ The Token Identifier (TID) is a 24 bit field, contained in STS compliant tokens, that identifies
the date and time of the token generation. It is used to determine if a token has already been
| used in a payment meter. The TID represents the minutes elapsed since the-tst-January-1993
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start of the BaseDate. The incrementing of the 24 bit field every minute of elapsed time

mea

ns that at some point in time, the TID value will roll over to a zero value.

All STS prepayment meters will be affected by TID roll over on the 24/11/2024. Any tokens
generated after this date and utilizing the 24 bit TID will be rejected by the meters as being

old t

okens as the TID value embedded in the token will have reset back to 0.

In order to-evercome remedy this problem all meters will require key change tokens with the
roll over bit set. In addition to this, the BaseDate of 01/01/1993 will be required to be changed
to—a—tater—elete the next BaseDate (see 6.1. 12) This process will force the meters to reset the

TID stack = =Tate the

meter due to the TID stack reset the key change processshatt must mtroduce a new dec bder

key |nto the meter.

A piocess is therefore required to allow for the management of this change-with the least

impact to the Utilities, equipment suppliers and end customers.

To allow for easier management of large installed bases it is propased that the folloying

solufion manages the change per meter and not per supply group)code (SGC) as spme

Utilities may have a large installed base under a single SGC.

C.13.2 Overview

C.13.2.1 General

Usefs Operators responsible for the managemeni of payment meters—shall must enpure

adhgrence to this procedure by all parties involved.

Thodermnnreblom e thet e THD e cnnne dnelne o bepn dote ol OO 000 TR YL B0

seodopdllsnoeh oo pellonn ool L DL LTl L pdln e pnsmecn IRle o noee Do o dloig ol
e aate shich an ane ith oo

This
on different base dates. The following elements, shown in Figure C.1, have been included

o |

o

o |

Ley management centre;
becurity Cryptographic modules;
ending systems;

leter data) upload files;

eter-manufacturing-equipment manufacturer;

o |

etérs

Code of Practice defines.@ process for managing vending keys and decoder keys based
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Figure C.1 — System overview

.2.2 Key management centre (KMC)

KMC is used to generate and load vending keys {(VK) into a—seeurity cryptogra
ule. The KMC also generates a key load file (KLF)’which contains the key load data f
ific-seeurity cryptographic module to allow a vending system to load VK into the-se¢

fographic module—attached-te associated wjth{the system.-Currentlythe Key Revi
R

rder to manage the generation of tokens for a specific BaseDate, the vending syq
ires the KMC to create a new VK foreach the new BaseDate interval. The new VK wi

belected BaseDate.-Fweo Three BaseDates are supported; namely 01/01/1993, 01/01/4
01/01/2035.-Only—two—are—reguired—as It is not envisaged that current technology

.2.3  Seecurity Cryptographic module

lsecurity A cryptographic module will be required to generate key change tokens frg
-implementation-of the rollover functionality

.2.4 _“Vending system

vénding system will be required to manage an associated BaseDate with each VK loé
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be

retr|eved from the key Ioad file generated at the KMC —Ln—ade+t+eﬂ—me—vend+ng—s¥stem—sha#

Once a new VK is made available, the vending system-shall must allow for the management
of the change process whereby a meter or group of meters can be scheduled for a key-roH
over change. In doing so, the affected meters will undergo a key change with TID roll over
thus resetting the meter TID stack and generating a new decoder key based on the new VK.
From this point forward all tokens generated for the meter(s) will be encrypted using the new
VK with a TID value calculated from the corresponding new BaseDate.

With this process, meters can be scheduled for a key change based on the requirements of
the Utility. At any one point in time there-will may be two or more active vending keys for each
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SGC as not all meters associated with the SGC will be key changed to the new VK at the
same time.

C.13.2.5 Meter upload files

New meters received from the manufacturers can be loaded into the vending system using a
meter upload file import process. These meters will be coded by the manufacturers using-a-Vk
with-thelatest-base-date the latest active VK and therefore each meter record in the meter
upload file will be required to include the BaseDate-foer—which-it-was-coded associated with
that VK KRN.

C.13.2.6 Meter manufacturers-equipment

All meters leaving the factory-shall must be coded using
datg the latest active VK unless otherwise agreed between the utility and the myanufactjirer.
WithH the-twe three BaseDates chosen, namely 1993, 2014 and 2035, all metefsycoded bgfore
2014-wil must be coded using the VK and KRN associated with the BaseDate of 1993 All
meters coded between 2014 and 2035-shall must be coded with the VK and KRN associpted
with|the BaseDate of 2014 and all meters coded after 2035-will must, dtilize the VK and KRN
assqciated with the BaseDate of 2035, unless otherwise agreed between the utility and the
manjufacturer.

C.13.2.7 Meters

All §TS compliant meters-shall must support key change Wwith TID roll over.

C.13.2.8 Key load file

The|key load file (KLF) contains the key load datd for a specific cryptographic module to gllow
a vending system to load VK into the cryptogf@phic module associated with that system.

C.13.3 Impact analysis

C.13.3.1  General

Thelfollowing areas-which-willbe are affected by the above process-are-listed-below.
C.13.3.2 Key management centre

e Need to include d BaseDate in the key load file for each VK;

e 3upport the selection of predefined BaseDates when generating VK;
o  Jecurity Cryptographic Modules-shalt must support the key change with TID roll over-fiag.

C.13.3.3~ \Vending systems

e Associate each VK for a SGC with a BaseDate as-derived received from the key load file

generated by the KMTC;

e May allow meters associated with a previous BaseDate to be scheduled individually, in
groups or by SGC for a key change with TID roll over to VK on a new BaseDate—and

C.13.3.4 Meter upload files
M ‘ incl | " . file:

e Meter Data Upload File specifications-will-need-te must be-updated revised to-reflect cater
for the addition of the BaseDate.
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C.13.3.5 Manufacturing-equipment Meter manufacturers

o Shal Must automatically code all meters using the VK with the latest active BaseDate as

agreed with the utility;
o Meters-shal must support key change with TID roll over.

C.13.4 Base dates

See 6.3.5 above.

C.13.5 Implementation

C.13.5.1 General

Implementation details for manufacturers of meters and vending systems have been outlined

aboye. The subclauses that follow give basic guidelines for Utilities to follow in-the succef
implementation of the TID-key-change roll over program. Note that Utilities may-elect to fqg
alteqnative methods of implementation.

C.13.5.2 Assumptions

Priof to starting the implementation of the key-changes in the field; the following are assu
to have been completed by manufacturers of meters, yénding systems, and-—se¢
crypfographic modules:

. ecure module firmware has been changed to support'the TID roll over functionality;

. ending software suppliers have modified the/ vending software to recognise
aseDates as described in this standard. Once*a meter has been key-changed with
Il over, this-fact-shal event must then be recorded into the vending database;

. Il manufactured meters support the“TID roll over functionality as specifieq
I[EC 62055-41. Where this is not the case, the meters will have to be changed out

heters that do support the TID rojihover functlonahtyAt—&emHsagedﬁqa{—the;e%

hstalled-base-will-nolongerbe-in\sérvice-by-the-time kev-rollover-isregquired—and-th

e —

ssful
llow

med

ity

the
TID

in
with

t All

O
SOOI o T W HT OO0 g TR ot Yyt C—C— KTy cOutrco;ar | tf

4, will support the TID

1

meters manufactured after the(first BaseDate change of 20
gver functionality.
C.13.5.3 Process for utilities

A gdideline to the process to follow is given below:

a) IPlan the TID rollover program so as to complete the-installed-base-of-meters proceq
least 1 year<bgfore the critical date of 24/11/2024;

b) Communicate the plan, and reasons for the program, to all regions within the utility;

c) Upgrade all vending installations to software and relevant database changes that suq

roll

s at

port

he’ 7D roll over functionality;
d) :|| I th " — M Hotoad—fie—f ’

these are used as an import tool;

here

e) Upgrade/purchase-secure cryptographic modules with TID roll over functionality through

the-seeure cryptographic module supplier;

f) Upgrade KMC software,—where-this-is-owned-by-a-utility; to cater for multiple BaseDates;

g) Contact the manufacturer of your meters to confirm whether their meters support
change with TID roll over. If not, these meters will have to be replaced in the field
meters that do;

h) Start the key-change process.

key-
with
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C.13.5.4 Key-change process

The various following options exist, in no particular order, for the physical execution of the
key-change process:

a) Generate key-change tokens—{two-tokens) for a region and send out technicians to the
field to systematically insert these tokens into each meter visited.

b) Generate (automatically) the key-change tokens when a credit purchase is made by the
user customer. Explain to the-user customer that the credit token will not function unless
the key-change tokens have been entered into the meter first. This is typically the
standard practice for key-changes already.

c) Communicate the program to the end-users customers and-ask request them to-comejn-to
collect their key-change tokens by certain deadlines.

All the above options have advantages and disadvantages.

Optipn a) ensures that the key-changes are done systematically by area, 'which can thep be
‘tickgd’ off as completed. This is controllable but expensive in manpower.

Optipn b) is far less expensive, but does not allow for regionscor’areas to be done fin a
controlled fashion since one cannot be sure that tokens have(Cbeen entered until a [nhew
purghase is made. This option also opens the possibility that many complaints will be recefived
reggrding non-functional credit tokens if these tokens are.entered without the key-chgnge
tokejns being entered first.

Optipn c) is the least desirable since communicatioen.of the issue goes right to the end-pser
custpmer and may cause unnecessary concerns.

C.13.5.5 Communication of the program

Belgw is a guideline showing the possible‘form that the communication to the Utilities regipnal
offices could take. Note that this is a‘guideline only and may be changed to suit individual
utility preferences as required.

"Appropriate addresses and headings.
Subject: Field meter key~change program.

As you may be aware, all prepayment meters store tokens entered as a means to-{stop
prevent a meter\from accepting a token that has already been used. In addition to|this
storage, each \foken also has, embedded into the 20 digits, the date and time that the t¢ken
was| generated. The meter then compares this date and time to the oldest token in its
menporyyand rejects the token if it is older than the oldest token in this memory.

The tokermdate—ard—tirmefietd—tras—a mmaximomnT range of 31 years. 1 his mearns tiratafter
31 years of incrementing this date and time field, the value stored will ‘roll over’ back to zero
— much like an odometer in a car going ‘round the clock’.

The current tokens will ‘roll over’ in November 2024 to the current starting date of 1993. At
this time, the date and time on the tokens will revert back to its zero date (1993), at which
point the meters will no longer accept tokens generated with this base date.

While the date of 2024 may seem like a long time into the future, we need to start making
plans to change this base date of 1993 to a later base date. To this end, manufacturers have
been made aware that changes will have to be made to the meters,—Secure Cryptographic
Modules, vending systems, and Key Management Centres to accommodate this change.
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The change consists of changing the key in each meter in the field, which can be done by
| issuing a set of key-change tokens to the-user customer, or implementing a program whereby
each meter is visited by technical staff to enter these tokens.

In order to reduce the number of meters that will have to be visited, or key-changed, in the
‘ field, manufacturers will be instructed that all meters made from 2014 onwards,-shall must be

coded using the new base date of 2014. This means that the actual number of meters with a

base date of 1993 should be dramatically reduced by the time 2024 is upon us, and not many
‘ remaining meters will require key-changes.

With-the e-\’/efnme t‘llrrnnfl-\’/ nn\/ioagarl hy the STS Aeenr‘iaﬁnn, this PLOCESS should never have

to b¢ repeated since the base date of the meters will change every 21 years.”
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Intefnational Standard IEC 62055-41 has been prepared by IEC technical committee
Eledtrical energy measurement and control.

INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTRICITY METERING — PAYMENT SYSTEMS -

Part 41: Standard transfer specification (STS) —
Application layer protocol for one-way token carrier systems

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardizatiornicomp
all national electrotechnical committees (IEC National Committees). The object of IEG 'is) to prg

tHis end and in addition to other activities, IEC publishes International Standards, Technical Specifica
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter\referred to as
Plblication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee inter
i the subject dealt with may participate in this preparatory work. Internationak”governmental and
gpvernmental organizations liaising with the IEC also participate in this preparation. IEC collaborates cl
wjth the International Organization for Standardization (ISO) in accordance,'\with conditions determine
agreement between the two organizations.
T
c
n

he formal decisions or agreements of IEC on technical matters express,(as nearly as possible, an interna
nsensus of opinion on the relevant subjects since each technicalommittee has representation fro
terested IEC National Committees.

IHC Publications have the form of recommendations for international use and are accepted by IEC Na
Cpmmittees in that sense. While all reasonable efforts are made to ensure that the technical content o
Plblications is accurate, IEC cannot be held responsibleyfor the way in which they are used or fo
miisinterpretation by any end user.

Il order to promote international uniformity, IEC National Committees undertake to apply IEC Publicd
treansparently to the maximum extent possible in their national and regional publications. Any diverg
between any IEC Publication and the corresponding. national or regional publication shall be clearly indica
the latter.

IHC itself does not provide any attestation cof ‘conformity. Independent certification bodies provide confg
Esessment services and, in some areas,\access to IEC marks of conformity. IEC is not responsible fo
brvices carried out by independent certification bodies.

| users should ensure that they haye the latest edition of this publication.

a
s

A

Np liability shall attach to IEC_ of\its directors, employees, servants or agents including individual expert
members of its technical committees and IEC National Committees for any personal injury, property dama
other damage of any nature, whatsoever, whether direct or indirect, or for costs (including legal fees
expenses arising out of.the publication, use of, or reliance upon, this IEC Publication or any othe
Publications.

A
n

tention is drawn to_the Normative references cited in this publication. Use of the referenced publicatig
dispensable for the correct application of this publication.

Aftention is-drawn to the possibility that some of the elements of this IEC Publication may be the subje
pgtent rights. IEC shall not be held responsible for identifying any or all such patent rights.

ising
mote
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13:

This third edition cancels and replaces the second edition of IEC 62055-41, issued in 2014. It
constitutes a technical revision.

The main technical changes with regard to the previous edition are as follows:

currency transfer tokens for electricity, water, gas and time metering;
finer resolution for gas and time credit transfer;

common code PAN for 2 and 4 digit manufacturer codes;

reserved MfrCode values for certification and testing purposes;

provision for DLMS/COSEM as a virtual token carrier type;
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e addition of DKGAO4, an advanced key derivation function from 160-bit VendingKey;

e withdrawal of DES for EA09 and TDES for DKGAO3 cryptographic algorithms, but DES for
DKGAO2 remains in use;

e addition of MISTY1 cryptographic algorithm using a 128-bit DecoderKey with supporting
key change tokens;

o

ransfer of SGC values to the meter via key change tokens;

e revision of the test/display token requirements;

e revision of the KMS to reflect current best practice;

° I
e (

e

The

Full
votir

This

Evision of the 11D roll over management guidelines,
efinition of BaseDate is referenced to Coordinated Universal Time;
isassociation of [IN from the ISO standard definition;

arious clarifications and enhancements to support the above.

text of this standard is based on the following documents:

FDIS Report on voting
13/1755/FDIS 13/1764/RVD

information on the voting for the approval of this standard can be found in the repor
g indicated in the above table.

publication has been drafted in accordance with' the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 62055 series, published under the general title Electricity metd

- Pg

The
stab
the

o I
o

o M

yment systems, can be found on the IEC-website.

committee has decided that the contents of this document will remain unchanged unti

lity date indicated on the IEC website under "http://webstore.iec.ch" in the data relatq
specific document. At this daté,the document will be

econfirmed,

vithdrawn,

eplaced by a revised edition, or

mended.

t on

ring

the
dto
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INTRODUCTION

The IEC 62055 series covers payment systems, encompassing the customer information
systems, point of sale systems, token carriers, payment meters and the respective interfaces
that exist between these entities. At the time of preparation of this document, IEC 62055
comprised the following parts, under the general title, Electricity metering — Payment systems:

Part 21: Framework for standardization

Part 31: Particular requirements — Static payment meters for active energy (classes 1
and 2)

Part|41: Standard transfer specification (STS) — Application layer protocol for one{way

token carrier systems

Part|42: Transfer reference numbers (TRN) — Application layer protocol for one-way token
carrier systems

Part|51: Standard transfer specification (STS) — Physical layer protocol for one{way
numeric and magnetic card token carriers

Part|52: Standard transfer specification (STS) — Physical layer gprotocol for a two{way
virtual token carrier for direct local connection

Part| 4x series specify application layer protocols and Part 5x series specify physical lpyer
protpcols.

NOTE 1 Part 42 is not interoperable with Part 41, Part 51 and Part,52.

NOTE 2 Part 42 was in preparation at the time of publication of this edition of Part 41.

The| standard transfer specification (STS) s\ a secure message protocol that allows
mation to be carried between point of saleN(POS) equipment and payment meters apd it
caters for several message types such ascredit, configuration control, display and [test
instructions. It further specifies devices\, and codes of practice that allow for the sefure
management (generation, storage, retrieval and transportation) of cryptographic keys ysed
with|n the system.

The|token carrier, which is not'specified in this part of IEC 62055, is the physical device or
medjum used to transport the information from the POS equipment to the payment meter.
e types of token carriers are currently specified in IEC 62055-51 and IEC 62055-52] the
maglnetic card, the numeric token carrier and a virtual token carrier, which have Rheen

Althpugh the-main implementation of the STS is in the electricity supply industry, it inhergntly
provides forthe management of other utility services such as water and gas. It should be
noted thaf* certain functionalities may not apply across all utility services, for exanple,
MaxjnidmPowerLimit in the case of a water meter. Similarly, certain terminology may nqgt be
ii;' wippiviiviv Ca L catrionNST—10 SR C prey JC v o Ccasec O gaS
meter. Future revisions of the STS may allow for other token carrier technologies like smart
cards and memory keys with two-way functionality and to cater for a real-time clock and
complex tariffs in the payment meter.

Oa’ WV

Not all the requirements specified in this document are compulsory for implementation in a
particular system configuration and as a guideline, a selection of optional configuration
parameters are listed in Clause C.12.

The STS Association is registered with the IEC as a Registration Authority for providing
maintenance services in support of the STS (see Clause C.1 for more information).

Publication of the first edition of IEC 62055-41 in May 2007 resulted in its rapid adoption as
the preferred global standard for prepayment meters in many IEC member countries and a


https://iecnorm.com/api/?name=b2caf345a3d38090806e9e6338025db6

-12 - IEC 62055-41:2018 © IEC 2018

majority of IEC affiliate member countries. Prepayment electricity meters and their associated
Payment Systems are now produced, operated and maintained by an ecosystem of utilities,
meter manufacturers, meter operators, vending system providers, vending agents, banking
institutions and adjacent industries. Multi-stakeholder interests are served by the STS
Association comprising of more than 150 organisations located in over 35 countries.
Interoperability and conformance to the Standard Transfer Specification (STS) are guaranteed
by Conformance test specifications developed and administered by the STS Association. A
full list of the STS Association services can be found at http://www.sts.org.za.

Developed originally for prepayment electricity meters in Africa — via an IEC TC13 WG15
D-type liaison with the STS Association — this IEC standard now serves more users in Asia
than Africa, with a total of approximately 50 million meters operated by 500 utilities in
94 cpuntries. Management of the technology has been administered by the STS Associgtion
in fulfilment of its role as the IEC appointed Registration Authority.

With the ongoing development of advanced cryptographic algorithms, it has become desirpble
to revise the security levels of IEC 62055-41 so as to reflect the state .of the art pest
pragtices, which will be appropriate for deployment of new systems having a useful| life
expgctancy of at least the next 30 years.

Similarly, smart metering systems with payment functionality havwe” evolved to employ {ariff
functions in the meter, thus raising the need to provide for the transfer of currency units tq the
meter instead of service units.

The| International Electrotechnical Commission (IEC){draws attention to the fact that |it is
claimed that compliance with this document may-~inyvolve the use of a patent concerping
spegial reserved token identifier given in 6.3.5.2.

IEC takes no position concerning the evidence; validity and scope of this patent right.

Thelholder of this patent right has assured the IEC that he/she is willing to negotiate licences
eithTr free of charge or under reasonable and non-discriminatory terms and conditions |with
applicants throughout the world. Incthis respect, the statement of the holder of this patent fight
is rejgistered with IEC. Information may be obtained from:

Address: | Itron Measurement and Systems, P.O. Box 4059,TygerValley 7536, Republic of South Africa
Tel: +27 21 928 1700
Fax +27 21 928.1701

Welbsite: | http://www,itron.com

Address: _[<€onlog (Pty) Ltd, P.O. Box 2332, Durban 4000, Republic of South Africa
Tel: +27 31 2681141

Fax: F27 3T 2087790

Website: | http://www.conlog.co.za

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights other than those identified above. IEC shall not be held responsible for
identifying any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line data bases of
patents relevant to their standards. Users are encouraged to consult the data bases for the
most up to date information concerning patents.

The International Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed that compliance with this International Standard may involve the use of a
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maintenance service concerning encryption key management and the stack of protocols on
which the present International Standard IEC 62055-41 is based [see Clause C.1]. The IEC
takes no position concerning the evidence, validity and scope of this maintenance service.

The provider of the maintenance service has assured the IEC that he is willing to provide
services under reasonable and non-discriminatory terms and conditions with applicants
throughout the world. In this respect, the statement of the provider of the maintenance service

is registered with the IEC. Information may be obtained from:

Address: The STS Association, P.O. Box 868, Ferndale 2160, Republic of South Africa
Tel: +2—4-564-5066

Fax +27 86 679 4500

Email: support@sts.org.za

Welbsite: http://www.sts.org.za
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ELECTRICITY METERING — PAYMENT SYSTEMS -

Part 41: Standard transfer specification (STS) —
Application layer protocol for one-way token carrier systems

Scope

This| part of IEC 62055 specifies the application layer protocol of the STS for transferring llmits

of

redit and other management information from a point of sale (POS) system tq

an

STStcompliant payment meter in a one-way token carrier system. It is primarily dntended for

application with electricity payment meters without a tariff employing energy-based tok

but
ele

Its

It is|intended for use by manufacturers of payment meters that have to accept tokens

comply with the STS and also by manufacturers of POS systems that have to proq
STSE- X I — — . ; S HEC 650555 .

may also have application with currency-based token systems and for seryices other
ctricity.

plecifies:
POS to token carrier interface structured with an application layer protocol ar

hysical layer protocol using the OSI model as reference;

:

¢

tokens for the application layer protocol to transfer thecvarious messages from the PO
the payment meter;

gecurity functions and processes in the application* layer protocol such as the Stan
Transfer Algorithm and the Data Encryption€Algorithm, including the generation
distribution of the associated cryptographic keys;

ecurity functions and processes in the application layer protocol at the payment mj
uch as decryption algorithms, token authentication, validation and cancellation;

gpecific requirements for the meter application process in response to tokens received

scheme for dealing with payment meter functionality in the meter application pro
nd associated companion spécifications;

deneric requirements for an.STS-compliant key management system;
quidelines for a key management system;
gntities and identifiers'used in an STS system;

g¢ode of practice for the management of TID roll-over key changes in association with
nevised set of base dates;

g¢ode of practice and maintenance support services from the STS Association.

ens,
than

d a

S to

Hard
and

eter

CeSs

the

that

uce

STS-compliant products are required to comply with selective parts of this document only,

whi

ch is the subject of the purchase contract (see also Clause C.12).

NOTE Although developed for payment systems for electricity, the document also makes provision for tokens
used in other utility services, such as water and gas.

2

Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.
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IEC TR 62051:1999, Electricity metering — Glossary of terms

IEC TR 62055-21:2005, Electricity metering — Payment systems — Part 21: Framework for
standardization

IEC 62055-31:2005, Electricity metering — Payment systems — Part 31: Particular require-
ments — Static payment meters for active energy (classes 1 and 2)

IEC 62055-51:2007, Electricity metering — Payment systems — Part 51: Standard transfer
specification (STS) — Physical layer protocol for one-way numeric and magnetic card token
carriers

IEC 162055-52:2008, Electricity metering — Payment systems — Part 52: Standard-transfer
spegification (STS) — Physical layer protocol for a two-way virtual token carrier for direct local
connection

ISOJIEC 7812-1:2017, Identification cards — Identification of issuers —\)Part 1: Numbaring
system

ISOJIEC 18033-3, Information technology — Security techniques~+ Encryption Algorithms —
Part| 3: Block ciphers

ISO|9797-2, Information technology — Security techniques’— Message Authentication. Codes
(MACs) — Part 2: Mechanisms using a dedicated hash-function

ISO|10118-3, Information technology — Security “techniques — Hash-functions — Pant 3:
Dedjcated Hash Functions

ANSI X3.92-1981, American National Standard Data Encryption Algorithm, American Natipnal
Starjdards Institute — Data Encryption Algorithm

FIP$ PUB 46-3:1999, Federal «Information Processing Standards Publication - Data
Encfyption Standard

NIST SP 800-108, Recommendation for Key Derivation Using Pseudorandom Functions

3 [Terms, definitions, abbreviated terms, notation and terminology

3.1 Terms.and definitions

For |the ppurposes of this document, the terms and definitions given in IEC TR 62051 |and
IEC [62055-31 as well as the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/
e |SO Online browsing platform: available at http://www.iso.org/obp

NOTE Where there is a difference between the definitions in this document and those contained in other
referenced |IEC standards, then those defined in this document take precedence.

The term “meter” is used interchangeably with “payment meter”, “prepayment meter” and “decoder”, where the
decoder is a sub-part of an electricity payment meter or of a multi-device payment meter.

The term “POS” is used synonymously with “CIS”, “MIS” and “HHU” in the sense that tokens may also be generated
by, and transferred between these entities and the payment meter.
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The term “utility” is used to signify the supplier of the service in a general sense. In the liberalized markets the
actual contracting party acting as the “supplier” of the service to the consumer may not be the traditional utility as

such

, but may be a third party service provider.

3.1.1

companion specification
specification managed by the STS Association, which defines a specific instance of a
MeterFunctionObject

SEE: 5.5 and Clause C.9.

3.1.2

dec
part
the

between a POS and the payment meter

3.1.
met

numler that is associated with the metrological part of the payment meter

Note |1 to entry: In a single-device payment meter the DRN and meter serial nimbér may be synonymous, wh
a multi-device payment meter they may be different.

3.1.4

tokgn

subget of data elements, containing an instruction and.i6formation that is present in the A
of tHe Application Layer of the POSToTokenCarrierinterface, and which is also transferrg

the

tokejn being sent from the payment meter to the.ROS)

3.1.%

tok

medjum that is used in the Physical_Layer of the POSToTokenCarrierinterface, onto whi
token is modulated or encoded, and which serves to carry a token from the point where

gen

3.1.6

one

payment metering system, which employs token carriers that transfer information in

bder
of the TokenCarrierToMeterinterface of a payment meter that performs the funetion
application layer protocol and which allows token-based transactions to_take pj

B
r serial number

bayment meter by means of a token carrier)(the converse is also true in the case

D
n carrier

rated to the remote payment meter, where it is received

way token carrier system

s of
lace

ile in

PDU
d to
of a

ch a
it is

one

alue
r (in

dire¢tion only — from the POS to the payment meter

3.1.7

tokgn-based.transaction

progessing.of any token by the payment meter that has material effect on the amount, v,
or quality”of service to be delivered to the consumer under control of the payment mete]
ter i i

3.1.8

supported

ability to perform a defined function

Note

1 to entry: If a supported function is disabled, it remains supported.

3.1.9

base currency
particular currency denomination for the country that the receiving meter account is operating
in, as defined in ISO 4217

EXAMPLES USD/840, EUR/978, GBP/826, ZAR/710.
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3.2 Abbreviated terms

br to

ANSI American National Standards Institute

APDU ApplicationProtocolDataUnit

BDT BaseDate

CA CertificationAuthority

cc CountryCode

CERT Certified public key

CIS Customer Information System

CM CryptographicModule

CMID CryptographicModuleldentifier

COFH Code of practice

COSEM Companion Specification for Energy Metering

CRd CyclicRedundancyCheck

DA(Q DeviceAuthenticationCode

DCTK DecoderCommonTransferKey

DD Discretionary Data

DDTK DecoderDefaultTransferKey

DEA Data Encryption Algorithm

DES Data Encryption Standard

DITK DecoderlnitializationTransferKey

DK DecoderKey

DKGA DecoderKeyGenerationAlgorithm

DKR DecoderKeyRegister

DLMS Distribution Line Message\Specification

DOH DateOfExpiry

DRN DecoderReferenceNumber [known as a “meter number” in systems in use pri
the development of this document]

DSN DecoderSerialNumber

DUTK DecoderUniqueTransferKey

EA EncryptionAlgorithm

ECB Electronic Code Book

ETX ASCII End of Text character

FAQ FirmwareAuthenticationCode

FIPS Federal Information Processing Standards

FOIN FunctionObjectldentificationNumber

FS FieldSeparator

GPRS General Packet Radio Service

GSM Global System For Mobile Communications

HHU HandHeldUnit

HMAC Hash Message Authentication Code

IAIN IndividualAccountldentificationNumber

ID Identification; Identifier

[IN IssuerldentificationNumber
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ISDN
ISO
KCT
KDF
KEK
KEN
KLF
KMC

- 18 —

Integrated Services Digital Network
International Standards Organisation
KeyChangeToken

Key Derivation Function
KeyExchangeKey

KeyExpiryNumber

KeyLoadFile

KeyManagementCentre

IEC 62055-41:2018 © IEC 2018

KMI
KMS
KRN
KT
LAN
LRGC
MFC
Mfr
Mil
MIS
MPL
MPRUL
NIST
NKHO
NKLO
NWIP
Oosil
PAN
PLC
POS
PRN
PSTN
RNLC
RO
SG

KeyManagementinfrastructure
KeyManagementSystem
KeyRevisionNumber

KeyType

Local Area Network
LongitudinalRedundancyCheck
MeterFunctionObject

Manufacturer
Majorindustryldentifier
Management Information System
MaximumPowerLimit
MaximumPhasePowerUnbalanceLimit
National Institute of Standards and*Technology
NewKeyHighOrder bits
NewKeyLowOrder bits

New Work Item Proposal

Open Systems Interconnection
PrimaryAccountNumber

Power Line Carrier

PointOfSale

Printer

Publie:Switched Telephone Network
RandomNumber

Roll over

SupplyGroup

SGC
SHA
STA
STS
STSA
STX
TCDU
TCT
TDEA
Tl

SupplyGroupCode

Secure Hash Algorithm

Standard Transfer Algorithm

Standard Transfer Specification

Standard Transfer Specification Association
ASCII Start of Text character
TokenCarrierDataUnit

TokenCarrierType

Triple Data Encryption Algorithm
TariffiIndex
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TID Tokenldentifier

uc UtilityCode

VCDK VendingCommonDerivationKey

VDDK VendingDefaultDerivationKey

VK VendingKey

VUDK VendingUniqueDerivationKey

WAN Wide Area Network

XOR Exclusive Or (logical)

3.3 | Notation and terminology

Thrqughout this document the following rules are observed regarding the naming of terms

e e@entity names, data element names, function names and process names)‘are treated as
deneric object classes and are given names in terms of phrases in which the words| are
¢apitalized and joined without spaces. Examples are: SupplyGroupCod¢ as a data element
r:err;er;Olf:)(?ryptionAlgorithm07 as a function name and TransferCredit as a process npme

NOTE

comn
integ

4

In th
leas

Num
bit o

Numi
indid

irect (specific) reference to a named class of object uses{the capitalized form, W
eneral (non-specific) reference uses the conventional, text i.e. lower case form
paces. An example of a direct reference is: “The SupplyGroupCode is linked to a grou
heters”, while an example of a general reference isi~“A supply group code links
ending key”;

ther terms use the generally accepted abbreviated forms like PSTN for Public Switq
elephone Network.

The notation used for naming of objects has bgen aligned with the so called “camel-notation” used i
on information model (CIM) standards prepared.by IEC TC 57, in order to facilitate future harmonizatio
ation of payment system standards with the CIM“standards.

Numbering conventions

is document, the representation of numbers in binary strings uses the convention tha
[ significant bit is to the(right, and the most significant bit is to the left.

bering of bit positiens start with bit position 0, which corresponds to the least signifi
f a binary numbper:

ator signifies decimal format.

Binalry digit values range from 0 to 1.

hile
with
p of
fo a

hed

n the
and

the

cant

bers are<generally in decimal format, unless otherwise indicated. Any digit without an

Deci

mal digit values range from 0 to 9.

Hexadecimal digit values range from 0 to 9, A to F and are indicated by “hex”.
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5 Reference model for the standard transfer specification

5.1 Generic payment meter functional reference diagram

Supply
network

connected supply

|IEC 62055-4x series and IEC 62055-5x series

Token Carrier to
Meter Interface
function

Accounting
function

Token
Carnier.

Metering
function

Test functions

| metered supply Meter
‘ Application
Process Display functions | y
R ser
Deliver | Interface
_V Recording functiens >
function

Time
function

Security furctions )

delivered supply

Load

circuit
IEC

Figure 1 — Functional block diagram of a generic single-device payment meter

In a[single-device payment meter all the essential functions are located in a single enclopure
as depicted in Figure 1 above, while in a multi-device payment meter it is possible for the
TokeénCarrierToMeterInterface to be located in a separate enclosure.

The|lEC 62055-4x series primarily deals with the application layer protocol and IEC 6205p-5x
serigs with \the physical layer protocol of the TokenCarrierToMeterinterface. The TokenCarier
is inpldded in the Physical Layer.

In this document the Decoder (see Clause 3) is defined as that part of the payment meter
where the Application Layer functions of the TokenCarrierToMeterIinterface are hosted and it
is thus allocated a DRN (see 6.1.2.3).

NOTE MeterFunctionObjects are further discussed in 5.5.

In all cases, there shall only be one Application Layer implementation, thus there shall be only
one DRN associated with a payment meter, whether it is a single or multi-device
implementation, even though there may also be more than one Physical Layer implementation
in the same payment meter.

For a more complete description of payment meter function classes see IEC TR 62055-21.
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5.2 STS protocol reference model

POS METER
Application Application € »  MeterFunctionObjects
— Process Process

9

b . I
n L, Companion Specifications
o) E1 6763 Key-ivtamagement =T
3 APDU L ) APDU
Q
w
- 6.4 Application Layer Application Layer 7.2
6.5 Protocol Protocol 73
- 7y
A 4

w

2

= Physical Layer Physical Layer

- Protocol Protocol

[¥a}

o

o~

o

§ Token Carrier ]

J
POSToTokenCarrierinterface TokenCarrierToMeterinterface

IEC
Key

APD:t ApplicationProtocolDataUnit; data interface_to’the application layer protocol

TCD TokenCarrierDataUnit; data interface to the’physical layer protocol

Releyant (sub)clause number references in this document are indicated adjacent to each box.

Figure 2 — STS modelled as a 2-layer collapsed OSI protocol stack

The|STS is a secure data(transfer protocol between a POS and a payment meter using a
tokejn carrier as the transfer medium. The application layer protocol deals with tokens|and
enchyption processes and functions, while the physical layer protocol deals with the agtual
encgding of token data)onto a token carrier (see Figure 2).

Examples of physically transportable token carrier devices are: numeric, magnetic cgrds,
menory cards:and memory keys. Examples of virtual token carriers are: PSTN modem,
ISDIN modem; GSM modem, GPRS modem, Radio modem, PLC modem, Infra-red, LAN|and
WAN cohnections and direct local connection. These are defined in the IEC 62055-5x serigs.

A1

It shall be noted that although the model primarily depicts a POS to token carrier to payment
meter protocol, the same protocol is equally applicable to any other device that requires
communicating with the payment meter, for example CIS, MIS or portable HHU.

Although a collapsed 2-layered OSI architecture is followed in this document, it does not
preclude future expansion to include more layers should the need arise or for the implementer
to interpose additional layers between the two shown in this model.

The APDU is the data interface to the application layer protocol, specified in IEC 62055-41
and the TCDU is the data interface to the physical layer protocol, specified in the
IEC 62055-5x series.
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The STS in this document defines a one-way data transfer protocol (i.e. from POS to payment
meter), although the reference model allows equally for a two-way transfer protocol, which
may be a requirement in a future revision of this document.

5.3 Dataflow from the POSApplicationProcess to the TokenCarrier

The flow of data from the POSApplicationProcess to the TokenCarrier is shown in Figure 3.

POS APDU TCDU Connector Token Carrier
Application [/ . . .
Process | | | |
i Ar\r\lirnﬁnn layer i Dh\lsj,cau_a_\'lnr
( A i A
3 (IEC 62055-41) ! (IEC 62055-5x)
Token - TCDUGeneration

> TokenData ] EncodeToken
L e O e )
KeyAttributes
— — EncodelD
IDRecord — —b@—.—b@
TCT : PrintText :

PRNRecord

~

specific to each TokenCarrierType

IEC

Figure 3 — Dataflow from the POSApplicationProcess to the TokenCarrier

The|POSApplicationProcess presents‘the token to the APDU together with the KeyAttributes
of the DecoderKey that is to be used for encrypting the token. The application layer protocol
genrates the DecoderKey, encrypts the token and presents the resultant TokenData in the
ally,
4 in
5in
ding
nent
the
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Token Carrier Connector TCDU APDU Meter
] . . . Application
! ! } i Process
Physical Layer | Application Layer | .
A i A |
(IEC 62055-5x) 1 (IEC 62055-41)
APDUExtraction
TokenRead
N EnterToken Py ,J\ b— TokenData ,J\ Token R — R P
N/
Tﬂ._/ TokenLockout
AuthenticationResult
al al > L
ValidationResult
4 - » »
TokenResult
al al

al
TokenErase %
TokenWrite
Result
@4—.—@47' TokenCancellation

N )
Y

specific to each TokenCarrierType

IEC

Figure 4 — Dataflow from the TokenCarrier to the MeterApplicationProcess

The|token entry process from the TokenCarrier varies according to the TCT. The nature of the
connector will similarly vary according:to the TCT, an example of which may be a keypad|or a
magnetic card reader device supporting one-way token carriers as specified in IEC 62055{51.

Whgre other types of connectors are required to support other types of token carriers such as
a memory key reader device or a plug-in connector from a hand-held unit acting as a viftual
toker carrier, then such token carriers shall be specified in additional parts of IEC 62055-%x in
the future.

The| physical Jayer protocol reads the token data being entered and provides immediate
corrective feedback to the user (see 6.3 in IEC 62055-51:2007 for example). The entered
tokejn datalis“presented in the TCDU, from where the application layer protocol extractg the
tokejn by jappropriate decryption, validation and authentication, the results of which| are
presented to the MeterApplicationProcess in the APDU. After processing and executing the
inst i ; cati aie g i for
the application layer protocol to take further action. This normally causes the cancellation of
the TID and the giving of the instruction, via the TCDU, to the physical layer protocol to
complete the token entry process by erasure of the token data (if appropriate) or by writing of
other relevant data back onto the TokenCarrier as may be appropriate.

For certain TokenCarrier types (for example a high speed virtual token carrier) the physical
layer protocol may employ a token entry lockout function to protect the payment meter from
fraud attempts. Typically, such a lockout function would slow down the effective rate, at which
tokens may be entered via the particular token -carrier interface (see 6.6.7 of
IEC 62055-52:2008 for example).
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5.5 MeterFunctionObjects / companion specifications

With reference to Figure 1 it can be seen that the TokenCarrierToMeterinterface, which also
includes the TokenCarrier, is dealt with in the IEC 62055-4x and IEC 62055-5x series. The
remaining MeterFunctionObjects shown in the diagram are defined in companion
specifications and are not normative to this document.

Companion specifications (see Figure 2) are under the administrative control (see Clause C.9)
of the STS Association and serve the purpose of defining functionality of a payment meter in a
standardized way, using an object-oriented approach.

5.6 Transaction reference numbers

Payment Meter

associated with
MeterPAN transactign
eter reference number

comprises

y y A

[ IIN I IAIN / DRN IPANCheckDigit)
comprises
A y y
[ MfrCode I DSN IDRNCheckDigit)

Figure 5 — Composition of transaction reference number

IEC

The|transaction reference number comprises the data elements and their relationship$ as
shown in Figure 5.

A token-based transacfion (see Clause 3) constitutes a financial activity that needs to be dealt
withlin accordance ‘with standard financial practices.

The|PrimaryAccountNumber (PAN) serves to tag transaction records, messages, requests,
authorizatiens and notifications, in which both transacting parties are uniquely identifiable

A payment meter is th ni I i with a MeterPAN in m ite number
comprising of 1IN and IAIN / DRN, which in turn comprises MfrCode and DSN (see 6.1.2).

6 POSToTokenCarrierinterface application layer protocol

6.1 APDU: ApplicationProtocolDataUnit
6.1.1 Data elements in the APDU

The APDU is the data interface between the POSApplicationProcess and the application layer
protocol and comprises the data elements given in Table 1.
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Table 1 — Data elements in the APDU

Element Context Format Reference
MeterPAN L(;I:?etlrflcanon MeterPrimaryAccountNumber for the payment 18 digits 6.1.2
TCT Directs which TokenCarrierType should be used in the physical 2 digits 6.1.3

layer protocol to carry the token to the payment meter
DKGA Directs whlf:h DecoderKeyGenerationAlgorithm is to be used 2 digits 6.1.4
for generating the DecoderKey
EA Pire‘ctls whilch encryption algorithm is to be used for encrypting 2 digits 6.15
aIc TURTITT Udla
sat Directs which SupplyGroupCode the payment meter is 6 digits 6.4
allocated to
TI Directs which Tarifflndex the payment meter is linked to 2 digits 6.1.71
Directs which KeyRevisionNumber the DecoderKey is on (as )
KRN inherited from VendingKey) 1 digit 6.1.8
KT Directs which KeyType the DecoderKey is on 1" digit 6.1.9
A number associated with the VendingKey and a DecoderKey
KEN that determines the time period, during which the key will 8 bits 6.1.1p
remain valid
. : , . 2 ASCII 6.1.1p
BaseDate The starting date and time from which a TID is caleulated
characters 6.5.3l6
Tokkn The actu‘al token data‘that is to be trapsferred to'the payment 66 bits 6.2.1
meter prior to encryption and processing
Optional identification data intended to be encoded onto a
IDRecord payment meter ID card or onto a token.carrier together with the 35 digits Table|2
token
Optional print data intended to{be printed at the same time as
the coding of the token ontoithe TokenCarrier. Certain token
carriers such as paper-based magnetic card devices allow Undefined
PRNRecord printing to be done onte\the card surface itself and this t X
: : ) ; . ext
operation may be integrated with the magnetic card encoding
device. The content\and format is not specified and is left to
each system to'define according to its particular requirements
The|optional IDRecord.comprises the data elements given in Table 2.
Table 2 — Data elements in the IDRecord
Eflement Context Format Reference
MeterPAN Identification MeterPrimaryAccountNumber for the payment meter 18 digits 6.1.2
Optional expiry date for the identification data as encoded onto a
DOE payment meter ID card or token carrier (as an example, see 4 digits 6.1.11
IEC 62055-51)
TCT Indicates which TokenCarrierType is associated with this MeterPAN 2 digits 6.1.3
EA Indicates which encryption algorithm is associated with this MeterPAN 2 digits 6.1.5
SGC Indicates which SupplyGroupCode is associated with this MeterPAN 6 digits 6.1.6
TI Indicates which Tariffindex is associated with this MeterPAN 2 digits 6.1.7
KRN Indl_cates_ which KeyRev_|S|onNumber is associated with this MeterPAN 1 digit 6.1.8
(as inherited from VendingKey)
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MeterPAN: MeterPrimaryAccountNumber

Data elements in the MeterPAN
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The MeterPAN is a unique identification number for each STS-compliant payment meter. It
comprises the 3 parts given in Table 3.

Table 3 — Data elements in the MeterPAN

Element Context Format Reference
1IN IssuerldentificationNumber 4/6 digijts 6.1.2.2
IAIN / DRN IndividualAccountldentificationNumber / 11/13 digits 6. 12|3

DecoderReferenceNumber
PANCheckDigit Result of a formula to check the integrity of the IIN and the IAIN 1 digit 6.1.2{4

NOTE The first digit of the IIN is the most significant digit of the 18-digit MeterPAN and the\RANCheckDidgjit is
the Jeast significant digit.

Seelalso Annex C for Code of practice on managing this data element

6.1.2.2

IIN: IssuerldentificationNumber

The|lIN is a unique 6/4-digit number that defines a domain, under which further IAIN values

(i.e.

For [ 1-digit DRNs the IIN shall be 600727 and for.13digit DRNs the IIN shall be 0000.

DRN values) may be issued for use within this defined"domain.

Seelalso C.4.2 on managing this data element.

6.1.2.3

6.1.2.3.1

IAIN: IndividualAccountldentificationNumber/
DRN: DecoderReferenceNumber

Data elements in.the IAIN / DRN

A unique DRN shall be allgcated to the device that performs the application layer protocpl in
an §TS-compliant payment meter.

NOTE

synopymous with the meter serial number.

The|DRN is an/t+1/13-digit number comprising of the data elements given in Table 4.

Table 4 — Data elements in the IAIN / DRN

In many systemsiy.the decoder part is integral with the metering part and hence the DRN might be

DSN

Etfement context Format Referenhce
MfrCode A number to uniquely identify a payment meter manufacturer 2/4 digits 6.1.2.3.2
DSN An eight digit serial number allocated by the manufacturer 8 digits 6.1.2.3.3
DRNCheckDigit Check Digit; formula to check the integrity of the MfrCode and the 1 digit 6.1.2.3.4

significant digit.

NOTE The MfrCode is the 2/4 most significant digits of the 11/13-digit DRN and the DRNCheckDigit is the least

MfrCode values shall always be right justified and left padded with 0.

The DSN shall be right justified and left padded with 0 to a full 8-digit string.
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6.1.2.3.2 MfrCode: ManufacturerCode

The MfrCode is a 2/4-digit number that shall be used to uniquely identify the manufacturer of

the payment meter.

The STS Association provides a service for the allocation of MfrCode values to uniquely

identify manufacturers in order to ensure interoperability of STS-compliant equipment.

MfrCode values 00 and 0100 are reserved for product certification test purposes and shall not

be used in any production equipment.

Seelalso C.4.3 on managing this data element.

6.1.2.3.3 DSN: DecoderSerialNumber

The|DSN is a unique 8-digit serial number that is generated internally by the-manufact
Each manufacturer is responsible for the uniqueness of the DSN with respect to his MfrCo

Seelalso C.4.4 on managing this data element.

6.1.2.3.4 DRNCheckDigit

The|DRNCheckDigit is a single digit used to validate thegintégrity of the MfrCode and

irer.
de.

DSN

values when being entered by hand or being read by machine. This is a modulus 10 check

digit} calculated using the Luhn formula, as illustratedtin Annex B of ISO/IEC 7812-1:200
is cglculated on the 10/12 preceding digits of the DRN.generated through the concatenatid

the MfrCode and the DSN values.

6.1.2.4 PANCheckDigit

The|PANCheckDigit is a single digit used to validate the integrity of the IIN and the

valups when being entered by hand ar®being read by machine. The method used to calcy
the PANCheckDigit value is given~in 4.4 of ISO/IEC 7812-1:2006 and is calculated on
prededing 17 digits of the MeterPAN generated through the concatenation of the IIN and

IAIN| values.

6.1.3 TCT: TokenCarrierType

This| is a 2-digit number used to uniquely identify the type of token carrier onto which

6. It
n of

AIN
late
the
the

the

token should be eneoded for transferring to the payment meter. The values for token cajrier

typep are givenjin*Table 5.

Table 5 — Token carrier types

Cpde TokenCarrier Comments
00 Reserved For future assignment by the STS Association
01 Magnetic card As defined in IEC 62055-51
02 Numeric As defined in IEC 62055-51
03-06 Reserved Legacy systems using proprietary token carrier technologies
07 Virtual Token Carrier (VTCO07) As defined in IEC 62055-52
08 DLMS_COSEM_VTC (VTC08) \I:/)ll_rt\bljgll(t:ogseré'aarrler type for transporting STS tokens over
09-99 Reserved For future assignment by the STS Association

NOTE TCTO8 is provisioned for a future standard.
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Values less than 10 shall be right justified and left padded with 0 (for example 01, 02-09).

6.1.4

DKGA: DecoderKeyGenerationAlgorithm

This is a 2-digit number used to uniquely identify which algorithm is to be used for generating
the DecoderKey. The DKGA code values are given in Table 6.

Table 6 — DKGA codes

Code DKG algorithm Comments Reference
U Reserved Fortatare assigniment Dy the S1o ASSOCIalion X
b1 DKGAO1 ;il:’rrlji;ergerétggltéeyrSI(gaArloyzlegacy STS-compliant payment meters. 6.5.313
D2 DKGAO02 System using 64-bit DES VendingKey derivation 6.5.314
D3 DKGAO03 System using dual 64-bit DES VendingKey derivation 6.5.3{5
D4 DKGA04 System using KDF-HMAC-SHA-256 VendingKey derivation 6.5.3(6
0%9-99 Reserved For future assignment by the STS Association X

DKGAO2 is the algorithm to be used for current systems, subject to the criteria foryDKGAO1.

DKGAO3 is deprecated and shall not be used for new products.

DKGAO04 shall be deployed in advance of, or in conjunction with, the intreduction of meters using EA code Of or
codp 11. See also 6.1.5.

Valyes less than 10 shall be right justified and leftypadded with 0 (for example 01, 02-09).

6.1.

EA: EncryptionAlgorithm

This|is a 2-digit number used to uniquely:identify which algorithm is to be used for encrypting
the {joken data. The EA code values are given in Table 7.

Table 7 — EA codes

Clode EncryptionAlgorithm Comments Reference
DO Reserved For future assignment by the STS Association X
01-06 Reserved Legacy proprietary systems X
7 STA Sygtemg usiljg the Standard Transfer Algorithm as 6.5 4|1
defined in this document
D8 Reserved Legacy proprietary systems X
Systems using the Data Encryption Algorithm as defined L
po DEA in ANSI X3.92 6.5.p
10 Reserved Legacy proprietary systems X
Systems using the Encryption Algorithm as defined in
" MISTY1 ISO/IEC 18033-3 as for MISTY1 6.5.6
12-99 Reserved For future assignment by the STS Association X

EAOQ9 is deprecated and shall not be used for new products.

Values less than 10 shall be right justified and left padded with 0. For example 01, 02-09.

6.1.6

SGC: SupplyGroupCode

This is a unique 6-digit decimal number allocated to a utility, which is registered within the
KMS. It is used to uniquely identify a sub-group of payment meters within the supply or
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distribution domain of the utility. Each SupplyGroup has one or more VendingKeys associated
with it. Each payment meter in the SupplyGroup has a DecoderKey derived from one of these
VendingKeys. Token sales authorisation is thus controlled by selective distribution of such
VendingKey and SGC to authorised token vendor agents operating POS services on behalf of
utilities. SGC management and VendingKey management is completely under the control of
the KMS and is subject to such Code of practice.

Values less than 6 decimal digits shall be right justified and left padded with 0. For example
000001, 000002.. 000009.

The SGCinherits—i S o KT attri i $66-6-5 o—which it
is agsociated as shown more than one KT._af the

Table 8 — SGC types and key types

(T SGC type Vece o520y eee 65251
0 Initialization Not specified DITK
1 Default VDDK DDTK
2 Unique VUDK DUTK
3 Common VCDK DCTK

See|also C.3.2 for Code of practice on managing this data element.

6.1.7 TI: Tariffindex

A 24digit number associated with a particular tariff that is allocated to a particular customer.
The|maintenance and the content of the:tariff tables are the responsibility of the utility.

Valyes less than 10 shall be right.jastified and left padded with 0 (for example 01, 02.. 09)

The|Tl is also encoded inte'the DecoderKey, which means that when a customer is moved
from one Tl to another, then-his DecoderKey will also have to change (see 6.5.2.1).

NOTE The encoding of this value when used in the ControlBlock for Decoder Key Generation (see 6.5.3.2)|is as
two Hexadecimal digitsi whereas the encoding as used in the Set2ndSectionDecoderKey token (see 6.2.7.3)|is as
an 8 pit binary number..In these cases a tariff index of 99 decimal is encoded as binary string 10011001 and[0110

0011|respectively:

Seelalso €lause C.10 for Code of practice on managing this data element.

6.1.8 KRN: KeyRevisionNumber

This is a 1-digit number in the range 1 to 9, which uniquely identifies a VendingKey within a
SupplyGroup. A payment meter’'s DecoderKey is associated with the SGC and KRN of the
VendingKey from which it is derived.

See 6.5.2.5 for a detailed definition of this data element.

6.1.9 KT: KeyType

This is a 1-digit number in the range 0 to 3 associated with a property of the VendingKey and
thus also with the corresponding DecoderKey, which is derived from the VendingKey.

See 6.5.2 for a detailed definition of this data element.
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6.1.10 KEN: KeyExpiryNumber

A KEN is associated with each VendingKey by the KMS, and defines the time when a
VendingKey and any corresponding DecoderKey will expire, after which it becomes invalid for
further use, subject to certain concessions.

The KEN corresponds to the most significant 8 bits of the 24-bit TID. Any token identifier
whose most significant 8 bits are greater than a given key's KEN cannot be encrypted or
decrypted with that key.

See

6.5.2 6 for a detailed definition of this data element

See

6.1.

The
that

a sg¢cond record encoded onto the TokenCarrier together with the,token data. In s

impl
sery
exar

This
conq
is vd

DOER

Whe¢g
01,

Whe

DOE

also C.3.4 for Code of practice on managing this data element.

1 DOE: DateOfExpiry

use of this date is optional and is associated with a validity period for,identity related
gets encoded onto an identity-carrying device. For example: a payment meter ID car

ementations it is found to be useful to let the customer bring baek a used token carrig
e as his decoder identification to the POS when purchasing“his next token. (Sedq
hple 5.1.4 and 5.2.4.9 of IEC 62055-51:2007).

date may also be used, for example, in cases where a consumer has been grantg
essionary tariff for a limited period. The date encoded is the last month for which the
lid.

is in the format YYMM and shall always céntfain 4 digits.

re YY or MM is less than 10, it shall be-right justified and left padded with O (for exar
D2, 09, etc.).

n the DOE in the IDRecord isxhot used, then YYMM = 0000.
code values for the yearrand month are given in Table 9 and Table 10.

Table 9 — DOE codes for the year

YY Represents
00 2000 or DOE is not used (see also Table 10)
01-78 2001 - 2078

data
d or
pme
er to

for

nple

Iable TU0 — DOUE codes Tor the month

MM Represents
00 DOE is not used (see also Table 9)
01-12 Jan — Dec
13 -99 Invalid

6.1.12 BDT: BaseDate

The BaseDate is a date and time marker, from which a token identifier (TID) is calculated (see
6.3.5 for using the BaseDate to calculate a TID).
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BaseDate is given with respect to Coordinated Universal Time (UTC) time zone.

In order to accommodate the fact that the 24-bit TID will roll over approximately every
31 years, three BaseDate values are defined and are given in Table 11.

Table 11 — BDT representation

Date BDT representation
01 January 1993, 00:00:00 UTC 93
01 January 2014, 00:00:00 UTC 14
01 January 2035, 00:00:00 UTC 35
6.2 | Tokens
6.2. Token definition format

The|TokenData element in the APDU is a 66-bit binary number comprising of several fields of
smaller data elements, in accordance with which various processés are initiated in| the
MeterApplicationProcess and various bits of information are transferred to the payment meter
registers.

The|definition format for the tokens in 6.2.2 to 6.2.14 is giyen in Table 12.

Table 12 — Token definition format

Name of data element Example: Class, SubClass; RND, TID, Amount, CRC, etc.
Number of bits Example: 2 bits, 4.bits] 24 bits, 16 bits, etc.
Rarjge of values Example: 1, 2, 5415, etc.

6.2.2 Class 0: TransferCredit

Class SubClass RND TID Amount CRC
2 pits 4 bits 4 bits 24 bits 16 bits 16 bits
0 = electricity.
1 = water
0
2 = gas
I=time
Class SubClass S&E TID Amount CRC_C
2 bits 4 bits 4 bits 24 bits 16 bits 16 bits
4 = electricity currency
5 = water currency
0 6 = gas currency
7 = time currency
8-15 = future assignment

Action: Transfer credit to the payment meter to the value as defined in the Amount field
(see 6.3.6) and for the service type as defined in the SubClass field.
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6.2.3 Class 1: InitiateMeterTest/Display
Class SubClass Control MfrCode CRC
2 bits 4 bits 36/28 bits 8/16 bits 16 bits
1 0 = STS defined Bit position control of 0 (8 bits)
test/display number for 2 digit
manufacturer codes. Use 36 bits.
1 1 = STS defined Bit position control of 0 (16 bits)

test/display number for 4 digit
manufacturer codes. Use 28 bits

2-5 = reserved for future

Reserved for future assignment

Reserved for

assignment by the STS
Association.

by the STS Association.

future
assignment by
the STS
Association.

6-10 = proprietary use.

For 4 digit manufacturer codes.
If not used, set to zero (28 bits)

0100-9999 (16
bits)

11-15 = proprietary use

For 2 digit manufacturer codes.
If not used, set to zero (36 bits)

00-99 (8 hits)

Actipn: Initiate the test or display function in the payment metefdin accordance with th¢ bit
pattern defined in the Control field (see 6.3.8).

A meter having a 2-digit MfrCode value shall support the86-bit Control field format and
also|optionally support the 28-bit Control field format,

A megter having a 4-digit MfrCode value shall support the 28-bit Control field format and
also|optionally support the 36-bit Control field foermat.

may

may

6.2.4 Class 2: SetMaximumPowerLimit
Class SubClass RND TID MPL CRC
2 bits 4 bits 4 bits 24 bits 16 bits 16 bits
2 0

Action: Load the maximum power limit register in the payment meter with the value as giveg

the MPL field (see 6.8.9).

nin

6.2.5 Class)2: ClearCredit
Class SubClass RND TID Register CRC
2 pits 4 bits 4 bits 24 bits 16 bits 16 bits
2 1

Action: Clear the corresponding credit register as indicated in the Register field (see 6.3.13)
in the payment meter to zero.

6.2.6 Class 2: SetTariffRate
Class SubClass RND TID Rate CRC
2 bits 4 bits 4 bits 24 bits 16 bits 16 bits
2 2



https://iecnorm.com/api/?name=b2caf345a3d38090806e9e6338025db6

IEC

62055-41:2018 © IEC 2018 - 33 -

Action: Load the tariff rate register in the payment meter with the value given in the Rate field

(see 6.3.11).

This token is reserved for future definition by the STS Association.
6.2.7 Key change token set for 64-bit DecoderKey transfer
6.2.7.1 General

For 64-bit DecoderKey transfers the decoder shall support a two-token set and optionally a

three-token set.

The|two-token set shall comprise of the following tokens:

o Jeti1stSectionDecoderKey;

e $et2ndSectionDecoderKey.

The|three-token set shall comprise of the following tokens:

o S$etistSectionDecoderKey token;

e $et2ndSectionDecoderKey token;

e $et3rdSectionDecoderKey token.

6.2.7.2 Class 2: Set1stSectionDecoderKey
Class SubClass KENHO KRN RO 3KCT KT NKHO CRC
2 pits 4 bits 4 bits 4 bits | 1 bit \\ 1 bit | 2 bits 32 bits 16 bits

2 3 1-9 0-1 0-1 0-3
Actipn: Load the DecoderKeyRegister With the 1°' half of the new DecoderKey. See 8.9 fof the

progessing of this token.
For |decoders that support:.the three-token set the 3KCT field shall be set to [1 if
Set3rdSectionDecoderKey (token is included in the set. shall to O if
Set3rdSectionDecoderKey token is not included in the set.
6.2.7.3 Class 2:"Set2ndSectionDecoderKey

Class SubClass KENLO Tl NKLO CRC

2 pits 4 bits 4 bits 8 bits 32 bits 16 bits

2 4 0-99

Action: Load the DecoderKeyRegister with the 2" half of the new DecoderKey. See 8.9 for
the processing of this token.

6.2.7.4 Class 2: Set3rdSectionDecoderKey
Class SubClass SGC Res_A CRC
2 bits 4 bits 24 bits 20 bits 16 bits
2 8 0-999999 0

The Res_A reserved bits shall be set to 0.

NOTE The SGC values 1000000 — 16777215 are for future assignment by the STS Association.
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Action: Load the DecoderKeyRegister with the SGC of the new DecoderKey. See 8.9 for the

processing of this token.

6.2.8
6.2.8.1

For 128-bit DecoderKey transfers the decoder shall support a four-token set.

The four-token set shall comprise of the following tokens:

General

Key change token set for 128-bit DecoderKey transfer

. et1stSectionDecoderKey;

. et2ndSectionDecoderKey;

. et3rdSectionDecoderKey;

o et4thSectionDecoderKey.

The|DecoderKey = concatenate(NKHO, NKMO2, NKMO1, NKLO).

The|SGC = concatenate(SGCHO, SGCLO).

6.2.8.2 Class 2: Set1stSectionDecoderKey
Class SubClass KENHO KRN RO Res_B KT NKHO CRC
2 pits 4 bits 4 bits 4 bits 1 bit 1 bit 2 bits 32 bits 16 bits
2 3 1-9 0-1 0 0-3
ThelRes_B reserved bit shall be set to 0.

Actipn: Transfer the NKHO bits of thetnew DecoderKey to the decoder. See 8.9 for| the
progessing of this token.
6.2.8.3 Class 2: Set2ndSectionDecoderKey
Class SubClass KENLO TI NKLO CRC
2 pits 4 bits 4 bits 8 bits 32 bits 16 bits
2 4 0-99
Actipn: Transfer the NKLO bits of the new DecoderKey to the decoder. See 8.9 for| the

progessing‘of-this token.

6.2.8:4 Class 2: Set3rdSectionDecoderKey
Class SubClass SGCLO NKMO2 CRC
2 bits 4 bits 12 bits 32 bits 16 bits
2 8

Action: Transfer the NKMO2 bits of the new DecoderKey to the decoder. See 8.9 for the

processing of this token.
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6.2.8.5 Class 2: Set4thSectionDecoderKey
Class SubClass SGCHO NKMO1 CRC
2 bits 4 bits 12 bits 32 bits 16 bits
2 9

Action: Transfer the NKMO1 bits of the new DecoderKey to the decoder. See 8.9 for the
processing of this token.

6.2.9— Class 27 CtearTampercondition

Class SubClass RND TID Pad CRC
2 pits 4 bits 4 bits 24 bits 16 bits 16 bits
2 5 0

Actipn: Clear the tamper status register in the payment meter and canceb any resultant control
progesses that may be in progress due to the tamper condition.

6.2.10 Class 2: SetMaximumPhasePowerUnbalanceLimit

Class SubClass RND TID MPPUL CRC
2 pits 4 bits 4 bits 24 bits 16 bits 16 bits
2 6

Actipn: Load the maximum phase unbalance_limit register in the payment meter with the vplue
givep in the MPPUL field (see 6.3.10). See also 8.12 for more detail on the action of|this

function in the payment meter.

6.2.11 Class 2: SetWaterMeterFactor
Class SubClass RND TID WMFactor CRC
2 pits 4 bits 4 bits 24 bits 16 bits 16 bits
2 7

Actipn: Load the-water meter factor register in the payment meter with the value given in the

WNMFactor field (see 6.3.12).

This|tokenlis reserved by the STS Association for water applications.

6.2.12 Class 2: Reserved for STS use

Class SubClass RND TID ResData CRC
2 bits 4 bits 4 bits 24 bits 16 bits 16 bits
2 10

Action: Reserved for future definition by the STS Association.

This token range is reserved for future assignment by the STS Association.
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6.2.13 Class 2: Reserved for Proprietary use

Class SubClass RND TID PropData CRC
2 bits 4 bits 4 bits 24 bits 16 bits 16 bits
2 11-15

Action: Defined by manufacturer.

This token range is reserved for proprietary definition and use.

This| document does not provide protection against collision between manufacturer uses of
this ftoken space. Generation and control of these tokens shall therefore always be‘undef the
dire¢t management of the relevant manufacturer and shall never be availableton vending
systems for general use within STS-compliant payment metering systems.

6.2.14 Class 3: Reserved for STS use

Class SubClass Res_B
2 pits 4 bits 60 bits
3 0-15

Actipn: Reserved for future definition by the STS Association.
This|token range is reserved for future assignment.by the STS Association.

6.3 | Token data elements
6.3. Data elements used in tokens

The|data elements given in Table A3 are used in tokens in various combinations and arg all
encgded in binary format.

Table 13 — Data elements used in tokens

Element Name Format Reference
3KGT TripletKeyChangeTokenFlag (see also 6.2.7.2) 1 bit
Amgunt TransferAmount (see also 6.2.2) 16 bits 6.3.6
Class TokenClass (see also 6.2.2 to 6.2.14) 2 bits 6.3.2
Control InitiateMeterTest/DisplayControlField (see also 6.2.3) gﬁfs 6.3.8
CRG& GyetieRedundaneyCheck{see-alse-6-22-t0-6-2-43} 46-bits 6-3-F
CRC_C CyclicRedundancyCheck_C (see also 6.2.2) 16 bits 6.3.22
KENHO KeyExpiryNumberHighOrder (see also 6.2.7) 4 bits 6.3.18
KENLO KeyExpiryNumberLowOrder (see also 6.2.7.3) 4 bits 6.3.19
KRN KeyRevisionNumber (see also 6.2.7) 4 bits 6.1.8
KT KeyType (see also 6.2.7) 2 bits 6.1.9
MfrCode ManufacturerCode (see also 6.2.3) 8/16 bits 6.1.2.3.2
MPL MaximumPowerLimit (see also 6.2.4) 16 bits 6.3.9
MPPUL MaximumPhasePowerUnbalanceLimit (see also 6.2.10) 16 bits 6.3.10
NKHO NewKeyHighOrder (see also 6.2.7) 32 bits 6.3.14
NKLO NewKeyLowOrder (see also 6.2.7.3) 32 bits 6.3.15



https://iecnorm.com/api/?name=b2caf345a3d38090806e9e6338025db6

IEC 62055-41:2018 © IEC 2018 - 37 -

Element Name Format Reference
NKMO1 NewKeyMiddleOrder1 (see also 6.2.8.5) 32 bits
NKMO2 NewKeyMiddleOrder2 (see also 6.2.8.4) 32 bits
Pad Pad value with 0 (see also 6.2.9) 16 bits X
PropData Proprietary data field (see also 6.2.13) 16 bits X
Rate [TariffRate] For future definition (see also 6.2.6) 16 bits 6.3.11
Register RegisterToClear (see also 6.2.5) 16 bits 6.3.13
Res_A Reserved for future assignment (see also 6.2.7.4) 20 bits X
ResI_B Reserved for future assignment (see also 6.2.8.2 and 6.2.14) | 1 bits X
ResIData Reserved data field for future assignment (see also 6.2.12) 16 bits X
RN RandomNumber (see also 6.2.2 to 6.2.13) 4 bits 6.3.4
RO RolloverKeyChange (see also 6.2.7) 1 bits 6.3.20
SG¢ SupplyGroupCode (see also 6.2.8) 24 bits 6.1.6
SGCHO SupplyGroupCodeHighOrder 12 bits
SG(CLO SupplyGroupCodeLowOrder 12 bits
SubClass TokenSubClass (see also 6.2.2 to 6.2.14) 4 bits 6.3.3
S&H SignAndExponent (see also 6.2.2) 4 bits 6.3.21
TI Tariffindex (see also 6.2.7.3) 8 bits 6.1.7
TID Tokenldentifier (see also 6.2.2 to 6.2.13) 24 bits 6.3.5.1
o et st oy e SO hesoistion for | jo s | 6012
6.3.2 Class: TokenClass
Tokens are classified into 4 main functional areas as given in Table 14.
Table 14 — Token classes
TokenClass Function

0 Credit transfer

1 Non-meter-specific management

2 Meter-specific management

3 Reserved for future assignment by the STS Association

Clags 0rand Class 2 tokens are encrypted using the DecoderKey, while Class 1 tokens arg

encrypmd and can thus be used aon any QTQ-anlnlismf payment meter

not
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6.3.3 SubClass: TokenSubClass

Further sub-classification of the TokenClass is given in Table 15.

Table 15 — Token sub-classes

Token Token Class

SubClass 0 1 2 3

TransferCredit InitiateMeterTest/Di

0 . splay for 2-digit SetMaximumPowerLimit
(electricity) Mﬂr(yndp 9

InitiateMeterTest/Di
splay for 4-digit ClearCredit
MfrCode

TransferCredit
(water)

SetTariffRate
TransferCredit

2 (gas) Reserved for future assignment
by the STS Association

3 TransferCred|t Reserved for future Set1stSectionDecoderKey

(time) .
assignment by the

TransferCredit STS Association

4 (electricity Set2ndSectionDecoderKey
currency)

5 TransferCredit ClearTamperCondition

(water currency) Reserved fq

=

) future
5 TransferCredit SetMaximumPhasePower assignment|by
(gas currency) UnbalanceLimit the STS
Association
SetWaterMeterFactor
7 TransferCredit Reserved by the STS
(time currency) Reservted o ¢ Association for future
proprietary use for .
4-digit MftCode assignment
8 Set3rdSectionDecoderKey
9 Setd4thSectionDecoderKey
10 Reserved for future assignment
by the STS Association
Reserved for future
" assignment by the
12 STS Association

Reserved for
13 proprietary use for Reserved for proprietary use
14 2-digit MfrCode

15

6.3.4 ~"RND: RandomNumber

The generation of this 4-bit number will be a snapshot of the four least significant bits of at
least a millisecond counter. The inclusion of a random number in the data to be transferred
enhances the security of the token transfer by providing a probability of 16:1 that no two
tokens containing identical data to be transferred will have the same binary pattern. The
control of this data element shall be implemented in a secure environment such as a
hardware cryptographic module.
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6.3.5 TID: Tokenldentifier
6.3.5.1 TID calculation

The TID field is derived from the date and time of issue and indicates the number of minutes
elapsed from the BaseDate associated with the VendingKey. This field is a 24-bit binary
representation of the elapsed minutes.

NOTE The definition of BaseDate now references UTC (see 6.1.12), whereas previously it implicitly referenced
local time.

For xnmplp' with a date and time format of YYYY-MM:-DD:-hh:mm-ss the BaseDate and time
of 1993:01:01:00:00:00 corresponds to a TID value of 0.

The|calculation of elapsed minutes shall take leap years into account.

Thelrule used to determine a leap year is:
the month of February shall have an extra day in all years that are_evenly divisible hy 4,
gxcept for century years (those ending in -00), which receive the éxira day only if theyf are
g¢venly divisible by 400. Thus 1996 was a leap year whereas\1999 was not, and 1600,
2000 and 2400 are leap years but 1700, 1800, 1900 and 2100\are not.

In tHe binary representation of the TID the leftmost bit represents the most significant bit.
Whgn calculating the TID the “:ss” value shall be truncated from the actual time.
Examples of TID calculated values are given in Table 16.

Table 16 — TID.calculation examples

BDT Date of issue Time of.issue Elapsed Resultant 24-bit TID
minutes
93 1 January 1993 00;00:00 0 0000 0000 0000 0000 0000 0000
93 1 January 1993 00:01:45 1 0000 0000 0000 0000 0000 0001
93 25 March 1993 13:55:22 120,355 0000 0001 1101 0110 0010 0011
93 25 March 1996 13:55:22 1,698,595 0001 1001 1110 1011 0010 0011
93 1 November 2005 00:01:55 6,749,281 0110 0110 1111 1100 0110 0001
93 1 December2015 00:01:05 12,051,361 1011 0111 1110 0011 1010 0001
93 24 November 2024 20:15:00 16,777,215 1111 1111 1111 1111 1111 1111
14 1\January 2014 00:00:00 0 0000 0000 0000 0000 0000 0000
14 24 November 2045 20:15:00 16,777,215 1111 1111 1111 1111 1111 1111
35 1 January 2035 00:00:00 0 0000 0000 0000 0000 0000 0000
35 24 November 2066 20:15:00 16,777,215 1111 1111 1111 1111 1111 1111

In order to prevent token re-use when a BaseDate change is performed, certain operational
procedures need to be performed. Refer to Clause C.12 for additional information.

6.3.5.2 SpecialReservedTokenldentifier

The Tokenldentifier corresponding to 00 h 01 min of each day is reserved for special
application tokens and may not be used for any other token.

Using the date and time format of YYYY:MM:DD:hh:mm:ss the reserved TID values
correspond to xxxx:xx:xx:00:01:xx.
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If a token, other than a special application token is to be generated on a time corresponding
to this reserved TID, then 1 min shall be added to the TID.

See also Clause C.5 Code of practice for the management of this special reserved TID.

The use of special application tokens are optional (see Clause C.12), but the rule for how to
use the special reserved TID is mandatory.

6.3.5.3 Multiple tokens generated within the same minute

The PCS oha” CIriourcT that LILAY4 :Cyltllllatc:y puu.,haocd tU:\CII odall bally thc SdllTT T:D do th t Of
any |other legitimately purchased token for the same payment meter even if more than|one
tokejn is purchased within the same minute on the same POS.

If multiple tokens need to be generated within the same minute for the same payment meter,
then 1 min shall be added to the TID of each successive token in the set. At,the end of the
tokejn generating process the POS shall revert back to real time again.

This|shall apply to any token that implements a TID.

This| shall not apply to special application tokens that implement the SpecialResefved
Tokenldentifier (see 6.3.5.2).

For pxample: if 3 credit tokens A, B and C are generated within the same minute at 13h23(and
in s¢quential order A, B and C, then A shall carry the'TID time stamp 13h23, B shall garry
time| stamp 13h24 and C shall carry 13h25.

6.3.[ Amount: TransferAmount
6.3.6.1 General

TransferAmount is the amount of service units or currency units coded into the Amount fie]d of
the foken and received by the meten

Thelassociated unit for the FransferAmount is defined in Table 17.

TFable 17 — Units of measure for electricity

Transfer type Units of measure
Eléctrical energy watt-hours x 100 (0,1 kWh)
Electrical power watts
Electrical currency 1075 base currency
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The STS Association also reserves the transfer types given in Table 18 for other applications.

Table 18 — Units of measure for other applications

6.3.6.2 Amount for SubClass 0 to 3

Transfer type Units of measure
Water 0,1 cubic metres
Gas 0,1 cubic metres
Time 0,1 minutes
Water currency 10-% base currency
Gas currency 1075 base currency
Time currency 1075 base currency
NOTE The STS Association reserves the right to define other future transfer types
for other utility services.

The|16 bits of the Amount field are subdivided into two sections, @ base-10 exponent of 2| bits
and|a mantissa of 14 bits. The bits are numbered from right to-left; starting at 0. Bit 15 iy the
most significant bit of the exponent and Bit 13 is the most significant bit of the mantissa.|[The
bit allocations within this field are illustrated in Table 19.
Table 19 — Bit allocations for the Amount-field for SubClass 0 to 3

Pogition 15 | 14 | 13 | 12 | 11 | 10 9 8 7 6 5 4 3 2 1

Vallle e e m m m m m m m m m m m m m m
The|mathematical formula for TransferAmount conversion is as follows:

0¢ x m, fore=0

e
10¢ x m) + 2(214 x 10("1)) ,fore>0

A=l

is the TransferAmount;

n

is“the base 10 exponent;

is the mantissa; and

is an integer in the range 1 to e inclusive.

All TransferAmount conversions shall be rounded up in favour of the customer. The possible
TransferAmount ranges and the associated maximum errors that can arise owing to rounding
up are shown in Table 20. Examples of TransferAmount values are given in Table 21.
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Table 20 — Maximum error due to rounding

Exponent value TransferAmount range Maximum error
0 0000000 to 00016383 0,000
1 0016384 to 00180214 0,055 %
2 0180224 to 01818524 0,055 %
3 1818624 to 18201624 0,055 %

—Tabte24—=Examptesof-FransferAmount-vatuesforcredit-transfer

tem Units purchased Resultant 16-bit Amount field TransferAmount
Units converted and-received| by

the meter

1 0,1 kWh 0000 0000 0000 0001 0,1 kKWh

2 25,6 kWh 0000 0001 0000 0000 25,6 kWh

3 1638,3 kWh 0011 1111 1111 1111 1638,3 kWh

4 1638,4 kWh 0100 0000 0000 0000 1638,4 kWh

5 18022,3 kWh 0111 1111 1111 1111 18022,4 kWh

6 18022,4 kWh 1000 0000 0000 0000 18022,4 kWh

7 181862,3 kWh 1011 1111 1111 1111 181862,4 kWh

8 181862,4 kWh 1100 0000 0000 0000 181862,4 kWh

9 1820162,4 kWh 1111 1111 11114111 1820162,4 kWh

6.3.6.3 Amount for SubClass 4 to 7

The|bit allocation for Amount field is given in Table 22.

Table 22 — Bit allocations for the Amount field for SubClass 4 to 7

Bif position 15 | 14 | 18 12 | 1 10 9 8 7 6 5 4 3 2 1

Bit value e

1 ) m m m m m m m m m m m m m m

Thelfinal value ofte:is calculated from e4, e3 e5, e4 and ¢; obtained from 6.3.21, Table 29|and
Table 22 and @ssigning them bit values as given in Table 23.

Table 23 - Bit allocations for the exponent ¢

Rit ki 4 a a2 4 O
DT POSTiron = > z T A%

Bit value e, e, e, e, e,

e=(1xeg)+(2xeq) +(4xey)+(8xez)+(16 x ey)
The mathematical formula for the TransferAmount ¢ conversion is as follows:
t=10¢ x m, fore=0

or
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e

10¢ x m) + 2(214 x 10("1)j ,fore>0

n=l1

where:

t
e
m

n

is the TransferAmount;
is the base 10 exponent;

is the mantissa; and

is an integer in the range 1 to e inclusive.

The

tis

All T
cust

The
assd

tis 1ositive for s = 0;

egative for s = 1.

sign of TransferAmount ¢ is obtained from the value of s given in Table 29 where:

ransferAmount conversions shall be rounded up towards positive infinity-in favour of
bmer (see Table 24 for examples of rounding negative values).

maximum error due to rounding is 0,055 %. Examplesnof TransferAmounts
ciated errors due to rounding up are shown in Table 25.

Table 24 — Examples of rounding of negative‘and positive values

Original units to transfer Rodnded units transferred
(units of 10~% base currency) (units of 10~% base currency)
-0,99 0
-12,35 -12
-1000,78 -1000
-2314,99 -2314
0,09 1
1000,23 1001
2315,44 2316

the

and
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Item Purchase e m Transfer Difference Rounding
amount amount error

(10-5 base (105 base

currency) currency)
1 2 0 2 2 0 0,000 %
2 16383 0 16383 16383 0 0,000 %
3 16384 1 0 16384 0 0,000 %
4 16385 1 1 16394 9 0,055 %
5 16386 1 1 16394 8 0,049 %
6 16394 1 1 16394 0 0,000 %
7 16395 1 2 16404 9 0,055 %
8 16404 1 2 16404 0 0,000 %
9 16405 1 3 16414 9 0,055 %
10 180214 1 16383 180214 0 0,000 %
11 180215 2 0 180224 9 0,005 %
12 180216 2 0 180224 8 0,004 %
13 1818524 2 16383 1818524 0 0,000 %
14 1818525 3 0 1818624 99 0,005 %

6.3.7 CRC: CyclicRedundancyCheck

The|CRC is a checksum field used to verify the\integrity of the data transferred for all tokgens,
excegpt for Class 0 with SubClass 4 to 7, which uses CRC_C (see 6.3.22). The checksum is
deriyed using the following CRC generator‘polynomial:

x16+x15+x2+1

The|total length of the data transferred via the token is 66 bits. The last 16 bits comprisg the
CR({ checksum that is derived-from the preceding 50 bits. These 50 bits are left padded |with
6 bipary zeros to make 56 bits. Before calculation, the CRC checksum is initialised to AFFF

hex

see example in Table 26).

Table 26 — Example of a CRC calculation

QOriginal 50 bits

0 00 4A 2D 90 OF F2 hex

Left padded to make 7 bytes

00 00 4A 2D 90 OF F2 hex

Checksum calculated

OF FA hex
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Control: InitiateMeterTest/DisplayControlField

The initiate payment meter test data field is 36/28 bits long and is used to indicate the type of
test to be performed. The particular test is selected by setting the relevant bit to a logic ONE.
The permissible field values are defined in Table 27.

Table 27 — Permissible control field values

Bit No. Test No Action Condition
All bits =1 0 Do test No. 2 to 5 plus, optionally, any other; inclusion of | Mandatory
test No. 2 is mandatory if implemented
1 1 Test supported load switch(es) Optional
2 2 Test supported display(s) and/or device(s) Optional
3 3 Display cumulative usage register totals Mandatory
4 4 Display the KRN and KT value Mandatory
5 5 Display the Tl value Mandatory
6 6 Test the token input device Optional
7 7 Display maximum power limit Optional
8 8 Display tamper status Optional
9 9 Display active load power Optional
10 10 Display software version Mandatory
11 11 Display phase power unbalance limit Optional
12 12 Display water meter factor (reserved for future definition Reserved
by the STS Association)
13 13 Display tariff rate (reserved for future definition by the Reserved
STS Association)
14 14 Display the EA value Mandatory
15 15 Display numbécr'of key change tokens supported Mandatory
16 16 Display the"SGC value Mandatory for 3 on 4
KCT meters
17 17 Display the KEN value Mandatory
18 18 Display the DRN value Mandatory
9-28/36 Reserved-\*Reserved for future assignment by the STS Association Reserved
NOTE In the context of electricity metering the term "usage" refers to either active energy, reactive energly or
appprent energy cumulative totals, depending on the specific metering application. In the context of water, [gas
or time, the meaning*'may be interpreted in the context of the particular metering application.
All payment meters shall support test number 0; if any of the incorporated tests are| not
supwwww_ The

optional selection of additional incorporated tests is subject to the supply agreement between
the supplier and the utility and shall then form a normative part of this document.

In the case where a test is optional, the inclusion of this test shall be subject to the supply
agreement between the supplier and the utility and shall then form a normative part of this
document.

In the case where more than one test is specified on a single token, the behaviour of the
payment meter shall be agreed between the utility and the supplier and shall then form a
normative part of this document.
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6.3.9 MPL: MaximumPowerLimit

The maximum power limit field is a 16-bit field that indicates the maximum power that the load
may draw, in watts. Calculation of this field is identical to that of the TransferAmount field
(see 6.3.6). See also note in 8.6 for functional requirements of the MeterApplication Process.

6.3.10 MPPUL: MaximumPhasePowerUnbalanceLimit

The maximum phase power unbalance limit field is a 16-bit field that indicates the maximum
allowable power difference between phase loads, in watts. Calculation of this field is identical
to that of the TransferAmount field (see 6.3.6).

6.3.11 Rate: TariffRate

Reserved for future definition by the STS Association.

6.3.12 WMFactor: WaterMeterFactor

Reserved by the STS Association for water application.

6.3.13 Register: RegisterToClear

A unique 16-bit binary value in the range 0 to FFFF hex; to<elect the particular register|that
shodld be cleared with the ClearCredit token. The defined values are given in Table 28.

Table 28 — Selection of register to clear

Value Action
0 Clear Electricity-Credit register
1 Clear WaterCredit register
2 Clear Gas'Credit register
3 ClearTime Credit register
4 Clear Electricity Currency Credit register
5 Clear Water Currency Credit register
6 Clear Gas Currency Credit register
Z Clear Time Currency Credit register
8 to{ FFFE hex Reserved for future assignment by the STS Association
FFFF hex Clear all Credit registers in the payment meter

6.3.14, (NKHO: NewKeyHighOrder

The tigtrorder32bitsof the mTew DecoderkKey that tras beemgenerated(see 644 and—which
is to be transferred to the payment meter by means of the token.

6.3.15 NKLO: NewKeyLowOrder

The low order 32 bits of the new DecoderKey that has been generated (see 6.4.4) and which
is to be transferred to the payment meter by means of the token.

6.3.16 NKMO1: NewKeyMiddleOrder1

The second most significant 32 bits of the 128-bit DecoderKey that has been generated
(see 6.4.4) and which is to be transferred to the payment meter by means of a token.
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6.3.17 NKMO2: NewKeyMiddleOrder2

The third most significant 32 bits of the 128-bit DecoderKey that has been generated
(see 6.4.4) and which is to be transferred to the payment meter by means of a token.

6.3.18 KENHO: KeyExpiryNumberHighOrder

This is the high order 4 bits of the KEN (see 6.1.10).

6.3.19 KENLO: KeyExpiryNumberLowOrder

This|is the low order 4 bits of the KEN (see 6.1.10).

6.3.20 RO: RolloverKeyChange

The|RO bit shall be set to 1 in the Set1stSectionDecoderKey token when the BaseDate
assqciated with the destination VendingKey/DecoderKey is later than /the BaseDate
assqciated with the source VendingKey/DecoderKey and shall be set to 0 btherwise.

If the RolloverKeyChange bit is set = 1, the payment meter shall‘perform a roll over|key
change. This operation is identical to a normal key change, except that the TID memory dtore
in the payment meter is filled with token identifiers of value 0 (zero).

6.3.21 S&E: SignAndExponent

The|bit positions for extraction of S&E variables s, e g3 and e, are given in Table 29. Fof the
assignment of values to s and ¢, see 6.3.6.3.

Table 29 — S&E bit positions for variables s, ¢4, e5 and ¢,

Bit position 3 2 1 0

Variable 5

64 63 82

6.3.22 CRC_C: CyclicRedundancyCheck_C
The|CRC_C is a checksum field used to verify the integrity of the data transferred for token

Clags 0 with SubClass:4 to 7 and is calculated as defined in 6.3.7, but with the folloying
change:

A single bytecwith the value of 01 hex is appended to the 56-bit value before calculation
starf{s. An example of a CRC_C calculation is given in Table 30.

Table 30 — Example of a CRC_C calculation

Original 50 bits 0 00 4A 2D 90 OF F2 hex
Left padded to make 7 bytes 00 00 4A 2D 90 OF F2 hex

01 hex appended to the end 00 00 4A 2D 90 OF F2 01 hex
Checksum calculated 7BC4 hex

6.4 TCDUGeneration functions
6.4.1 Definition of the TCDU

The TCDU may be different for each TokenCarrierType and is therefore defined separately for
each physical layer protocol standard relevant to each part of the IEC 62055-5x series.
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6.4.2 Transposition of the Class bits

This function is used by other TCDUGeneration functions (see 6.4.3 to 6.4.5). It inserts the
2 Class bits into the 64-bit data stream to make a 66-bit number according to the method
outlined below.

The 64-bit number has its least significant bit in bit position 0 and its most significant bit in bit
position 63. The 64-bit binary number string is modified to include the unencrypted token
Class The 2-bit token Class value is inserted to occupy bit positions 28 and 27. The original
values of bit positions 28 and 27 are relocated to bit positions 65 and 64. The most significant
bit of the token Class now occupies bit position 28. The process is shown in Figure 6.

Bit Bit insert 2 Class bits
1 0 into positions
28 and 27
MSB y LSB
Bit | Bit Bit Bit | Bit Bit Bit | Bit
65 64 63-29 28 27 26-2 1 0
A y

move original bits 28 and 27
to positions 65 and 64

IEC

Figure 6 — Transposition of the 2 Class bits

Examlple: Insertion of the token Class = 01 (binapy).

The §4-bit binary number grouped in nibbles,(Bits 27 and 28 highlighted in bold):

011p 0101 0100 0011 0010 0001 00001001 1000 0111 0110 0101 0100 0011 0010 0001

Copy|bits 28 and 27 into bit positions 65 and 64, creating a 66-bit number:

00 110 0101 0100 0011-QQ+0 0001 0000 1001 1000 0111 0110 0101 0100 0011 0010 0001

Replace bits 28 and 27'with the 2 Class bits:

00 ¢110 0101 04060011 0010 0001 0000 1001 1000 1111 0110 0101 0100 0011 0010 0001

6.4.3 TCDUGeneration function for Class 0,1 and 2 tokens

This is the transfer function from the APDU to the TCDU (see Figure 7) and is applicable to all
Class 0, Class 1 and Class 2 tokens, except for the key change tokens (see 6.2.7 and 6.2.8).

NOTE 1 The data elements in the APDU are defined in 6.1.1.

NOTE 2 The data elements in the TCDU are defined in part of the IEC 62055-5x series physical layer protocol
standard relevant to the specific TCT of interest.
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APDU
current values
SGC IIN DKGA BDT EA 66-bit Token
KRN DRN EA
KT
TI
4 v v v
generate A
current DecoderKey using remove
DKGAO01, 02, 03 or 04 2 Class bits
64-bit or 128-bit 64-bit
v Y DataBjlock
KeyBlock
encrypt using
EAOQ7 or EA11
TCT A
transpose
IDRecord [ 2 Class bits ]
PRNRecord

66-bit TokenData

v

TEeDbuU

IEC

Figure 7 — TCDUGeneration function for Class 0, 1 and 2 tokens

transfer function for Class Qtand Class 2 tokens is outlined as follows:

[he 2 Class bits are removed from the 66-bit token to yield a 64-bit result, which is
resented to the encryption algorithm as its DataBlock input. The specific algorithm to
5 in accordance with*the EA code in the APDU;

'he KeyBlock \input for the encryption algorithm is obtained from the decoder
eneration algorithm, which generates the current DecoderKey using the current valug
bGC, KRN/~KT, TI, 1IN, DRN, DKGA, EA and BDT from the APDU as indicated.
pecific.decoder key generation algorithm to use is in accordance with the value of D
n the"APDU,;

then
use

key
s of
The
KGA

\fter” encryption the 2 Class bits are again re-inserted into the 64-bit numbe

r in

-

d

ccordance with the method defined In ©.4.Z2 10 yield a bo-bit result, which 1Is populated

into the TokenData field of the TCDU in accordance with the particular definition in the

r

elevant physical layer protocol standard;

e Similarly the TCT, IDRecord and PRNRecord data elements from the APDU
transferred to the TCDU as indicated, into the appropriate fields of the TCDU in
accordance with the particular definition in the relevant physical layer protocol standard.

are

The transfer function for Class 1 tokens is identical to the TCDUGeneration function for
Class 0 and Class 2 tokens, except that the token does not get encrypted. The function is

outli

ned as follows:

e The 2 Class bits are removed from the 66-bit token and transposed in accordance with the
method defined in 6.4.2 to yield a 66-bit result, which is populated into the TokenData field
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of the TCDU in accordance with the particular definition in the relevant physical layer
protocol standard;

e Similarly the TCT, IDRecord and PRNRecord data elements from the APDU are
transferred to the TCDU as indicated, into the appropriate fields of the TCDU in
accordance with the particular definition in the relevant physical layer protocol standard.

6.4.4 TCDUGeneration function for key change tokens

This is the transfer function from the APDU to the TCDU (see Figure 8) and is applicable to all
key change tokens.

APDU
current values new values
| L | | | 1 | L | |
SGC I DKkGA BDT EA 66-bit Token SGC [l DkEA  BDT
KRN DRN EA KRN DRMN EA
KT KT
Tl T4
32-hit
generate replace 32-bit MKHO, generate
current DecoderkKey using NEMOT, NKMO2, new Decoderkey using
DkGAD1T, 02, 03 or 04 MKLO DkGADT, 02,03 or 04

v

rénode
DClass hits

G4-hit
B4-bit or 128-hit v v DataBlock
KeyBlock encrypt using
EAODT or EAN
TCT . 4

transpose
IDRecord 2 Class bits

FRMRecord

66-hit TokenData

TCDU

Figure 8 — TCDUGeneration function for key change tokens

A separate TCDU is produced for each key change token in the set.

Note that the APDU has to present two sets of data for the PANBlock and CONTROLBIock:
one set with the new data for the new DecoderKey and a second set with the current data for
the current DecoderKey. The DKGA value is the same for both sets.

NOTE 1 The data elements in the APDU are defined in 6.1.1.

NOTE 2 The data elements in the TCDU are defined in each part of the IEC 62055-5x series physical layer
protocol standard relevant to the specific TCT of interest.

The transfer function is outlined as follows:
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6.4.

This|is now incorporated into 6.4.4.

6.5
6.5

. General requirements

the new DecoderKey is generated using the new values of SGC, KRN, KT, TI, IIN, DRN,
DKGA, EA and BDT. The specific algorithm to use is in accordance with the value of
DKGA in the APDU;

the resultant new DecoderKey value 32-bit portion is then used to replace the NKHO,
NKMO1, NKMO2 or NKLO field of the key change token (see 6.2.7 and 6.2.8) as
presented by the APDU;

the 2 Class bits are removed from the 66-bit token to yield a 64-bit result, which is then
presented to the encryption algorithm as its DataBlock input. The specific encryption
algorithm to use is in accordance with the EA code in the APDU;

e KnyRInr‘k input for the pnr‘rypfinn qlgnrifhm is obtained from the decoder key
eneration algorithm, which generates the current DecoderKey using the current valugs of
BGC, KRN, KT, TI, 1IN, DRN DKGA, EA and BDT from the APDU as indicated. [The
pecific decoder key generation algorithm to use is in accordance with the valuetof DKGA
n the APDU,;

t
g
E
S

3fter encryption, the 2 Class bits are again re-inserted into the 64-bit number in
gccordance with the method defined in 6.4.2 to yield a 66-bit result, which is populated
into the TokenData field of the TCDU in accordance with the particular definition in the
nelevant physical layer protocol standard;

gimilarly the TCT, IDRecord and PRNRecord data elements frem,the APDU are transfdrred
tp the TCDU as indicated, into the appropriate fields of the-T€DU in accordance with the
particular definition in the relevant physical layer protocolstandard.

b TCDUGeneration function for Set2ndSectionDecoderKey token

Security functions

With the exception of DITK values,@¥endingKey and DecoderKey values shall only be
gengrated by a device responsible_for token generation, such as a POS that is certified as
STSfcompliant and which is subject to an STS-certified KeyManagementSystem [see
Cladse 9). This subclause describes the key generation methods used by such devices and is

applicable to manufacturers-ofithese devices.

6.5

6.5

.2 Key attributes.and key changes

2.1 Key change requirements

With the exception of DITK values, STS key values shall only be introduced or changed|in a
payment meter from a device responsible for key management, such as a POS that is certjfied

as
the

applicable to manufacturers of these devices and payment meters

An

3TS-eompliant, and which is subject to STS key management. This subclause descrjbes

STS-key change method used between such devices and payment meters, and is

STS key change provides the mechanism for changing the DecoderKey present in a

decoder from its current value to a new value. This process may be initiated by several events
or circumstances, including the following:

a new or repaired payment meter that contains a manufacturer's DITK value shall be
changed before leaving the manufacturing or repair premises to contain the appropriate
value of manufacturer’'s default (DDTK) or utility’'s DecoderKey (DUTK or DCTK)
depending on the SupplyGroup to which the payment meter has been allocated,;

a SupplyGroup's VendingKey has either expired or been compromised, and is replaced by
a new VendingKey revision and, as a result, each DecoderKey within the SupplyGroup
shall be changed from its current DecoderKey value to the DecoderKey value that
corresponds to the new VendingKey value;
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e a payment meter is re-allocated from one SupplyGroup to another SupplyGroup and, as a
result, its DecoderKey shall be changed from its current value generated from the previous
SupplyGroup VendingKey to the new value generated from its new SupplyGroup
VendingKey; or

o the Tl for a payment meter is changed and, as a result, its DecoderKey shall be changed
from its current value (that corresponds to the previous Tl) to the new value (that
corresponds to the new TI).

The key change token set effects an STS key change. This meter-specific management token
set transfers the following information from the POS to the payment meter, encrypted under
the current DecoderKey:

e value of the new DecoderKey;
e KEN;

e KT;

e SGC (only in the case of the three-token set and the four-token set);
e Tl

TS key change process for a payment meter shall be initiated whenever any one of the
ing attributes of the VendingKey changes in value:
e value of the VendingKey;

e value of BDT;

e value of the SGC;

e value of the TI;

e value of the KEN;

e value of the KRN;

e value of the KT;

e value of the DKGA.

See 6.1.1 for detailed spécifications on the data elements in the APDU and 6.5.3 for DKGA requirements.

A particular SGC may berassociated with more than one VendingKey at the same time ddring
its operational life, in\which case each VendingKey shall be identified by its associated KRN.

Key|change tokehs shall not be generated in the case where the destination key's KEN
relafive to BDT is in the past (according to the system clock).

Key| change tokens shall not be generated where the BaseDate associated with| the
destination VendingKey/DecoderKey is earlier than the BaseDate associated with the solrce
VendingKey/DecoderKey.

A POS may optionally generate and issue key change tokens automatically or manually, but
this shall be specified in the purchase agreement between the manufacturer and the utility.

6.5.2.2 VendingKey classification
6.5.2.2.1 Classification of vending keys

The VendingKey is a cryptographic key value that is secretly generated, stored and
distributed within the KeyManagementSystem (see Annex A). VendingKeys are the seed keys
from which DecoderKeys are generated.
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The VendingKey is classified according to its associated KT value, which is an attribute

that

defines the purpose for which the key can be used. Three KT values are defined for
VendingKeys and correspond to three of the SupplyGroup types (see 6.1.6), namely Default,
Unique and Common. The VendingKey for a given SupplyGroup is the seed key used to

generate the DecoderKey values for all payment meters within the SupplyGroup.
STS VendingKeys are classified according to the KT values given in Table 31.

Table 31 — Classification of vending keys

+ SGC-type MVendingey-type Context

0 Initialization Not specified Not applicable

1 Default VDDK VendingDefaultDerivationKey
2 Unique VUDK VendingUniqueDerivationKey
3 Common VCDK VendingCommonDerivationKey

At any given moment, a unique VDDK value exists for each Default’SupplyGroup defi

ned.

Similarly, a unique VUDK value for each Unique SupplyGroup and a unique VCDK valug¢ for

each Common SupplyGroup are defined.

6.5.2.2.2 VDDK: VendingDefaultDerivationKey

This| type of key is used as the seed key for generatjontof DDTK values — it shall not be ysed

to g¢nerate DITK, DUTK or DCTK values.

6.5.2.2.3 VUDK: VendingUniqueDerivationKey

This| type of key is used as the seed key for'generation of DUTK values — it shall not be ysed

to g¢nerate DITK, DDTK or DCTK values:

6.5.2.2.4 VCDK: VendingCommonDerivationKey

This| type of key is used as the-seed key for generation of DCTK values — it shall not be ysed

to g¢nerate DITK, DDTK or\DUTK values.

6.5.2.3 DecoderKey classification
6.5.2.3.1 Classification of decoder keys

STS|DecoderKeys are classified according to the KT values given in Table 32 and inherit
type| fromthat of the VendingKey, from which they are derived.

heir

Table 32 — Classificati f d ler |

KT SGC type DecoderKey type Context

0 Initialization DITK DecoderlnitialisationTransferKey
1 Default DDTK DecoderDefaultTransferKey

2 Unique DUTK DecoderUniqueTransferKey

3 Common DCTK DecoderCommonTransferKey

For further information regarding the rules for changing of a key from one type to another

type, see Figure 9 and Table 33 in 6.5.2.4.
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A payment meter shall be capable of storing at least one DecoderKey value and its
associated KT value in its DecoderKeyRegister (see 7.3.2).

It shall not be possible for the DecoderKey value to be read or retrieved from a payment
meter under any circumstances, whether encrypted or in the clear.

6.5.2.3.2 DITK: DecoderlnitialisationTransferKey

DITK values are used to initialise the DecoderKeyRegister during production or repair at the
manufacturer's premises. These keys are the property of the MeterManufacturer. As such,
they are generated and managed by the manufacturer_and are unknown to the utility

No payment meter purchased by the utility shall leave a manufacturer's premises withna DITK
valup in the DecoderKeyRegister. The DecoderKeyRegister shall contain either "a DIDTK,
DUTIK or DCTK value supplied by the KMC. A DITK is the only key type“that can be
intrgduced into a payment meter as a plaintext value. DDTK, DUTK or DCTKvalues can [only
be iptroduced into a payment meter as cipher text (encrypted) values.

A DITK shall only be used for the following key management functions:

e 3s the parent key for another DITK; in other words, to encrypt another DITK for| the
purpose of introducing it into the DecoderKeyRegister;

e 3s the parent key for a DDTK;
e 3s the parent key for a DUTK, and

e 3s the parent key for a DCTK, but only in a payment meter using an erasable magnetic
g¢ard as a token carrier (for TCT value = 01).

The|above functions may be performed via the key change token set or via a manufacfurer
progrietary loading mechanism that utilizes,'the key change token set. The payment njeter
shodyld only accept the DDTK, DUTK ory\DCTK encrypted under the DITK supplied by| the
manufacturer in the key change token.set format.

It is|the responsibility of the manufacturer to ensure that appropriate security measures| are
appILed to any DITK so that DD;TK, DUTK or DCTK values encrypted with a DITK canndt be
compromised.

A DI|TK can also be,used to decrypt other meter-specific management functions. It can be
used to decrypt an~STS credit transfer function; in other words, a valid STS TransferCtedit
token can be degcrypted and applied by a payment meter that contains a DITK in its|key
register in order 1o facilitate testing of the payment meter during production or repair.

6.5.2.3.3 DDTK: DecoderDefaultTransferKey

DDTK\values are used to support payment meters allocated to a default SupplyGrpup.
A payment meter that has not been allocated to a Common SupplyGroup or a Unique
SupplyGroup at the time of manufacture or repair cannot be loaded with its corresponding
DCTK or DUTK value. Instead it is allocated to a Default group unique to each manufacturer
and loaded with its corresponding DDTK value. Each MeterManufacturer receives a unique
VDDK, from which he generates all DDTK values for installation into payment meters during
manufacture.

Subsequently, at the time of installation or operation, a payment meter that has now been re-
allocated to another specific SupplyGroup can be loaded with the corresponding DUTK or
DCTK value, encrypted under its parent DDTK. DDTK values are the property of the
respective MeterManufacturer or Utility and are managed within the KeyManagementSystem.
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A DDTK is a secret value, and shall not be accepted by a payment meter as a plaintext value.
A payment meter shall only load a DDTK if it is encrypted under the parent DecoderKey
present in the DecoderKeyRegister.

A DDTK shall only be used for the following key management functions:

e as the parent key for another DDTK; in other words, to encrypt another DDTK for the
purpose of introducing it into the DecoderKeyRegister;

e as the parent key for a DUTK, and

e as the parent key for a DCTK, but only in a payment meter using an erasable magnetic
g¢ard as a token carrier (for TCT value = 01).

The|above functions may be performed via the key change token set, or via a manGfactufer’s
progrietary loading mechanism that utilizes the key change token set. A DDTK(ghall nqgt be
used to decrypt a DITK for the purpose of introducing it into the DecoderKeyRegister.

A DDTK can also be used to decrypt other meter-specific management functions. It shal| not
be Wised to decrypt and accept an STS credit transfer function; ini-other words, a yalid
TransferCredit token shall not be accepted by a payment meter that'contains a DDTK ip its
DKHR, even if the TransferCredit token has been encrypted with the‘same DDTK value.

NOTE The emphasis is on the acceptance and not on the decryption of the/TransferCredit token.

Simijlarly a POS device used for encrypting tokens shallhyhot encrypt TransferCredit tokens
using DDTK values (see also 6.5.2.4).

6.5.2.3.4 DUTK: DecoderUniqueTransferKey

DUTK values are used to support paymentgmeters allocated to a unique SupplyGroup. A
payment meter that has been allocated to a unique SupplyGroup at the time of manufactune or
repqir can be loaded with its DUTK valuetthat corresponds to the unique group and that|has
been encrypted under a parent DITK.:Subsequently, at the time of installation or operatidn, a
payment meter, which has to be re-allocated to another unique group can be loaded with the
corresponding DUTK value, encrypted under a parent DUTK.

A DUTK is a secret value, and shall not be accepted by a payment meter as a plaintext value.
A ppyment meter shall ‘only load a DUTK if it has been encrypted under the pdrent
DecpderKey presentjn:'the DecoderKeyRegister. DUTK values are the property of| the
respective utility and‘are managed within the KeyManagementSystem.

A pdrchased ar.repaired payment meter that leaves the manufacturer's premises may contain
a DUTK valde)supplied by the KMC in the DecoderKeyRegister.

A DWUTK shall only be used for the following key management functions:

e as the parent key for another DUTK; in other words, to encrypt another DUTK for the
purpose of introducing it into the DecoderKeyRegister; and

e as the parent key for a DDTK.

The above functions may be performed via the key change token set, or via a manufacturer’s
proprietary loading mechanism that utilizes the key change token set. A DUTK shall not be
used to decrypt a DITK or a DCTK for the purpose of loading it into the DecoderKeyRegister.
Similarly a DUTK shall not be used to encrypt a DITK or a DCTK for the purpose of
transferring it to the payment meter in the form of a token.

A DUTK can also be used to encrypt or decrypt other meter-specific management functions. It
can be used to encrypt or decrypt a STS credit transfer function; in other words, a valid
TransferCredit token can be encrypted or decrypted and applied by a payment meter that
contains a DUTK in its DKR.
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6.5.2.3.5 DCTK: DecoderCommonTransferKey

DCTK values are used to support payment meters that use erasable magnetic card token
carriers (i.e. TCT value = 01) and that are allocated to common SupplyGroups. A payment
meter that has been allocated to a common SupplyGroup at the time of manufacture or repair
can be loaded with the DCTK value that corresponds to the common SupplyGroup and that
has been encrypted under a parent DITK. Subsequently, at the time of installation or
operation, a payment meter that has to be re-allocated to another common SupplyGroup can
be loaded with the corresponding DCTK value that has been encrypted under a parent DCTK.

A DCTK shall only be used with payment meters that use erasable magnetic card token
car}ers (TCT value = 01) and shall only be accepted by such payment meters. Payment

meters with any other token carrier types (TCT value > 01) shall reject tokens encrypted
under DCTK values.

POS§ encryption devices shall not encrypt tokens using DCTK values other thah for eraspble
magnetic card token carriers (TCT value = 01).

A DCTK is a secret value, and shall not be accepted by a payment metér as a plaintext value.
A ppyment meter shall only load a DCTK if it has been encrypted under the pdrent
DecpderKey present in the DecoderKeyRegister. DCTK valu€s Vare the property of| the
respiective utility and are managed within the KeyManagement8ystem.

A purchased or repaired payment meter with an erasable magnetic card token carrier (TCT
valug = 01) that leaves the manufacturer's premises may contain a DCTK value suppliefd by
the KMC in the DecoderKeyRegister.

A DCTK shall only be used for the following key.management functions:

e 3s the parent key for another DCTK;xin*other words, to encrypt another DCTK for| the
purpose of introducing it into the DecederKeyRegister;

e 3s the parent key for a DDTK; and
e as the parent key for a DUTK.

The|above functions may be“performed via the key change token set, or via a manufactufer’s
progrietary loading mechanism that utilizes the key change token set. A DCTK shall nat be
used to decrypt a DITK for the purpose of introducing it into the DecoderKeyRegister.
Similarly a DCTK shalknot be used to encrypt a DITK for the purpose of transferring it td the
payment meter in the form of a token.

A DCTK can.-also be used to encrypt or decrypt other meter-specific management functions. It
can |be used_to encrypt or decrypt a STS credit transfer function; in other words, a yalid
TransferCredit token can be encrypted or decrypted and applied by a payment meter |that
contlains a DCTK in its DKR and that uses a magnetic card token carrier (TCT value = 01).

6.5.2.4 State diagram for DecoderKey changes

Figure 9 illustrates the KT states that a DecoderKey may assume from time to time.
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Table 33 details the permitted key change state relationships and associated functions.
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Figure 9 — DecoderKey changes'— state diagram

re one key is used to encrypt another key, (as'in the key change token set), the form
red to as the parent key and the latter as_the child key.

solid line arrows indicate the diregction in which a key may change from one typ

child key. To effect a change of the DecoderKey the new key (or child key) is encry
the parent key and then loaded into the payment meter by means of a key change tq
The payment meter then repltaces the parent key with the child key, which now beco|

dotted line arrowssindicate the function, for which a KT may be used, i.e. the values th
encrypt or decrypt. For example, only a DITK, DUTK or DCTK can be used to encry
ypt a credit transfer function, but all four types can be used to encrypt or decrypt m¢
ific managément functions.
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The

child key rows refer to the permitted usage of decoder key tvypes for encryptio

of

DecoderKeys in the key change token set key management functions. Similarly,
management and credit rows detail the permitted usage of decoder key types for the
encryption of the remaining meter-specific management functions and credit transfer functions

resp

ectively.

the
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Table 33 — Permitted relationships between decoder key types

Permitted usage
Child key Parent key
DITK, DDTK, DUTK, DCTK,
DITK, Yes No No No
DDTK, Yes Yes Yes Yes?
DUTK, Yes Yes Yes Yes?
DCTK, Yes? Yes? No Yes?
\/Iafnage_ment Yes Yes Yes Yes®
unction
Qredit function Yes No Yes Yes?
a8  For payment meters with TCT = 01 only.

The
tam

6.5.2.5 KeyRevisionNumber (KRN)

Eac

identifies a VendingKey within the SupplyGroup. Together the SGC and KRN uniquely ide
a VgndingKey.

The
KRN
assi
KRN

At a
in a

A ps
whid
Dec

The
DDT

key type relationship policy in the POS shall be enforced in a\s€cure device such
er-proof CryptographicModule.

SupplyGroup has one or more VendingKeys/associated with it. A KRN uniq

KRN is a single decimal digit with a range of 1, 2, .. 9. The association between S
, and VendingKey is set by the KMS. The first VendingKey for a SupplyGroup shoul
gned KRN 1; successive VendingKeys are assigned successive revision numbers
9 at which state the sequence begins again at 1.

ny given moment there may,be no more than 9 successive VendingKey revisions pre|
POS for a given SupplyGraup.

yment meter's DecederKey is associated with the SGC and KRN of the VendingKey
h it is derived. /Acpayment meter is required to store the KRN associated with
bderKey, as passed in the key change token set (see also 7.3.2).

concept of-key revision only applies to VDDK, VUDK and VCDK VendingKey types
K, DUTK and DCTK DecoderKey types. A DITK shall not be associated with a KRN.

All o

AS a

uely
ntify

GC,
H be
until

sent

rom
the

and

ayment meters W|th|n a SuppIyGroup should be set to the latest VendmgKey for

the KRN in the payment meter is not the same as the KRN of the Iatest VendlngKey for the
SupplyGroup as recorded in the management system, this condition shall be corrected by

mea

ns of an appropriate change of the DecoderKey (see also 6.5.2.1 and C.13.2.4).

NOTE The KRN does not determine the latest VendingKey for a given SGC. This is managed by means of other
control attributes such as active date and expiry date, which are outside the scope of this document. Examples of
these may be found in STS 600-4-2, Standard Transfer Specification — Companion Specification — Key
Management System (see Bibliography).
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6.5.2.6 KeyExpiryNumber (KEN)

A KEN is associated with each VendingKey by the KMS, and defines the following:

o the time-period, after which the VendingKey expires, and may no longer be used by a POS

to generate DecoderKeys for the purpose of encrypting TransferCredit tokens
meter-specific management tokens that incorporate the TID field;

, or

e the time-period, after which the VendingKey expires, and may no longer be used by a POS
to generate DecoderKeys for the purpose of encoding into a Key Change Token set as the

new DecoderKey;

L] 1< t;IIIC pcliud, Gftcl vvh;uh ally DUbUdGI:\Gy ycllclatcd fIUIII thc \Vlclld;IIU:<Uy UAP;ICO,
may no longer be used by a payment meter to accept TransferCredit tokens
meter-specific management tokens that incorporate the TID field. Implementation/of
by a payment meter is optional.

The|required value of the KEN shall be transferred to the payment meter incthe KENHO
KENLO fields of the key change token set (see 6.2.7 and 6.2.8).

The|KEN is an 8-bit number (range 0 — 255) that expresses this péried as a displacern
relafive to the STS base date token identifier time stamp (see 6.3:5.1). Each unit in the

and
L or
this

and

hent
KEN

corresponds to a period of duration 2'8-1 (65535) min, and thefe are 28 (256) of these

peripds numbered 0, 1. .255 before the current STS base daté time stamp is replaced by
nexy STS base time stamp. Thus the KEN corresponds to thédnost significant 8 bits of the
bit TID. Any token identifier whose most significant 8 bits-are greater than a given key's
shal] not be encrypted or decrypted with that key.

the
24-
KEN

A HOS may not issue a TransferCredit token “encrypted under a DecoderKey whose

corresponding VendingKey has expired. This.is' simple to verify by comparing the n
signfficant 8 bits of the TID with the KEN corresponding to the VendingKey; if it is greater
VengingKey has expired and may no longeribe used to generate a DecoderKey to encryp
TrarsferCredit token. It also cannot be\ used to generate a DecoderKey to encrypt
meter-specific management tokens that utilize the TID field. This does not apply to the
change token set that does not utilize the TID field. Hence, an expired DecoderKey can
be used to encrypt its replacement:DecoderKey for the purpose of a DecoderKey change.

A pgyment meter can optionally implement key expiry and store the KEN that correspong
its gqurrent DecoderKey, as passed in the key change token set. All tokens that are ent
into [the payment meter,.and that incorporate a token identifier field, are validated against
KEN. If the most significant 8 bits of the TID are greater than this KEN, the token sha
rejeg¢ted.

Whgre implemented, the concept of key expiry only applies to VendingKey values of
VDOK, VUDK and VCDK, and DecoderKey values of type DDTK, DUTK and DCTK that ca
gengrated)from the corresponding vending key types. A DITK shall not be associated w

nost
the
the
any
key
still

s to
bred
this
| be

type
n be
th a

KEN.

The management of the KEN by the KMS shall comply with the relevant Code of practice.
See also C.3.4 for Code of practice on managing this data element.

6.5.3 DecoderKey generation

6.5.3.1 PANBIlock construction

The 16 digit PANBIlock is constructed from data elements extracted from the MeterPAN in the

APDU as defined in Table 34 and Table 35.

The most significant digit is in position 15 and the least significant digit in position 0.
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Table 34 — Definition of the PANBlock

Position 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1
Value | | | I/D | 1/D D D D D D D D D D D D

Table 35 — Data elements in the PANBlock

Digit Name Format Reference
| 1IN Range 0 to 9 hex per digit 6.1.2.2
D DRN Range 0 to 9 hex per digit 6.1.2\3]

For PDTK and DUTK coded decoders, the following applies:

e \Vhere the DRN is 11 digits long, the PANBIlock is made up of the 5 least significant dligits
¢f the IIN and the 11 digits of the DRN. The 11 digits of the DRN take\Wip positions 10{to O
in the PANBIock and the 5 least significant digits of the IIN take wpJpositions 15 to 11 in
the PANBIlock;

e \WWhere the DRN is 13 digits long, the PANBIlock is made up-ofithe 3 least significant digits
¢f the 1IN and the 13 digits of the DRN. The 13 digits of the.DRN take up positions 12|to 0
in the PANBIlock and the 3 least significant digits of the\IliIN take up positions 15 to 13 in
the PANBIock;

If the [IN is of insufficient length to make up thef16 digits, the digits extracted are fight

justified within the block and padded on the left with{zeroes (for example, for an IIN of 600727
and [a DRN of 12345678903, the PANBIock is 0072712345678903).

For p DDTK or DUTK the actual designated.DRN is used, but for a DCTK the DRN digity are
set fo zeros in the PANBIock, thus it always uses a fixed value of 0072700000000000.

6.5.3.2 CONTROLBIlock construction

The|16 digit CONTROLBIock .is”¢onstructed from the data elements in the APDU as defingd in
Table 36 and Table 37.

The|most significant digit is in position 15 and the least significant digit in position 0.

Table 36 — Definition of the CONTROLBIlock

Pgsition 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
Yalue C S S S S S S T T R F F F F F F

Table 37 — Data elements in the CONTROLBIlock

Digit Name Format Reference

C KT digit Range 0 to 3 hex per digit, 6.1.9
4 to F hex = reserved for future
assignment by the STS Association

S SGC digit Range 0 to 9 hex per digit 6.1.6
T Tariffindex digit Range 0 to 9 hex per digit 6.1.7
R KRN digit Range 1 to 9 hex per digit 6.1.8
F Pad value digit Always F hex per digit X
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6.5.3.3 DKGAO01: DecoderKeyGenerationAlgorithm01

This DecoderKeyGenerationAlgorithm01 is to be used on a small limited set of defined DRN
values only. It is included in this document to maintain backward compatibility with a limited
number of legacy STS-compliant payment meters of an early generation also using the STA
(EA code 07). The POSApplicationProcess gives the appropriate directive by means of the
DKGA code in the APDU.

The DecoderKey is diversified from a 64-bit single DES VendingKey value.

This_DecoderKeyGenerationAlgorithmQ01 is applicable to all payment meters that meet all of
the following criteria:

e Using IIN = 600727,

e and the KRN = 1;

nd the KT = 1 or 2 (default or unique);

nd the EA code 07 (STA)

nd the DRN falls within the ranges listed in Table 38.

3

[ ]
o) Q)

[ ]
Q)

Table 38 — Range of applicable decoder reference numbers

Decoder reference numbers
0109000000X to 0109000499X
0100000000X to 0100499999X
0300000000X to 0311400000X
0400000000X to 0405999999X
0601000000X to 0603999999X
0640000000X to 0641999999X
0666000000X to 0669999999X
0699000001X to 0699000999X
0700000000X% to 0702099999X
NOTE X is a check digit, the value of which varies in accordance with the value of
the preceding,10 digits (see 6.1.2.3).

This| DecoderKeyGenerationAlgorithmO1 is also applicable to all payment meters that megt all
of the following‘eriteria:

e using-IlN'= 600727;

ndithe KRN = 1;

e and the KT = 3 (common);

e and the EA code 07 (STA);

e and coded with one of the SGC values listed in Table 39.

[ ]
o)
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Table 39 - List of applicable supply group codes

Supply group code

100702

990400

990401

990402

990403

990404

990405

process flow for the DKGAO1 is shown in Figure 10.

struct_the’” 64-bit PANBlock and the 64-bit CONTROLBIlock as defined in 6.5.3.1

.2,

16-digit (hex)
CONTROLBIock

16-digit (hex) 64-bit DES
PANBIlock VendingKey
with odd parity

S

v

DataBlock

A
DEA
KeyBlock encrypt

A 4

ERs

A

64-bit DecoderKey

Figure 10 — DecoderKeyGenerationAlgorithm01

IEC

and

mode, using a single 64-bit DES VendingKey with odd parity.

ECB

In this instance the 64-bit DES VendingKey is used as the conventional DataBlock input to the
DEA, while the resultant XOR of the CONTROLBIlock with the PANBlock is used as the
conventional KeyBlock input to the DEA. In other words, the data and key input blocks are
swapped with respect to the conventional configuration.

6.5.3.4

DKGAO02: DecoderKeyGenerationAlgorithm02

The DecoderKeyGenerationAlgorithm02 may be used for all payment meters that do not meet
the criteria for selecting DecoderKeyGenerationAlgorithmO1. The POS ApplicationProcess
gives the appropriate directive by means of the DKGA code in the APDU.
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The DecoderKey is diversified from a 64-bit single DES VendingKey value.

The process flow for the DKGAO2 is shown in Figure 11.

16-digit (hex) 16-digit (hex) \?:r'lziitngﬁesy
CONTROLBlock PANBlock it ehngrey

A

-

N}

v DataBlock

DEA

enc b KeyBlock

A

o
-
~

A

KeyBlock

64-bit"\DecoderKey

IEC
Figure 11 —<DecoderKeyGenerationAlgorithm02

Conptruct the 64-bit PANBIock and the 64-bit CONTROLBIlock as defined in 6.5.3.1 |and
6.5.8.2.

Encryption is DEArin~accordance with FIPS PUB 46-3, single DES in ECB mode, using a
sing|e 64-bit DES\VendingKey with odd parity.

6.5.3.5 DKGAO03: DecoderKeyGenerationAlgorithm03

This|algorithm is deprecated and shall not be used for development of new products.

6.5.3.6 DKGAO04: DecoderKeyGenerationAlgorithm04

KDF-HMAC-SHA-256 is a NIST SP800-108 Key Derivation Function (KDF) in Feedback mode
using no Initialization Vector (IV) and no counter, with HMAC-SHA-256 as the Pseudo-random
Function, and with field L a 32-bit binary value with MSB-first.

DKGAO04 shall use the KDF-HMAC-SHA-256 algorithm, where HMAC is defined in ISO 9797-2
and SHA-256 is defined in ISO 10118-3. KDF-HMAC-SHA-256 is the HMAC standard applied
to SHA-256 standard.

The process flow for the DKGAO4 is outlined as follows:

e Construct the 49-byte DataBlock as given in Table 40 with Field No 1 being the left-most
position and Field No 17 being the right-most position;
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e Present a 160-bit VendingKey to the KDF-HMAC-SHA-256 function;
e Set the DecoderKey key length to 64 bits for EA07 or 128 bits for EA11;

e Calculate the DecoderKey and truncate it to 64 or 128 bits, retaining the left
most-significant bits.

Thus DK = Left(HMAC-SHA-256(VK, DataBlock), L), where Left(X, Len) truncates the value X
keeping the Len leftmost bits.

It shall not be possible to calculate a 64-bit DecoderKey for EA11 or to calculate a 128-bit
DecoderKey for EAQ7.

Table 40 — Data elements in DataBlock
No Field Description Value Bytes Reference
1 SEP Separator 0402 hex 2
2 DKGA DecoderKeyGeneratorAlgorit 2 ASCII characters = 2 6.1.4
hm “04” (3034 hex)
SEP Separator 02 hex 1
4 BDT BaseDate 2 ASCII characters = 2 6.1.12
“93” (3933 hexyor
“14” (3134 hex)or
“35” (3335 hex)

5 SEP Separator 02 hex 1
6 EA EncryptionAlgorithm 2,ASCIl characters 2 6.1.5
7 SEP Separator 02 hex 1
8 TI Tariffindex 2 ASCII characters 2 6.1.7
9 SEP Separator 000406 hex 3
1 SGC SupplyGroupCode 6 ASCII characters 6 6.1.6
1 SEP Separator 01 hex 1
12 KT KeyType 1 ASCII character 1 6.1.9
1 SEP Separator 01 hex 1
14 KRN KeyRevisionNumber 1 ASCII character 1 6.1.8
1% SEP Separator 12 hex 1
1 MeterPAN MeterPAN 18 ASCII characters 18 6.1.2
17 L Length of DK 4 byte (32 bit) integer 4

TOTAL 49

For p DDTK or DUTK the actual designated DRN is used, but for a DCTK the DRN digitg are
set §o zeros in the PANBIock, thus it always uses a fixed value of 0072700000000000.

Input parameters for a worked example are given in Table 41.
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Table 41 — Input parameters for a worked example

Parameter Value
VK ABABABABABABABAB949494949494949401234567
MeterPAN 600727000000000009
KT 2
SGC 123456
TI 01
KRN 1
DKGA 04
BDT 93
EA 11

Congtruction of the DataBlock example is given in Table 42.

Table 42 — DataBlock example construction

Value 04023034023933023131023031000406313233343536013201311236303037323730
303030303030303030303900000080

Congtruction of the DecoderKey example is given in Tdable 43.

Table 43 — DecoderKey'construction example

128 bit key (EA =11, L = 128) 28FEDCB88B215690E98EEAAB989E1C45 hex

64 bit key (EA =07, L = 64) A131DC9B419474BA hex
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6.5.4 STA: EncryptionAlgorithm07

6.5.4.1 Encryption process

64-bit 64-bit
DecoderKey DataBlock
\ 4

1's complement of
DecoderKey

rotate 12 bits to
the right

[

substitution
process

4
permutation do process
process 16 times
4
key rotation
process
A

64-bit
encrypted
DataBlock

=
%

IEC

Figure12 — STA: EncryptionAlgorithm07

The|Standard Transfer Algorithm encryption process is shown in Figure 12, which compiises
a kgy alignment process and 16 iterations of a substitution, permutation and key rotgtion

progess.

The|POSApplicationProcess gives the appropriate directive by means of the EA code in the
APOU.

6.5.4:2 Substitution process

The encryption substitution process is illustrated in Figure 13.
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set nibble
counter (i)=0

repeat for each
data nibble

The
subf{
mos
is gi

v
(16 nibbles) e
ﬁ increment (i)
bit 3 of (i)th nibble bit 3 of (i)th nibble
of the key v of the key
is equal to 0 is equal to 1
A A
perform 4-bit perform 4-bit
substitution process substitution process
using using
SubstitutionTablel SubstitutionTable2
A\ 4

IEC

Figure 13 — STA encryption substitution process

titution table used is one of two 16-Value substitution tables and is dependent on

ven in Table 44.

Table_ 44 — Sample substitution tables

e is a 4-bit substitution process for each of the 16 nibbles in the data stream. |The

the

t significant bit setting of the corresponding nibble in the key. A sample substitution table

SulstitutionTable1 12, 10, 8, 4, 3, 15,0, 2, 14,1, 5, 13,6, 9, 7, 11
SulbstitutionTable2 6,9,7,4,3,10,12,14,2,13,1,15,0, 11,8, 5
NOTE This table contains only sample values (see Clause C.6 for access to table with actual values).

The
posi

first eniry in the substitution table corresponds to entry position 0 and the last to 4
fion (15,

11111

Use

ntry

hen

replace the nibble value with the value from the substitution table found at that entry position.
For example: if the value of the data nibble is 8 and we are using SubstitutionTable1, then the
entry at position 8 is the value 14, thus replace the data nibble value with the value 14.

6.5.4.3 Permutation process

The

encryption permutation process is illustrated in Figure 14.
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Bit Bit

63 XXXXXXKXXXXXXXKXXXXKXXXXXXXXXXXXXXX 0

Bit Bit
Vv

63 0

IEC

Figure 14 — STA encryption permutation process

A sgmple permutation table is given in Table 45.

Table 45 — Sample permutation table

Per

29, 27, 34, 9, 16, 62, 55, 2, 40, 49, 38, 25, 33, 6130, 23, 1, 41, 21, 57, 42, 1
mutationTable3 5, 58, 19, 53, 22, 17, 48, 28, 24, 39, 3, 60, 36, 14,11, 52, 54, 12, 31, 51, 10
0, 45, 37, 43, 44, 6, 59, 4, 7, 35, 56, 50, 1318, 32, 47, 46, 63, 20, 8

N O

NOT

[E This table contains only sample values (see Clause C.6 for access+io table with actual values).

The
Datd

Use
the
the
to tH
plac

6.5.4

The

first entry in the permutation table corresponds.to’the least significant bit position 0 in
Block and the last entry to the most significant bit position 63 in the DataBlock.

the bit position of the source DataBlock as an index into the permutation table; then
alue found in the permutation table at that entry position as a pointer to the bit positiq
Hestination DataBlock. For example;for the source DataBlock bit position 7 correspq
e value 2 in the permutation table, thus the value of bit 7 from the source DataBlo
ed in bit position 2 in the destination DataBlock.

1.4 Key rotation process

entire key is rotated\one bit position to the left as illustrated in Figure 15.

Bit Bit
63 XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 0 <

the

use
nin
nds
k is

IEC

Figure 15 — STA encryption DecoderKey rotation process

6.5.4.5 Worked example to generate TokenData for a TransferCredit token using

the STA

A worked example using the sample substitution and permutation tables is illustrated

in Fi

gure 16.
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Electricity Date of issue Time of issue Units purchased A 7054
TransferCredit token 25 Mar 1996 13:55:22 25,6 kWh pplication
Process
A A A A A
Class SubClass RND TID (6.2.2) Amount (6.2.2) CRC (6.2.2)
(6.2.2) (6.2.2) (6.2.2) 0001 1001 1110 1011 0010 0011 | 0000 0001 0000 0000 | 1100 0010 0000 0111
00 0000 1011 (19 EB 23 hex) (01 00 hex) (C2 07 hex)
A A A A A A
Class 64-bit DataBlock (6.5.4)
6.2.2) 0000 1011 0001 1001 1110 1011 0010 0011 0000 0001 0000 0000 1100 0010 0000 0114
00 (0B 19 EB 23 01 00 C2 07 hex)

64-bit DecoderKey (6.5.4)
(0A BC 12,DE F3 45 67 89 hex)

4

complemented DecoderKey (6.5.4
(F5 43 ED 21 0C BA 98 76 hex)

A 4

rotated 12 bits right (6.5.4)
(87 6F 54 3E D2 10 CB A9 hex)

64-bit encrypted DataBlock (6.5.4)
(C4 5E D1 61 94 06 DF 95 hex)

A A

66-bit TokenData before transposition of the Class bits (6.4.2)
00 1100 0100 0101 #140.1101 0001 0110 0001 1001 0100 0000 0110 1101 1111 1001 0101
(0 C4 5E D1 61 94 06 DF 95 hex)

4

66-bit TokenData after transposition of the Class bits (6.4.2) (6.4.3)
10 1100.0100 0101 1110 1101 0001 0110 0001 1000 0100 0000 0110 1101 1111 1001 0101
(2 C4 5E D1 61 84 06 DF 95 hex)

Figure 16 — STA encryption worked example for TransferCredit token

6.5.5— DEATEncryptionAigorithmo09

This algorithm is deprecated and shall not be used in new products.

6.5.6 MISTY1: EncryptionAlgorithm11
6.5.6.1 Encryption process

The encryption process using the MISTY1 is shown in Figure 17.

IEC
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128-bit
DecoderKey

64-bit
DataBlock

DataBlock

A 4

MISTY1
KeyBlock [ encrypt ]

The| MISTY1 s

The|128-bit DecoderKey is produced with DKGAO4 ag given in 6.5.3.6.

6.5.6.2

Worked example to generate TokenData for a TransferCredit token using

MISTY1

a

Figure 17 — MISTY1: EncryptionAlgorithm14

64-bit block

y

64-bit
encrypted
DataBlock

IEC

accordance with
POS3ApplicationProcess gives the appropriate directive by means of the EA code in the AR

ISO 18033-3.

A worked example using the MISTY1 encryption algorithm is illustrated in Figure 18.

The
DU.
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Electricity Date of issue Time of issue Units purchased A Pl_OSt_
TransferCredit token 01 Mar 2014 13:55:22 25,6 kWh pplication
Process
A 4 A 4 A A 4 A 4
TID Amount CRC
Cg"oss S”(;’&)'gss mﬁ 1010 1001 1101 0101 1011 1100 0000 0001 0000 0000 1011 1110 0111 1101
(A9 D5 BC hex) (01 00 hex) (BE 7D hex)
A4 A \ 4 \ 4 A4 A4
c 64-bit DataBlock
o 0000 1101 1010 1001 1101 0101 1011 1100 0000 0001 0000 0000 1011 1110 0111 1101
(0D A9 D5 BC 01 00 BE 7D hex)

128 -bit DecoderKey
(28 FEDC B8 8B 21 56 90 E9(BE'EA AB 98 9E 1C 45 he

[o2

4

\ 4

0110 1001 1011 0001 0011 1101 0001 0111 0111 1Q40,1000 1101 0000 1010 0000 0010

64 bit encrypted

DataBlack

(69 B1 3D 17 7A 8DOA"02 hex)

) 4

66 bit TokenData before transposition of the Class bits

000110 1001 1011 0001 0011 1101 0001 0111 Q4.#1 1010 1000 1101 0000 1010 0000 0010

(069 B1 3D 17 7A'8D 0A 02 hex)

A 4

66 bit TokenData after transposition of the Class bits

110110 1001 1011 0001 00114401 0001 0111 0110 0010 1000 1101 0000 1010 0000 0010

(869 B1 3D 17 62 8D 0OA 02 hex)

Figure 18 — MISTY1 encryption worked example for TransferCredit token

7 [TokenCarriertoMeterinterface application layer protocol

7.1
71.

The
laye

Data elements in the APDU

APDU: ApplicationProtocolDataUnit

IEC

APDY is the data interface between the MeterApplicationProcess and the application
protocol and comprises the data elements given in Table 46
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Table 46 — Data elements in the APDU

Element Context Format Reference

The TokenData from the TCDU after decryption and
Token processing; now presented to the MeterApplicationProcess 66 bits 7.1.2
in the APDU

Status indicator to the MeterApplicationProcess to convey

AuthenticationResult the result from the initial authentication checks 713

ValidationResult Status indicator to t_h_e_Meter_AplecannProcess to convey 714
the result from the initial validation checks
StatusindicatorfromtheMeterfppheationts 5+6

TokenResult convey the result after processing the token so that the 7.1.

application layer protocol can take the appropriate action

7.1.2 Token

The| TokenData from the TCDU after decryption and processing; now: presented to| the
MetgrApplicationProcess in the APDU.

Thelactual 66-bit token as originally entered into the APDU by theVMeterApplicationProcess.
The|MeterApplicationProcess is now able to process it further. See 6.2.1 for the detailed
defipition of this data element.

7.1.3 AuthenticationResult
A sfatus indicator to tell the MeterApplicationProcess that the initial authentication chgcks

(se€¢| 7.3.5) passed or failed, in order that <the MeterApplicationProcess can respond
apptopriately. Possible values are given in Table™47.

Table 47 — Possible values for the AuthenticationResult

Value Context Format Reference

The authentication test passed or failed
Authentic False if any one_of\the below error codes is indicated boolean 7.3.9

True if none of the below error codes is indicated

The CRCNalue in the token is different to the CRC value as

CREError calculated/from the data in the token

boolean 7.3.9

The MfrCode value in the Class 1 token does not match the MfrCode

Mfr€odeError value for the Decoder

boolean 7.3.9

7.1.4 ValidationResult

A status indicator to tell the MeterApplicationProcess that the initial validation checks
(see 7.3.7) passed or failed, in order that the MeterApplicationProcess can respond
appropriately. Possible values are given in Table 48.
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Table 48 — Possible values for the ValidationResult

Value Context Format Reference
Valid The Validation test passed or failed
False if any one of the below error codes is indicated boolean 7.3.7

True if none of the below error codes is indicated

OldError The TID value as recorded in the token is older than the oldest
value of recorded values recorded in the memory store of the boolean 7.3.7
payment meter

UsedError The TID value as recorded in the token is already recorded in the

memory store of the payment meter poRIEan K¢
KeyExpiredError | The TID value as recorded in the token is larger than the KEN
- boolean 7.3.Y
stored in the payment meter memory
DDTKError The Decoder has a DDTK value in the DKR; a TransferCredit
token may not be processed by the MeterApplicationProcess in boolean 7.3.Y

accordance with the rules given in 6.5.2.3.3

71.% TokenResult

After the MeterApplicationProcess has executed the instruction contained in the token, the
TokénResult value reflects the outcome. The application layer protocol may then take| the
appfopriate action to complete the token reading process; which may include accepting the
tokejn (and storing of the TID), rejection of the token, erasure of token data from| the
Tokg¢nCarrier, etc. Possible values are given in Table49.

Table 49 — Possible values.for the TokenResult

Value Caontext Format Referepce
Accept The token was successfully processed
False if any one of the’below error codes is indicated boolean 8.2

True if none of.the below error codes is indicated

1stKCT The MeterApplicationProcess indicates that this is the
Set1stSectionDecoderKey token of the set of key change boolean 8.2
tokens'being read; the token is provisionally accepted

2ndKCT TheMeterApplicationProcess indicates that this is the
Set2ndSectionDecoderKey token of the set of key change boolean 8.2
tokens being read; the token is provisionally accepted

3rdKCT The MeterApplicationProcess indicates that this is the
Set3rdSectionDecoderKey token of the set of key change boolean 8.2
tokens being read; the token is provisionally accepted

4thKCT The MeterApplicationProcess indicates that this is the
Set4thSectionDecoderKey token of the set of key change boolean 8.2
tokens being read; the token is provisionally accepted

OverflowError The credit register in the payment meter would overflow if

the token were to be accepted; the token is not accepted boolean 8.2

KeyTypeError The key may not be changed to this type in accordance with

the key change rules given in 6.5.2.4. boolean 8.2

FormatError One or more data elements in the token does not comply

with the required format for that element boolean 8.2

RangeError One or more data elements in the token have a value that is
outside of the defined range of values defined in the boolean 6.3
application for that element

FunctionError The particular function to execute the token is not available boolean 8.2
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The process of extracting the APDU from the TCDU is shown in Figure 19.

APDU

66-bit Token

ValidationResult

TokenResult

64-bit or 128-bit
current
DecoderKey

AuthenticationResul
[ TokenValidation ]7
4

[TokenAuthentlcatlo J

4

restore
2 Class bits

KeyBlock

64-bit or 128bit

A

decrypt using
DecryptionAlgorithm
07 or 11

64-bit DataBIock

ValidationResult Token

extract AuthenticationResult
2 Class bits

66-bit Token Data

t

A 4

[TokenCa

ncellation

Result

TokenErase

TCDU

The
prog

Figure 19 — APDUEXxtraction function

IEC]

APDUExtraction function extracts the 66-bit TokenData from the TCDU, decrypts
esses it before presenting the result in the APDU to the MeterApplicationProces

and

s, It

final

7.2.2

1 ol ' L tlo bal olod 4 lo ol L tlo T ol o H
y LaritTio aiitu Upltutiaity LadaUostTo UTT TURTIT Udla U UT TIasTU TTUTIT 1T TURTITTOUATTI

response to the result from the MeterApplicationProcess.

Extraction of the 2 Class bits

rin

This function is used by other APDUExtraction functions (see 7.2.3 to 7.2.5). It removes the
2 Class bits from the 66-bit data stream to make a 64-bit number according to the method
outlined in Figure 20 and is the inverse of 6.4.2.

The 66-bit number has its least significant bit in bit position 0 and its most significant bit in bit
position 65. The 2-bit token Class value is extracted from bit positions 28 and 27. The values
of bit positions 65 and 64 are relocated to bit positions 28 and 27. The most significant bit of
the token Class comes from original bit position 28.
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Bit Bit extract 2 Class bits

1 0 from positions
A 28 and 27
MSB LSB
Bit Bit Bit Bit Bit Bit Bit Bit
65 64 63-29 28 27 26-2 1 0
A A

move bits 65 and 64
to positions 28 and 27

IEC

Figure 20 — Extraction of the 2 Class bits

Exanlple: Extraction of the token Class = 01 (binary).

Extrajct the 2 Class bits from bit positions 28 and 27 (in bold):

00

110 0101 0100 0011 0010 0001 0000 1001 1000 1111 0110 0101 01000011 0010 0001

Mov¢ bits 65 and 64 into bit positions 28 and 27 (in bold):

00

110 0101 0100 0011 0010 0001 0000 1001 1000 0111 0110 6401 0100 0011 0010 0001

The resultant 64-bit binary number grouped in nibble (Bits 27 and 28 highlighted in bold):

011

D 0101 0100 0011 0010 0001 0000 1001 1000 0111 @140 0101 0100 0011 0010 0001

7.2,

B APDUEXxtraction function for,Class 0 and Class 2 tokens

This|is the transfer function from the TCDU to the APDU and is applicable to all Class 0 a

nd 2

tokelns, except for the key change token set (see 7.2.5).

NOTE 1 The data elements in the-APDU are defined in 7.1.1.

NOTE 2 The data elements~in the TCDU are defined in each part of the IEC 62055-5x series physical [layer

protorol standard relevant.to the specific TCT of interest.

The|transfer funetion for Class 0 and Class 2 tokens is outlined as follows:

o the 2 Class bits are extracted from the 66-bit TokenData using the method in 7.2.2 to yield
g 64-bit.result, which is then presented to the decryption algorithm as its DataBlock input.
Nofe ‘that it is the responsibility of the POS to keep record of which specific decryption
;Ignrifhm is in use in each pnr’rimllnr payment meter (an 615 FA) The dnr‘rylr tion

algorithm and encryption algorithm are complementary and thus share the same EA code;

the KeyBlock input for the decryption algorithm contains the current value of the
DecoderKey, which is obtained from the DecoderKeyRegister in the payment meter secure
memory;

after decryption the 2 Class bits are again re-inserted into the 64-bit number to make a
66-bit number. The most significant bit of the 2 Class bits goes into bit position 65 and the
least significant Class bit goes into bit position 64;

the 66-bit token is authenticated in accordance with 7.3.5 and the result is indicated in the
AuthenticationResult field of the APDU;

the 66-bit token is validated in accordance with 7.3.7 and the result is indicated in the
ValidationResult field of the APDU and the 66-bit token is placed in the Token field of the
APDU;
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the MeterApplicationProcess processes the Token from the APDU and indicates the result
in the TokenResult field of the APDU (see also 8.2). It is the responsibility of the
MeterApplicationProcess to deal with display messages and indicators (see also 8.3) to
the user and not the application layer protocol;

if the TokenResult indicates Accept (see 7.1.5 and 8.2), then the Token is cancelled in
accordance with 7.3.8 and the instruction is given in the TokenErase field of the TCDU to
erase the data from the TokenCarrier.

NOTE 3 It is the responsibility of the physical layer protocol to decide whether the erase instruction is applicable
or not in accordance with its specific implementation and TCT (see for example Clause 6 of IEC 62055-51:2007).

7.2.4 XPDU actio ¥ 1L oTCT13a oKe

The|APDUEXxtraction function for Class 1 tokens is identical to that of the Class 0 and“Clajss 2

tokelns, except that the decryption step is not performed.

7.2.% APDUEXxtraction function for key change token set

This| is the transfer function from the TCDU to the APDU and is applicable'to the key change

tokens.

NOTE 1 The data elements in the APDU are defined in 7.1.1.

NOTE 2 The data elements in the TCDU are defined in each part of‘the IEC 62055-5x series physical [layer

protorol standard relevant to the specific TCT of interest.

The|transfer function for key change tokens is outlined‘as follows:

the 2 Class bits are extracted from the 66-bit TokenData using the method in 7.2.2 to yield
g 64-bit result, which is then presented to théydecryption algorithm as its DataBlock input.

ote that it is the responsibility of the POS to keep record of which specific decryption
glgorithm is in use in each particular{payment meter (see 6.1.5 EA). The decryption
glgorithm and encryption algorithm are,complementary and thus share the same EA cdde;

the KeyBlock input for the decryption algorithm contains the current value of| the
DecoderKey, which is obtainedfsom the DecoderKeyRegister in the payment meter sefure
emory;

gfter decryption, the 2 Glass bits are again re-inserted into the 64-bit number to make a
§6-bit number. The mast-significant bit of the 2 Class bits goes into bit position 65 anq the
I[past significant Class, bit goes into bit position 64;

the 66-bit token-is.authenticated in accordance with 7.3.5 and the result is indicated in the
AuthenticationResult field of the APDU;

the 66-bit{token is not validated in the application layer protocol, but only in| the
eterApbplicationProcess. The 66-bit token is placed in the Token field of the APDU;

the NeterApplicationProcess processes the Token from the APDU and indicates the rgsult
innthe TokenResult field of the APDU (see also 8.2). It is the responsibility of| the
VieterAppticationmProce o deat-with—disptay ESSages andindicato ee arso 8.9) to
the user and not the application layer protocol;

if the TokenResult indicates 1stKCT,2ndKCT, 3rdKCT or 4thKCT (see 7.1.5 and 8.2) then

the instruction to erase the data from the TokenCarrier is not given in the TokenErase field
of the TCDU,;

if the TokenResult indicates Accept (see 7.1.5 and 8.2) then the instruction to erase the
data from the TokenCarrier is given in the TokenErase field of the TCDU.

The key change tokens in the set may be entered in any order (see 8.9), but only the last one
shall be erased.

NOTE 3 It is the responsibility of the physical layer protocol to decide whether the erase instruction is applicable
or not, in accordance with its specific implementation and TCT (see for example Clause 6 of IEC 62055-51:2007).
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7.3  Security functions
7.3.1 Key attributes and key changes
7.3.1.1 Key change requirements

The payment meter shall comply with the relevant requirements of 6.5.2, 7.3.1.2 and 7.3.1.3.

7.3.1.2 Key change processing without key expiry

The following defines the key change processing required if key expiry is not implemented in

the Jaylllcllt Illctcl .

— gompare the KT value on the token against the KT value in the payment meter:

4 if KT values are equal, change the DecoderKeyRegister content, decoder KRN [and
payment meter Tl to the corresponding new values on the token;

4 if KT values are not equal, validate KT rules (see 6.5.2.4):

a) if key change is allowed, change the DecoderKeyRegister content, decoder KRN,
decoder KT and payment meter Tl to the corresponding new-yalues on the tokeh;

b) if key change is not allowed, reject the key change operation.
7.3.1.3 Key change processing with key expiry

The|following defines the key change processing requirechif key expiry is implemented in the
payment meter:
— g¢ompare the token KT value against the decoder KT value:

4 if KT values are equal, change the “DecoderKeyRegister content, decoder KEN,
decoder KRN and payment meter Tl tozthe corresponding token values;

4 if KT values are not equal, validate KT rules (see 6.5.2.4):

a) if key change is allowed, ch@dnge the DecoderKeyRegister content, decoder HEN,
decoder KRN, decoder~-KT and payment meter Tl to the corresponding tgken
values;

b) if key change is notallowed, reject the key change operation.
7.3.2 DKR: DecoderKeyRegister

The|payment meter-shall store the values given in Table 50 in secure non-volatile memory,.

Table 50 — Values stored in the DKR

Value Reference
DeqgoderKey 6.5.2.3.3, 6.5.3
TI B.1.7
KRN 6.1.8
KT 6.1.9
KEN (optional) 6.1.10
SGC (optional) 6.1.6
The Tl may be associated with a Tariff table that is managed outside of the domain of the payment meter. This
implies that should a utility make use of the association, then the payment meter would require a key change
each time that the customer is associated with a different tariff structure.

In all cases where the payment meter provides configuration information, the KT shall be
considered part of the KeyRevisionNumber information. The payment meter shall therefore
always provide the KT information together with, or else directly after, the KRN information.
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7.3.3 STA: DecryptionAlgorithm07

7.3.3.1 Decryption process

64-bit 64-bit
KeyBlock DataBlock

4

The
a kd
prog

The

samg EA code.

7.3.

The

pet rrotation
process
A 4

substitution do process
process 16 times
A
key rotation
process

64-bit
decrypted
DataBlock

.

IEC

Figure 21 — STA DecryptionAlgorithm07

Standard Transfer Algorithm decryption process is shown in Figure 21, which compiises
y alignment process and 16 iterations of a permutation, substitution and key rotation
ess.

decryption algorithm and(encryption algorithm are complementary and thus share| the

8.2 Permutation-process

decryption permutation process is illustrated in Figure 22.

Bit Bit
63 XXXXXXXXXXXXKXXXXKXKXXXXXKXXXXXXXXX

AL,

Bit Bit
63 XXXXXXXXXXXXXXXXXXXXRXXRXXXXXXXXXXXXX 0

IEC

Figure 22 — STA decryption permutation process
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A sample permutation table is given in Table 51.

Table 51 — Sample permutation table

PermutationTable4

30, 11, 43, 1, 29, 0, 14, 40, 58, 12, 2, 53, 34, 46, 10, 31, 8, 17, 20, 47, 48, 45, 60, 59,
28,9, 55, 41, 37, 25, 38, 6, 54, 19, 23, 50, 33, 13, 5, 61

44,16, 7, 32, 51, 22, 49, 52, 63, 3, 42, 36, 39, 56, 35, 21, 4, 27, 57, 24, 62, 18, 26, 15,

NOTE This table contains only sample values (see Clause C.6 for access to table with actual values).

The
Datd

Use
the
the
to tH
plac

It can be seen that this gives the inverse result of the process in 6.5.4.3.

7.3.

The

firSt entry in the permutation table corresponds 10 the least significant bit position O.i
Block and the last entry to the most significant bit position 63 in the DataBlock.

the bit position of the source DataBlock as an index into the permutation table; then
alue found in the permutation table at that entry position as a pointer to the\bit positiqg
Hestination DataBlock. For example: for the source DataBlock bit position’7 correspq
e value 52 in the permutation table, thus the value of bit 7 from the source DataBlo
ed in bit position 52 in the destination DataBlock.

.3 Substitution process

decryption substitution process is illustrated in Figure-23.

setnibble
counter (i)=0

repeat for each
data nibble
(16 nibbles)

increment (i)

the

use
nin
nds
bk is

bit 0 of (i)th nibble
of the key
isequalto 0

A

perform 4-bit
substitution process
using

bit 0 of (i)th nibble
of the key
is equal to 1

A

perform 4-bit
substitution process
using

| SubstitutionTable1

SubstitutionTable2 |

IEC

Figure 23 — STA decryption substitution process

There is a 4-bit substitution process for each of the 16 nibbles in the data stream. The
substitution table used is one of two 16-value substitution tables and is dependent on the
least significant bit setting of the corresponding nibble in the key. A sample substitution table

is given in Table 52.
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Table 52 — Sample substitution tables

SubstitutionTable1

12,10, 8, 4,3,15,0, 2,14, 1,5,13,6,9, 7, 11

SubstitutionTable2

6,9,7,4,3 10,12, 14,2,13,1,15,0, 11,8, 5

NOTE This table contains only sample values (see Clause C.6 for access to table with actual values).

The first entry in the substitution table corresponds to entry position 0 and the last to entry

position 15.

Use|the value of the data nibble as an index to an entry position in the substitution table;
replace the nibble value with the value from the substitution table found at that entry)posi

then
ion.

For pxample: if the value of the data nibble is 8 and we are using SubstitutionTable 1} ther the

entry at position 8 is the value 14, thus replace the data nibble value with the value™14.

It can be seen that this gives the inverse result of the process in 6.5.4.2.

7.3.3.4 Key rotation process

Thelentire key is rotated one bit position to the right as illustrated‘in Figure 24.

Bit
63

XXXXXXXXXXXXXXXXXXXXXXXKXXXXXXNXXXXX

Bit
0

IEC

Figure 24 — STA decryption‘DecoderKey rotation process

7.3.3.5 Worked example to decrypt;a TransferCredit token using the STA

A worked example using the sample substitution and permutation tables is illustr

in Figure 25.

ated
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66-bit TokenData from TCDU (7.2)

(2 C4 5E D1 61 84 06 DF 95 hex)

10 1100 0100 0101 1110 1101 0001 0110 0001 1000 0100 0000 0110 1101 1111 1001 0101

encrypted 64-bit DataBlock after extraction of 2 Class bits (7.2)
1100 0100 0101 1110 1101 0001 0110 0001 1001 0100 0000 0110 11

(
011

(C4 5E D1 61 94 06 DF 95 hex)

7.3.3)
111 1001 0101

A

64-bit DecoderKey .
(OA BC 12 DE F3 45 67.89 heix)

(%.3.3)

A

7.3.4

DEA: DecryptionAlgorithm09

This|algorithm is deprecated and_shall not be used in new products.

7.3.%

7.3.5.1

MISTY1: DecryptionAlgorithm11

Decryption process

The|decryption process using the MISTY1 is shown in Figure 26.

loken 64-bit decrypted DataBlock (7.3.3)
Class 0000 1011 0001 1001 1110 1011 0010 0011 0000 0001 0000 0000 1100 004.0 0000 0111
00 (0B 19 EB 23 01 00 C2 07 hex)

4 \ 4 v v Y \ 4
Class SubClass RND TID (6.2.2) Amount(6.2.2) CRC (6.2.2)
6.2.2) (6.2.2) (6.2.2) | 0001 1001 1110 1011 0010 0011 | 0000 90040000 0000 | 1100 0010 0000 0111

00 0000 1011 (19 EB 23 hex) (09,00 hex) (C2 07 hex)

4 Y Y

. . . . . Meter

Electricity Date of issue Time of isste Units purchased 25,6 Applicati
TransferCredit token 25 Mar 1996 13:55:%x kWh F;P cation

rocess

Figure 25 — STA decryption worked example for TransferCredit token

IEC
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128-bit 64-bit
DecoderKey DataBlock
v DataBlock
MISTY1

KeyBlock decrypt

A

64-bit
decrypted
DataBlock

IEC

Figure 26 — STA DecryptionAlgorithm11

The|decryption algorithm and encryption algorithm are complementary and thus share
same EA code.

the

7.3.5.2 Worked example to decrypt a TransferCredit-token using the MISTY1

A worked example is illustrated in Figure 27.

66-bit TokenData from TCDU
110110 1001 1011 0001 0011 1101 00@*\0111 0110 0010 1000 1101 0000 1010 0000 0010
(369B41'3D 17 62 8D 0A 02 hex)

\ 4
Encrypted 64 bit DataBlock after extraction of 2 Class bits
0110 1001 1011 0004°0011 1101 0001 0111 0111 1010 1000 1101 0000 1010 0000 0010
(69 B1 3D 17 7A 8D 0OA 02 hex)

128 -bit DecoderKey
(28 FE DC B8 8B 21 56 90 E9 8E EA AB 98 9E 1C 45 Hex)
A4 A 4 A\ 4
Tdken 64-bit Decrypted DataBlock
Class 0000 1101 1010 1001 1101 0101 1011 1100 0000 0001 0000 0000 1011 1110 0111 1101
PO (0D A9 D5 BC 01 00 BE 7D hex)
A 4 A 4 A 4 A 4 A 4 A 4
TID Amount CRC
Class | Subfass '1?1"3[1’ 1010 1001 1101 0101 1011 1100 | 0000 0001 0000 0000 | 1011 1110 0111 1101
(A9 D5 BC hex) (01 00 Hex) (BE 7D Hex)
A 4 A 4 A 4 A 4 A 4
L . ) ) . Meter
Electricity Date of issue Time of issue Units purchased Applicati
TransferCredit token 01 Mar 2014 09:00:xx 25.6 kWh g’:gg:;;’"

IEC

Figure 27 — MISTY1 decryption worked example for TransferCredit token
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6 TokenAuthentication

dating the CRC or the CRC_C checksum after decryption shall authenticate Class 0 and

Class 2 tokens.

Vali

In t

dating the CRC and the MfrCode shall authenticate Class 1 tokens.

he case of a Class 0 or a Class 2 token the AuthenticationResult status shall indicate

Authentic when the following condition is met:

If t

CRG{Error.

data elements in the token.

e CRC or CRC_C checksum in the token has the same value as that calculated from the

he above condition is not met, then the AuthenticationResult status shall™~indicate

In tHe case of a Class 1 token the AuthenticationResult status shall indicate."Authentic when

bothl of the following conditions are met:

¢ the CRC checksum in the token has the same value as that(calculated from the fata

e The MfrCode value in the token is the same as the MfrCodeé_as defined in 6.2.3.

¢lements in the token;

If arly of the above conditions are not met, then the AuthenticationResult status shall indicate

CRGError, or MfrCodeError, or both.

If the token cannot be authenticated, it shall be rejected in accordance with the requiremgents

giveh in 8.2 and 8.3.

7.3.

[ TokenValidation

Clags 0 and Class 2 tokens shall primarily be validated against the TID encoded in the token,

excgpt for key change token set.

Key|change tokens are validated by the MeterApplicationProcess once the payment meter

has
reje

read all tokens and combined them into the new DecoderKey. See 8.2 for acceptance|and
tion requirements of the key change tokens.

If kgy expiry is implemented in the payment meter, then the KEN stored in the payment meter

sha
cha

A status,of.Valid shall be indicated if none of the following conditions are true:

I| also be used.to validate tokens of Class 0 and Class 2 (see 6.5.2.6.), except for| key
nge tokens:

If a TID is received that has a value smaller than the smallest value of TID stored in the
memory store (in other words, that was issued by a POS on a date before the earliest TID
stored in the memory store), then such token containing this TID shall be rejected and
indicate such condition as an OldError status (see 7.1.4);

If a TID is received that is already stored in the memory store (see 7.3.8), the token shall
be rejected and indicate such condition as a UsedError status (see 7.1.4);

If key expiry is implemented in the payment meter and a TID is received that is greater
than the KEN in the Decoder, the token shall be rejected and indicate such condition as a
KeyExpiredError status (see 7.1.4);

If a Class 0 token is presented to the Decoder with a DDTK value in the DKR, the token
shall be rejected (see 6.5.2.3.3) and indicate such condition as a DDTKError status
(see 7.1.4).
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See also 8.2 and 8.3 for acceptance, rejection and indication requirements in the
MeterApplicationProcess.

A payment meter loaded with a DDTK value shall accept all the relevant "non-meter-specific
management tokens" (Class 1 tokens) as well as key change tokens encrypted under a DDTK.

7.3.8 TokenCancellation

Cancellation of a token shall be by means of storing the TID associated with that token in a
secure non-volatile memory store in addition to erasure of the token data record from
magpetic card token carriers (see 6 1. 3 and 6 2 5 of IEFC 62055-51:2007)

A time-based TID is used to uniquely identify each Class 0 and Class 2 token (exceptfor the
key change tokens). The payment meter shall store, in a secure non-volatile memory storge, at
least the last 50 TID values received.

If a yalid token is received with a TID that has a value greater than the smallest value of| TID
value in the memory store and there is no available space in the memory store to storg the
receiived TID value, the payment meter shall accept this token, removesthe smallest TID vplue
(in gther words, the oldest TID) from the memory store, and replace)it-with the new TID value.

If the payment meter accepts a key change token set, the/THD memory store shall remain
unchanged, unless the RolloverKeyChange (see 6.3.20) field'Specifies that the memory dtore
shal| be cleared.

The|payment meter shall not accept tokens that wefe ‘created prior to the date of manufaqture
or rgpair of the payment meter.

The|manufacturer shall fill the TID memory:store with values that indicate the date and time of
manfufacture or repair.

The|payment meter shall read and_process a token (as well as erase it when required) pn a
sing|e insertion of the TokenCarrier-without further action from the user.

All payment meters operating,with a DCTK (see 6.5.2.3.1) shall erase token data (Class O[and
Clags 2 tokens) from the: TokenCarrier after successful transfer of the token data from| the
TokenCarrier to the payment meter, with the exception of the key change token data.

Thelfollowing tokens’shall not be erased:

e any token-carrying a TID which is judged by the payment meter as being old;

. non-meter-specific management tokens" of Class 1;

o thekey change token set, except the last token entered.

The token in the key change token set, whichever is inserted last, shall be erased upon
successful completion of the key change operation.

8 MeterApplicationProcess requirements

8.1 General requirements

In addition to the requirements given in Clause 8, the MeterApplicationProcess shall execute
tokens in accordance with the definitions given in Clause 6 and Clause 7, and shall be further
subject to the requirements given in IEC 62055-31 at all times, in particular the action of the
load switch in response to remote replenishment of credit and the closing of the load switch
from a remote location.
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Token acceptance/rejection

An STS-compliant payment meter shall be capable of reading, interpreting and executing all

of th

e categories of tokens successfully.

By default the payment meter shall still accept tokens when in the power limiting or tampered
state, except when the purchase agreement between the manufacturer and the utility
specifies otherwise.

Key change tokens are validated by the MeterApplicationProcess once the payment meter

has

ead all tokens in the set and combined them into the new DecoderKey

A to

o /

o
)

If al
follo

L

The
cong

o A

Ken shall be accepted when all of the following conditions are true:

\uthenticationResult indicates a status value of Authentic in the APDU (see . 7.1:3);
alidationResult indicates a status value of Valid in the APDU (see 7.1.4),

he token can be correctly interpreted and the instruction Vexecuted by
leterApplicationProcess.

the above conditions are met, TokenResult (see 7.1.5) shall-indicate Accept with
wing exceptions:

uccessful processing of the first entered token of a ‘key change token set shall
ndicate Accept, but it shall indicate 1stKCT, 2ndKCT( 3rdKCT or 4thKCT respectivel
bubClass values 3, 4, 8 and 9, which indicators-may be in any suitable format suc
raphic icons or text and in any suitable language;

uccessful processing of the last entered token of a key change token set shall indi
\ccept.

token shall be rejected and TokenResult shall not indicate Accept if any of the follo
itions are true:

\uthenticationResult does noty indicate a status value of Authentic in the A
see 7.1.3);

A\uthenticationResult indicates a status value of CRCError in the APDU (see 7.1.3);
\uthenticationResult indicates a status value of MfrCodeError in the APDU (see 7.1.3)
alidationResult does not indicate a status value of Valid in the APDU (see 7.1.4);
alidationResult-indicates a status value of OldError in the APDU (see 7.1.4);
alidationResult indicates a status value of UsedError in the APDU (see 7.1.4);
alidationResult indicates a status value of KeyExpiredError in the APDU (see 7.1.4);
alidationResult indicates a status value of DDTKError in the APDU (see 7.1.4);

the

the

not
for
h as

cate

wing

PDU

rthecasewhere comptetinmgthetramsactiomexecutiomof a—TransferCredittokemw

uld

cause the credit register in the payment meter to overflow, the TokenResult shall indicate
OverflowError in the APDU (see 7.1.5) instead of Accept, the token shall be rejected and
shall not be further processed;

e In the case where execution of a key change token would violate the key change rules as
given in 6.5.2.4, the TokenResult shall indicate KeyTypeError in the APDU (see 7.1.5)
instead of Accept, the token shall be rejected and shall not be further processed. See also
7.3.1 for further key change processing requirements;

e In the case where the structure of the token does not comply with the definitions given in
6.2, 6.3 or in the application for that token, the TokenResult shall indicate FormatError in
the APDU (see 7.1.5) instead of Accept, the token shall be rejected and shall not be
further processed;
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e In the case where one or more data elements in the token have a value that is outside of
the defined range of values defined in 6.2, 6.3 or in the the application for that element,
the TokenResult shall indicate RangeError in the APDU (see 7.1.5) instead of Accept, the
token shall be rejected and shall not be further processed,;

e |In the case where the particular function to execute the token is not implemented, the
TokenResult shall indicate FunctionError in the APDU (see 7.1.5) instead of Accept, the
token shall be rejected and shall not be further processed.

8.3 Display indicators and markings

The payment meter shall uniquely indicate the following conditions:

o the acceptance of a token (see 8.2);

o the rejection of a token (see 8.2);

e when a token is old (see 7.1.4);

¢ Wwhen a token has already been used, i.e. duplicate token (see 7.1.4);

o when the DecoderKey has expired (see 7.1.4);

e when a TransferCredit token is presented with a DDTK in the DKR\(See 7.1.4);
o when the MeterApplicationProcess cannot execute the token (see 8.2);

e after a successful completion of a key change operation (§e€°8.2 and 8.9);

. whetréeé)accepting the credit on a token would cause the credit register to oveifflow
see 8.2).

Dispglay indicators may be of any type and languade (text, graphic, icon, etc.), but the fype
used for each display indication requirement shall be stated in the purchase agreement
between the manufacturer and the utility.

The|DRN and the EA code shall be marked on the part of the payment meter that containg the
Decpder (see Clause 3) and shall be legible from the outside of the Decoder.

In the case where the Decoder part is separate from the user interface, then it shall be
possgible for the user to determine the DRN and the EA code from the user interface on
demland by the push of (a,°button, or entering a special code, or presentation of an
InitiateMeterTest/Display token (see 6.2.3).

Indi¢ators relating (to-the result of token entry shall only be displayed on the same pser
intefface where the token was entered. In the case of a virtual token carrier for example,|it is
the {ask of the~application layer protocol and the relevant physical layer protocol to feed back
the ValidationResult, AuthenticationResult and TokenResult values via the same virtual token
carrler interface.

8.4 TransferCredit tokens

See 6.2.2 for more detail on the structure of this token.

The credit value in the Amount field in the token shall be added to the available credit in the
Accounting function in accordance with the specific implementation of the Accounting function
and the service type as indicated by the SubClass field in the token.

8.5 InitiateMeterTest/Display tokens

See 6.2.3 for more detail on the structure of this token.

All payment meters shall support test number 0; if any of the incorporated tests are not
supported the payment meter shall perform the subset of tests that are supported.
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The relevant test shall be executed or the relevant information shall be displayed in
accordance with the bit pattern in the Control field of the token.

When more than one output is required, for example for test number 0, the outputs shall be
initiated in the order in which they are defined in 6.3.8. An optional test may be omitted if it is
not implemented. A single test, for example test number 3, may provide more than one field of
information.

Any optional tests not supported by the payment meter shall result in the rejection of the
optional test token by the payment meter.

In the case where the SubClass value is in the range 6 to 15, the relevant test or “display
function shall be executed according to the manufacturer’'s specification, but the)payment
meter shall verify the MfrCode field value before such a token is accepted.

In tHe case where a payment meter has zero available credit which causes the load switgh to
be gqpen, and the InitiateMeterTest/Display token may cause the load switch to operate|into
the tlosed state for the duration of the test. Some utilities may not want this condition tp be
allowed, while other utilities may want it. The action of the payment-meter in response to|this
tokejn shall be as agreed between the utility and the supplier andfshall not form a normative
part|of this document.

8.6 SetMaximumPowerLimit tokens

See|6.2.4 for more detail on the structure of this token.
The|present value of the maximum power limit register shall be replaced with the new limif.

Thelaction of this function shall be agreed between the utility and the payment meter supplier.

NOTE 1 In a poly-phase payment meter this value is per phase.

NOTE 2 This function is not intended to\be used as an over current protection mechanism, which reduires
adhefence to other relevant standards,

8.7 ClearCredit tokens

See|6.2.5 for more detailhon the structure of this token.

Thelavailable credit.in the Accounting function shall be cleared to zero in accordance with the
indigated value in\the Register field of the token.

8.8 SetTariffRate tokens

See|6.2.6 for more detail on the structure of this token.

Reserved for future definition by the STS Association.

8.9 Key change tokens

See 6.2.7 and 6.2.8 for more detail on the structure of these tokens and token sets.

The present value of the DecoderKey shall be replaced with the new DecoderKey. The
DecoderKey includes its associated attributes like KRN, KT, KEN, SGC and Tl as defined in
7.3.2.

This action is subject to the successful receipt of all tokens in the token set. The payment
meter shall have only one active DecoderKey at any stage of its operation. Dual DecoderKeys
shall not be used.
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It shall be possible to enter any token in the token set in any order to affect a successful key
change.

It shall be possible to enter at least two other invalid tokens of any type and in any order,
along with any one of the token set and still perform a successful key change.

It shall be possible to enter the same token from the token set more than once, if the key has
not been changed already, and still perform a successful key change.

A time-out function shall be used to cancel a partially completed key change procedure after a
durgtiomof betweenm 3mimandTO .

8.10 Set2ndSectionDecoderKey tokens

This|subclause has been incorporated into 8.9.

8.11] ClearTamperCondition tokens

See|6.2.9 for more detail on the structure of this token.

The|control status and indicator that indicates a tamper condition“shall be reset to indicqte a
non{tamper condition. Any internal payment meter controllprocess resultant from sug¢h a
tamper condition shall also be cancelled.

8.12 SetMaximumPhasePowerUnbalanceLimit tokens

See|6.2.10 for more detail on the structure of this\token.

The|present value of the maximum phasenbalance power limit register shall be replaced
with|the new limit.

Implementation of this function in the~payment meter is optional and the action of this fungtion
shall be agreed between the utilityhand the payment meter supplier.

NOTE This function is only applicable to poly-phase payment meters.
8.13 SetWaterMeterFactor

See(6.2.11 for moré detail on the structure of this token.
Thelaction of.this token is reserved for future definition by the STS Association.

8.14 Class 2: Reserved for STS use tokens

s a.n 49 £ alataldl 4l 4 4 £ bl tal
ee U.4. T4 TUT 'TTTUTT UTLudil UTT UTTC oltTruLiurc Ul U'11o TUNTTI.

The payment meter shall reject these token types.

8.15 Class 2: Reserved for Proprietary use tokens

See 6.2.13 for more detail on the structure of this token.

The actions performed in the payment meter shall be in accordance with the manufacturer’s
specifications.

NOTE This document does not provide protection against collision between manufacturer uses of this token
space.
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8.16 Class 3: Reserved for STS use tokens

See

The

9

Itis

6.2.14 for more detail on the structure of this token.

payment meter shall reject these token types.

KMS: KeyManagementSystem generic requirements

recognised that KMS requirements are essentially outside the scope of this document and

the reader is therefore referred to relevant industry standards, some of which are listed in the

Bibli

The

ography.

STS Association has established well-proven codes of practice for the management of

cryptographic keys within STS-compliant systems, utilising those industry standards, and|it is

ther

Association codes of practice.

By

bfore recommended that new systems implementing this document should\follow the STS

irtue of its Registration Authority status with IEC TC 13, thé~STS Association [has

undertaken to provide such certification services that are deemed,'\necessary to ensure [that

key
For

docyment, see Annex A.

10 Maintenance of STS entities and related services

10.1

See

The
stan

Ann

management systems comply with the relevant parts of thiscstandard (see Clause €.1).
further guidelines on the functioning of a KeyManagemenhtSystem as envisaged in|this

General

also Clause C.1 for more information retating to maintenance and support services.

maintenance activity on certain(S§TS entities requires a revision/amendment of |this
dard. Where this is the case, it is~explicitly indicated as such.

bx B and Annex C are. not normative and any changes in these clauses du¢ to

maintenance activities wouldv'not require revision/amendment of this document, but may

reqyire appropriate amendments to other relevant specifications or COP.

The

Use

STS entities and\services that require maintenance are given in Table 53.

s of the ST.S refer to all parties that participate in the distribution and metering of utility

servjices utilizing STS-compliant technology and also to the manufacturers and suppliefs of

such technology.

Accé

D S a entiti ang i - de ibed in hi thus

regulated by the STS Association in accordance with appropriate rules and categorization of
such users.
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Table 53 — Entities/services requiring maintenance service

Entity/service Def'!"!wn Responsmle Reference
origin maintenance body
Product certification Clause C.11 STSA/CA 10.2.1
6.1.2.3.3
DSN manufacturer 10.2.2
C4.4
RO 6.3.20 utility 10.2.3
TI 6.1.7 utility 10.2.4
TID 0.5.9.1 utility 10.2.9
; 6.3.5.2
Spte_c_nalReservedTokenld utility 1026
entifier Clause C.5
6.1.2.3.2
MfrCode STSA 10.2.7
C.4.3
6.5.4.2
Substitution tables 7.3.3.3 STSA 10.2.8
Clause C.6
6.5.4.3
Perputation tables 7.3.3.2 STSA 10.2.9
Clause C.6
6.1.6
SG¢ STSA/KMC 10.2.10
Cc.2.2
6.5.2.2
VenldingKey Clause 9 STSA/KMC 10.2.11
C.3.2
6.1.8
KRN STSA/KMC 10.2.12
6.52.5
6.1.9
KT 6.5.2 STSA/KMC 10.2.13
Table 37
6.1.10
KEN 6.5.2.6 STSA/KMC 10.2.14
C.3.4
Annex B
CERT STSA/KMC 10.2.15
Table B.1
Annex B
CcC STSA/KMC 102 186
Table B.2
Annex B
ucC STSA/KMC 10.2.17
Table B.2
Annex B
KMCID STSA/KMC 10.2.18
Table B.2
Annex B
CMID manufacturer/KMC 10.2.19
Table B.2
6.1.2.2
1IN STSA 10.3.1
c4.2
6.1.3
TCT STSA/IEC 10.3.2
Table 5
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Entity/service Defil.'\i?ion Besponsible Reference
origin maintenance body
6.1.4
DKGA STSA/IEC 10.3.3
Table 6
6.1.5
EA STSA/IEC 10.3.4
Table 7
6.3.2
TokenClass Table 14 STSA/IEC 10.3.5
Table 15
6.3.3
TokenSubClass STSA/IEC 10.3.6
Table 15
In|t|ateMgterTest/DlspIay STSA/IEC 10.3.7
ControlField Table 27
6.3.13
RedisterToClear STSA/IEC 10.3.8
Table 28
STY base date 6.3.5.1 STSA/IEC 10.3.9
Rate 6.3.11 STSA/IEC 10.3.10
WMFactor 6.3.12 STSA/IEC 10.3.11
MFO 5.5 STSAKIEC) 10.3.12
5.5
FOIN STSA/(IEC) 10.3.13
Clause C.9
5.5
Companion Specification STSA/(IEC) 10.3.14
Clause C.9

10.2 Operations
10.2.1 Product certification maintenance

The|STS Association, as a registered Registration Authority with the IEC, shall ensure acgess
to product certification services, subject to legal requirements ruling at the time.

It shall also ensure-that such service providers are duly accredited and authorized to provide
this |service and that they comply with the requirements of this document and any qther
releyant COP ofispecification.

10.2.2 DSN maintenance

The|payment meter manufacturer is in complete control of his allocated range of DSN vallues

(withim s attocatedWfrCode domaim) and it thus Tequites no further maintenance.

10.2.3 RO maintenance

The utility shall manage the operational use of this data element in conjunction with the STS
BaseDate.

10.2.4 TI maintenance

The utility shall manage the operational use of this element.
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10.2.5 TID maintenance

The utility shall manage the operational use of this data element by means of appropriate
programming of the token vending or POS systems.

10.2.6 SpecialReservedTokenldentifier maintenance

The utility shall manage the operational use of this data element by means of appropriate
programming of the token vending or POS systems.

10.2.7 __MfrCode maintenance

The|STS Association, as a registered Registration Authority with the IEC, shall provide the
servlice of allocating MfrCode values to payment meter manufacturers and making.the ligt of
allogated MfrCode values available to users of the STS upon request.

10.2.8 Substitution tables maintenance

The|STS Association, as a registered Registration Authority with the(l{EC, shall provide the
service of making the actual values for Table 44 and Table 52 avaitable to users of the STS
upon request.

10.2.9 Permutation tables maintenance

The|STS Association, as a registered Registration Autherity with the IEC, shall provide the
serviice of making the actual values for Table 45 and-Fable 51 available to users of the STS
upon request.

10.2.10 SGC maintenance

The|STS Association, as a registered Registration Authority with the IEC, shall ensure acg¢ess
to SIGC allocation services to users of the'STS and that SGC values are globally unique. $uch
servjices are typically provided by a KMC.

10.2.11 VendingKey maintenance

The|STS Association, as a registered Registration Authority with the IEC, shall ensure ac¢ess
to VlendingKey allocation services to users of the STS, that VendingKey values are globally
unique and that VendingKey values are made available between KMC service providers. $uch
servjces are typicalty provided by a KMC.

The| STS Association shall also ensure the compliance of such service providers to| the
requirements and recommendations given in this document and any other relevant COP or
spegification:.

10.242KRN-maintenrance

This element is intrinsically coupled to the VendingKey and is managed by the KMC service
provider, subject to the same conditions as for VendingKey maintenance.

10.2.13 KT maintenance

This element is intrinsically coupled to the VendingKey and is managed by the KMC service
provider, subject to the same conditions as for VendingKey maintenance.

The STS Association in liaison partnership with Working Group 15 of IEC TC 13 shall
administer any further additions to the range of KeyType values as given in Table 37.
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The process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

An additional KeyType definition shall require a revision/amendment of this document.

10.2.14 KEN maintenance

This element is intrinsically coupled to the VendingKey and is managed by the KMC service
provider, subject to the same conditions as for VendingKey maintenance.

10.2-4+5—C€CERFmaintenance

The
part

The

KMQ service providers comply with the requirements of this document and™any other rele
COR.

10.2.16 CC maintenance

The

to GC allocation services to users of the STS and that CC\values are globally unique. S
servjces are typically provided by a KMC.

10.2.17 UC maintenance

The
to U

typid

10.2

The
to K
The

10.2

The
CM

Onc

then

ont

of its key management operations.

STS Association, as a registered Registration Authority with the IEC, shall ensure

STS Association, as a registered Registration Authority with/the IEC, shall ensure ac

STS Association, as a registered Registration*Authority with the IEC, shall ensure ac
IC allocation services to users of the STS-and that UC values are globally unique. A K
ally provides such services.

.18 KMCID maintenance
STS Association, as a registered Registration Authority with the IEC, shall ensure ac

MCID allocation services.to users of the STS and that KMCID values are globally uni
STS Association typicathy\provides such services.

.19 CMID maintenance

CM manufacturer is in complete control of allocating CMID values to his manufact
Hevices andithere is no service in place to ensure uniqueness of this data element.

b a particular CM is registered in an STS system (typically with a KMC service provi
the.CMID is simply recorded for reference purposes and no further maintenance ser

KMC service provider is exclusively in control of this data element as it forms an“intrinsic

that
vant

cess
uch

Cess
KMC

cess
ue.

red

ler),
vice

nis‘data element is required.

10.3 Standardisation

10.3.1 IIN maintenance

This

document defines two constant values for electricity payment meters worldwide.

Different values of IIN are reserved for future definition by the STS Association.

Any changes to the rules as defined in this document would require a revision/amendment of

this

document.
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10.3.2 TCT maintenance

The STS Association in liaison partnership with Working Group 15 of IEC TC 13 shall
administer any further additions to the range of TCT values given in Table 5.

The process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

An additional entry to Table 5 shall require a revision/amendment of this document and a new
part in the IEC 62055-5x series.

10.3.3 DKGA maintenance

The| STS Association in liaison partnership with Working Group 15 of IEC JC. 13 shall
admiinister any further additions to the range of DKGA values given in Table 6.

The|process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

An gdditional entry to Table 6 shall require a revision/amendment of) this document.

10.3.4 EA maintenance

The| STS Association in liaison partnership with Working Group 15 of IEC TC 13 shall
admiinister any further additions to the range of EA valu€s given in Table 7.

The|process shall follow the standard procedures.for submission of new work item proposals,
as instituted by these organisations.

An ddditional entry to Table 7 shall require a revision/amendment of this document.

10.3.5 TokenClass maintenance

The| STS Association in liaison- partnership with Working Group 15 of IEC TC 13 shall
admrnister any further additions” to the range of TokenClass values as given in Table 14|and
Table 15.

The|process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

An gdditionat~TokenClass definition shall require a revision/amendment of this document.

10.3.6/,"TokenSubClass maintenance

The STS Association in liaison partnership with Working Group 15 of IEC TC 13 shall
administer any further additions to the range of TokenSubClass values as given in Table 15.

The process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

An additional TokenSubClass definition shall require a revision/amendment of this document.

10.3.7 InitiateMeterTest/DisplayControlField maintenance

The STS Association in liaison partnership with Working Group 15 of IEC TC 13 shall
administer any further additions to the range of InitiateMeterTest/DisplayControlField values
given in Table 27.
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The process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

An additional InitiateMeterTest/DisplayControlField value shall require a revision/amendment
of this document.

10.3.8 RegisterToClear maintenance

The STS Association in liaison partnership with Working Group 15 of IEC TC 13 shall
administer any further additions to the range of RegisterToClear values given in Table 28.

The|process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

An gdditional RegisterToClear value shall require a revision/amendment of thiscdocument.

10.3.9 STS BaseDate maintenance

The| STS Association in liaison partnership with Working Group-1% of IEC TC 13 shall
admijinister any changes to the STS base date.

The|process shall follow the standard procedures for submission of new work item propogals,
as instituted by these organisations.

A change in the STS BaseDate value shall require a revision/amendment of this document.

10.3.10 Rate maintenance

This| data element is presently reserved for-future definition by the STS Association.

The| STS Association in liaison partfership with Working Group 15 of IEC TC 13 shall
admiinister any changes to the definition of the Rate data element.

The|process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

A change in definition;of the Rate data element shall require a revision/amendment of|this
docyment.

10.3.11 WMFactor maintenance

This| data.element is presently reserved for future definition by the STS Association.

The LSTS Association in liaison pnrfnnrehip with \I\Inrl(ing Grmlp 158 of IEC TC 13 shall
administer any changes to the definition of the WMFactor data element.

The process shall follow the standard procedures for submission of new work item proposals,
as instituted by these organisations.

A change in definition of the WMFactor data element shall require a revision/amendment of
this document.

10.3.12 MFO maintenance

Definitions of MFO instances are presently outside the normative domain of this document
and are mentioned purely on an informative basis.
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The STS Association exclusively administers the definition of MFO instances following its own
internal standard procedures for submission of new work item proposals.

The STS Association in liaison partnership with Working Group 15 of IEC TC 13 may in the
future propose these MFO instances to the IEC for development into international standards,
which shall follow the standard procedures for submission of new work item proposals, as
instituted by the IEC.

10.3
Allo

.13 FOIN maintenance

ation and assignment of FOIN values are presently outside the normative domain of

this

docl

The
conj

The
futu
whid
insti

10.3

Dev
docl

The
conj

The
futu
stan

prop

ment and are mentioned purely on an informative basis.

unction with the registration of MFO instances as companion specifications.

STS Association in liaison partnership with Working Group 15 of IECTC 13 may in
e propose these FOIN values to the IEC for development into intefnational stands
h shall follow the standard procedures for submission of new._work item proposals
uted by the IEC.

.14 Companion specification maintenance

lopment of companion specifications is presently oufside the normative domain of
ment and is mentioned purely on an informative basis.

STS Association exclusively administers thedevelopment of companion specification
unction with registration of MFO instances @nd assignment of FOIN values.

STS Association in liaison partnership~with Working Group 15 of IEC TC 13 may in
e propose these companion specifications to the IEC for development into internati
dards, which shall follow the standard procedures for submission of new work
osals, as instituted by the IEC:

STS Association exclusively administers the allocation and assignment of FQIN*“valugs in

the
rds,
, as

this

s in

the
onal
tem



https://iecnorm.com/api/?name=b2caf345a3d38090806e9e6338025db6

IEC 62055-41:2018 © IEC 2018 - 97 -

Annex A
(informative)

Guidelines for a KeyManagementSystem (KMS)

This informative Annex provides general guidelines for the implementation of a KMS for the
management of the cryptographic keys as required to satisfy the normative requirements of
this document and uses techniques, processes and procedures as prescribed by the NIST
and FIPS standards. It should be noted that the deployment of such a KMS could possibly be
in conflict with some country-specific or regional-specific regulatory requirements for the

manfagement of cryptographic keys for application in ulility distribution or metering systenis. It
is outside of the scope of this Annex to deal with such possible conflicts.
An gntity relation and interaction diagram is shown in Figure A.1.
VendingKeyLoadRequest 237 ( h
POS 25 VendingKeyLoad KMC
+ <
cM 13 CryptographicModulelnstallation
O
. Cryptographic
DecoflerKeyChange Cryptographic Module
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VendingKeyLoadAuthorization 24
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1 A !
: i20 VendingKeyLoadAuthorization 3
\ Meters / >
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MeferInstallation MeterOrder
1
M\ . 2
VendingKeyLoadRequest
MeterManufacturer
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J \ /
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Figure A.1 — KeyManagementSystem and interactive relationships between entities

The entities that play a role in the KMS processes are given in Table A.1.
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Table A.1 — Entities that participate in KMS processes

Entity Role / Name
Utility Supplier of a service such as electricity
MeterManufacturer Manufacturer of payment meters/ decoder devices
CMManufacturer Manufacturer of cryptographic modules
KMC KeyManagementCentre
CM CryptographicModule
POS PointOfSale
Metpr Payment meter

The|payment meter processes and DecoderKey processes are given in Table A:2:

Table A.2 — Processes surrounding the payment meter and DecoderKey

Prqcess

Nulnber Context

MeterOrder

Utility places an order for payment meters with the MeterManufacturer. The order will stipulate that
the payment meters are loaded with DDTK, DUTK or DCTK values for the specified SGC

VendingKeyLoadRequest

2 MeterManufacturer requests the VendingKey (VUBK or VCDK) for the specific SGC, if required,
from the KMC, else he uses his own allocated YDDK (see 6.5.2.2) or the VDDK owned by the Ut|lity

VendingKeyLoadAuthorization

3 The Utility authorizes the KMC to load thedrfequested VendingKey values down to the
MeterManufacturer
VendingKeyLoad

4 The requested VendingKey values are loaded into the MeterManufacturer’s STS-certified secure
manufacturing equipment
DecoderKeyLoad

5 The MeterManufacturer generates the DDTK, DUTK or DCTK values from the VDDK, VUDK or
VCDK values in accordance with the payment meter order and loads these into the payment meter
(see 6.5.3)

5 Meterlnstallation
The payment meters are delivered to the Utility and installed in the demarcated SupplyGroup
DecoderKeyChange

7 If So required the DecoderKey value may be changed by vending KeyChangeTokens from the PQS

equipment (see 6.2.7 and 6.2.8).

See also processes 23 to 25 below regarding VendingKey loading

The CryptographicModule processes are given in Table A.3.
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Table A.3 — Processes surrounding the CryptographicModule

Process Context
Number

CryptographicModuleOrder

10 The Utility (or POS manufacturer) places an order for a cryptographic module with a cryptographic

module manufacturer

CryptographicModulelnitialisationNotification

The CMManufacturer initialises the CryptographicModule with public and private key values, which
11 will subsequently be utilized for securely distributing VendingKey values from the KMC to the

CrypntoaraphicModule
PA MRS Ml

The certified public key values and associated parameters are sent to the KMC for registration-of
the new CryptographicModule.

CryptographicModuleAuthenticationAndRegistration

2 The KMC registers CryptographicModule parameters and certified public key values in the KMC,
which will subsequently be utilized for securely distributing VendingKey values from the KMC to fhe
CryptographicModule

CryptographicModulelnstallation

13 The CryptographicModule is installed and is ready for loading of VendingKey values from the KMC

typically using KeyLoadFiles (see KLF in Annex B)

The|SGC and VendingKey processes are given in Table A4.

Table A.4 — Processes surrounding.the SGC and VendingKey

Prqcess Context
Number

SupplyGroupDemarcation

D0 The Utility supplies electricity to a_defined group of its customers. It decides the size and
boundaries of the group based dn'Security risk and revenue protection considerations, geographjcal
location and network logistical ctharacteristics

SGCAndVendingKeyApplication

1 The Utility makes application to the KMC for a SGC of specified type (unique, common or defaulf)
and associated VendingKey of a specified type (VUDK, VCDK or VDDK; see 6.5.3)
SGCAndVendingKeyAllocation

P2

The KMC allocates a SGC and an associated secret VendingKey of the required KT to the applidant
and stores the elements in its records

VendingKeyLoadRequest

D3 POS operator requests the VendingKey value (VDDK, VUDK or VCDK) for the specific SGC fromn]
the" KMC that will allow him to vend to payment meters loaded with the associated DecoderKey
value (DDTK, DUTK or DCTK)

VendingKeyLoadAuthorization

24 The Utility authorizes the KMC to load the requested VendingKey values (VUDK, VCDK or VDDK).
Alternatively the MeterManufacturer authorizes the KMC to load the requested VDDK value

VendingKeyLoad

25 The requested VendingKey values are loaded into the CryptographicModule that will be used by the

POS equipment to generate tokens for the payment meters in the SupplyGroup

The mandatory requirements for a KeyManagementSystem are specified in Clause 9.

See also Clause C.3 Code of practice for more information regarding the management of
VendingKeys.
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See also C.3.2.1 Code of practice for more information regarding the SGC demarcation
guidelines.

See also Annex B for more information regarding entities and identifiers in an STS-compliant
system.

See also Clause 10 for the maintenance of the STS entities and related services.
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Annex B

(informative)

Entities and identifiers in an STS-compliant system

Entities and relevant identifiers deployed

Figure B.1.

in an STS-compliant system are shown
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Figure B.1 — Entities and identifiers deployed in an STS-compliant system

For the maintenance of these entities and related services see Clause 10.

The entities that are typically deployed in an STS-compliant system are given in Table B.1.

in
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Table B.1 — Typical entities deployed in an STS-compliant system

Entity Context Reference

Country Geographical area with politically demarcated boundaries, which may X
change over time

Utility Entity that supplies a service like electricity to its end customer by means X
of a payment meter. One or more utilities are operational in a country.
Utilities change their constitutional identities over time

SupplyGroup A subgroup of payment meters within a distribution network. A Utility may 6.1.6
supply to one or more SupplyGroups. A SupplyGroup may change its
relationship to a Country and a Utility over time

Meter The payment meter used to control the delivery or supply of the service to IEC 62055131
the end customer (see also IEC 62055-31). One or more payment meters

are grouped in a SupplyGroup. A payment meter may change to a different IECTR62055-
SupplyGroup by means of a corresponding DecoderKey change 21

PO PointOfSale device that is able to generate tokens for any payment meter IEC TR 62055-
in a SupplyGroup, by having access to the VendingKey value for the 21
particular SupplyGroup. It is technically and practically feasible that a POS
may have access to VendingKey values of more than one SupplyGroup,
thus being able to also generate tokens for payment meters belonging to
those SupplyGroups. VendingKeys may thus move to and from PointOfSale
devices over time, depending on the commercial relationship between a
vendor and a particular Utility

TokenCarrier The physical device, or medium onto which the token information is 3.1
encoded and which is then used to transfer the token toithe payment meter.
This may be in the form of a printed numeric string ot a 'magnetically
encoded card, which is carried to the payment meter’by hand and manually
inserted into the reading device of the payment'meter by the user (end
customer), or it may be a virtual token carrierin'the form of a direct
communication connection to a remotely located client device

Token Token as defined in this standard by means of which the POS device is 3.1
able to transfer instructions and information to the payment meter, or
retrieve information from the payment meter

Tariff The formula used to calculate the charge per unit of service. In the case of 6.1.7
the one-way payment meters’the tariff is normally applied at the POS at the

time when the end customer purchases a token. There are normally several 6.2.6
tariff structures according to different customer categories and contracts.
Each tariff is thus associated with a Tl (see below) for ease of reference

STYA Standard TransferSpecification Association that keeps a register of all Clause C|1
KMCs, which @are“globally deployed

KME KeyManagementCentre. The infrastructure that is used to manage and Clause 4

trol-the' KeyM tSystem. It includ CM.
control-the' KeyManagementSystem. It includes a Annex A

Clause C|3

KLH KeyLoadFile. The secure mechanism used by the KMC to distribute Annex A
VendingKey values to cryptographic modules

CM CryptographicModule. Annex A

The secure device used by the KMC to generate VendingKey values and to
securely distribute VendingKey values to a CM device located at a POS

The secure device used by the POS to generate DecoderKey values from
VendingKey values and to generate tokens from DecoderKey values

CERT Certified public key of the KMC CM and the POS CM, which are used to X
authenticate each entity and to establish a KEK during VK distribution from
the KMC CM to the POS CM

VK VendingKey. A secret key value, generated, stored and distributed by the 6.5.2.2
KMC to other cryptographic modules under controlled and authorised
conditions when required. It is used to generate DecoderKey values inside
the CM
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Entity

Context

Reference

DK

DecoderKey. A secret key value generated as a function of several
parameter values:

DK =f (VK, SGC, KRN, KT, TI, MeterPAN, DKGA, BDT, EA).

It is shared between the CM and the payment meter and is used to encrypt
and decrypt tokens that are sent from the POS to payment meter or from
the payment meter to the POS

6.5.2.3

The identifiers that are associated with the above entities are given in Table B.2.

Table B.2 — Identifiers associated with the entities in an STS-compliant system
Idéntifier Context Referepce

CC CountryCode X
A code uniquely identifying the country in which the Utility is operative and where
the payment meters are installed. It is registered in the KMC and associated with
VK at the KMC and the CM

uc UtilityCode X
A code allocated by the KMC to uniquely identify the specific Utility to which VK
and the SGC is allocated. It is registered in the KMC and is, associated with VK at
the CM

KMCID KeyManagementCentreldentifier X
Unique identifier for each KMC in the world. Each-KMCID is registered with the
STSA

CMID CryptographicModuleldentifier X
Unique identifier for each cryptographic module in the system

TID Tokenldentifier 6.3.5{1
Unique time-based identifier for each token. It is shared between the POS, the
token and the payment meter

MeterPAN MeterPrimaryAccountNumber 6.1.2
A unique identification™aumber for each STS-compliant payment meter. It is shared
between the paymeni'meter and the POS. Encoding it into the DecoderKey
enforces the assq@ciation with the payment meter

DRN DecoderRefetenceNumber 6.1.2|3
The unigle number as it appears in the MeterPAN. It is shared between the POS
and the payment meter

TCT TokenCarrierType 6.1.
The type of medium that is used onto which the token is encoded for transfer to the
payment meter

SG(C SupplyGroupCode 6.1.
Ilninlun number allocated hy the KMC to idnnfify a innlnlyﬁrnuln of the Ilfilify It is
shared between the SupplyGroup, the KMC and the POS. It is associated with the
VendingKey value and recorded in the KMC and also in the CM. Encoding it into
the DecoderKey enforces the association with the payment meter

TI TariffiIndex 6.1.7
The index number to a register of tariffs associated with a particular Tariff for each
customer. It is shared between the Tariff and the POS. Encoding it into the
DecoderKey enforces the association with the payment meter. This means that the
DecoderKey shall change if the customer is moved onto a different tariff structure

KRN KeyRevisionNumber 6.1.8
Revision of the VendingKey as allocated by the KMC. It is associated with the
VendingKey value at the KMC and at the CM. Encoding it into the DecoderKey
enforces the association with the payment meter



https://iecnorm.com/api/?name=b2caf345a3d38090806e9e6338025db6

- 104 - IEC 62055-41:2018 © IEC 2018

Identifier Context Reference

KT KeyType 6.1.9

The type of the VendingKey as allocated by the KMC. It is associated with the
VendingKey value at the KMC and at the CM. Encoding it into the DecoderKey
enforces the association with the payment meter

KEN KeyExpiryNumber 6.1.10

A number that is associated with a validity period for the VendingKey. It is
associated with the VendingKey value at the KMC and at the CM. It is not encoded
in the DecoderKey, but is transferred to the DecoderKeyRegister by means of the
key change tokens
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Annex C
(informative)

Code of practice for the implementation of STS-compliant systems

General

The term "must" is used to indicate requirements only in the context of the code of practice as
described in this informative Annex and does not impose normative requirements on this

stang@dard:

The|term "users of the STS" is defined in 10.1.

C.2| Maintenance and support services provided by the STS Association
The|STS Association is a not-for-gain company incorporated in South~Africa with mem

com

utilities. The object of the STS Association is to promote the use of the STS, develop
functionality further and maintain the required infrastructure to ‘provide supporting sery

like

See

The

intrgduction to this document. E-mail is the preferted mechanism for correspondence with
STS| Association.

C.3

C.3.

(Seg also Annex A.)

The

STStcompliant productymanufacturers worldwide in accordance with this document.

C.3.
C.3.

(Seq als06.1.6).

The

prising of manufacturers of payment meters and associated (vending systems an

key management, product certification and standardisatioh'te users of the STS.
also Clause 10 for more details on the maintenance of’STS entities and related servidg

General Secretary of the STS Association can¢be contacted at the address given in

Key management

U Key management services

STS Association gperates a KMC and provides key management services to utilities

] SupplyGroupCode and VendingKey distribution

2.1 Data elements associated with a SGC

bers
d of

the
ices

eS.

the
the

and

KMC ensures unique allocation of SGC values in accordance with this document.

The KMC generates, stores and distributes VDDK, VUDK and VCDK values with the
associated KRN, KT and KEN in accordance with this document.

The KMC ensures that VendingKey values are available to all manufacturers of STS-certified
products in accordance with this document.

In order to effectively manage the generation, storage and distribution of SGC and associated
VendingKey values, it is recommended that the data elements given in Table C.1 be recorded

and

be uniquely associated with an SGC.
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Table C.1 — Data elements associated with a SGC

IEC 62055-41:2018 © IEC 2018

Element Context Reference
SGC Actual value of the SupplyGroupCode as registered in the KMC 6.1.6
Country CountryCode as the country where the SGC and VendingKey is to be used Annex B

. Place associated with the SupplyGroup demarcation (Country, State, X
Location : .

Province, City, Town, Suburb)
Network Network associated with the SupplyGroup demarcation (name, ID) X
To whom this SGC is allocated: X
UtilityCode (if applicable)
Name of Organization (utility)
Owner
Address (postal, physical, website)
Contact person and details (name, postal, email, tel, fax)
Authorization signatory (name, contact details)
OwnerHistory Record of changes to ownership association of the SGC over time X
LochtionHistory Record of changes to location association of the SGC over time X
NetworkHistory Record of changes to network association of the SGC over time X
KME KMCID and country of origin of the KMC as the sourcé.of the SGC and Clausg 9
i VendingKey Annex A
6.5.9
i i i 6.1.4
VenldingKey ;/endl?gKey plus attributes (KRN, KT, KEN),/ These values are in encrypted
orma 6.1.9
6.1.1p

SG(Distribution
Redister

Register of SGC v/s CM ID (i.e/to’which cryptographic modules a particular
SGC has been distributed oyertime)

C.3.p.2

SupplyGroupCode demarcation guidelines

This| topic is dealt with comprehensively in the STS Association Code of practice [see
Bibliography). For the sake\of providing some indicators herein, some factors to be taken|into
congideration are given below.

Facfors to considef.in deciding the SGC demarcations:

e gecurity risk-in terms of compromising a VendingKey;

e gecurityrisk in terms of stolen POS devices;

o Ipgistics for payment meter spares;

. & HoPES 4 . S I ’

o logistics for separating collected revenue from POS vending agents;

e particular business logic around distribution network maintenance and supply logistics,

e cross-vending rules on SGC boundaries;

e change of payment meter ownership over time (deregulated markets);

e change of supplier over time (deregulated markets).

C.3.3

CryptographicModule distribution

(See also Annex A).
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In order to effectively manage the distribution of SGC and VendingKey values to
cryptographic modules, it is recommended that the data elements given in Table C.2 be

recorded.
Table C.2 — Data elements associated with the CryptographicModule
Element Context Reference
CM Attributes of the CryptographicModule (CMID, CMType, HardwareVersion, Annex A
Softwareversion,CERT). Annex B
CMManufacturer Name and contact details of organization Annex A
CMOwner To whom this CM belongs: Annex A
UtilityCode (if applicable)
Name of Organization (utility)
Address (postal, physical, website)
Contact person and details (name, postal, email, tel, fax)
Responsible person (name, contact details)
CMlLocation Details of intended destination of CM where it is going to be,used (country, X
state, province, city, town, suburb)
KMC KMCID and country of origin which initialised the pagticular CM Clausg 9
Annex A
CMPwnerHistory Historical register of ownership changes to cryptegraphic modules over time X
CMLocationHistory | Historical register of location changes to.cryptographic modules over time X
c.3n Key expiry
(Seq also 6.1.10, 6.5.2.6, 7.3.1.1).
In the case where key expiry for VendingKeys is not dynamically implemented i an

STS

At th

-rcompliant installation, then jtis the recommended practice to set the KEN to 255.

meters had not been implemented in any STS-compliant installation.

Cc.4

C.4.
(See

alsa 6.1.2).

MeterPAN

1 General practice

e date of publication of_this document the key expiry option for DecoderKeys in payment

The MeterPAN serves to uniquely identify each payment meter in the STS-compliant
installation worldwide, thus being able to tag and route transactions accordingly. All users of
the STS are thus encouraged to follow this practice, which is in line with that of the banking
and financial transaction management (see also 1ISO 4909).

C.4.

2 IssuerldentificationNumbers

As clarified in 6.1.2.2, the IIN for 2-digit Manufacturer Codes is 600727. For 4-digit
Manufacturer Codes the IIN is 0000.

C.4.

3 ManufacturerCodes

(See also 6.1.2.3.2).
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MfrCode values are allocated and managed by the STS Association to ensure uniqueness of
the series globally, thus ensuring uniqueness of the MeterPAN globally. Note that both 2-digit
and 4-digit Manufacturer Codes may exist.

The current list of MfrCode values can be obtained from the General Secretary of the STS
Association (see Clause C.1 for contact details).

c.44 DecoderSerialNumbers

(See also 6.1.2.3.3).

Each MeterManufacturer manages his 8-digit range of numbers as he sees fit, as long, ps it
complies with the requirements of this document.

C.5| SpecialReservedTokenldentifier
(Seq also 6.3.5.2).

Each utility is free to determine the rules for how this SpecialResefvedTokenldentifier is tp be
used as a special application to satisfy his special needs.

An pxample of using this SpecialReservedTokenldentifiersin a special application ig as
follows: Each household in an installation may collect a,gévernment grant in the form of alfree
tokeE to the value of 50 kWh per month. Such a token may be collected on any day of the

month and as many times as is desired, but the payment meter should only accept the|[first
tokejn of such a type in each month. A solution to this problem is to rule that|the
Spe¢ialReservedTokenldentifier is to be used forrthis token type in this particular installation.
Sucl a token may then be generated at any time during the month, because it will always|use
the [1° day 00h01 time stamp and the payment meter will only accept the first token so
gengrated and reject any subsequent copies as “Used”.

C.6| Permutation and substitution tables for the STA

The| STS Association is registered with the IEC as a Registration Authority to provide
maintenance services in support of the IEC 62055-4x and 62055-5x series of standards| As
part|of this service, the.STS Association provides the actual values for the permutation|and
subgtitution tables (Table 44, Table 45, Table 51 and Table 52) required in 6.5.4.2, 6.5{4.3,
7.3.8.2 and 7.3.3.3-to users of the standard upon request. The contact details for the STS
Assgciation are‘given in Clause C.1 or may be obtained from the IEC website.

C.7| EAcodes

(Seealso 6. 1757

As this document evolves there will be more EA codes required. This should take place
through the normal route via National Committees to the IEC TC 13 as New Work Item
Proposals in liaison with the STS Association.

C.8 TokenCarrierType codes
(See also 6.1.3).

As this document evolves there will be more TCT values required. This should take place
through the normal route via National Committees to the IEC TC 13 as New Work Item
Proposals in liaison with the STS Association.
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C.9 MeterFunctionObject instances / companion specifications

A MeterFunctionObject (MFO) is an object-oriented specification that encapsulates a certain
functionality of a payment meter. Each MFO is defined in a companion specification and
allocated a unique FunctionObjectldentificationNumber (FOIN).

The STS Association administers the registration of MFO instances and reserves the
exclusive rights to allocate FOIN values in the form of companion specifications.

An MFO instance is proposed to the STS Association as a NWIP, after which it is assigned a
unique . € Sssociation then publishes the in_the form of a companion
spegification.

See|also STS 200-1 (see Bibliography) for more information on function object Classes|and
STS|201-1 (see Bibliography) for an example of a companion specification.

C.10 TariffIndex
(Seg also 6.1.7).

The|utility has the choice of 2 options:

nk the Tl to his list of tariff structures and thus link,each customer to a Tl. This meang the
DecoderKey changes if the customer is changed“from one tariff structure to another,
ecause the associated Tl will change;

installation and then link each customer to the list of tariff structures in the management
ystem, independent from the TIl. This™means that the DecoderKey does not havg to

I

[

K

e fix the Tl to a constant value of say = 01 for the life time duration of the payment nieter
[

¢hange when moving a customer from\one tariff structure to another.

At the date of publication of this decument, most utilities preferred to follow option 2.|The
mail consideration is that it is a.major logistical operation to do a key change to a payment
r that is already installed, sé-this tends to be avoided where possible.

C.11 STS-compliance certification

C.11.1 IEC certification services

The|IEC does ' not provide certification services for products as such and is thus reliant on
outsjide facilities to do this.

C.11.2, Products

The STS Association provides the service to manufacturers of products to facilitate the testing
and will provide STS-certification on the basis of the test results.

C.11.3 Certification authority

In due course the STS Association will be in a position to authorize agents that may provide
STS-certification services on its behalf.

C.12 Procurement options for users of STS-compliant systems

This document provides for a variety of options, the details of which need to be specified at
the time when products and systems are purchased from manufacturers and suppliers.
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As a general guide to purchase orders or tender specifications, the items given in Table C.3
are noted.

Table C.3 — Items that should be noted in purchase orders and tenders

Item Context Reference

EA Which algorithm is be used for token encryption in the vending system 6.1.5
and for decryption in payment meter.

Options:
. STA code 07;
e MISTY1 code 11.

The purchaser should ensure that the tender specification for the
payment meters requires that the payment meter labelling shall include
the appropriate EA code

TCT Which TokenCarrierType the payment meter or the vending system 6.1.3
should support.

Options:

e magnetic card type 01;

. numeric type 02;

e virtual token carrier code 07;

. virtual token carrier code 08.

DKGA Which algorithm the MeterManufacturer or the vending system should 6.1.4
use for generating the DecoderKey;

Options:

. DEA (DKGAO1); only for vending systems serving legacy payment
meters;

. DEA (DKGAO02); current systems;
¢ KDF-HMAC-SHA-256 (DKGAO04).

CC Which destination ‘€ountryCode the SGC is to be associated with at the Annex B
KMC.

Options:

e one of the standard set of ISO Country Codes

ucC Which-UtilityCode the SGC is to be associated with at the KMC. Annex B
Options:

e existing UC as allocated by KMC;
. new UC as allocated by KMC

KMCID Which KMC is to be used for obtaining the VendingKey and the SGC. Annex B
The MeterManufacturer and the vending system need the specific
VendingKey to generate DecoderKeys.

Options:

. STSA-KMC-1; STS Association KMC currently in operation;

o xxx; future possible KMC of choice or relevance
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Item

Context

Reference

SGC

Which SGC should the MeterManufacturer or the vending system use for
generating the DecoderKeys?

Options:

e xxxxxx existing SGC; obtained from KMC;

. new SGC; for new projects, apply to KMC.
Which KT is, or should be, associated with this SGC?
Options:

° default; MeterManufacturer key;

6.1.6

. unique; utility key;

e common; utility key

TI

Which Tariffindex is to be used by the MeterManufacturer and the
vending system to generate DecoderKeys?

Options:

e 00-99; (new);

e 00-99; (existing);

. link TI to the tariff table in the vending system; (NO.TE 1);

e do not link Tl to the tariff table in the vending 'system. (NOTE 2).

NOTE 1 When the Tl is linked to the tariff tablevin the vending system
database then the consumer may be moved(to a different tariff structure
only by allocation of another associated <t. This means that that the
DecoderKey needs to be changed accordingly.

NOTE 2 When the Tl is not linked\to'the tariff table in the vending
system database then the consumer may be moved to a different tariff
structure without being allocated-to another associated Tl. This means
that that the DecoderKey dees’not need to be changed

6.1.1

KRN

Which KeyRevisionNumber is to be used by the MeterManufacturer and
the vending system.tgrgenerate DecoderKeys?

This information is associated with the SGC VendingKey and is under
the control of the.lKMC from where it should be obtained

6.1.4

KT

Which KT. is to be used by the MeterManufacturer and the vending
systemy/tongenerate DecoderKeys?

This information is associated with the SGC VendingKey and is under
the\eontrol of the KMC from where it should be obtained

6.1.9

KEN

Which KeyExpiryNumber is to be used by the MeterManufacturer and the
vending system to generate DecoderKeys?

This information is associated with the SGC VendingKey and is under
the control of the KMC from where it should be obtained

6.1.1p

DeqgoderKeyexpiry

Whether the DecoderKeys should expire or not, using the KEN.
Options:

6.1.1p

. shall not expire (this Is the current recommendaed practice);

e shall expire. (this implies periodic DecoderKey changes)

Meter dispatching key

Which DecoderKey type the MeterManufacturer should load into the
payment meter.

Options:

. DDTK (manufacturer Default key);
e DUTK (utility Unique key);

. DCTK (utility Common key)

6.1.6
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Item Context Reference

Tokens Which tokens the payment meter or vending system should support. 6.2.1
Options:

. TransferCredit;

. InitiateMeterTest/Display;

e  SetMaximumPowerLimit; (optional)

e ClearCredit;

e  SetTariffRate; (currency-based accounting payment meters only)
e key change tokens;

L vlealr Tampervondaruor, (Optional)
e SetMaximumPhasePowerUnbalanceLimit; (optional for poly phase)
e SetWaterMeterFactor. (water payment meters only)

Venlding classification | Which functions the vending systems should support. X
Options:

e vending; (vending of credit tokens) (signified by “V”);

e engineering; (vending of management tokens) (signified'by “E”);
. key change. (vending of key change tokens) (signified_by “K”).

An STS-compliant vending system may provide any_combination of one
or all of the options listed. If approved by the STS(Association, then the
corresponding letters may be displayed on the STS logo

Crefit transfer Which types of TransferCredit tokens the payment meters or vending 6.2.2
system should support.
Options:
. electricity;
. water;
e gas;
. time;

e electricity currency;
. water currencys

e gas currency;

e time curréncy.

Tes}/display options Which types of test and display tokens the payment meters or vending 6.3.8
system should support.

QOptions:

A list of mandatory and optional tokens are given in 6.3.8

Power limit Whether the payment meters should provide power limiting and whether 6.2.4
the vending system should provide the relevant tokens. 6.3.¢
Options: ]

P 8.6
. power limit should be implemented or not;
PY the power limit QnHing-
. how the payment meter should react when the power limit is
reached

Tariff rate What the tariff rate values are for the payment meters registered in the 6.2.6

vending system database and whether the vending system should 6.3.11

support the relevant tokens.
Options:
. preset by manufacturer;

e variable and set with token from vending system;

e tariff rate per payment meter
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Item Context Reference

Tamper detection Whether the payment meters should provide tamper detection and the 6.2.9
vending system should support the relevant tokens.

Options:

e tamper detection should be implemented;

e tamper detection should not be implemented;

. payment meter should support display tamper status token;
e vending system should support display tamper status token.

NOTE 3 Clear tamper token support is mandatory with option 1

Phgse power Whether the payment meters should provide phase power unbalance 6:2.:3p
unbplance limiting and the vending system should provide the relevant tokens. &% 1b
Options:
8.12

. phase power unbalance limiting should be implemented;

. phase power unbalance limiting should not be implemented;
. preset by manufacturer;

e variable and set with token from vending system;

e the phase power unbalance limit value;

. how the payment meter should react when the.phase power
unbalance limit is reached

Initipl credit What the initial value of the credit register of the payment meters should X
be when it leaves the manufacturer’s premises.

Options:
. cleared to zero;
. preset to initial value;

. the initial value

Special reserved TID Whether the vending system should implement any special reserved 6.3.5)2
token identifiers.

Options:
e specialreserved token identifiers should not be implemented;
e special reserved token identifiers should be implemented;

o W\ specified details of special reserved token identifiers

STY Certificate of The STS-compliant product supplier should provide a copy of the Clauge
Compliance particular product’s STS certificate of compliance as issued by the C.11
relevant CertificationAuthority

C.13 Management of TID roll over

C.13.1 Introduction

The Token Identifier (TID) is a 24 bit field, contained in STS compliant tokens, that identifies
the date and time of the token generation. It is used to determine if a token has already been
used in a payment meter. The TID represents the minutes elapsed since the start of the
BaseDate. The incrementing of the 24 bit field every minute of elapsed time means that at
some point in time, the TID value will roll over to a zero value.

All STS prepayment meters will be affected by TID roll over on the 24/11/2024. Any tokens
generated after this date and utilizing the 24 bit TID will be rejected by the meters as being
old tokens as the TID value embedded in the token will have reset back to 0.

In order to remedy this problem all meters will require key change tokens with the roll over bit
set. In addition to this, the BaseDate of 01/01/1993 will be required to be changed to the next
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BaseDate (see 6.1.12). This process will force the meters to reset the TID stack in the meter
to 0, and to avoid previously played tokens from being accepted by the meter due to the TID
stack reset, the key change process must introduce a new decoder key into the meter.

A process is therefore required to allow for the management of this change with the least
impact to the Utilities, equipment suppliers and end customers.

To allow for easier management of large installed bases it is proposed that the following
solution manages the change per meter and not per supply group code (SGC) as some
Utilities may have a large installed base under a single SGC.

C.13.2 Overview
c.13.2.1 General

Operators responsible for the management of payment meters must ensure adherence to|this
prodedure by all parties involved.

This| Code of Practice defines a process for managing vending keys and decoder keys based
on different base dates. The following elements, shown in Figure C~N.have been included
e Key management centre;

e (Cryptographic modules;

. ending systems;

e Meter data upload files;

e Meter manufacturer;

e Meters.

N - )
Crytographic Meter
module manufacturer

v

KMC Meter data Meter
upload files

A 4

E— ——————
AW NS Hw
» Key load file AV
v y v system ”
~ @@/ ~ @@ J -~ 000 ~ @

IEC
Figure C.1 — System overview

C.13.2.2 Key management centre (KMC)

The KMC is used to generate and load vending keys (VK) into a cryptographic module. The
KMC also generates a key load file (KLF) which contains the key load data for a specific
cryptographic module to allow a vending system to load VK into the cryptographic module
associated with the system. In order to manage the generation of tokens for a specific
BaseDate, the vending system requires the KMC to create a new VK for the new BaseDate
interval. The new VK will be created with a different KRN. Associated with each VK in the KLF
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will be the selected BaseDate. Three BaseDates are supported; namely 01/01/1993,
01/01/2014 and 01/01/2035. It is not envisaged that current technology STS meters will still
be in operation by the time the 2035 VK TID rolls over in 2066.

C.13.2.3 Cryptographic module

A cryptographic module will be required to generate key change tokens from a VK on one
BaseDate to a VK on a new BaseDate.

C.13.2.4 Vending system

The|vending system will be required to manage an associated BaseDate with each VK loaded
into |a cryptographic module. This BaseDate will be retrieved from the key load file generpted
at the KMC. Once a new VK is made available, the vending system must allow™for| the
manfagement of the change process whereby a meter or group of meters can bescheduled for
a kgy change. In doing so, the affected meters will undergo a key change with, TID roll pver
thus| resetting the meter TID stack and generating a new decoder key based lon the new|VK.
From this point forward all tokens generated for the meter(s) will be encrypted using the [new
VK with a TID value calculated from the corresponding new BaseDate.

With this process, meters can be scheduled for a key change based on the requirements of
the Utility. At any one point in time there may be two or more active vending keys for e¢ach
SG({ as not all meters associated with the SGC will be key changed to the new VK af the
samg time.

C.13.2.5 Meter upload files

New meters received from the manufacturers can be loaded into the vending system using a
meteér upload file import process. These meters\will be coded by the manufacturers usingd the
lategt active VK and therefore each meter.record in the meter upload file will be requirgd to
inclyde the BaseDate associated with that VK KRN.

C.13.2.6 Meter manufacturers

All meters leaving the factorysmust be coded using the latest active VK unless otherwise
agrged between the utility and-the manufacturer. With the three BaseDates chosen, namely
19938, 2014 and 2035, all meters coded before 2014 must be coded using the VK and KRN
assqciated with the BaseDate of 1993. All meters coded between 2014 and 2035 musit be
codg¢d with the VK and KRN associated with the BaseDate of 2014 and all meters coded after
203% must utilize the-VK and KRN associated with the BaseDate of 2035, unless otherwise
agreged between the utility and the manufacturer.

Cc.13.2.7 Meters

All §TS,cempliant meters must support key change with TID roll over.

C.13.2.8 Key load file

The key load file (KLF) contains the key load data for a specific cryptographic module to allow
a vending system to load VK into the cryptographic module associated with that system.

C.13.3 Impact analysis
C.13.3.1 General

The following areas are affected by the above process.

C.13.3.2 Key management centre

e Need to include a BaseDate in the key load file for each VK;
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Support the selection of predefined BaseDates when generating VK;
Cryptographic Modules must support the key change with TID roll over.

C.13.3.3 Vending systems

Associate each VK for a SGC with a BaseDate as received from the key load file
generated by the KMC;

May allow meters associated with a previous BaseDate to be scheduled individually, in
groups or by SGC for a key change with TID roll over to VK on a new BaseDate.

C.13.3.4 Meter upload files

C.13.3.5 Meter manufacturers

C.13.4 Base dates

See|6.3.5 above.

C.13.5 Implementation

C.13.5.1 General

Meter Data Upload File specifications must be revised to cater for the addition-af| the
BaseDate.

Must automatically code all meters using the VK with the latest active BaseDate as agfeed
with the utility;

Meters must support key change with TID roll over.

Implementation details for manufacturers of meters and vending systems have been outljned
aboye. The subclauses that follow give basicguidelines for Utilities to follow in the successful
implementation of the TID roll over program.*Note that Utilities may elect to follow alternative

methods of implementation.

C.13.5.2 Assumptions

Priof to starting the implementation of the key-changes in the field, the following are assumed
to hpve been completed by manufacturers of meters, vending systems, and cryptogralphic

becure module fifmware has been changed to support the TID roll over functionality;

ending software suppliers have modified the vending software to recognise | the
BaseDates as described in this standard. Once a meter has been key-changed with|TID
oll over{this event must then be recorded into the vending database;

manufactured meters support the TID roll over functionality as specified in
with
the

C.13.5.3 Process for utilities

A guideline to the process to follow is given below:

Plan the TID roll over program so as to complete the process at least 1 year before the
critical date of 24/11/2024;

Communicate the plan, and reasons for the program, to all regions within the utility;

Upgrade all vending installations to software and relevant database changes that support
the TID roll over functionality;

Upgrade utility software to ensure that it supports new Meter Upload file formats, where
these are used as an import tool;
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e) Upgrade/purchase cryptographic modules with TID roll over functionality through the
cryptographic module supplier;

f) Upgrade KMC software to cater for multiple BaseDates;

g) Contact the manufacturer of your meters to confirm whether their meters support key-
change with TID roll over. If not, these meters will have to be replaced in the field with
meters that do;

h) Start the key-change process.

C.13.5.4 Key-change process

The[various Tollowing opiions exist, in no particular order, 1or the physical execution Of the
key-change process:

a) Generate key-change tokens for a region and send out technicians to che field to
systematically insert these tokens into each meter visited.

b) (enerate (automatically) the key-change tokens when a credit purchase lis made by the
tustomer. Explain to the customer that the credit token will not function unless the key-
thange tokens have been entered into the meter first. This is {typically the stangard
practice for key-changes already.

c) Communicate the program to the end customers and request ithem to collect their key-
hange tokens by certain deadlines.

All the above options have advantages and disadvantages!

Optipn a) ensures that the key-changes are done systematically by area, which can thep be
‘ticked’ off as completed. This is controllable but expensive in manpower.

Optipn b) is far less expensive, but does net*allow for regions or areas to be done fin a
controlled fashion since one cannot be sUre that tokens have been entered until a jnew
purghase is made. This option also opens\the possibility that many complaints will be recefived
reggrding non-functional credit tokengZif these tokens are entered without the key-chgnge
tokejns being entered first.

Optipn c) is the least desirable since communication of the issue goes right to the [end
custbmer and may cause ughecessary concerns.

C.13.5.5 Communication of the program
Belgw is a guideline-showing the possible form that the communication to the Utilities regipnal

offices could take. Note that this is a guideline only and may be changed to suit individual
utility preferen¢es as required.

"Appropriate addresses and headings.

Subject: Field meter key-change program.

As you may be aware, all prepayment meters store tokens entered as a means to prevent a
meter from accepting a token that has already been used. In addition to this storage, each
token also has, embedded into the 20 digits, the date and time that the token was generated.
The meter then compares this date and time to the oldest token in its memory, and rejects the
token if it is older than the oldest token in this memory.

The token date and time field has a maximum range of 31 years. This means that after
31 years of incrementing this date and time field, the value stored will ‘roll over’ back to zero
— much like an odometer in a car going ‘round the clock’.
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The current tokens will ‘roll over’ in November 2024 to the current starting date of 1993. At
this time, the date and time on the tokens will revert back to its zero date (1993), at which
point the meters will no longer accept tokens generated with this base date.

While the date of 2024 may seem like a long time into the future, we need to start making
plans to change this base date of 1993 to a later base date. To this end, manufacturers have
been made aware that changes will have to be made to the meters, Cryptographic Modules,
vending systems, and Key Management Centres to accommodate this change.

The change consists of changing the key in each meter in the field, which can be done by

issuing-a-set-of-kev-change tokens to the customer-orimplementing a program-wherebv each
7 P4 J 7 r J r 7 PA

meter is visited by technical staff to enter these tokens.

In ofder to reduce the number of meters that will have to be visited, or key-changed, in the
fieldy manufacturers will be instructed that all meters made from 2014 onwards, musf be
coded using the new base date of 2014. This means that the actual number‘of-meters with a
basg date of 1993 should be dramatically reduced by the time 2024 is upon.us, and not mpany
remaining meters will require key-changes.

WitH the systems currently envisaged by the STS Association, thistprocess should never have
to bé repeated since the base date of the meters will change every)21 years."
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AVANT-PROPOS

h Commission Electrotechnique Internationale (IEC) est une organisation mondiale _de “normalig
mposée de I'ensemble des comités électrotechniques nationaux (Comités nationaux de-'V\EC). L'IEC a
bjet de favoriser la coopération internationale pour toutes les questions de normalisation dans les dom
b |'électricité et de I'électronique. A cet effet, '|EC — entre autres activitésy —“\publie des Ndg
ternationales, des Spécifications techniques, des Rapports techniques, des Spécifications accessiblg
iblic (PAS) et des Guides (ci-aprés dénommés "Publication(s) de I'l[EC"). Leur £laboration est confiée
mités d'études, aux travaux desquels tout Comité national intéressé par le Sujet traité peut participer]
ganisations internationales, gouvernementales et non gouvernementales, ‘en liaison avec I'lEC, partig
palement aux travaux. L’IEC collabore étroitement avec I'Organisation Intefnationale de Normalisation (
tlon des conditions fixées par accord entre les deux organisations.

bs décisions ou accords officiels de I'lEC concernant les questions‘téchniques représentent, dans la m
Il possible, un accord international sur les sujets étudiés, étant_donné que les Comités nationaux de
téressés sont représentés dans chaque comité d’études.

bs Publications de 'IEC se présentent sous la forme de fecommandations internationales et sont ag
mme telles par les Comités nationaux de I'l[EC. Tous lés efforts raisonnables sont entrepris afin que
assure de I'exactitude du contenu technique de ses publications; I'lEC ne peut pas étre tenue responsab
ventuelle mauvaise utilisation ou interprétation qui en, est faite par un quelconque utilisateur final.

ans le but d'encourager l'uniformité internationale/les Comités nationaux de I'lEC s'engagent, dans to
esure possible, a appliquer de fagon transparente‘les Publications de I'l[EC dans leurs publications natio

régionales. Toutes divergences entre toutés Publications de I'IEC et toutes publications nationalg
gionales correspondantes doivent étre indiquées en termes clairs dans ces derniéres.

IEC elle-méme ne fournit aucune attestation de conformité. Des organismes de certification indépen
urnissent des services d'évaluation(de conformité et, dans certains secteurs, accédent aux marqug
nformité de I'lEC. L’IEC n'est responsable d'aucun des services effectués par les organismes de certifig
dépendants.

bus les utilisateurs doivent stassurer qu'ils sont en possession de la derniére édition de cette publication.

lcune responsabilité ne doit étre imputée a I'lEC, a ses administrateurs, employés, auxiliaire
andataires, y compris ses experts particuliers et les membres de ses comités d'études et des Co
htionaux de I'lEC, pour tout préjudice causé en cas de dommages corporels et matériels, ou de tout
bmmage de quelque/nature que ce soit, directe ou indirecte, ou pour supporter les colts (y compris les|
b justice) et les\dépenses découlant de la publication ou de l'utilisation de cette Publication de I'lEC (¢
ute autre Publication de I'lEC, ou au crédit qui lui est accordé.

attention 'est attirée sur les références normatives citées dans cette publication. L'utilisation de publicg
férencées est obligatoire pour une application correcte de la présente publication.

Llattention est attirée sur le fait que certains des éléments de la présente Publication de I'lEC peuvent
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bjet’de droits de brevet. L’IEC ne saurait étre tenue pour responsable de ne pas avoir identifié de tels

de brevets et de ne pas avoir signalé leur existence.

La Norme internationale |IEC 62055-41 a été établie par le comité d'études 13 de I'lEC:
Comptage et pilotage de I’énergie électrique.

Cette troisieme édition annule et remplace la deuxiéme édition de I'|EC 62055-41, parue en
2014. Cette édition constitue une révision technique.

Les modifications techniques majeures par rapport a I'édition précédente sont les suivantes:

jetons de transfert de monnaies pour le comptage de I'électricité, de I’eau, du gaz et du

t

emps;

résolution plus affinée du transfert de crédit pour le gaz et la durée;
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code PAN commun pour les codes de constructeur de 2 chiffres et de 4 chiffres;
valeurs de MfrCode réservées a des fins de certification et d’essai;
instauration d’'une suite DLMS/COSEM comme type de support de jeton virtuel;

ajout de DKGAO04, fonction de dérivation de clé avancée issue de la VendingKey de 160
bits;

suppression de DES et de TDES pour l'algorithme cryptographique EAQ09 et DKGAO3
respectivement, mais DES pour I'algorithme DKGAO2 continue a étre utilisé;

ajout de l'algorithme cryptographique MISTY1 utilisant une DecoderKey (Clé de décodeur)

e 128 bhits avec jpfan de r‘hnngpmpm‘ de clé de pricp en r‘hnrgp'

trla}nsfert des valeurs SGC au compteur par I'intermédiaire des jetons de changement de
glé;

névision des exigences concernant les jetons d’essai/affichage;

névision du KMS afin de refléter les meilleures pratiques actuelles;

névision des lignes directrices de gestion du passage a zéro des TID;
définition de BaseDate référencée par rapport au Temps Universel.€oordonné;
désassociation de I'lIN de la définition de la norme ISO;

diverses clarifications et améliorations venant a I'appui des(éléments ci-dessus.

FDIS Rapport de vote
13/1755/FDIS 13/1764/RVD

Le rapport de vote indiqué dans le tableau ci~dessus donne toute information sur le vote ayant

abouti a I'approbation de cette norme.

Cette publication a été rédigée selon“tes Directives ISO/IEC, Partie 2

Unelliste de toutes les parties de la série IEC 62055, publiées sous le titre général Compfage

de l¢lectricité — Systemes de,paiement, peut étre consultée sur le site web de I'lEC.

Le qgomité a décidé gue'le contenu de ce document ne sera pas modifié avant la date¢ de
stabjlité indiquée sur-e site web de I'lEC sous "http://webstore.iec.ch" dans les données

relafives au document recherché. A cette date, le document sera

neconduit;

qUPPFIME,

nemplacé par une édition révisée, ou

amendé.
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INTRODUCTION

La série IEC 62055 couvre les systémes de paiement, englobant les systémes d'informations
des consommateurs, les systémes de points de vente, les supports de jetons, les compteurs
de paiement et les interfaces respectives qui existent entre ces entités. Au moment de la
préparation du présent document, I'lEC 62055 comprenait les parties suivantes, sous le titre
général, Comptage de I’électricité — Systemes de paiement:

Partie 21: Framework for standardization (disponible en anglais seulement)

Partie 31: Exigences particulieres — Compteurs statiques a paiement d'énergie active
(clagses 1 et 2)

Partje 41: Spécification de transfert normalisé (STS) — Protocole de couche application pour
les systémes de supports de jeton unidirectionnel

Partje 42: Transfer reference numbers (TRN) — Application layer protocol foer\one-way token
carrier systems (disponible en anglais seulement)

Partje 51: Standard transfer specification (STS) — Physical layer protocol for one{way
numeric and magnetic card token carriers (disponible en anglais seulement)

Partje 52: Standard transfer specification (STS) — Physical layer protocol for a two{way
virtual token carrier for direct local connection (dispenible en anglais seulement)

La sgrie des Parties 4x spécifie les protocoles de couche appliCation et la série des Partiels 5x
spégifie les protocoles de couche physique.

NOTE 1 La partie 42 n’est pas compatible avec les parties 41,516t 52.

NOTE 2 La partie 42 était en cours d’élaboration au moment de la publication de la présente édition de la partie
41.

La sppécification de transfert normalisé (STS — Standard transfer specification) es{ un
protpcole de message sécurisé qui permet de transporter des informations entre [des
équipements de point de vente (POS<= Point of sale) et des compteurs de paiement. |Elle
perrfet plusieurs types de messages, tels que les consignes concernant le crédit, la mal}rise
de la configuration, I'affichage et les essais. Elle spécifie en outre les dispositifs et les cgdes
de gratique qui permettent la.prise en charge de la gestion sécurisée (génération, stockpge,
retrgit et transport) des clés cryptographiques utilisées au sein du systéme.

Le gupport de jeton,~qui n'est pas spécifié dans la présente partie de I'lEC 62055, est le
disppsitif ou support physique utilisé pour transporter les informations, et ce, de I'équipement
de ROS vers le gompteur a paiement. Trois types de supports de jetons sont actuellement
spégifies dang)[NEC 62055-51 et I'lEC 62055-52; la carte magnétique, le support de jeton
numgérique et un support de jeton virtuel, qui ont été approuvés par la STS Association| De
nouyeauxssupports de jeton peuvent étre proposés comme nouveaux sujets d’étude| par
I'intgrmédiaire des Comités nationaux ou par l'intermédiaire de la STS Association.

Bien que la principale mise en ceuvre de la STS se situe dans l'industrie d'alimentation en
électricité, elle permet la prise en charge de la gestion d'autres services d'une entreprise de
distribution comme I'eau et le gaz. Il convient de noter que certaines fonctionnalités peuvent
ne pas s'appliquer dans tous les services d'une entreprise de distribution, un exemple en
étant la MaximumPowerLimit (Limite de la Puissance Maximum) dans le cas d'un compteur
d'eau. De méme, certaines terminologies peuvent ne pas étre appropriées dans des
applications hors du domaine de I'électricité, un exemple en étant I'interrupteur de la charge
dans le cas d'un compteur de gaz. Les révisions futures de la STS peuvent permettre la prise
en charge d'autres technologies de supports de jeton comme les cartes intelligentes et les
clés a mémoire avec une fonctionnalité bidirectionnelle et permettre une horloge temps réel et
des tarifs complexes dans le compteur a paiement.
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Toutes les exigences specifiées dans le présent document ne sont pas obligatoires pour une
mise en ceuvre dans une configuration particuliére de systéme. A titre de lignes directrices,
un choix de paramétres de configuration facultatifs est énuméré a I'Article C.12.

La STS Association est enregistrée auprés de I'lEC comme une Autorité d'enregistrement
destinée a fournir des services de maintenance venant a 'appui de la STS (voir I'Article C.1
pour plus d'informations).

La publication de la premiére édition de I'l[EC 62055-41 en mai 2007 a conduit a son adoption
rap|de comme la norme generale preferentlelle pour Ies compteurs de prepalement dans de
s—de S : C S me = o Les

sont
tion,
5 de
vente, d'agents de vente, d’établissements bancaires et d'industries adjacentes: kes intgréts
pluripartites sont servis par la STS Association comportant plus de 150 organisations dises
dang plus de 35 pays. L'interopérabilité et la conformité a la Spécification de trangfert
normalisé (STS) sont garanties par des spécifications d'essai de conformité développéds et
gérdes par la STS Association. Une liste compléte des services de Ja”STS Association peut
étre|consultée a I'adresse http://www.sts.org.za.

Initialement développée pour des compteurs d'électricité a prépaiement en Afrique —| par
I'intgrmédiaire d'une liaison de type D du groupe de travail (8F) 15 du Comité d'études 1B de
I'lEG avec la STS Association — la présente norme |IEC sert maintenant plus d'utilisateurs en
Asigl qu'en Afrique, avec un total d'environ 50 millions de compteurs exploités | par
500 |entreprises de distribution dans 94 pays. La gestion de la technologie a été adminigtrée
par |la STS Association dans le cadre de l'accomplissement de son rble d'Autprité
d'enfegistrement désignée par I'lEC.

nivepux de sécurité spécifiés dans I'lEG 62055-41 est devenue souhaitable de maniéfe a
refl@ter I'état de 'art des meilleures pratiques qui seront appropriées pour le déploiement de
nouyeaux systémes avec une durée de vie prévisionnelle couvrant au moins| les
30 prochaines années.

FaC} au développement constant des algorithmes cryptographiques avancés, la révision|des

De |méme, I'évolution des ;systemes de comptage intelligents avec fonctionnalité] de
prégaiement permet I'utilisation des fonctions de tarification dans le compteur, créant ainfsi la
nécessité de fournir au.compteur le transfert en unités monétaires en lieu et place des upités
de skrvice.

La Commission“Electrotechnique Internationale (IEC) attire I'attention sur le fait qu'il| est
déclpré que—Jla conformité avec les dispositions du présent document peut impliquer
I'util|sation-d'un brevet intéressant I'identifiant du jeton spécial réservé indiqué en 6.3.5.2.

L'IECné prend pas position quant a la preuve, a la validité et a la portée de ces droity de
propriété.

Le détenteur de ces droits de propriété a donné l'assurance a I'lEC qu'il consent a négocier
des licences avec des demandeurs du monde entier, soit sans frais, soit a des termes et
conditions raisonnables et non discriminatoires. A ce propos, la déclaration du détenteur des
droits de propriété est enregistrée a 'lEC. Des informations peuvent étre demandées a:

Adresse: Itron Measurement and Systems, P.O. Box 4059, TygerValley 7536, Republic of South Africa
Tél.: +27 21 928 1700
Fax: +27 21 928 1701

Site web: http://www.itron.com
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Adresse: Conlog (Pty) Ltd, P.O. Box 2332, Durban 4000, Republic of South Africa
Tél.: +27 31 2681141
Fax: +27 31 2087790
Site web: http://www.conlog.co.za

L'attention est d'autre part attirée sur le fait que certains des éléments du présent document
peuvent faire I'objet de droits de propriété autres que ceux qui ont été mentionnés ci-dessus.
L'IEC ne saurait étre tenue pour responsable de l'identification de ces droits de propriété en

tout

ol-nartic
g

L'1S

donmées, consultables en ligne, des droits de propriété liés a leurs normes. Les)utilisat

sonf]
cond

La
décl
['util
de
[Voi
ces

Le f
ces
non

D (www.iso.org/patents) et I'IEC (http://patents.iec.ch) tiennent a jour des (baseq

invités a consulter ces bases de données pour obtenir les informations les.plus réce
ernant les droits de propriété.

Commission Electrotechnique Internationale (IEC) attire I'attention/sur le fait qu'il
aré que la conformité aux dispositions de la présente Norme internationale peut impli
sation d'un service de maintenance concernant la gestion de €lé“de chiffrement et la
brotocoles sur lesquels est basée la présente Norme. iaternationale IEC 6205
Article C.1]. L'IEC ne prend pas position quant a la preuve, a la validité et la porté
ervice de maintenance.

purnisseur du service de maintenance a donné llassurance a I'lEC qu'il consent a fo
services aux demandeurs du monde entier, & des termes et conditions raisonnable

de
Burs
ntes

est
quer
pile
b-41
e de

irnir
s et

discriminatoires. A ce propos, la déclaration.du fournisseur du service de maintenance
est ¢nregistrée a I'lEC. Des informations peuventétre demandées a

Adresse: The STS Association, P.O. Box 868, Ferndale 2160, Republic of South Africa
Tél. +27 11 061 5000

Fax +27 86 679 4500

Emgil: support@sts.org.za

Site web: http://www.sts.org.za



http://www.conlog.co.za/
http://www.iso.org/patents
http://patents.iec.ch/
mailto:support@sts.org.za
http://www.sts.org.za/
https://iecnorm.com/api/?name=b2caf345a3d38090806e9e6338025db6

- 134 - IEC 62055-41:2018 © IEC 2018

COMPTAGE DE L'ELECTRICITE — SYSTEMES DE PAIEMENT -
Partie 41: Spécification de transfert normalisé (STS) -

Protocole de couche application pour les systémes
de supports de jeton unidirectionnel

d'applirafinn

pour

trangférer des unités de crédit et autres informations de gestion, et ce, d'un systeme de point

Elle |spécifie:

une interface POS/support de jeton structurée avec un protocole de couche applicatid
un protocole de couche physique utilisant le modéle OS|kcomme référence;

des jetons pour le protocole de couche application~pour transférer les divers message
POS vers le compteur a paiement;

des fonctions et des processus de sécurité dans le protocole de couche application
que l'Algorithme de transfert normalisé (Standard Transfer Algorithm) et I'Algorithm¢
¢hiffrement de données (Data Encryption Algorithm), y compris la génération €
distribution des clés cryptographiques\associées;

niveau du compteur a paiement tels que les algorithmes de déchiffrem
llauthentification, la validation et’l'annulation de jetons;

des exigences spécifiques.relatives au processus d'application de compteur en répd
aux jetons regus;

une méthode pour<traiter de la fonctionnalité de compteur a paiement dans le proce
d'application de_compteur et les spécifications d'accompagnement associées;

des exigences.génériques relatives a un systéme de gestion de clés conforme a la ST
des lignes.directrices pour un systéme de gestion de clés;
des entiteés et des identificateurs utilisés dans un systéme STS;

Ie.€ode de bonnes pratiques pour la gestion des changements de clé par passage a

nte (POS) vers un compteur a paiement conforme a la STS dans un systeme de supgport
jeton unidirectionnel. Elle est destinée principalement a étre appliquée avecHes compt
a ppiement d'électricité simple tarif utilisant des jetons basés sur |'énergie. Elle

également étre appliguée aux systémes de jeton basés sur la monnaje et pour les sery
autres que I'électricité.

Burs
peut
ices

5 du

tels
de
la

—

des fonctions et des processus de“sécurité dans le protocole de couche application au

ent,

nse

pSUS

7éro

de lidantificatanr da iaoton (TID) _aon accnciatinn avacs l'ancamhla rdAvicd da data
e—taeHteateu—ae—etoh Tt SH—a 5506t —a Y-8 — e RS MBre—reVA5e oteE

de

référence;

le code de bonnes pratiques et les services de support a la maintenance provenant de la

STS Association.

Elle est destinée a étre utilisée par les constructeurs de compteurs a paiement qui doivent
accepter les jetons conformes a la STS et aussi par les constructeurs de systéemes POS qui
doivent produire des jetons conformes a la STS. Elle doit étre utilisée conjointement avec la
série |IEC 62055-5x.

Il est exigé des produits conformes a la STS de se conformer uniquement aux parties
sélectives de ce document ayant été I'objet d’un contrat d’achat (voir aussi Article C.12).
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NOTE Bien qu'il ait été mis au point pour les systémes de paiement pour ['électricité, le document prévoit
également des dispositions pour les jetons utilisés dans d'autres services d'entreprise de distribution, tels que
I'eau et le gaz.

2 Références normatives

Les documents suivants cités dans le texte constituent, pour tout ou partie de leur contenu,
des exigences du présent document. Pour les références datées, seule [I'édition citée
s'applique. Pour les références non datées, la derniére édition du document de référence
s'applique (y compris les éventuels amendements).

IEC[TR 62051:1999, Electricity metering — Glossary of terms(disponible en _anglais
seulement)

IEC[TR 62055-21:2005, Electricity metering — Payment systems — Part 21: Framework for
stanidardization (disponible en anglais seulement)

IEC 62055-31:2005, Equipements de comptage de ['électricité — Systemes a paiemept —
Partfe 31: Exigences particulieres — Compteurs statiques a paiement @'énergie active (clagses
1 et|2)

IEC 62055-51:2007, Electricity metering — Payment systems--+ Part 51: Standard transfer
spegification (STS) — Physical layer protocol for one-way. humeric and magnetic card tpken
carrlers (disponible en anglais seulement)

IEC 62055-52:2008, Electricity metering — Paymentvsystems — Part 52: Standard transfer
spegification (STS) — Physical layer protocol for axtwo-way virtual token carrier for direct local
connection (disponible en anglais seulement)

ISOfIEC 7812-1:2017, Identification cards“~ Identification of issuers — Part 1: Numbegring
system (disponible en anglais seulement)

ISO{IEC 18033-3, Information teechnology — Security techniques — Encryption Algorithms —
Part| 3: Block ciphers (disponibleten anglais seulement)

1ISO|9797-2, Information technology — Security techniques — Message Authentication. Cgdes
(MACs) — Part 2: Mechanisms using a dedicated hash-function (disponible en anglais
seulement)

1ISO|10118-3, Anformation technology — Security techniques — Hash-functions — Pant 3:
Dedjcated Hash Functions (disponible en anglais seulement)

ANSI X3192-1981, American National Standard Data Encryption Algorithm, American Natipnal
Standards Institute — Data Encryption Algorithm

FIPS PUB 46-3:1999, Federal Information Processing Standards Publication — Data
Encryption Standard

NIST SP 800-108, Recommendation for Key Derivation Using Pseudorandom Functions

3 Termes, définitions, termes abrégés, notation et terminologie

3.1 Termes et définitions

Pour les besoins du présent document, les termes et définitions donnés dans I'lEC TR 62051
et 'EC 62055-31, ainsi que les suivants s'appliquent.
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L'ISO et I'lEC tiennent & jour des bases de données terminologiques destinées a étre utilisées
en normalisation, consultables aux adresses suivantes:
e |EC Electropedia: disponible a I'adresse http://www.electropedia.org/

e |SO Online browsing platform: disponible a I'adresse http://www.iso.org/obp

NOTE Lorsqu'il existe une différence entre les définitions du présent document et celles contenues dans d'autres
normes |IEC de référence, les définitions du présent document prévalent.

Le terme «compteur» est utilisé de fagon interchangeable avec «compteur a paiement», «compteur a prépaiement»
et «décodeury, lorsque le décodeur est une sous-partie d'un compteur a paiement d'électricité ou d'un compteur a
paiement a dispositifs multiples.

Le tstme «POS» est utilisé comme synonyme de «CIS» (systeme d'information des consommateurs), delqSIG»
(Systeme d'informations de gestion) et de «TSP» (Terminal de saisie portable) en ce sens que les jetonspetivent
égalgment étre générés par ces entités et transférés entre elles et le compteur a paiement.

Le tgrme «entreprise de distribution» est utilisé pour désigner le fournisseur du service dans™un sens geméral.
Dans| les marchés libéralisés, la partie contractante réelle qui agit comme le "fournisseur® du service au
conspmmateur peut ne pas étre l'entreprise de distribution traditionnelle en tant que telle, mais peut étfe un
fournjsseur de service tiers.

3.1.
spécification d'accompagnement
spégification gérée par la STS Association, qui définit une- instance spécifique [d'un
MeterFunctionObject

VOIR: 5.5 et Article C.9.

3.1.2

décodeur

partle intégrante de la TokenCarrierToMeterinterface d'un compteur a paiement qui accomnplit
les 'Jrnctions du protocole de couche application et qui permet que des transactions a basg de
jetoms aient lieu entre un POS et le compteur a paiement

3.1.3

numéro de série de compteur
nompre associé a la partie métrologique du compteur a paiement

Note |1 a 'article: Dans un compteur & paiement a dispositif unique, le DRN (numéro de référence de décodelr) et
le numéro de série de compteur peuvent étre synonymes, alors qu'ils peuvent étre différents dans un comptpur a
paiement a dispositifs multiples.

3.1.4
jetoh
soug-ensemble~d'éléments de données, contenant une instruction et de Iinformation
présentes dans I'APDU de la couche application de la POSToTokenCarrierInterface, et quj est
égalementitransféré vers le compteur a paiement au moyen d'un support de jeton (I'inverse
est egalement vrai dans le cas d'un jeton envoyé du compteur a paiement vers le POS)

3.1.5

support de jeton

support utilisé dans la Couche physique de la POSToTokenCarrierinterface, sur lequel un
jeton est modulé ou codé et qui sert a transporter un jeton du point ou il est généré vers le
compteur a paiement distant, ou il est regu

3.1.6

systéme de support de jeton unidirectionnel

systéme de comptage pour paiement qui utilise des supports de jetons qui transférent
I'information dans un seul sens — du POS vers le compteur a paiement
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3.1.7

transaction a base de jeton

traitement d'un jeton quelconque par le compteur a paiement dont I'effet matériel sur la
quantité, la valeur ou la qualité du service a fournir au consommateur releve du contréle du
compteur a paiement (pour les bonnes pratiques actuelles, cela signifie des jetons de Classe
0 et de Classe 2)

3.1.8

prise en charge
aptitude a accomplir une fonction définie

Note |1 a I'article: Si une fonction prise en charge est désactivée, elle reste prise en charge.

3.1.9

mornnaie de référence

dénpmination particuliere de la monnaie du pays d’exploitation du compteuryde réception,

comme défini dans I'lSO 4217

EXEWMPLES USD/840, EUR/978, GBP/826, ZAR/710.

3.2 | Termes abrégés

ANS

APDOU

BDT
CA
CC
CERT
CIS
CM
CMIP
COHR
COSEM

CR(
DACQ
DCTK
DD
DDTK

American National Standards Institute (Institut mational de normalisation des
Etats-Unis d'Amérique)

ApplicationProtocolDataUnit (unité de dopnées de protocole de colche
application)

BaseDate (date de référence)

CertificationAuthority (autorité de certification)

CountryCode (code de pays)

Certified public key (clé publique’certifiée)

Customer Information Systém (systéme d'information des consommateurs)
CryptographicModule (module cryptographique)
CryptographicModuleldentifier (identificateur de module cryptographique)
Code of practice (code de bonnes pratiques)

Companion Specification for Energy Metering (spécification d'accompagnement
pour le comptage de I’énergie)

CyclicRedundancyCheck (contréle de redondance cyclique)
DeviceAuthenticationCode (code d’authentification de dispositif)
DecoderCommonTransferKey (clé de transfert commune de décodeur)
Discretionary Data (données discrétionnaires)

DecoderDefaultTransferKey (clé de transfert par défaut de décodeur)

DEA
DES
DITK
DK
DKGA
DKR
DLMS

DOE

Data Encryption Algorithm (algorithme de chiffrement de données)

Data Encryption Standard (norme de chiffrement de données)
DecoderlnitializationTransferKey (clé de transfert d'initialisation de décodeur)
DecoderKey (clé de décodeur)

DecoderKeyGenerationAlgorithm (algorithme de génération de clé de décodeur)
DecoderKeyRegister (registre de clés de décodeur)

Distribution Line Message Specification (spécification des messages de ligne de
distribution)

DateOfExpiry (date d’expiration)
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DecoderReferenceNumber [(numéro de référence de décodeur) appelé «numéro
de compteur» dans les systémes utilisés avant la mise au point du présent

document]

DecoderSerialNumber (numéro de série de décodeur)
DecoderUniqueTransferKey (clé de transfert unique de décodeur)
EncryptionAlgorithm (algorithme de chiffrement)

Electronic Code Book (livre de code électronique)

ASCII End of Text character (caractere fin de texte ASCII)

EirmwareAuthenticationCode (r\nr‘lo d'authentification de mir\rnlngir‘inl)

FIP$

FOIN
FS
GPRS

GSM

TSP
HMAC

IAIN

[IN
RNI
ISO
KCT|
KDF
KEK
KEN
KLF
KM(Q
KMI
KMS
KRN

UJ

Federal Information Processing Standards (normes fédérales pour le traiter
de l'information)

FunctionObjectldentificationNumber (numéro d'identification d'objet fonction)
FieldSeparator (séparateur de champ)

General Packet Radio Service (service général de radiocomfunication en n
paquet)

hent

ode

Global System For Mobile Communications (systéme global de communications

mobiles)
Terminal de saisie portable

Hash Message Authentication Code (code d'authentification de message for
sur un hachage)

IndividualAccountldentificationNumber _{numéro d'identification de con
individuel)

Identification; Identificateur

IssuerldentificationNumber (numéfo d'identification d'émetteur)
Réseau numérique a intégration de services

Organisation internationalé~de normalisation

KeyChangeToken (jeten’de changement de clé)

Key Derivation Funtction (fonction de dérivation de clé)
KeyExchangeKey/(clé d'échange de clé)

KeyExpiryNumber (numéro d'expiration de clé)

KeyLoadFite (fichier de chargement de clés)
KeyMariagementCentre (centre de gestion de clé)
KeyManagementinfrastructure (infrastructure de gestion de clé)
KeyManagementSystem (systéme de gestion de clé)

dée

npte

KeyRevisionNumber (numéro de révision de clé)

KT

LAN
LRC
MFO
Mfr

MII

SIG
MPL
MPPUL

KeyType (type de clé)

Local Area Network (réseau local)

LongitudinalRedundancyCheck (contréle de redondance longitudinale)
MeterFunctionObject (objet de fonction de compteur)

Manufacturer (constructeur)

MajorIindustryldentifier (identificateur de la principale activité économique)
Systéme d'informations de gestion

MaximumPowerLimit (limite de la puissance maximum)

MaximumPhasePowerUnbalanceLimit (limite maximale de déséquilibre
puissance de phases)

de
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NIST National Institute of Standards and Technology (institut national américain des

normes et des technologies)

NKHO NewKeyHighOrder bits (bits de poids fort de nouvelle clé)

NKLO NewKeyLowOrder bits (bits de poids faible de nouvelle clé)

NWIP New Work Item Proposal (proposition de nouveau sujet d’étude)

OSl Open Systems Interconnection (interconnexion de systémes ouverts)

PAN PrimaryAccountNumber (numéro de compte primaire)

PLC Power Line Carrier (courant porteur sur ligne)

POSY PointOfSale (point de vente)

PRN Printer (imprimante)

RTHC Réseau téléphonique public commuté

RN RandomNumber (nombre aléatoire)

RO Roll over (passage a zéro)

SG SupplyGroup (groupe d'alimentation/approvisionnement)

SG( SupplyGroupCode (code de groupe d'alimentation/approvisionnement)

SHA Secure Hash Algorithm (algorithme de hachage sécurisg)

STA Standard Transfer Algorithm (algorithme de transfert’normalisé)

STS Standard Transfer Specification (spécification de transfert normalisé)

STSA Standard Transfer Specification Association (STS Association, associatior] de
Spécification de transfert normalisé)

STX ASCII Start of Text character (caractére début de texte ASCII)

TCOU TokenCarrierDataUnit (unité de dennées de support de jeton)

TCT] TokenCarrierType (type de support de jeton)

TDHA Triple Data Encryption Algarithm (algorithme de triple chiffrement de données)

TI Tariffindex (index de tarifs)

TID Tokenldentifier (identificateur de jeton)

uc UtilityCode (code d'entreprise de distribution)

VCOK VendingCommonDerivationKey (clé de dérivation commune de vente)

VDOK VendingDefaultDerivationKey (clé de dérivation par défaut de vente)

VK VendingKey (clé de vente)

VUQK VendingUniqueDerivationKey (clé de dérivation unique de vente)
WAN Wide Area Network (réseau étendu)

XOR OU exclusif (logique)

3.3 —Notation et terminologie

Dans le présent document, les régles suivantes sont observées en ce qui concerne la
dénomination des termes:

les noms d'entité, les noms d'élément de données, les noms de fonction et les noms de
processus sont traités comme des classes d'objets génériques et regcoivent des noms sous
la forme d'expressions dans lesquelles les mots sont en majuscules et aboutés sans
espaces. Par exemple: SupplyGroupCode comme nom d'élément de données,
EncryptionAlgorithm07 comme nom de fonction et TransferCredit comme nom de
processus (voir la note);

une référence directe (spécifique) a une classe nommée d'objets utilise la forme en
majuscules, alors qu'une référence générale (non spécifique) utilise le texte
conventionnel, a savoir la forme en minuscules avec espaces. Un exemple de référence
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directe est: «Le SupplyGroupCode est lié a un groupe de compteurs», alors qu'un
exemple de référence générale est: Un «supply group code (code de groupe

d'alimentation) relie a une clé de ventey;

d'autres termes utilisent les formes abrégées généralement acceptées comme RTPC
«Réseau téléphonique public commuté».

pour

NOTE La notation utilisée pour la dénomination d'objets a été alignée sur ladite «notation-chameau» utilisée dans
les normes du Modéle d'information Commun (CIM — Common Information Model) établies par le CE 57 de I'l[EC,
afin de faciliter I'narmonisation et I'intégration futures des normes de systéme de paiement avec les normes CIM.

4

Conventions de numérotation

Dang le présent document, la représentation des nombres en chaines binaires utilisg la

con

ention selon laquelle le bit de poids faible est a droite et le bit de poids fort a gauche

La numérotation des positions des bits commence par la position du bit 0, qui‘eorrespon
bit de poids faible d'un nombre binaire.

Les

nombres sont généralement au format décimal, sauf indication contraire. Tout chiffre

indigateur sous-entend le format décimal.

Les

Les

Les

valeurs des chiffres binaires se situent dans la plage 0 a1.
valeurs des chiffres décimaux se situent dans la plage-0 a 9.

valeurs des chiffres hexadécimaux se situent{dans les plages 0 a 9 et A a F et

indiquées par “hex”.

H au

paNsS

sont
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5 Modéle de référence pour la spécification de transfert normalisé

5.1 Diagramme fonctionnel de référence pour compteur a paiement générique
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Anglais Francais
Time function Fonctions de temps
Meter Application Process Processus d’application de compteur
Supply Interface Interface d’alimentation/approvisionnement
Load Interface Interface de charge
User Interface Interface utilisateur
IEC 62055-4x series and IEC 62055-5x series Série IEC 62055-4x et série IEC 62055-5x

Danp un compteur a paiement a dispositif unique, toutes les fonctions essentie€lles
logées dans une seule enceinte, comme représenté a la Figure 1, alors que dans un comg
a paiement a dispositifs multiples, il est possible que le TokenCarrierToMeteslnterface
logé| dans une enceinte séparée.

La

IEC 62055-5x du protocole de couche physique de la TokenCarrierToMeterinterface
Tokg¢nCarrier est inclus dans la Couche physique.

Dang le présent document, le Decoder (décodeur, voir Article 3) est défini comme éta
partle intégrante du compteur a paiement dans laquelle Sont hébergées les fonctions d
Couthe application de la TokenCarrierToMeterinterface et, donc, un DRN lui est alloué
6.1.2.3).

NOTE Les MeterFunctionObjects font I'objet d'une discussion plus approfondie en 5.5.

Danpg tous les cas, il doit y avoir une seuleise en ceuvre de la Couche application et il
dong¢ y avoir un seul DRN associé a un compteur a paiement, qu'il soit a un dispositif un

ou

physgique dans le méme compteur a paiement.

Pout une description plus compléte des classes de fonctions des compteurs a paiement,
'ECG TR 62055-21.

Figure 1 — Organigramme fonctionnel d'un compteur

a paiement generique a dispositif unique

gérie IEC 62055-4x traite principalement du protocole de couchg application et la g

3 dispositifs multiples, méme s'il_ péut y avoir plus d'une mise en ceuvre de la Co

sont
teur
soit

érie
Le

nt la
e la
voir

doit
que
che

voir
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5.2 Modeéle de référence de protocole STS
POS METER
Application Application € »  MeterFunctionObjects
= Process Process
8
o 9 A
h Companion Specifications
o 6162 63 REY VIarTagerment 7.1
) APDU L ) APDU
(]
w
- 6.4 Application Layer Application Layer 7.2
6.5 Protocol Protocol 73
.
A A
\ 4
2
@
N Physical Layer Physical Layer
£ Protocol Protocol
[¥a}
o
3
o Token Carrier j
)
POSToTokenCarrierInterface TokenCarrierToMeterinterface
IEC
Légende
APD:t ApplicationProtocolDataUnit: interface deydonnées au protocole de couche application
TCD TokenCarrierDataUnit; interface de données au protocole de couche physique
Les rgférences des numéros d'articles/paragraphes pertinents dans le présent document sont indiquées a cégé de
chaqgye encadré.
Anglais Francgais
Tpken Carrier Support de jeton
Physical Layer Protocol Protocole de couche physique
Application Layer Protocol Protocole de couche application
TEDU TCDU
METER AppliCation Process Processus d’application COMPTEUR
PPS Application Process Processus d’application POS
APDUY APDU
IHC 62055-5x series Série I[IFC 62055-5%

Key Management

Gestion de clés

Companion Specifications

Spécifications d’accompagnement

Figure 2 — STS modélisée comme une pile protocolaire OSI réduite a 2 couches

La STS est un protocole de transfert sécurisé de données entre un POS et un compteur a
paiement utilisant un support de jeton comme support de transfert. Le protocole de couche
application traite des jetons et des fonctions et processus de chiffrement, alors que le
protocole de couche physique traite du codage réel des données du jeton sur un support de
jeton (voir Figure 2).

Exemples des dispositifs supports de jetons physiquement transportables: les numériques,
les cartes magnétiques, les cartes a mémoire et les clés a mémoire. Exemples de supports de
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jetons virtuels: modem RTPC, modem RNIS, modem GSM, modem GPRS, modem radio,
modem PLC, connexions en infrarouge, connexions LAN et WAN, et connexion locale directe.
Ces supports sont définis dans la série IEC 62055-5x.

Il faut remarquer que bien que le modele décrive principalement un protocole d’'un POS a
support de jeton vers un compteur a paiement, le méme protocole est également applicable a
tout autre dispositif qui exige de communiquer avec le compteur a paiement, par exemple
CIS, SIG ou TSP portatif.

Bien qu'une architecture OSI réduite a 2 couches soit suivie dans le présent document, elle
n'exglut-pas—une-extensionfuture pour-inclure plus de couches-si-besoin-es e—n-interdit
pas|non plus que le réalisateur intercale des couches supplémentaires entre les)\deux
coughes présentées dans le modéle.
L'ARDU est linterface de données au protocole de couche application, spécifiée dans
I'EQ 62055-41, tandis que la TCDU est I'interface de données de support d€)jeton, spécffiée
dang la série IEC 62055-5x.
La §TS dans le présent document définit un protocole de transfert deMdonnées unidirectionnel
(a2 spvoir du POS vers le compteur a paiement), bien que le modele de référence permette
également un protocole de transfert bidirectionnel, qui peut étre. uhe exigence dans une future
révigion du présent document.
5.3 | Flux de données du POSApplicationProcess vers)le TokenCarrier
Le flux de données du POSApplicationProcess+y'vers le TokenCarrier est présente a
la Figure 3.
POS APDU TCDU Connector Token Carrier
Application . * e L
Process i | | 3
. ; Application Layer ; Physical Layer ; ;
| 3 N M, |
| \ | |
! i (IEC 62055-41) ! (IEC 62055-5x) ! i
Token — TCDUGeneration —
: TokenData : EncodeToken :
KeyAttributes
g — EncodelD
IDRecord o —»Q—.—»@
TCT : PrintText :
PRNRecord o
N )
Y
specific to each TokenCarrierType
IEC
Anglais Francgais
specific to each TokenCarrierType Spécifique a chaque TokenCarrierType
POS Application Process Processus application POS
APDU APDU (Unité de données de protocole de couche
Application)
Application Layer (IEC 62055-41) Couche application (IEC 62055-41)
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Anglais

Frangais

TCDU

TCDU (Unité de données de support de jeton)

Physical Layer (IEC 62055-5x)

Couche physique (IEC 62055-5x)

Connector

Connecteur

Token Carrier

Support de jeton

Token

Jeton

TCT

Type de support de jeton

Figure 3 — Flux de données du POSApplicationProcess vers le TokenCarrier

Le ROSApplicationProcess présente a I'APDU le jeton accompagné des KeyAttributes @
DecpderKey qui doit étre utilisée pour chiffrer le jeton. Le protocole de couche applica
géngre la DecoderKey, chiffre le jeton et présente les TokenData obtenues dans a2 TCDU
protpcole de couche physique code les TokenData sur le TokenCarrier, (En" option,
don¥ées d'identification du compteur a paiement peuvent également étrel/codées sU

Tok
sur

nCarrier (voir 5.2.4 dans I'lEC 62055-51:2007, par exemple), ainsi que le texte imp
a surface extérieure (voir 5.1.5 dans I'lEC IEC 62055-51:2007, pariexemple). Cette p
du processus se termine essentiellement avec le codage des donn€es sur le TokenCal
aprés quoi le TokenCarrier est transporté vers le compteur a paiement (habituellement p

client), ou il est introduit dans le compteur a paiement via la TokenCarrierinterface.

5.4 | Flux de données du TokenCarrier vers le MeterApplicationProcess

Le flux de données du TokenCarrier vers

e la

tion
. Le

les
rle

rimeé
artie
rier,
ar le

le MeterApplicationProcess est présenfé a

la Figure 4.
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Anglais Francgais
Physical Layer (IEC 62055-5x) Couche physique (IEC 62055-5x)
TCDU TCDU
Application Layer (IEC 62055-41) Couche application (IEC 62055-41)
APDU APDU
Meter Application Process Processus application compteur
Correction Correction
Token Jeton
Result Résultat
gpecifictoeachTokenCarrertype specifique=rTokenCarrrerfype

Figure 4 — Flux de données du TokenCarrier vers le MeterApplicationProcess

Le grocessus d'introduction du jeton en provenance du TokenCarrier varie selonte TCT| De
méme, la nature du connecteur varie en fonction du TCT, dont un exemple’ peut étre¢ un
clavler numérique ou un dispositif lecteur de carte magnétique prenant en charge les supports
de jeton unidirectionnel tels que spécifiés dans I'lEC 62055-51.

Lorsque d'autres types de connecteurs sont exigés pour prendre en~charge d'autres typepg de
supports de jeton, tels qu'un dispositif de lecteur de clé a ‘mémoire ou un connegteur
enfighable a partir d'un terminal de saisie portable agissant dcomme support de jeton virfuel.
De fels supports de jeton doivent alors étre spécifiés dans.des parties supplémentaires|des
futugres IEC 62055-5x.

Le protocole de couche physique lit les données du. jeton saisies et fournit une rétroagtion
corrective immédiate a l'utilisateur (voir 6.3 de VIEC 62055-51:2007, par exemple). [Les
donmées du jeton saisies sont présentées dahs la TCDU, d'ou le protocole de codlche
appjcation extrait le jeton par une opération' appropriée de déchiffrement, validation et
authientification, dont les résultats sont présentés au MeterApplicationProcess dans I'ARDU.
Aprgs traitement et exécution de l'instruction a partir du jeton, le MeterApplicationProgess
indique le résultat dans I'APDU pour que le protocole de couche application entreprennefune
actign ultérieure. Cela provoque normalement I'annulation du TID et la remise de l'instruction,
par |'intermédiaire de la TCDU, au protocole de couche physique de parachever le processus
de daisie de jeton par I'effacement des données du jeton (le cas échéant) ou par I'écrfture
d'aufres données pertinentes'sur le TokenCarrier selon ce qui peut étre approprié.

Pouf certains types de\“TokenCarrier (un support de jeton virtuel a grande vitesse,| par
exemple), le protocole de couche physique peut utiliser une fonction de verrouillage de saisie
de jeton pour protéger le compteur a paiement contre des tentatives de fraude. Typiquenjent,
une |telle fonction*de verrouillage ralentit le débit effectif, auquel les jetons peuvent |étre
intrgduits parlinterface du support de jeton particulier (voir 6.6.7 de I'|EC 62055-52:200§ par
exemple).

5.5 [ \MeterFunctionObjects / spécifications d'accompagnement

La Figure 1 permet de constater que la TokenCarrierToMeterInterface, qui inclut également le
TokenCarrier, est traitée dans la série IEC 62055-4x et la série IEC 62055-5x. Les
MeterFunctionObjects restants qui figurent dans le diagramme sont définis dans des
spécifications d'accompagnement et ne sont pas normatifs dans le présent document.

Les spécifications d'accompagnement (voir Figure 2) relévent du contréle administratif (voir
Article C.9) de la STS Association et servent a définir la fonctionnalité d'un compteur a
paiement de fagon normalisée, en utilisant une approche orientée objet.
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Numéros de référence des transactions

Payment Meter

associated with
4
transaction
[ MeterPAN ) reference number
comprises
4 4 A
[ IIN I IAIN / DRN IPANCheckDigit)
comprises
A 4 4
( MfrCode I DSN IDRNCheckDigit)
IEC
Anglais Frangais
Paynment Meter Compteur a,paiement
assogiated with associé a
Trangaction reference number Numeéro.de référence de la transaction
IIN Numéro d'identification d'émetteur
IAIN [ DRN Numéro d'identification de compte individuel /Numéro de
référence de décodeur
comgrises comprend
DSN Numéro de série de décodeur
Figure 5 — Composition d'un numéro de référence de transaction

Le numéro de référence\de transaction comprend les éléments de données et leurs relafions
tels gue présentés aflla)Figure 5.
Une| transaction<a base de jeton (voir Article 3) constitue une activité financiére qu'il est
nécessaire de\traiter conformément aux bonnes pratiques financieres normalisées.
Le |PrimaryAccountNumber (PAN) sert a étiqueter des enregistrements, messages,

demlandés, autorisations et notifications de transaction, dans lesquels les deux pafties

prenantes de la transaction sont identifiables de fagon unique.

Un compteur a paiement est ainsi associé de fagon unique a un MeterPAN, un numéro
composé constitué de I'lIN et de I'lAIN/DRN, qui, a son tour, comprend le MfrCode et le DSN
(voir 6.1.2).
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6 Protocole de couche application POSToTokenCarrierinterface

6.1 APDU: ApplicationProtocolDataUnit

6.1.1 Eléments de données dans I'APDU

L'APDU, qui est l'interface de données entre le POSApplicationProcess et le protocole de

couche application, comprend les éléments de données indiqués dans le Tableau 1.

Tableau 1 — Eléments de données dans I'APDU

Elément Contexte Format Référlence
MeteIIPAN MeterPrimaryAccountNumber d'identification du compteur a paiement 18 chiffres 6.1.2
TCT Désigne quel TokenCarrierType il convient d'utiliser dans le

protocole de couche physique pour transporter le jeton vers le 2 chiffres 6.1.3
compteur a paiement
DKGA Dgs[gne quel DecoderKeyGenerationAlgorithm doit étre utilisé pour Dehiffres 6.1.4
générer la DecoderKey
EA Désigne guel algorlthme de chiffrement doit étre utilisé pour chiffren 2 chiffres 6.15
les données du jeton
SGC DeS|gne le SupplyGroupCode auquel le compteur a paiementest 6 chiffres 6.16
alloué
TI Désigne le Tariffindex auquel le compteur a paiement est relié 2 chiffres 6.1.7
KRN Désigne le KeyRevisionNumber sur lequel la DecoderKey se trouve .
N ; 1 chiffre 6.1.8
(tel qu’hérité de la VendingKey)
KT Désigne le KeyType sur lequel la DecoderKey, se trouve 1 chiffre 6.1.9
KEN Nombre associé a la VendingKey et a une‘DecoderKey qui détermine .
R . . 8 bits 6.1{10
la durée pendant laquelle la clé reste valide
BasepPate Date et heure de départ a partir desquelles est calculé un TID 2 caractéres 6.1{12
ASCII 6.53.6
Toke Les données du jeton réelles a transférer au compteur a paiement . 4
. ; 66 bits 6.4.1
avant chiffrement et traitement
IDRegord Données d'identification facultatives qui doivent étre codées sur la
carte d'identificationyd'un compteur a paiement ou sur un support de 35 chiffres Tabldau 2
jeton avec le jeton
PRNRecord Des données:d'impression facultatives destinées a étre imprimées en
méme temps que le codage du jeton sur le TokenCarrier. Certains
supports_de jeton tels que les dispositifs de carte magnétique sur
papierpermettent l'impression sur la surface de la carte elle-méme Texte non N
et’cette opération peut étre intégrée avec le dispositif de codage de défini
carte magnétique. Le contenu et le format ne sont pas spécifiés et
chaque systeme peut les définir a sa discrétion selon ses exigences
particuliéres.
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L'IDRecord facultatif comprend les éléments de données consignés dans le Tableau 2.

Tableau 2 — Eléments de données dans I'IlDRecord

Elément Contexte Format Référence
MeterPAN MeterPrimaryAccountNumber d'identification du compteur a paiement 18 chiffres 6.1.2
DOE Date d'expiration facultative des données d'identification telles que 4 chiffres

codées sur la carte d'identification d'un compteur a paiement ou le 6.1.11
support de jeton (voir I'lEC 62055-51 pour un exemple)
TCT Indique quel TokenCarrierType est associé a ce MeterPAN 2 chiffres 6.1.3
EA Indique quel algorithme de chiffrement est associé a ce MeterPAN 2 chiffres 6M15
SG(Q Indique quel SupplyGroupCode est associé a ce MeterPAN 6 chiffres 6.16
TI Indique quel Tariffindex est associé a ce MeterPAN 2 chiffres 6.1{7
KRN Indique quel KeyRevisionNumber est associé a ce MeterPAN (tel 1 chiffre 6.1ls

qu’hérité de la VendingKey)

6.1.2 MeterPAN: MeterPrimaryAccountNumber
6.1.2.1 Eléments de données dans le MeterPAN

Le MeterPAN est un numéro d'identification unique pour’chaque compteur a paiement
conforme a la STS. |l comporte les 3 parties données dans)le Tableau 3.

Tableau 3 — Eléments de donniées dans le MeterPAN

Elément Contexte Format Référence
IIN IssuerldentificationNumber 4/6 chiffres 6.1.3.2
IAIN|/ DRN IndividualAccountldentificationNumber / 4

DecoderReferenceNumber 11/13 chiffres 6.1.33

PANCheckDigit | Résultat d’'une formule pour vérifier I'intégrité de I'lIN et de

AIN 1 chiffre 6.1.3.4

NOTIE Le premier chiffre de I'liIN-est’le chiffre de poids fort du MeterPAN a 18 chiffres et le PANCheckDigif est
le chjiffre de poids faible.

Voir| aussi Annexe.C pour le Code de bonnes pratiques de gestion de cet élémeni de
donmées.

6.1.2.2 lIN: IssuerldentificationNumber

L'lIN est-un nombre unique de 6/4 chiffres qui définit un domaine, sous lequel d'autres valgurs
J'IAl NG N A N N .
domaine défini.

Pour les DRN de 11 chiffres, I'lIN doit étre égal a 600727 et pour les DRN de 13 chiffres, il
doit étre égal a 0000.

Voir aussi C.4.2 pour la gestion de cet élément de données.
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6.1.2.3 IAIN: IndividualAccountldentificationNumber/
DRN: DecoderReferenceNumber

6.1.2.3.1 Eléments de données dans I'lAIN / DRN

Un DRN unique doit étre alloué au dispositif qui exécute le protocole de couche application
dans un compteur a paiement conforme a la STS.

NOTE Dans un grand nombre de systemes, la partie «décodeur» est intégrée a la partie de comptage et, donc, le
DRN peut étre synonyme du numéro de série de compteur.

Le . o - e sle
Tabieau4.

Tableau 4 — Eléments de données dans I'lAIN / DRN

Elément Contexte Format Référence
MfrCode Nombre pour identifier de fagon unique un constructeur de 2/4 chiffres 61242
compteur a paiement B
DSN Numéro de série a huit chiffres alloué par le constructeur 8 chiffres 6.1.2.3.3
DRINCheckDigit Check Digit (Vérification du chiffre); Formule pour vérifier 1 chiffre 6.12.3.4
I'intégrité du MfrCode et du DSN B
NOTE Le MfrCode est constitué des 2/4 chiffres de poids fort du DRN\de€ 11/13 chiffres et le DRNCheckDigit
est Je chiffre de poids faible.

Les |valeurs du MfrCode doivent toujours étre justifiees a droite et complétées de 0 a gauche.

Le DSN doit étre justifié a droite et complété.de 0 a gauche pour obtenir une chalne compléte
de § chiffres.

6.1.2.3.2 MfrCode: ManufacturerCode

Le NifrCode est un nombre de 2/4 chiffres qui doit étre utilisé pour identifier de fagon unjque
le constructeur du compteur_a-paiement.

La §TS Association fournit'un service pour l'allocation des valeurs de MfrCode pour identifier
de facon unique les constructeurs afin d'assurer l'interopérabilité des matériels conformes|a la
STS|

Les valeurs de{MfrCode 00 et 0100 sont réservées aux essais de certification de produit gt ne
doivent pas\éire utilisées dans les matériels de fabrication.

Voir|aussi C.4.3 pour la gestion de cet élément de données.

6.1.2.3.3 DSN: DecoderSerialNumber
Le DSN est un numéro de série unique a 8 chiffres qui est généré en interne par le

constructeur. Chaque constructeur est responsable de I'unicité du DSN en ce qui concerne
son MfrCode.

Voir aussi C.4.4 pour la gestion de cet élément de données.

6.1.2.3.4 DRNCheckDigit

Le DRNCheckDigit est un chiffre unique utilisé pour valider I'intégrité des valeurs du MfrCode
et de DSN lorsqu'elles sont saisies manuellement ou lues par une machine. Il s'agit d'un
chiffre de vérification modulo 10, calculé a I'aide de la formule de Luhn, comme représenté
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dans I'Article B de I'ISO/IEC 7812-1:2006. Il est calculé sur les 10/12 chiffres précédents du
DRN généré par la concaténation des valeurs du MfrCode et du DSN.

6.1.2.4

PANCheckDigit

Le PANCheckDigit est un chiffre unique utilisé pour valider I'intégrité des valeurs de I'lIN et de
I'lAIN lorsqu'elles sont saisies manuellement ou lues par une machine. La méthode utilisée
pour calculer la valeur de PANCheckDigit est donnée en 4.4 de I'lSO/IEC 7812-1:2006. Cette
valeur est calculée sur les 17 chiffres précédents du MeterPAN généré par la concaténation
des valeurs de I'lIN et de I'lAIN.

6.1.

Il s'agit d'un nombre de 2 chiffres utilisé pour identifier de fagon unique le type du suppo
jetom sur lequel il convient de coder le jeton pour son transfert vers le compteur@ paieni
Les |valeurs pour les types de supports de jeton sont données dans le Tableau (5,

TCT: TokenCarrierType

Tableau 5 — Types de supports de jeton

t de
ent.

Cpde TokenCarrier Commentaires
DO Réservé Pour affectation future par la STS)Association
D1 Carte magnétique Telle que définie dans I'l|E€,62055-51
D2 Numérique Tel que défini dans I'lEC _62055-51
03-06 Réservé Systémes existants_utilisant des technologies de support de jdton
propriétaires
D7 Support de jeton virtuel (Virtual | Tel que défini dans I'lEC 62055-52
Token Carrier (VTCO07))
D8 DLMS_COSEM_VTC (VTCO08) Type dessupport de jeton virtuel pour le transport des jetons STS
sur DLMS/COSEM
08-99 Réservé Rour affectation future par la STS Association
NOTE TCTO8 est prévu pour une norme future.

Les [valeurs inférieures a 10 doivent étre justifiées a droite et complétées de 0 a gauche

exemple: 01, 02-09).

6.1.4

Il s'agit d'un nombre de 2 chiffres utilisé pour identifier de fagon unique I'algorithme qui
étre|utilisé pour générer la DecoderKey. Les valeurs des codes de DKGA sont données ¢

DKGA: DecoderKeyGenerationAlgorithm

le Tableau-6.

(par

doit
jlans
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Tableau 6 — Codes de DKGA

Code Algorithme DKG Commentaires Référence
00 Réservé Pour affectation future par la STS Association X
01 DKGAO01 Nombre réd‘uit des premiers, compteurs ? paiement existants 6.5.3.3
conformes a la STS. Annulé et remplacé par DKGA02
02 DKGAO02 Systéme utilisant la dérivation de 64 bits DES de VendingKey 6.5.3.4
03 DKGAO03 Systéme utilisant la double dérivation de DES de VendingKey 6.5.3.5
04 DKGAO04 Systéme utilisant la dérivation de KDF-HMAC-SHA-256 de 6.5.3.6
VendingKey
0599 Réservé Pour affectation future par la STS Association X
DKGAO2 est I'algorithme a utiliser pour les systémes actuels, soumis aux critéres pour DKGAO1.
DKGAO3 est déconseillé et ne doit pas étre utilisé pour les nouveaux produits.
DKGAO04 doit étre déployé avant ou conjointement avec I'introduction des compteurs en utilisant le code EA 07
ou 11. Voir aussi 6.1.5.

Les [valeurs inférieures a 10 doivent étre justifiées a droite et complétées de 0 a gauche |(par
exemple: 01, 02-09).

6.1.% EA: EncryptionAlgorithm

Il s'agit d'un nombre de 2 chiffres utilisé pour identifier de fagon unique I'algorithme qui|doit
étre|utilisé pour chiffrer les données du jeton. Les.valeurs des codes EA sont données darns le

Tableau 7.
Tableau'7 — Codes EA
Cqgde EncryptionAlgorithm Commentaires Référence
qo Réservé Pouraffectation future par la STS Association X
01106 Réservé Systémes propriétaires existants X
d7 STA Sys_té_,-mes utilisapt I'algorithme de transfert normalisé tel que 6.5.4 1
défini dans le présent document
q8 Réservé Systémes propriétaires existants X
Systémes utilisant I'algorithme de chiffrement de données tel L
19 DEA que défini dans I'ANSI X3.92 6.5.p
10 Réserve Systémes propriétaires existants X
Systémes utilisant 'algorithme de chiffrement tel que défini h
1 HeTY1 dans I'ISO/IEC 18033-3 comme pour MISTY1 6.5.p
12-99 Réservé Pour affectation future par la STS Association X

EA 09 est déconseillé et ne doit pas étre utilisé pour les nouveaux produits.

Les valeurs inférieures a 10 doivent étre justifiées a droite et complétées de 0 a gauche. Par
exemple: 01, 02-09.

6.1.6 SGC: SupplyGroupCode

Il s'agit d'un nombre unique de 6 chiffres alloué a une entreprise de distribution, qui est
enregistré au sein du KMS. Il est utilisé pour identifier de fagon unique un sous-groupe de
compteurs a paiement au sein du domaine de fourniture ou de distribution de I'entreprise de

distribution.

Chaque SupplyGroup a une ou plusieurs VendingKeys qui lui est (sont)

associée(s). Chaque compteur a paiement dans le SupplyGroup a une DecoderKey dérivée
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de 'une de ces VendingKeys. L'autorisation des ventes de jetons est donc commandée par la
distribution sélective de tels VendingKey et SGC a des agents de vente de jetons habilités
exploitant des services POS pour le compte d'entreprises de distribution. La gestion des SGC
et la gestion des VendingKey relévent entierement du contréle du KMS et sont soumises a un
tel Code de bonnes pratiques.

Les valeurs inférieures a 6 chiffres décimaux doivent étre justifiées a droite et complétées de

0 a gauche. Par exemple: 000001, 000002..000009.

Le SGC hérite son type de l'attribut KT de la VendingKey (voir 6.5.2.2.1), a laquelle il est
7= hleg Q - SGC _dg A nf .“, - - gi__inA al-cpours

A durée de vie en service.

Tableau 8 — Types de SGC et types de clés

< | Tomedesac TR de Yendingkey TR e D
0 Initialisation Non spécifié DITK
1 Default (par défaut) VDDK DDTK
2 Unique VUDK DUTK
3 Common (commun) VCDK DCTK

Voir|laussi C.3.2 pour le Code de bonnes pratiques de-géestion de cet élément de données|

6.1.7 TI: Tariffindex

Nombre de 2 chiffres associé a un tarif-particulier qui est alloué a un consommdteur
partjculier. La maintenance et le contenu des tableaux tarifaires relévent de la responsabilité
de I'entreprise de distribution.

Les |valeurs inférieures a 10 doivent étre justifiées a droite et complétées d’'un 0 a gayche
(par|exemple: 01, 02.. 09).

Le 7|l est également codé.dans la DecoderKey, ce qui signifie que le passage d’un client d'un
Tl a|l'autre, doit également entrainer un changement de sa DecoderKey (voir 6.5.2.1).

NOTE Le codage de'cette valeur lorsqu'elle est utilisée dans le ControlBlock pour la génération de c|é de
décogdleur (voir 6.5.3.2) ‘'se présente sous forme de deux chiffres hexadécimaux, alors que le codage tel qu'ytilisé
dans|le jeton SetZndSectionDecoderKey (voir 6.2.7.3) se présente sous forme d'un nombre binaire de 8 bits. Dans
ces g¢as, un indexvde tarif de 99 en décimal est codé en une chaine binaire, respectivement 10011001 et|0110

0011

Voir| dussi I'Article C.10 pour le Code de bonnes pratiques de gestion de cet élémenlt de
donmées:

6.1.8 KRN: KeyRevisionNumber
Il s'agit d'un nombre de 1 chiffre dans la plage 1 a 9 qui identifie de fagon unique une

VendingKey au sein d’un SupplyGroup. La DecoderKey d’'un compteur a paiement est
associée au SGC et au KRN de la VendingKey de laquelle elle est dérivée.

Voir 6.5.2.5 pour une définition détaillée de cet élément de données.
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6.1.9 KT: KeyType

Il s'agit d'un nombre de 1 chiffre dans la plage 0 a 3 associé a une propriété de la
VendingKey et, donc aussi, a la DecoderKey correspondante, qui est dérivée de Ila
VendingKey.

Voir 6.5.2 pour une définition détaillée de cet élément de données.
6.1.10 KEN: KeyExpiryNumber

Un KEN est associé a chague VendingKey par le KMS et définit le moment ou VendingKey et
tout¢ DecoderKey correspondante expireront, aprés quoi, moyennant certaines concessipns,
il dejvient invalide pour une utilisation future.

Le KEN correspond aux 8 bits de poids fort du TID de 24 bits. Aucun identificateur de jeton
donf les 8 bits de poids fort sont supérieurs au KEN d'une clé donnée ne peut.étre chiffrg ou
déchiffré avec la clé en question.

Voir|6.5.2.6 pour une définition détaillée de cet élément de données.
Voir|aussi C.3.4 pour le Code de bonnes pratiques de gestion de ¢et élément de données|

6.1.11 DOE: DateOfExpiry

L'utijisation de cette date est facultative et elle est assotiée a une période de validité pouf les
données relatives a I'identité qui sont codées sur umdispositif support d'identité. Par exemple:
cart¢ d'identification de compteur a paiement ou second enregistrement codé sur le
TokenCarrier avec les données du jeton. Dans.certaines mises en ceuvre, il s'est avéré putile
de |aisser le consommateur rapporter ungsupport de jeton utilisé pour qu'il soit [son
identification de décodeur au POS lorsqu'il\achéte son prochain jeton. (Voir 5.1.4 et 5.2.4.9
de I'lEC 62055-51:2007, par exemple).

Cette date peut également étre utilisée, par exemple, dans les cas ou un tarif concessionrjaire
a ér accordé a un client pendant une durée limitée. La date codée est le dernier mois
pendant lequel la carte est valide.

DOBR est au format AAMM et doit toujours contenir 4 chiffres.

Lorgque AA ou MM est inférieur a 10, il doit étre justifié a droite et complété d’'un 0 a gauche
(par|exemple: 04,,02, 09, etc.).

Lorgque la'DOE dans I'IDRecord n'est pas utilisée, alors AAMM = 0000.

Les |valeurs du code de DOE pour I'année et le mois sont données dans le Tableau 9 ¢t le
Tableau 10.

Tableau 9 — Codes de DOE pour I'année

AA Représente

00 2000 ou alors la DOE n'est pas utilisée (voir aussi le Tableau 10)

01-78 2001 — 2078
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Tableau 10 — Codes de DOE pour le mois

MM Représente

00 La DOE n'est pas utilisée (voir aussi le Tableau 9)
01-12 janvier — décembre
13 -99 Non valide

6.1.12 BDT: BaseDate

La B
calc

Bas

Afin
vale

6.2
6.2.
L'éld
char

Met
com

Le f

aseDate est un marqueur date et heure a partir duquel un identificateur de jeton (TID
LIé (voir 6.3.5 pour I'utilisation de la BaseDate afin de calculer un TID).

urs de BaseDate sont définies et sont indiquées dans le Tableau 11.

Tableau 11 — Représentation de BDT

Date Représentation de BDT
01 Janvier 1993, 00:00:00 TUC 93
01 Janvier 2014, 00:00:00 TUC 14
01 Janvier 2035, 00:00:00 TUC 35

Jetons

Format de définition de jeton

hps d'éléments de données plus petits, selon lesquels divers procédés sont initiés dat
rApplicationProcess et .divers bits d'informations sont transférés aux registres
teur a paiement.

brmat de définitionSpour les jetons de 6.2.2 a 6.2.14 est donné dans le Tableau 12.

Tableau 12 — Format de définition de jeton

bDate est indiquée par rapport au fuseau horaire de temps universel coordonng (TUC).

est

de tenir compte du fait que le TID de 24 bits passe par zéro environ tous‘les 31 ans, frois

ment TokenData dans I'APDU.est un nombre binaire de 66 bits constitué de plusigurs

s le
du

Nor

h d'élément)de données Exemple: Class (c'est-a-dire: Classe), SubClass (c'est-a-dire: Sous-classg
RND, TID, Amount (c'est-a-dire: Montant), CRC, etc.

Nor

hbre de bits Exemple: 2 bits, 4 bits, 24 bits, 16 bits, etc.

Pla

o 1 = 1 40O [ ar "
geacvarcurs CXCTITPTE. T, Z, J-1J, ClC.

6.2.2 Classe 0: TransferCredit

Class SubClass RND TID Amount CRC

2

bits 4 bits 4 bits 24 bits 16 bits 16 bits

0 = électricité
1=-eau

2 =gaz

3 = temps
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Class SubClass S&E TID Amount CRC_C
2 bits 4 bits 4 bits 24 bits 16 bits 16 bits
4 = monnaie associée a |'électricité
5 = monnaie associée a I'eau
0 6 = monnaie associée au gaz
7 = monnaie associée au temps
8-15 = affectation future

Action: Transférer au compteur a paiement le crédit de valeur telle que définie par le chhmp
Amqgunt (montant) (voir 6.3.6) et pour le type de service tel que défini dans Jé. _champ
Sub(lass (sous-classe).

6.2.3 Classe 1: InitiateMeterTest/Display
Class SubClass Control (c'est-a-dire: Controle) MfrCode CRC
2 bits 4 bits 36/28 bits 8/16 bits 16 bits
1 0 = définie par STS Le contrdle de position de bits du 0(8 bits)
numéro d'essai/affichage pour les
codes de constructeur de 2 chiffres;
Utiliser 36 bits.
1 1 = définie par STS Le contrdle de position de bits-du 0 (16 bits)

numéro d'essai/affichage pour-les
codes de constructeur de-& chiffres.
Utiliser 28 bits.

2-5 = réservées pour une Réservé pour une affectation future
affectation future par la par la STS Assogiation.
STS Association.

Réservé pour une
affectation future
par la STS
Association.

6-10 = usage propriétaire. | Pour les codes de constructeur de 4
chiffre§/;Si non utilisé, mettre a zéro

0100-9999 (16 bits)

(28 bits)
1 11-15 = usage Pour les codes de constructeur de 2 00-99 (8 bits)
propriétaire. chiffres. Si non utilisé, mettre a zéro
(36 bits)

Actipn: Initier la fonction d'essai ou d'affichage dans le compteur a paiement conformément
au schéma binaire [défini dans le champ Control (voir 6.3.8).

Un ¢ompteur-ayant une valeur de MfrCode a 2 chiffres doit prendre en charge le formgt de
champ Cantrel de 36 bits et peut également éventuellement prendre en charge le formdt de
champ Control de 28 bits.

Un compteur ayant une valeur de MfrCode a 4 chiffres doit prendre en charge Te format de
champ Control de 28 bits et peut également éventuellement prendre en charge le format de
champ Control de 36 bits.

6.2.4 Classe 2: SetMaximumPowerLimit
Class SubClass RND TID MPL CRC
2 bits 4 bits 4 bits 24 bits 16 bits 16 bits
2 0

Action: Charger le registre de limite de puissance maximale dans le compteur a paiement
avec la valeur donnée dans le champ MPL (voir 6.3.9).
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6.2.5 Classe 2: ClearCredit
Class SubClass RND TID Register CRC
2 bits 4 bits 4 bits 24 bits 16 bits 16 bits
2 1

Action: Vider le registre de crédit correspondant tel qu'indiqué par le champ Register (voir
6.3.13) dans le compteur a paiement a zéro.

6.2.6— Classe 2r SetTariffRate

Class SubClass RND TID Rate CRC
2 pits 4 bits 4 bits 24 bits 16 bits 16 bits
2 2
Actipn: Charger le registre tarifaire dans le compteur a paiement aveca valeur donnée gans

le cH
Cej
6.2.

6.2.

Pou

amp Rate (voir 6.3.11).

bton est réservé pour une définition future par la STS Association.

.1 Généralités

ensemble de deux jetons et éventuellement un ensemble de trois jetons.

L’en

semble de deux jetons doit étre composé des jetons suivants:

bet1stSectionDecoderKey;

bet2ndSectionDecoderKey.
semble de trois jetons dojt étre composé des jetons suivants:

eton Set1stSectionDecoderKey;
eton Set2ndSettionDecoderKey;

eton Set3rdSectionDecoderKey.

t Jeton de changement de clé défini pour le transfert de la DecoderKey de 64 pits

les transferts de DecoderKey de 64 bits;~le décodeur doit prendre en chargg un

6.2.7.2 Classe 2: Set1stSectionDecoderKey
Class SubClass KENHO KRN RO 3KCT KT NKHO CRC
its 4 bits 4 bits 4bits | 1bit | 1bit | 2bits 32 bits 16 bits
2 3 1-9 0-1 0-1 0-3

Action: Charger le DecoderKeyRegister avec la 1re moitié de la nouvelle DecoderKey. Voir

8.9 pour le traitement de ce jeton.

Pour les décodeurs qui prennent en charge I’ensemble de trois jetons, le champ 3KCT doit
étre mis a 1 si 'ensemble comporte le jeton Set3rdSectionDecoderKey. Ce champ doit étre
mis a 0 si 'ensemble ne comporte pas le jeton Set3rdSectionDecoderKey.
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6.2.7.3 Classe 2: Set2ndSectionDecoderKey
Class SubClass KENLO Tl NKLO CRC
2 bits 4 bits 4 bits 8 bits 32 bits 16 bits
2 4 0-99

Action: Charger le DecoderKeyRegister avec la 2° moitié de la nouvelle DecoderKey. Voir 8.9
pour le traitement de ce jeton.

6.2.T.4— Classe 27 Set3rdSectionDecoderkey

Class SubClass SGC Res_A CRC
2 pits 4 bits 24 bits 20 bits 16 bits
2 8 0-999999 0

futufe.

Les|bits réservés Res_A doivent étre mis a 0.

NOTE Les valeurs SGC 1000000 — 16777215 sont réservées par la STS Association*pour une affectaltion

Actipn: Charger le DecoderKeyRegister avec le SGC de ladnouvelle DecoderKey. Voir 8.9
pouf le traitement de ce jeton.

6.2.8 Jeton de changement de clé Key défini pourle transfert de la DecoderKey d
128 bits

\’4

6.2.8.1 Généralités

Pouf les transferts de DecoderKey de 128 bits, le décodeur doit prendre en chargg un
ensg¢mble de quatre jetons.

L’ensemble de quatre jetons doit étre composé des jetons suivants:

. et1stSectionDecoderKey:
. et2ndSectionDecoderKey;
. et3rdSectionDecoderKey;
. et4thSectionDecoderKey.

DecpderKey =concatenate(NKHO, NKMO2, NKMO1, NKLO).

SG({ =,concatenate(SGCHO, SGCLO).

6.2.8.2 Classe 2: Set1stSectionDecoderKey
Class SubClass KENHO KRN RO | Res_B | KT NKHO CRC
2 bits 4 bits 4 bits 4 bits | 1 bit 1 bit | 2 bits 32 bits 16 bits
2 3 1-9 0-1 0 0-3
Le bit réservé Res_B doit étre mis a 0.

Action: Transférer les bits NKHO de la nouvelle DecoderKey au décodeur. Voir 8.9 pour le

traitement de ce jeton.
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6.2.8.3 Classe 2: Set2ndSectionDecoderKey
Class SubClass KENLO Tl NKLO CRC
2 bits 4 bits 4 bits 8 bits 32 bits 16 bits
2 4 0-99

Action: Transférer les bits NKLO de la nouvelle DecoderKey au décodeur. Voir 8.9 pour le
traitement de ce jeton.

6.2.874— Classe 27 Set3rdSectionDecoderkey

Class SubClass SGCLO NKMO2 CRC
2|bits 4 bits 12 bits 32 bits 16 bits
2 8

Action: Transférer les bits NKMOZ2 de la nouvelle DecoderKey au décedeur. Voir 8.9 po

traitement de ce jeton.

ur le

6.2.8.5 Classe 2: Set4thSectionDecoderKey
Class SubClass SGCHO NKMO1 CRC
2(bits 4 bits 12 bits 32 bits 16 bits
2 9

Action: Transférer les bits NKMO1 de la nouvelle DecoderKey au décodeur. Voir 8.9 po

traitement de ce jeton.

ur le

6.2.9 Classe 2: ClearTamperCondition
Class SubClass RND TID Pad CRC
(bourrage)
2 pbits 4 bits 4 bits 24 bits 16 bits 16 bits
2 5 0

Action: Vider le.registre d’état de fraude dans le compteur a paiement et annuler tous

prodessus de‘contrble résultants qui peuvent étre en cours du fait de la fraude.

6.2.10 , (Classe 2: SetMaximumPhasePowerUnbalanceLimit

les

Class SubClass RND TID MPPUL CRC
2 bits 4 bits 4 bits 24 bits 16 bits 16 bits
2 6

Action: Charger le registre de limite de déséquilibre maximal des phases dans le compteur a
paiement avec la valeur donnée dans le champ MPPUL (voir 6.3.10). Voir aussi 8.12 pour
plus de détails sur I'action de cette fonction dans le compteur a paiement.
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6.2.11 Classe 2: SetWaterMeterFactor
Class SubClass RND TID WMFactor CRC
2 bits 4 bits 4 bits 24 bits 16 bits 16 bits
2 7

Action: Charger le registre du facteur de compteur d'eau dans le compteur a paiement avec la

valeur donnée dans le champ WMFactor (voir 6.3.12).

Ce jfton estreserve par la STS Association pour 1€s applications relatives a eau.

6.2.12 Classe 2: Réservée pour l'usage selon la STS
Class SubClass RND TID ResData CRC
2 pits 4 bits 4 bits 24 bits 16 bits 16 bits
2 10

Actipn: Réservée pour une définition future par la STS Association:

Cette plage de jetons est réservée par la STS Association pour une affectation future.

6.2.13 Classe 2: Réservée pour un usage propriétaire
Class SubClass RND TID PropData CRC
2 pits 4 bits 4 bits 24 bits 16 bits 16 bits
2 11-15

Action: Définie par le constructeur.

Cette plage de jetons est résenvée pour une définition et un usage propriétaires.

Le
cons
don
disp

résent document ne prévoit pas de protection contre tout conflit entre les usage
tructeurs de cet-€space de jetons. La génération et le controle de ces jetons doi
toujours relever-de la gestion directe du constructeur approprié et ne doivent jamais
bnibles sur les~systémes de vente pour une utilisation générale dans les systéme

5 de
vent
étre
5 de

comptage a paiement conformes a la STS.
6.2.14 _Classe 3: Réservée pour lI'usage selon la STS
Class SubClass Res_B
2 bits 4 bits 60 bits
3 0-15

Action: Réservée pour une définition future par la STS Association.

Cette plage de jetons est réservée par la STS Association pour une affectation future.
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6.3 Eléments de données du jeton
6.3.1 Eléments de données utilisés dans des jetons

Les éléments de données indiqués dans le Tableau 13 sont utilisés dans les jetons dans
diverses combinaisons et sont tous codés au format binaire.

Tableau 13 — Eléments de données utilisés dans des jetons

Elément Nom Format Référence
3KCT TripletkeyChangeTokenFlag (voir aussi 6.2.7.2) 1 bit
Amount TransferAmount (voir aussi 6.2.2) 16 bits 6.3.6
Clags TokenClass (voir aussi 6.2.2 4 6.2.14) 2 bits 6+3.2
Control InitiateMeterTest/DisplayControlField (voir aussi 6.2.3) 36/28 bits-| 6.3.8
CR CyclicRedundancyCheck (voir aussi 6.2.2 a 6.2.13) 16 (bjts 6.3.7
CRC_C CyclicRedundancyCheck_C (voir aussi 6.2.2) 16" bits 6.3.22
KENHO KeyExpiryNumberHighOrder (voir aussi 6.2.7) 4 bits 6.3.18
KENLO KeyExpiryNumberLowOrder (voir aussi 6.2.7.3) 4 bits 6.3.19
KRN KeyRevisionNumber (voir aussi 6.2.7) 4 bits 6.1.8
KT KeyType (voir aussi 6.2.7) 2 bits 6.1.9
MfrCode ManufacturerCode (voir aussi 6.2.3) 8/16 bits 6.1.2.8.2
MP MaximumPowerLimit (voir aussi 6.2.4) 16 bits 6.3.9
MPRPUL MaximumPhasePowerUnbalanceLimit (voir aussi’'6:2.10) 16 bits 6.3.10
NKHO NewKeyHighOrder (voir aussi 6.2.7) 32 bits 6.3.14
NKLYO NewKeyLowOrder (voir aussi 6.2.7.3) 32 bits 6.3.15
NKI‘fIO1 NewKeyMiddleOrder1 (voir aussi 6.2.8.5) 32 bits
NKI‘IIIOZ NewKeyMiddleOrder2 (voir aussi’6.2.8.4) 32 bits
Pad Compléter la valeur avec des 0 (voir aussi 6.2.9) 16 bits X
PropData Champ de données propriétaires (voir aussi 6.2.13) 16 bits X
Rate [TariffRate] Pour une.définition future (voir aussi 6.2.6) 16 bits 6.3.11
Redister RegisterToClear (voir aussi 6.2.5) 16 bits 6.3.13
Res| A Réservé pourune affectation future (voir aussi 6.2.7.4) 20 bits X
Res B Réservé _pour une affectation future (voir aussi 6.2.8.2 et 6.2.14) 1 bit X
Res|Data gga;nzp; de données réservées pour une affectation future (voir aussi 16 bits x
RND RandomNumber (voir aussi 6.2.2 a 6.2.13) 4 bits 6.3.4
RO RolloverKeyChange (voir aussi 6.2.7) 1 bit 6.3.20
SGC SupptyGroupCode (VoI ausst6-2-8) 24bits 616
SGCHO SupplyGroupCodeHighOrder 12 bits
SGCLO SupplyGroupCodeLowOrder 12 bits
SubClass TokenSubClass (voir aussi 6.2.2 a 6.2.14) 4 bits 6.3.3
S&E SignAndExponent (voir aussi 6.2.2) 4 bits 6.3.21
TI TariffIndex (voir aussi 6.2.7.3) 8 bits 6.1.7
TID Tokenldentifier (voir aussi 6.2.2 2 6.2.13) 24 bits 6.3.5.1
WMFactor [WaterMeterFactor] Réservé par la STS Association pour une application 16 bits 6.3.12

relative a I'eau (voir aussi 6.2.11) o
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6.3.2 Classe: TokenClass
Les jetons sont classés en 4 principaux domaines fonctionnels tels que donnés dans le
Tableau 14.
Tableau 14 — Classes de jetons
TokenClass Fonction

0 Transfert de crédit

1 Gestion non spécifique a un compteur

2 Gestion spécifique a un compteur

3 Réservé pour une affectation future par la STS Association
Les |jetons de Classe 0 et Classe 2 sont chiffrés en utilisant la DecoderKey; alors quq les

jetoms de Classe 1 ne sont pas chiffrés et peuvent donc étre utilisés par tout compteur a

paie

ment conforme a la STS.
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SubClass: TokenSubClass

Une sous-classification plus poussée de la TokenClass est donnée dans le Tableau 15.

Tableau 15 — Sous-classes de jetons

Token Class

Token
SubClass 0 1 2 3
InitiateMeterTest/Di
TransferCredit splay pour le . .
0 (électricité) MfrCode de 2 SetMaximumPowerLimit
chiffres
InitiateMeterTest/Di
TransferCredit splay pour le .
1 (eau) MfrCode de 4 ClearCredit
chiffres
SetTariffRate
2 TransferCredit Réservé par la STS
(922) Association pour une
affectation future
3 TransferCredit Réser\‘/é‘par la STS Set1stSectionDECoderKey
(temps) Association pour
- une affectation
TransferCredit future
4 (monnaie associée Set2ndSectionDecoderKey
a I'électricité)
TransferCredit Réservé paf la
5 (monnaie associée ClearTamperCondition STS
al'eau) Association|
TransferCredit SetMaximumPhasePower pour une
6 (monnaie associée affectation
au gaz) UnbalanceLimit future
SetWaterMeterFactor
TransferCredit ] ]
7 (monnaie associée | Réservée pour un Réservé par la STS
au temps) usage propriétaire Assoma_non pour une
pour le MfrCode de affectation future
8 4 chiffres Set3rdSectionDecoderKey
9 Setd4thSectionDecoderKey
Réservé par la STS
10 Association pour une
Réservé parla STS affectation future
Association pour
" Une affectation
12 ruture Réservée pour un
13 usage propriétaire Réservée pour un usage
pour le MfrCode de propriétaire
14 2 chiffres
15
6.3.4 RND: RandomNumber

La génération de ce nombre de 4 bits est un instantané des quatre bits de poids faible d'au
moins un compteur de millisecondes. L'inclusion d'un nombre aléatoire dans les données a
transférer renforce la sécurité du transfert de jeton en assurant, avec une probabilité de 16:1,
que deux jetons quelconques contenant des données identiques a transférer n'ont pas le

méme schéma binaire. Le controle de cet élément de données doit étre effectué dans un

environnement sécurisé tel qu'un module matériel de cryptographie.
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6.3.5 TID: Tokenldentifier
6.3.5.1 Calcul de TID

Le champ TID est dérivé de la date et de I'heure d'émission et indique le nombre de minutes
écoulées de la BaseDate associée a la VendingKey. Ce champ est une représentation binaire
24 bits des minutes écoulées.

NOTE La définition de BaseDate référence désormais le TUC (voir 6.1.12), alors que précédemment elle
référencgait de maniére implicite I’heure locale.

Par exemple: avec un format de date et heure de AAAAMM-Jl-hh'mm'ss_l'ensemble

Bas¢Date et heure "1993:01:01:00:00:00" correspond a une valeur TID de 0.

Le clalcul de minutes écoulées doit prendre en compte les années bissextiles.

La regle pour déterminer une année bissextile est la suivante:

Ile mois de février doit avoir un jour supplémentaire dans toutes l€s années qui pont
¢galement divisibles par 4, sauf les années de siécle (celles quiyfinissent par 00)| qui
necoivent le jour supplémentaire seulement si elles sont également divisibles par #00.
Ainsi, 1996 était une année bissextile alors que 1999 ne I'était pas. Les années 1p00,
2000 et 2400 sont des années bissextiles, mais 1700, 1800, 1900 et 2100 ne le sont pas.

—

Danp la représentation binaire du TID, le bit le plus a gauche représente le bit de poids fo
Pouf calculer le TID, la valeur “:ss” doit étre tronquéé.de I'heure réelle.
Des|exemples de valeurs calculées de TID sont:donnés dans le Tableau 16.

Tableau 16 — Exemples de calcul de TID

BPT Date d'émission Heure Minutes TID de 24 bits obtenu
d’émission écoulées
93 1er janvier 1993 00:00:00 0 0000 0000 0000 0000 0000 0000
93 1er janvier 1993 00:01:45 1 0000 0000 0000 0000 0000 0001
93 25 mars 1993 13:55:22 120,355 0000 0001 1101 0110 0010 0011
93 25 mars 1996 13:55:22 1,698,595 0001 1001 1110 1011 0010 0011
93 1er novembre 2005 00:01:55 6,749,281 0110 0110 1111 1100 0110 0001
93 1er décembre 2015 00:01:05 12,051,361 1011 0111 1110 0011 1010 0001
93 24\novembre 2024 20:15:00 16,777,215 1111 1111 1111 1111 1111 1111
14 fer janvier 2014 00:00:00 0 0000 0000 0000 0000 0000 0000
14 24 novembre 2045 20:15:00 16,777,215 1111 1111 1111 1111 1111 1111
35 1er janvier 2035 00:00:00 0 0000 0000 0000 0000 0000 0000
35 24 novembre 2066 20:15:00 16,777,215 1111 1111 1111 1111 1111 1111

Afin d'éviter la réutilisation d'un jeton lors d’'un changement de BaseDate, il est nécessaire
d’exécuter certaines procédures opérationnelles. Se reporter a [|'Article C.12 pour des
informations complémentaires.

6.3.5.2 SpecialReservedTokenldentifier

Le Tokenldentifier correspondant a 00 h 01 min de chaque jour est réservé pour des jetons
d'application spéciaux et peut ne pas étre utilisé pour aucun autre jeton.
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En utilisant le format de date et heure AAAA:MM:JJ:hh:mm:ss, les valeurs de TID réservé

corr

Si
corr

espondent a xxxx:xx:xx:00:01:xx.

un jeton, autre qu'un jeton d'application spécial, doit étre généré a une heure

espondant a ce TID réservé, alors 1 min doit étre ajoutée au TID.

Voir aussi I'Article C.5 pour le Code de bonnes pratiques de gestion de ce TID réservé
spécial.

L'utilisation de jetons d'application spéciaux est facultative (voir Article C.12), mais la régle

rela

6.3.

Le POS doit assurer qu'aucun jeton acheté légitimement ne peut porter le méme TID
celu} de tout autre jeton acheté légitimement pour le méme compteur a paiement mém
plus|d’un jeton est acheté dans la méme minute sur le méme POS.

S'il

la fi

Celd doit s'appliquer a tout jeton qui met en ceuvre un TID!

Celd ne doit pas s'appliquer a des jetons d'application spéciaux qui mettent en ceuvn

Spe

Par

dang l'ordre séquentiel A, B et C, alors Axdoit porter le marqueur temporel 13h23 du TI

doit

6.3.

6.3.6.

TrarlsferAmount représente~a quantité d’unités de service ou d’unités de monnaies coq
dang le champ Amount.(montant) du jeton et regue par le compteur.

L'unjté associée pour le TransferAmount est définie dans le Tableau 17.

a piiement, alors 1 min doit étre ajoutée au TID de chaque jeton successif dans I'ensemb
du processus de génération de jeton, le POS doit retourner a-houveau a I'heure réelle.

5.3 Plusieurs jetons générés dans la méme minute

bst nécessaire de générer plusieurs jetons dans la méme minutepour le méme comg

CialReservedTokenldentifier (voir 6.3.5.2).

exemple: si 3 jetons de crédit A, B et C,sont générés dans la méme minute a 13h2

porter le marqueur temporel 13h24 et\C doit porter 13h25.

I Amount: TransferAmount
1

Généralités

Tableau 17 — Unités de mesure pour I'électricité

que
e si

teu‘r
e. A

ées

Type de transfert Unités de mesure
Energie électrique wattheures x 100 (0 1 k\Wh)
Puissance électrique watts
Monnaie associée a I'électricité 10° monnaie de référence



https://iecnorm.com/api/?name=b2caf345a3d38090806e9e6338025db6

- 166 — IEC 62055-41:2018 © IEC 2018

La STS Association réserve également les types de transferts donnés dans le Tableau 18
pour d'autres applications.

Tableau 18 — Unités de mesure pour d'autres applications

Type de transfert Unités de mesure
Eau 0,1 meétre cube
Gaz 0,1 metre cube
Temps 0,1 minute
Monnale associes a 1eau 10~ >TONMale o TaTaTence
Monnaie associée au gaz 10° monnaie de référence
Monnaie associée au temps 10® monnaie de référence
NOTE La STS Association se réserve le droit de définir d'autres types(de
transferts futurs pour d'autres services d'entreprise de distribution.

6.3.6.2 Champ Amount (montant) applicable a la SubClass 0 a3

Les |16 bits du champ Amount (montant) sont subdivisés en deux sections, a savoif un
expgsant en base 10 de 2 bits et une mantisse de 14 bits. Le$ bits sont numérotés de drojte a
gaughe, en commencgant a 0. Le bit 15 est le bit de poids de\fort de I'exposant et le bit 13 est
le bit de poids fort de la mantisse. Les allocations de bits)ydans ce champ sont représenfées
dang le Tableau 19.

Tableau 19 — Allocations des bits pour le champ Amount (montant)
applicable a la’SubClass 0 a 3

Podition 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1

Valeur e e m m m m m m m m m m m m m m

La formule mathématique pourdaconversion de TransferAmount est la suivante:

t =10¢ x m, poure=0

e
t= (10¢ x m)+ Z(z” x 10<”‘1)) , pour e > 0

n=1

ou:
t est le TransferAmount;
e est I'exposant en base 10,

m est la mantisse, et
n est un nombre entier dans la plage 1 a e inclus.

Toutes les conversions de TransferAmount doivent étre arrondies en exces en faveur du
consommateur. Les plages possibles de TransferAmount et les erreurs maximales associées
qui peuvent se produire en raison de l'arrondi en excés sont présentées dans le Tableau 20.
Des exemples de valeurs de TransferAmount sont donnés dans le Tableau 21.
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Tableau 20 — Erreur maximale d'arrondi

Valeur de I’exposant Plage de TransferAmount Erreur maximale
0 0000000 a 00016383 0 000
1 0016384 a 00180214 0,055 %
2 0180224 a 01818524 0,055 %
3 1818624 a 18201624 0,055 %

Fbi 54—F tes—devat _— fers I et fert-de-crédit

E|ément Unités achetées Champ Amount de 16 bits Unités de TransferAmount converties
obtenu et regues par le compteur

1 0,1 kWh 0000 0000 0000 0001 0,1 kWh

2 25,6 kWh 0000 0001 0000 0000 25,6 kWh

3 1638,3 kWh 0011 1111 1111 1111 1638,3 kWh

4 1638,4 kWh 0100 0000 0000 0000 1°638,4 kWh

5 18022,3 kWh 0111 1111 1111 1111 18022,4 kWh

6 18022,4 kWh 1000 0000 0000 0000 18022,4 kWh

7 181862,3 kWh 1011 1111 1111 1111 181862,4 kWh

8 181862,4 kWh 1100 0000 0000 0000, 181862,4 kWh

9 1820162,4 kWh 1111 1111 1111 14441 1820162,4 kWh

6.3.6.3 Champ Amount (montant) applicable a la SubClass 4 a7

L’allpcation de bits pour le champ Amounfi(montant) est indiquée dans le Tableau 22.

Tableau 22 — Allocations des bits pour le champ Amount (montant)

applicable a la SubClass 4 a7

Posjtion du bit 15 14 13

12 11 10

Valgur binaire e, e m m m m m m m m m m m m m
La Valeur finalexde'e est calculée a partir de ey, ej, ey, eq et ey, obtenues a partir de 6.5.21
(Tahjleau 29 _‘et~Tableau 22) et en leur attribuant les valeurs binaires indiquées dans le

Tableau 23.

Tableau 23 — Allocations des bits pour I’exposant ¢

Position du bit 4 3 2 1

0

Valeur binaire e

o

e=(1Xeqg) +(2xeq) +(4Xxey) +(8Xez) +(16 X ey)

La formule mathématique pour la conversion de TransferAmount ¢ est la suivante:

t=10¢x m, poure=0

ou
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e
t=(10¢ x m) + 2[214 x 10“"”) , pour e >0

n=1

ou:
t est le TransferAmount;
e est I'exposant en base 10,

m est la mantisse, et

n est un nombre entier dans la plage 1 a e inclus.

Le pigne de TransferAmount t est obtenu a partir de la valeur de s indiquée\\dans
le Tableau 29 ou:

t esf| positive pour s = 0;

t esfnégative pour s = 1.

Toufies les conversions de TransferAmount doivent étre arrondies en exce$s vers l'infini stitif
i

en faveur du consommateur (voir Tableau 24 pour des exemples-de valeurs négafives
arropdies).

L’erfeur maximale due a l'arrondi est de 0,055 %. Des exemples de TransferAmounts et
d’erfeurs associées dus a un arrondi en excés sont préseniésidans le Tableau 25.

Tableau 24 — Exemples d’arrondi de valeurs négatives et positives

Unités d’origine a transférer Unités arrondies transférées
(unités de 10~5 monnaie de référence) | (uhités de 10~5 monnaie de référence)
-0,99 0
-12,35 -12
-1000,78 -1000
—-2314,99 -2314
0,09 1
1000423 1001
2315,14 2316



https://iecnorm.com/api/?name=b2caf345a3d38090806e9e6338025db6

IEC 62055-41:2018 © IEC 2018 - 169 —

Tableau 25 — Exemples deTransferAmounts et d’erreurs d’arrondi

Elément Montant d’achat e m Montant de transfert Différence Erreur
(10-5 monnaie de (10-5 monnaie de d’arrondi
référence) référence)
1 2 0 2 2 0 0,000 %
2 16383 0 16383 16383 0 0,000 %
3 16384 1 0 16384 0 0,000 %
4 16385 1 1 16394 9 0,055 %
5 16386 1 1 16394 8 0.049 %
6 16394 1 1 16394 0 0,000 %
7 16395 1 2 16404 9 05055 %
8 16404 1 2 16404 0 0,000 (%
9 16405 1 3 16414 9 0,055 (%
10 180214 1 16383 180214 0 0,000 (%
11 180215 2 0 180224 9 0,005 (%
12 180216 2 0 180224 8 0,004 %
13 1818524 2 16383 1818524 0 0,000 (%
14 1818525 3 0 1818624 99 0,005 (%
6.3.7 CRC: CyclicRedundancyCheck

Le CRC est un champ somme de contrble utilisé pour vérifier l'intégrité des donnpées
trangférées pour tous les jetons, sauf pour la~Classe 0 avec la SubClass 4 a 7 qui ufilise
CR({_C (voir 6.3.22). La somme de controleprovient de I'utilisation du polynébme générdteur
de GRC suivant:

x16+x15+x2+1

La Ipngueur totale des données,transférées par l'intermédiaire du jeton est de 66 bits. Lep 16
derniers bits composent la somme de contréle de CRC qui vient des 50 bits qui les précédent.
Ces|50 bits sont complétés de 6 zéros binaires a gauche pour atteindre 56 bits. Avant cafcul,
la sgmme de contréle deCRC est initialisée a FFFF hex. (voir I'exemple dans le Tableau 26).

Tableau 26 — Exemple de calcul de CRC

50°bits d’origine

0 00 4A 2D 90 OF F2 hex

Complétés a gauche pour obtenir 7 octets

00 00 4A 2D 90 OF F2 hex

Somme de contréle calculée

OF FA hex



https://iecnorm.com/api/?name=b2caf345a3d38090806e9e6338025db6

- 170 - IEC 62055-41:2018 © IEC 2018

6.3.8 Control: InitiateMeterTest/DisplayControlField

Le champ «lInitier les données d'essai de compteur a paiement» a une longueur de 36/28 bits
et il est utilisé pour indiquer le type d'essai a réaliser. L'essai particulier est sélectionné en
mettant a la valeur logique UN (ONE) le bit approprié. Les valeurs admissibles du champ sont
définies dans le Tableau 27.

Tableau 27 — Valeurs admissibles du champ Control

Bit N° Essai n° Action Condition
Tousles hits = 1 Q Effectuer l'essain® 2 an°hs plue facultativement ﬂhlignfnirn
n'importe quel autre; I'inclusion de I'essai n°2 est
obligatoire s’il est mis en ceuvre
1 1 Soumettre a I'essai le ou les interrupteurs de la charge | Facultatif
pris en charge
2 2 Soumettre a I'essai le ou les affichages et/ou Facultatif
dispositifs pris en charge
3 3 Afficher les registres cumulatifs en utilisation Obligatoire
4 4 Afficher les valeurs KRN et KT Obligatoire
5 5 Afficher la valeur Tl Obligatoire
6 6 Soumettre a I'essai le dispositif d’introductionyde jeton Facultatif
7 7 Afficher la limite de puissance maximale Facultatif
8 8 Afficher I'état de la fraude Facultatif
9 9 Afficher la puissance de chargg active Facultatif
10 10 Afficher la version du logicjel Obligatoire
11 11 Afficher la limite de déséquilibre de puissance des Facultatif
phases
12 12 Afficher le facteur du compteur d'eau (réservée pour Réservée
une définition future par la STS Association)
13 13 Afficher le tarif (réservée pour une définition future par | Réservée
la STS Association)
14 14 Afficher la valeur EA Obligatoire
15 15 Afficher le numéro des jetons de changement de clé Obligatoire
pris en charge
16 16 Afficher la valeur SGC Obligatoire pour 3 pu
4 compteurs KCT
17 17 Afficher la valeur KEN Obligatoire
18 18 Afficher la valeur DRN Obligatoire
19-28/36 Réservé Réservée pour une affectation future par la STS Réservée
Association
NOTE\\Dans le contexte du comptage de I'électricité, le terme «utilisation» fait référence aux totaux cumulés de
I’énergie active, de I'energie reaclive ou de lenergie apparente, selon l'application de comptage speciique.

Dans le contexte de lI'eau, du gaz ou du temps, cette signification peut étre interprétée dans le cadre de
I‘application de comptage particuliére.

Tous les compteurs a paiement doivent prendre en charge l'essai numéro 0; si l'un ou
plusieurs des essais incorporés ne sont pas pris en charge, le compteur a paiement doit
effectuer le sous-ensemble des essais qui sont pris en charge. La sélection facultative des
essais incorporés complémentaires est assujettie a 'accord passé entre le fournisseur et
I'entreprise de distribution et doit alors constituer une partie normative du présent document.

Dans le cas d'un essai facultatif, son inclusion doit étre assujettie a 'accord passé entre le
fournisseur et I'entreprise de distribution et doit alors constituer une partie normative du
présent document.


https://iecnorm.com/api/?name=b2caf345a3d38090806e9e6338025db6

IEC 62055-41:2018 © IEC 2018 -171 -

Dans le cas ou plus d’'un essai est spécifié sur un seul et méme jeton, le comportement du
compteur a paiement doit faire I'objet d'un accord entre l'entreprise de distribution et le
fournisseur et il doit alors constituer une partie normative du présent document.

6.3.9 MPL: MaximumPowerLimit

Le champ «Limite de puissance maximale» est un champ de 16 bits qui indique la puissance
maximale que la charge peut tirer, en watts. Le calcul de ce champ est identique a celui du
champ TransferAmount (voir 6.3.6). Voir aussi la note en 8.6 pour les exigences
fonctionnelles du MeterApplicationProcess.

6.3.10 MPPUL: MaximumPhasePowerUnbalanceLimit

Le dhamp «Limite maximale de déséquilibre de puissance de phases» est un champ d¢ 16
bits |qui indique la différence maximale admissible de puissance entre les)charges |des
phages, en watts. Le calcul de ce champ est identique a celui du champ TranstéerAmount (voir
6.3.6).

D

6.3.11 Rate: TariffRate

Réservé pour une définition future par la STS Association.

6.3.12 WMFactor: WaterMeterFactor

Réservé par la STS Association pour une application relative a I'eau.

6.3.13 Register: RegisterToClear
Valqur binaire unique de 16 bits dans la plage.0 a FFFF hex; pour sélectionner le regjstre

partjculier qu'il convient de vider avec le jeten’ClearCredit. Les valeurs définies sont données
dang le Tableau 28.

Tableau 28-—= Sélection du registre a vider

Valeur Action
0 Vider le reggistre Electricity Credit (crédit d'électricité)
1 Viderqde registre Water Credit (crédit d'eau)
2 Vider‘le registre Gas Credit (crédit de gaz)
3 \lider le registre Time Credit (crédit de temps)
4 Vider le registre Electricity Currency Credit (crédit de monnaie associée a I'électricité)
5 Vider le registre Water Currency Credit (crédit de monnaie associée a I'eau)
6 Vider le registre Clear Gas Currency Credit (crédit de monnaie associée au gaz)
7 Vider le registre Clear Time Currency Credit (crédit de monnaie associée au temps)
8 a FFFE hex Réservé pour une affectation future par la STS Association
FFFF hex Vider tous les registres de crédit dans le compteur a paiement

6.3.14 NKHO: NewKeyHighOrder

Les 32 bits de poids fort de la nouvelle DecoderKey qui a été générée (voir 6.4.4) et qui doit
étre transférée au compteur a paiement au moyen du jeton.

6.3.15 NKLO: NewKeyLowOrder

Les 32 bits de poids faible de la nouvelle DecoderKey qui a été générée (voir 6.4.4) et qui
doit étre transférée au compteur a paiement au moyen du jeton.
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6.3.16 NKMO1: NewKeyMiddleOrder1

Le second 32 bits de poids fort des 128 bits de DecoderKey qui a été généré (voir 6.4.4) et
qui doit étre transféré au compteur a paiement au moyen du jeton.

6.3.17 NKMO2: NewKeyMiddleOrder2

Le troisieme 32 bits de poids fort des 128 bits de DecoderKey qui a été généré (voir 6.4.4) et
qui doit étre transféré au compteur a paiement au moyen du jeton.

6.3.1

8 KENHO: KeyExpiryNumberHighOrder

Il s'a
6.3.
Il s'a
6.3.
Le K

assd
laV

Si |
char
clé
d'idd
6.3.]

Les

6!3-A

Le
tran

git des 4 bits de poids fort du KEN (voir 6.1.10).

9 KENLO: KeyExpiryNumberLowOrder

git des 4 bits de poids faible du KEN (voir 6.1.10).

P0  RO: RolloverKeyChange

it RO doit étre mis a 1 dans le jeton Set1stSectionDecodenKey lorsque la Base
ciée a la VendingKey/DecoderKey de destination est ultérieure a la BaseDate associ
endingKey/DecoderKey source, et doit étre mis a 0 dansdes-autres cas.

e bit RolloverKeyChange est mis = 1, le compteur a paiement doit effectuer
gement de clé lié au cycle complet. Cette opération est identique a un changemen

ntificateurs de jeton ayant la valeur 0 (zéro).

P1 S&E: SignAndExponent

Tableau 29 - Positions des bits S&E pour les variables s, ey, e3 et e,

Position du bit 3 2 1 0

\ariable s e e e

4 3 2

P2 CRC/C: CyclicRedundancyCheck_C

CRC_G~est un champ somme de contrble utilisé pour vérifier I'intégrité des donp
Eférees pour le jeton de Classe 0 avec la SubClass 4 a 7, et il est calculé tel que défin

6.3.

Date
Be a

un
t de

normal, sauf que la mémoire du TID dans le compteur a paiement est remplie

positions des bits pour I'extraction dgs variables S&E s, ey, e3 et e, sont indiquées dans le
Tableau 29. Pour l'attribution de valeurs a s et e, voir 6.3.6.3.

ées
ien

r avec toutefois la modification suivante:

Un octet unique d’une valeur de 01 hex est joint a la valeur de 56 bits avant le début du
calcul. Un exemple de calcul de CRC_C est donné dans le Tableau 30.

Tableau 30 — Exemple de calcul de CRC_C

50 bits d’origine 0 00 4A 2D 90 OF F2 hex

Complété a gauche pour constituer 7 octets 00 00 4A 2D 90 OF F2 hex
Ajout de 01 hex a la fin 00 00 4A 2D 90 OF F2 01 hex

Calcul de la somme de contréle 7BC4 hex
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6.4 Fonctions de TCDUGeneration
6.4.1 Définition de la TCDU

La TCDU peut étre différente pour chaque TokenCarrierType et elle est donc définie
séparément pour chaque norme de protocole de couche physique applicable pour chaque
partie de la série IEC 62055-5x.

6.4.2 Transposition des bits de Class (Classe)

Cette fonction est utilisée par d'autres fonctions de TCDUGeneration (voir 6.4.3 a 6.4.5). Elle
insé i i i f e de

Le nombre de 64 bits a son bit de poids faible placé a la position du bit 0 et son“bit de poids
bour
incldyre la Class de jetons non chiffrée. La valeur de la Class de jetons de 2 |bits est insgrée
poull occuper les positions des bits 28 et 27. Les valeurs d'origine des positions des bits 48 et

27 gont déplacées aux positions des bits 65 et 64. Le bit de poids fort.de la Class de jetons
occype maintenant la position du bit 28. Le processus est présenté alayFigure 6.
Bit | Bit insert 2 Class’bits
1 0 into/positions
28'dnd 27
MSB Y LSB
Bit | Bit Bit Bit | Bit Bit Bit | Bit
65 64 63-29 28 | 27 26-2 1 0
A 4
move original bits 28 and 27
to positions 65 ahd 64
IEC
Anglais Francgais
insert 2 Class bits intd positions 28 and 27 insérer aux positions 28 et 27 les 2 bits de Class
MSB Bit de poids fort
LEB Bit de poids faible
move original/bits 28 and 27 to positions 65 and 64 déplacer vers les positions 65 et 64 les bits 28 et 21
d’origine
Figure 6 — Transposition des 2 bits de Class

Exemple: Insertion de la Class de jetons = 01 (binaire).

Le nombre binaire de 64- bits groupé en quartets (Les bits 27 et 28 sont indiqués en gras):

0110 0101 0100 0011 0010 0001 0000 1001 1000 0111 0110 0101 0100 0011 0010 0001

Copier les bits 28 et 27 aux positions des bits 65 et 64, créant ainsi un nombre de 66 bits:

000110 0101 0100 0011 0010 0001 0000 1001 1000 0111 0110 0101 0100 0011 0010 0001

Remplacer les bits 28 et 27 par les 2 bits de Class:

000110 0101 0100 0011 0010 0001 0000 1001 1000 1111 0110 0101 0100 0011 0010 0001
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6.4.3 Fonction TCDUGeneration pour les jetons de Class 0,1 et 2

Il s'agit de la fonction de transfert de I'APDU vers la TCDU (voir Figure 7) et elle s'applique a
tous les jetons de Class 0, Class 1 et Class 2, sauf les jetons de changement de clé (voir
6.2.7 et 6.2.8).

NOTE 1 Les éléments de données dans I'APDU sont définis en 6.1.1.

NOTE 2 Les éléments de données dans la TCDU sont définis dans une partie de la norme de protocole de
couche physique de la série IEC 62055-5x applicable au TCT concerné spécifique.

APDU
current values
[ ] | | l ]
SGC IIN DKGA BDT EA 66-bit Token
KRN DRN  EA
KT
TI
v
generate N
current DecoderKey using remove
DKGAO01, 02, 03 or 04 2 Class bits
64-bit or 128-bit 64-bit
v Y DataBlock
KeyBlock
encrypt using
EAOQ7 or EA11
TCT A
transpose
IDRecord [ 2 Class bits ]
PRNRecord
66-bit TokenData
TCDU
TEC
Anglais Francgais
APDU current values APDU valeurs actuelles
generate current DecoderKey using DKGAO1, | Générer la DecoderKey actuelle en utilisant using DKGAO1, 02,
02, 03 or 04 03 ou 04
transpose 2 Class bits Transposer les 2 bits de Class

generate current DecoderKey using DKGAO1, | Générer la clé de décodeur (DecoderKey) courante en utilisant
02 or 03 I’Algorithme de génération de clé de décodeur DKGAO1, DKGA
02 ou DKGA 03

Remove 2 Class bits Retirer les 2 bits de Class

64-bit or 128-bit KeyBlock KeyBlock de 64 bits ou de 128 bits
Encrypt using EAO07 or EA11 Chiffrement en utilisant EA07 ou EA11
64 bit DataBlock DataBlock de 64 bits

66-bit Token Jeton de 66 bits

Figure 7 — Fonction TCDUGeneration pour les jetons de Class 0, 1 et 2
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La fonction de transfert pour les jetons de Class 0 et Class 2 est présentée ci-dessous:

Les 2 bits de Class sont retirés du jeton de 66 bits pour donner un résultat de 64 bits, qui
est alors présenté a l'algorithme de chiffrement comme étant sa donnée d'entrée de
DataBlock. L'algorithme spécifique a utiliser est conforme au code EA dans I'APDU;

La donnée d’entrée KeyBlock pour l'algorithme de chiffrement est obtenue a partir de
I'algorithme de génération de clé de décodeur, qui génére la DecoderKey actuelle en
utilisant les valeurs actuelles de SGC, KRN, KT, TI, IIN, DRN, DKGA, EA et BDT issues
de I'APDU comme indiqué. L'algorithme spécifique de génération de clé de décodeur a
utiliser est conforme a la valeur de DKGA dans I'APDU;

éthode définie en 6.4.2 chlamp
okenData de la TCDU selon la définition particuliere donnée dans la norme de protocole
de couche physique applicable;

De méme, les éléments de données TCT, IDRecord et PRNRecord issus.de I'APDU sont
transférés vers la TCDU comme indiqué, dans les champs appropriés de‘la”TCDU selgn la
définition particuliere donnée dans la norme de protocole de couche physique applicahle.

La fonction de transfert pour les jetons de Class 1 est identigue a la fonction de
TCOUGeneration pour les jetons de Class 0 et de Class 2, sauf qué le jeton n'est pas chiffré.

La fopnction est présentée ci-dessous:

6.4.

Il s'
applicable a tous les jetons de changement de clé.

es 2 bits de Class sont retirés du jeton de 66 bits et transposés selon la méthode définie
¢n 6.4.2 pour donner un résultat de 66 bits, qui est peuplé dans le champ TokenData de la
CDU selon la définition particuliere donnée dafis la norme de protocole de colche
physique applicable;

[De méme, les éléments de données TCT, IDRecord et PRNRecord issus de I'APDU pont
transférés vers la TCDU comme indiqué, dans' les champs appropriés de la TCDU selgn la
définition particuliere donnée dans la norme de protocole de couche physique applicaljle.

Fonction de TCDUGeneration.pour les jetons de changement de clé

git de la fonction de transfert“de I'APDU vers la TCDU (voir Figure 8) et elle| est
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current DecoderKey using
DKGAO01, 02, 03 or 04

64-bit or 128-bit

A

remove
2 Class bits

64-bit
DataBlock

APDU
current values new values
| | | | | | | | | |
SGC IIN DKGA BDT EA 66-bit Token SGC IIN DKGA BDT
KRN DRN EA KRN DRN EA
KT KT
TI TI
i " i
generate replace 32-bit NKHO, generate

NKMO1, NKMO2,
NKLO

new DecoderKey using
DKGAO01, 02, 0360r.04

A

KeyBlock encrypt using
EAOQ7 or EA11

TCT
IPRecord
PRNRecord

transpose

2 Class bits

66-bit TokenData

TCDU

Anglais

Francgais

APDW current values

APDU valeurs actuelles

new yalues

nouvelles valeurs

66-bif Token

Jeton de 66 bits

genefate current DecoderKey-using DKGAO1, 02, 03
or 04

générer la DecoderKey actuelle en utilisant DKGAO1, P2,
03 ou 04

replape 32-bit NKHORNNKMO1, NKMO2, NKLO

Remplacer les NKHO, NKMO1, NKMO2, NKLO de 32 pits

32-bi

32 bits

genefate new DecoderKey using DKGAO1, 02, 03 or
04

générer la nouvelle DecoderKey en utilisant DKGAO01,(02,
03 ou 04

remole . 2.Class bits

retirer les 2 bits de Class

64-bit or 128-bit KeyBlock

KeyBlock de 64 bits ou de 128 bits

64-bit DataBlock

DataBlock de 64 bits

encrypt using EAQ7 or EA11

Chiffrer en utilisant EA077 ou EA11

transpose 2 Class bits

transposer les 2 bits de Class

66-bit TokenData

TokenData de 66 bits

TCDU

TCDU

Figure 8 — Fonction de TCDUGenerat

ion pour les jetons de changement de clé

Une TCDU séparée est générée pour chaque jeton de changement de clé dans I’ensemble.
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Noter que I'APDU doit présenter deux jeux de données pour le PANBlock et le
CONTROLBIock: un jeu avec les nouvelles données pour la nouvelle DecoderKey et un
second jeu avec les données actuelles pour la DecoderKey actuelle. La valeur de DKGA est
la méme pour les deux jeux.

NOTE 1 Les éléments de données dans I'APDU sont définis en 6.1.1.

NOTE 2 Les éléments de données dans la TCDU sont définis dans chaque partie de la norme de protocole de
couche physique de la série IEC 62055-5x applicable au TCT concerné spécifique.

Cette fonction de transfert est présentée ci-dessous:

. Lta nouvelle DecoderKey est générée a l'aide des nouvelles valeurs de SGC, KRN, KT|, TlI,
IIN, DRN, DKGA, EA et BDT. L'algorithme spécifique a utiliser est conforme a la_valeyr de
DKGA dans I'APDU.

e lles 32 bits de poids fort de la valeur de la nouvelle DecoderKey obtenue“sont enguite
utilisés pour remplacer le champ NKHO, NKMO1, NKMO2 ou NKLEO-du jeton de
¢hangement de clé (voir 6.2.7 et 6.2.8) comme présenté par 'APDU;

Les 2 bits de Class sont retirés du jeton de 66 bits pour donner un{¢€sultat de 64 bits| qui
gst alors présenté a l'algorithme de chiffrement comme étant.sa donnée d'entrée de
DataBlock. L'algorithme de chiffrement spécifique a utiliser est‘conforme au code EA dans
[JAPDU;

In donnée d'entrée KeyBlock pour l'algorithme de chifftement est obtenue a partir de
llalgorithme de génération de clé de décodeur, qui génére la DecoderKey actuellg en
utilisant les valeurs actuelles de SGC, KRN, KT, Tl IIN DRN DKGA, EA et BDT issueps de
JAPDU comme indiqué. L'algorithme spécifique™de génération de clé de décodelr a
utiliser est conforme a la valeur de DKGA dans {‘APDU;

gprés chiffrement, les 2 bits de Class sont.téinsérés dans le nombre de 64 bits selgn la
méthode définie en 6.4.2 pour donner un résultat de 66 bits, qui est peuplé dans le chpmp
TokenData de la TCDU selon la définition particuliere donnée dans la norme de protocole
de couche physique applicable;

e de méme, les éléments de données TCT, IDRecord et PRNRecord issus de I'APDU sont
transférés vers la TCDU commeindiqué, dans les champs appropriés de la TCDU selgn la
définition particuliere donnée dans la norme de protocole de couche physique applicaljle.

6.4.% Fonction TCDUGeneration pour le jeton Set2ndSectionDecoderKey

Elle |est désormais intégrée a 6.4.4

6.5 Fonctionside’sécurité

6.5. Exigences générales

A I'é¢xception des valeurs de DITK, les valeurs de VendingKey et de DecoderKey doivent
seulemeént etre generees par un dispositif charge de la generat|on de Jetons teI qu un POS
qui un
KeyManagementSystem certlfle STS (voir Article 9). Le présent paragraphe décrit les
méthodes de génération de clé utilisées par de tels dispositifs et il est applicable aux
constructeurs de ces dispositifs.

6.5.2 Attributs de clé et changements de clé
6.5.2.1 Exigences relatives au changement de clé

A l'exception des valeurs de DITK, les valeurs des clés STS doivent seulement étre
introduites ou modifiées dans un compteur a paiement a partir d'un dispositif chargé de la
gestion de clé, tel qu'un POS qui est certifié¢ comme étant conforme a la STS et qui est
assujetti a la gestion de clé STS. Le présent paragraphe décrit la méthode de changement de
clé STS utilisée entre de tels dispositifs et les compteurs a paiement, et il est applicable aux
constructeurs de ces dispositifs et compteurs a paiement.


https://iecnorm.com/api/?name=b2caf345a3d38090806e9e6338025db6

- 178 — IEC 62055-41:2018 © IEC 2018

Un changement de clé STS fournit le mécanisme pour changer la DecoderKey présente dans
un décodeur en la faisant passer de sa valeur actuelle a une nouvelle valeur. Ce processus
peut étre initié par plusieurs événements ou circonstances, y compris ce qui suit:

e un compteur a paiement, neuf ou réparé, qui contient la valeur de DITK d'un constructeur
doit étre changé avant de quitter les locaux de fabrication ou de réparation pour contenir
la valeur appropriée par défaut (DDTK) du constructeur ou de la DecoderKey (DUTK ou
DCTK) de I'entreprise de distribution selon le SupplyGroup auquel le compteur a paiement
a été alloué;

e une VendingKey d'un SupplyGroup a expiré ou a été compromise et elle est remplacée

ar une nouvelle révision de VendingKey et, donc, chaque DecoderKey au sein

du

[«

\

— N

L’en
ensq
du R

bupplyGroup doit étre changée en faisant passer sa valeur de DecoderKey actuelle
aleur de DecoderKey qui correspond a la valeur de la nouvelle VendingKey;

n compteur a paiement est réalloué d'un SupplyGroup a un autre SupplyGraoup ‘et, d
a DecoderKey doit étre changée en faisant passer sa valeur actuelle générée a part
B VendingKey du SupplyGroup précédent a la nouvelle valeur générée a partir d
endingKey de son nouveau SupplyGroup; ou

e T1 pour un compteur a paiement a changé et, donc, sa DecodefKey doit étre char
n faisant passer sa valeur actuelle (qui correspond au Tl précédent) a la nouvelle v3
qui correspond au nouveau TI).

semble de jetons de changement de clé provoque up,‘'changement de clé STS.
mble de gestion de jetons d’un compteur spécifique transfére les informations suivar
OS vers le compteur a paiement, chiffrées sous la DecoderKey actuelle:

b valeur de la nouvelle DecoderKey;

e KEN;

e KRN;

e KT;

e SGC (uniquement dans le cas deS,ensembles de trois et de quatre jetons);

e TI.

rocessus de changement declé STS pour un compteur a paiement doit étre déclenc

A valeur de la VendingKey;
b valeur de la BDF,

B valeur du<SGC;

A valeurdu Tl;

B valer du KEN;

awaleur du KRN;

ue changement de valegurde I'un quelconque des attributs suivants de la VendingKey

ala

pnc,
r de
e la

gée
leur

Cet
tes,

hé a

e La valeur du KT.
e La valeur du DKGA.

NOTE Voir 6.1.1 pour les spécifications particulieres relatives aux éléments de données dans I'APDU et 6.5.3
pour les exigences concernant le DKGA.

Un SGC particulier peut étre associé simultanément a plus d’'un VendingKeys au cours de sa
durée de vie utile, auquel cas chaque VendingKey doit étre identifiée par son KRN associé.

Des jetons de changement de clé ne doivent pas étre générés lorsque le KEN de la clé de

dest

ination par rapport au BDT se situe dans le passé (selon I’horloge systéme).
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Des jetons de changement de clé ne doivent pas étre générés lorsque la BaseDate associée
a la VendingKey/DecoderKey de destination est antérieure a la BaseDate associée a la
VendingKey/DecoderKey source.

Un POS peut éventuellement générer et émetire des jetons de changement de clé de maniére
automatique ou manuelle, mais cette option doit étre spécifiée dans le contrat d’achat passé
entre le constructeur et I'entreprise de distribution.

6.5.2.2 Classification des VendingKeys
6.5.2.2.1  Classification des VendingKeys (clés de vente)

La YendingKey est une valeur clé cryptographique qui est secrétement générée, stockée et
distibuée dans le KeyManagementSystem (voir Annexe A). Les VendingKeys constituent les
cléstgermes a partir desquelles les DecoderKeys sont générées.

La VendingKey est classée selon la valeur de son KT associé, qui est unattribut définissant
le but dans lequel la clé peut étre utilisée. Trois valeurs de KT sont: définies pour| les
VengdingKeys et correspondent a trois des types de SupplyGroup (voir 6.1.6), a savoir Default
(c'est-a-dire: type par défaut), Unique et Common (c'est-a-dire: type commun).[ La
VengdingKey pour un SupplyGroup donné constitue la clé-germe. utilisée pour générer|des
valeurs de DecoderKey pour tous les compteurs a paiement ausein du SupplyGroup.

Les VendingKeys STS sont classées selon les valeurs de KT données dans le Tableau 31

Tableau 31 — Classification des VendingKey (clés de vente)

KT Type de SGC Type de VendingKey Contexte

0 Initialisation Non spécifié Non applicable

1 Default (par défaut) VDDK VendingDefaultDerivationKey
2 Unique VUDK VendingUniqueDerivationKey
3 Common (commun) VCbBK VendingCommonDerivationKey

A tout instant donné, une valeur unique de VDDK existe pour chaque SupplyGroup de type
"Deflault" défini. De méme; une valeur unique de VUDK pour chaque SupplyGroup de fype
"Unigue" et une valeur~unique de VCDK pour chaque SupplyGroup de type "Common" sont
définies.

6.5.2.2.2 VDDK: VendingDefaultDerivationKey

Ce type de.clé est utilisé comme clé-germe pour générer des valeurs de DDTK — il ne doit|pas
étre|utilisé pour générer des valeurs de DITK, de DUTK ou de DCTK.

6.5.2.2.3 VUDK: VendingUniqueDerivationKey

Ce type de clé est utilisé comme clé-germe pour générer des valeurs de DUTK — il ne doit pas
étre utilisé pour générer des valeurs de DITK, de DDTK ou de DCTK.

6.5.2.2.4 VCDK: VendingCommonDerivationKey

Ce type de clé est utilisé comme clé-germe pour générer des valeurs de DCTK — il ne doit pas
étre utilisé pour générer des valeurs de DITK, de DDTK ou de DUTK.
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2.3 Classification des DecoderKeys

2.3.1 Classification des DecoderKeys (clés de décodeur)

Les DecoderKeys STS sont classées selon les valeurs de KT données dans le Tableau 32 et

héri

tent de leur type de celui de la VendingKey, a partir de laquelle elles sont dérivées.

Tableau 32 - Classification des DecoderKeys (clés de décodeur)

KT Type de SGC Type de DecoderKey Contexte

(0] Initialisation DITK DecoderlnitialisationTransferKey
1 Default (par défaut) DDTK DecoderDefaultTransferKey

2 Unique DUTK DecoderUniqueTransferKey

3 Common (commun) DCTK DecoderCommonTransferKey

Pouf de plus amples informations concernant les régles de changement d'une clé d'un ty
un autre type, voir la Figure 9 et le Tableau 33 en 6.5.2.4.

Un

de spn KT associé dans son DecoderKeyRegister (voir 7.3.2).

Il n

compteur a paiement en toute circonstance, qu'elle spitchiffrée ou en texte clair.

6.5.

Les

production ou la réparation dans les locaux du constructeur. Ces clés sont la propriét

Met

incopnues de l'entreprise de distribution:

Auctin compteur a paiement acheté par I'entreprise de distribution ne doit quitter les lo
d'un| constructeur avec _une valeur de DITK dans le DecoderKeyRegister.
DecpderKeyRegister doit centenir une valeur de DDTK, de DUTK ou de DCTK fournie p
KMC. Une DITK est le seul type de clé qui peut étre introduite dans un compteur a paier

sou
peu
(chi

Une|DITK ne_doit étre utilisée que pour les fonctions de gestion de clé ci-aprés:

gompteur a paiement doit pouvoir stocker au moins une valeur.de DecoderKey et la ve

doit pas étre possible de lire ou d'extraire la, valeur de DecoderKey a partir

2.3.2 DITK: DecoderlnitialisationTransferKey

be a

leur

d'un

valeurs de DITK sont utilisées pourUinitialiser le DecoderKeyRegister penda

¢rManufacturer. A ce titre, elles soht générées et gérées par le constructeur, et

g la forme d'une valeur en texte clair. Les valeurs de DDTK, de DUTK ou de DCT}
ent étre introduites dans un compteur a paiement que sous la forme de val
firées) de texte de chiffrement.

gomme la clé parente d'une autre DITK; autrement dit, pour chiffrer une autre DITK ¢

t la
du
sont

LauXx

Le
ar le
hent
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e but de l'introduire dans le DecoderKeyRegister;

comme la clé parente d'une DDTK;
comme la clé parente d'une DUTK, et

comme la clé parente d'une DCTK, mais seulement dans un compteur a paiement utili
une carte magnétique effacable comme support de jeton (pour la valeur de TCT = 01).

sant

Les fonctions ci-dessus peuvent étre accomplies par l'intermédiaire de 'ensemble de jetons
de changement de clé ou par l'intermédiaire d'un mécanisme de chargement propriétaire du
constructeur qui utilise cet ensemble. Il convient que le compteur a paiement n'accepte que la
DDTK, DUTK ou DCTK chiffrée avec la DITK fournie par le constructeur au format d’ensemble

dej

etons de changement de clé.
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Il est de la responsabilité du constructeur d'assurer que des mesures de sécurité appropriées
sont appliquées a toute DITK afin que les valeurs de DDTK, de DUTK ou de DCTK chiffrées
avec une DITK ne puissent pas étre compromises.

Une DITK peut également étre utilisée pour déchiffrer d'autres fonctions de gestion
spécifiques a un compteur. Elle peut étre utilisée pour déchiffrer une fonction de transfert de
crédit STS; autrement dit, un jeton de TransferCredit STS valide peut étre déchiffré et
appliqué par un compteur a paiement qui contient une DITK dans son registre de clés afin de
faciliter les essais du compteur a paiement pendant la production ou la réparation.

6.5.2.3.3— DDTK: DecoderDefaultTransferKey

Les |valeurs de DDTK sont utilisées pour prendre en charge des compteurs a_ paiement
alloyés a un SupplyGroup par défaut. Un compteur a paiement qui n'a pas été_alloué a un
SupplyGroup de type Common ou a un SupplyGroup de type Unique au moment de la
fabrication ou de la réparation ne peut pas étre chargé avec sa valeur caorrespondante de
DCTK ou de DUTK. Il est plutét alloué a un groupe par défaut (Default) ‘propre a ch%aque
congtructeur et chargé avec sa valeur de DDTK correspondante. ChaqueyMeterManufaciurer
recoit une VDDK unique, a partir de laquelle il génére toutes les valeurs de DDTK pour
I'installation dans des compteurs a paiement pendant la fabrication.

Ultéfieurement, au moment de l'installation ou de I'exploitation{"un compteur a paiement qui a
été maintenant réalloué a un autre SupplyGroup spécifique peut étre chargé avec la valeyr de
DUTIK ou de DCTK correspondante, chiffrée avec sa DDTK parente. Les valeurs de DPTK
sonfl la propriété du MeterManufacturer ou de I'Utility (Entreprise de distribution) respectifs et
sonfl gérées au sein du KeyManagementSystem.

Une|DDTK est une valeur secréte, et ne doit pas\étre acceptée par un compteur a paiement
soug la forme d'une valeur en texte clair. Un compteur & paiement ne doit charger une DPTK
que |si elle est chiffrée avec la DecoderKey parente présente dans le DecoderKeyRegister

Une|DDTK ne doit étre utilisée que pautiles fonctions de gestion de clé ci-aprés:

e g¢omme la clé parente d'une autre DDTK; autrement dit, pour chiffrer une autre DDTK dans
I[e but de l'introduire dans le-DecoderKeyRegister;

e ¢omme la clé parente dune DUTK, et

e gomme la clé parente.d'une DCTK, mais seulement dans un compteur a paiement utilisant
une carte magnétique effagable comme support de jeton (pour la valeur de TCT = 01).

Les |fonctions ci-dessus peuvent étre accomplies par l'intermédiaire de 'ensemble de jefons
de ghangement-de clé ou par l'intermédiaire d'un mécanisme de chargement propriétairge du
congtructeur_qui utilise cet ensemble. Une DDTK ne doit pas étre utilisée pour déchiffrerfune
DITK dapsile but de l'introduire dans le DecoderKeyRegister.

Unel DDTK pn||+ égalnmnnf Atre utilisde PO déchiffrer d'autres fonctions de ge tion
spécifiques a un compteur. Elle ne doit pas étre utilisée pour déchiffrer et accepter une
fonction de transfert de crédit STS; autrement dit, un jeton de TransferCredit valide ne doit
pas étre accepté par un compteur a paiement qui contient une DDTK dans son DKR, méme si
le jeton de TransferCredit a été chiffré avec la méme valeur de DDTK.

NOTE L'accent est mis sur I'acceptation et non sur le déchiffrement du jeton de TransferCredit.

De méme, un dispositif POS utilisé pour chiffrer des jetons ne doit pas chiffrer les jetons de
TransferCredit en utilisant des valeurs de DDTK (voir aussi 6.5.2.4).

6.5.2.3.4 DUTK: DecoderUniqueTransferKey

Les valeurs de DUTK sont utilisées pour prendre en charge des compteurs a paiement
alloués a un SupplyGroup unique. Un compteur a paiement qui a été alloué a un SupplyGroup
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