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INTERNATIONAL ELECTROTECHNICAL COMMISSION

TELECONTROL EQUIPMENT AND SYSTEMS -

Part 6-503: Telecontrol protocols compatible with
ISO standards and ITU-T recommendations —
TASE.2 Services and protocol

FOREWORD

1) The IEC (International Electrotechnical Commission) is a worldwide organizatio

all| national electrotechnical committees (IEC National Committees). The Obj
international co-operation on all questions concerning standardization in {

this end and in addition to other activities, the IEC publishes Interpatianal St
enfrusted to technical committees; any IEC National Committee 'nt es
pafticipate in this preparatory work International,
with the IEC also participate in this preparation. The IEC collabg
for] Standardization (ISO) in accordance with conditiong
ordanizations.

2) Thg formal decisions or agreements of the IEC on (ecRni
international consensus of opinion on the & Q
from all interested National Committees.

3) Thg documents produced have the form of recgmm
of |standards, technical specifications, technical repd
Committees in that sense.

4) In |order to promote internagional unl'
Stgndards transparently tg g
divergence between the |
indicated in the latter.

prising
omote
ds. To
tion is
ith may
iaising
zation
e two

ile, an

htation

e form
htional

ptional
. Any
clearly

5) Thge IEC provides o i icate_its approval and cannot be rendered responsible for any
eqpipment decl i ofmi i it§ standards.

6) Attention is drawnNG th ibili Qme of the elements of this International Standard may be the gubject
of patent rights. The 4 \ eld responsible for identifying any or all such patent rights.

Intergationa a 3(0-6-503 has been prepared by IEC technical committee 57:

Powdr system » icati

This seco i éls and replaces the first edition published in 1997 and const|tutes

a technical revision.

The text,0fthis standard is based on the following documents:

FDIS Report on voting
57/574/FDIS 57/582/RVD

Full information on the voting for the approval of this standard can be found in the report on

voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

Annexes A and B form an integral part of this standard.
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The committee has decided that the contents of this publication will remain unchanged until 2004.
At this date, the publication will be

* reconfirmed;

+ withdrawn;

* replaced by a revised edition, or
*+ amended.

@%
S
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INTRODUCTION

The Telecontrol Application Service Element (TASE.2) protocol (also known as Inter-Control
Centre Communications Protocol, ICCP) allows for data exchange over Wide Area Networks
(WANs) between a utility control centre and other control centres, other utilities, power pools,
regional control centres, and Non-Utility Generators. Data exchange information consists of
real-time and historical power system monitoring and control data, including measured values,
scheduling data, energy accounting data, and operator messages. This data exchange occurs
between one control centre's Supervisory Control And Data Acquisition/Energy Management
System/Distribution Management System (SCADA/EMS/DMS) host and another centre's host,
often through one or more intervening communications processors.

This part of IEC 60870 defines a mechanism for exchanging time-critical data betweén) ‘Cpntrol
centres. In addition, it provides support for device control, general messaging angcontrol of
programs at a remote control centre. It defines a standardized method \of usingitheNSO|9506

Manyfacturing Message Specification (MMS) services to implem data.
The gdefinition of TASE.2 consists of three documents. This pa s the
TASH.2 application modelling and service definitions. Bppli-
catiop profile for use with TASE.2. IEC 60870-6-802 defi bject

defin|tions to be supported.

The [TASE.2 describes real control centres with réspe
behayiour using an object oriented approach. The\objeets
used|in a wide variety of applications.
contrpl centre to control centre com
box fpr any application domain with comyparab
in areas like substation automation, p
otherp which have comparable requitem
Information and Communication T

The TASE.2 version n

9,
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TELECONTROL EQUIPMENT AND SYSTEMS -
Part 6-503: Telecontrol protocols compatible with

ISO standards and ITU-T recommendations —
TASE.2 Services and protocol

1 Scope

This |part of IEC 60870 specifies a method of exchanging time-critica

controk céntre| data

through wide-area and local-area networks using a full ISO com ck. It
contdins provisions for supporting both centralized and distributed architectures: Rhi ndard
incluges the exchange of real-time data indications, control gpexati i S data,
schedluling and accounting information, remote program control & e i

Thouph the primary objective of TASE.2 is to provid )| data

exchange, its use is not restricted to control centre dz
other|domain having comparable requirements. Exap
factofy automation, process control automation, and

be applied ip any
ins are power pjants,

This gtandard does not specify individdal i I S ducts, nor does it constrajn the
implgmentation of entities and interface PNp 3 . This standard specifigs the

exterpally visible functionality of imple
such [functionalities.

1.1 Control centre

conformance requiremenis for

The model of a contro| ce ' 9 : EMS,
Demg‘nd Side M splay
Procgssors. Th ) S i [ , utilizing analogue and digital
moniforing data » [ and
distribution substagtior isi i i i TUs).
The gontrol cenfte WHai i ndby"
configuration ‘ i EMS
appli¢ation tg initis ad manggement activities. The Distributed Application host(s) perform
miscellap local
opergto S he or
more| Local Area~Netwo (LANSs) to connect these various hosts. The control centre will also
access sevefa often through intermediate communications processors. These [WAN
conng¢ctions:"may ir€lude the company-wide area network for communications with the
corpdrate~host and a distinct real-time SCADA network. Each control centre will also have one
or mare.TASE.2 instances to handle data exchange with remote control centres.

Other classes of host processors like archive systems, engineering stations, or quality control
systems (e.g. for data recording according to ISO 9000) may also be included. The application
of the TASE.2 control centre model is in principle unlimited. This model provides a common

and abstract definition applicable for any real systems which have comparable requirements.
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1.2 Architecture

The TASE.2 protocol relies on the use of MMS services (and hence the underlying MMS
protocol) to implement the control centre data exchange. Figure 1 shows the relationship of
TASE.2, the MMS provider, and the rest of the protocol stack. In most cases, the values of
objects being transferred are translated from/to the local machine representation automatically
by the local MMS provider. Some TASE.2 objects require a common syntax (representation)
and meaning (interpretation) by both communicating TASE.2 systems. This common
representation and interpretation constitutes a form of protocol. The control centre applications
are not part of this standard. It is assumed that these applications request TASE.2 operations
and supply control centre data and functions to the TASE.2 implementation as needed. The
specific ; cati i i d not

part of this standard.
[N
Control centre Control centre Controlcentre
application < objects > application

XY

TASE 2 < MMS objects ———<&5 “@ \
7 MMS <——— MMSPDU Wws~ | 7
ACSE \AC\SE
6 Presentation ,\ %sentation 6
5 Session ~ ) Session 5
4 Transport Transport 4
3 Network Network 3
2 Data |in< Data link 2
Ph% ) Physical 1
IEC 868/02
Protocol relationships
The g ite SE.2 requires the use of ISO protocols in layers 5-7 of the OSI
refer \ rofiles (layers 1-4) may use virtually any standard or detfacto
stan{ar o connection-mode transport layer and connectionless-mode
netw i ovep any type of transmission media.
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1.3 Network Model

The TASE.2 Data Exchange network may be either a private or public packet-switched or mesh
network connecting communications processors which provide adequate routing functionality to
allow for redundant paths and reliable service.

Figure 2 shows a typical network topology using a router-based Wide Area Network (WAN).
The WAN provides routing and reliable service between control centres (which may include
internal networks and routing capabilities).

The
network. Each control centre maintains its own series of direct circuits,
mechanism for routing between those direct circuits. Control Centre C
routing path for network traffic going from Control Centre A to B. Thi
requifes key control centres to provide significant routing capabilities

Coptrol Control Control

Cerftre A Centre B Centre A< \\\> Centr¢ B

oS

Control
Centre C

Control
Centre C

IEC| 870/02

Figure 3 — Mesh network

1.4

The TASE.2 i ) MMS. It describes a standardized application of MMS using the
MMS| sérvi o 3 TASE.2 enhances the functionality of MMS by spedifying
strucfured 5 ¢ MS objects and assigning specific semantics to it. As an example

of pyre MMS™>services, MMS allows reading data from a remote system. The data will be
respqnded-withou specific condition. If these data are read depending on very splecific
cond];ions (e.g. on change only) then TASE.2 provides appropriate services which arg not

proviged by MMS.

Though the specific requirements agreed upon within IEC TC 57 have led to the definition of
TASE.2 there are several other application domains (outside the control centres) with less, very
limited or mixed requirements which may use the TASE.2 services. These other areas are
outside the scope of this standard but the use of TASE.2 goes far beyond the specific scope of
this standard.

TASE.2 provides an independent and scaleable set of services to allow efficient
implementations optimized for the respective requirements of a control centre. It does this by
defining several conformance building blocks. MMS offers also a scaleability of its services
specifying MMS Conformance Building Blocks (CBBs). A simple TASE.2 implementation
requires only a simple MMS implementation.
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TASE.2 and MMS provide their services to their respective users. MMS provides its services to
TASE.2 and TASE.2 provides its services to the control centre application. MMS is an
independent standard that can provide its services also to users other than TASE.2 — it may
serve directly to specific control centre applications and to any other application. This means
that the use of MMS is not restricted to TASE.2.

For requirements outside the scope of this standard or for future requirements, for example
journaling of data, downloading and uploading of mass data like programs, additional MMS
models and services, i.e. Journaling and Domain Loading respective can be applied by an real
system in addition to TASE.2. This is possible because the additional application of MMS
objects and services is independent of the use of TASE.2 and the use of MMS by TASE.2.

2 Normative references

The fpllowing referenced documents are indispensable for the applica
dated references, only the edition cited applies. For undated referen
the referenced document (including any amendments) applies.

IEC §0870-6-702:1998, Telecontrol equipment and systems —~Rart)§e /02 ¢
compatible with ISO standards and ITU-T recommendations sactional profile for proyiding
the TASE.2 application service in end systems

IEC 6
compatible with ISO standards and IT

1ISO/I
the cpnnection-mode transpqrt service

iding

ISO/IEC 8208:2000, | ayer

Protgcol for Data Ter

1ISO/I mode
netw

I1ISO/I ange
betw hts —
Part B:  and
phys

ISO jon —
Part

ISO \506‘22000, l’llu’ubl‘ll’dl’ dul‘UIlIdtl‘UlI bybtclllb - fvfauufaufuriuy l"V;UbbdyG SpCbl.fl.bdl.On -
Part 2: Protocol specification

ISO/IEC 9542, Information processing systems — Telecommunications and information
exchange between systems — End system to Intermediate system routing exchange protocol for
use in conjunction with the Protocol for providing the connectionless-mode network service
(ISO 8473)
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ISO/IEC 10589:1992, Information technology — Telecommunications and information exchange
between systems — Intermediate system to intermediate system intra-domain-routing exchange
protocol for use in conjunction with the protocol for providing the connectionless-mode network
Service (ISO 8473)

ISO/IEC ISP 10608-1:1992, Information technology — International Standardized Profile TAnnnn
— Connection-mode Transport Service over Connectionless-mode Network Service — Part 1:
General overview and subnetwork-independant requirements

ISO/IEC ISP 10608-2:1992, Information technology — International Standardized Profile TAnnnn

—_ CO nanhnn mr\rla Tranopnrf Qorlur\c aXV7-Yd pnnnaﬂfrnnlaoo mr\nln I\lnhunrl/ Qnmnr\o Dth 2

TA51| profile including subnetwork-dependent requirements for CSMA/CD Local Area Networks
(LANE)

ISO/IEC ISP 10608-5:1992, Information technology — International Stantaxq Annnn
— Cohnection-mode Transport Service over Connectionless-mogde Part 5:
TA1111/TA1121 profiles including subnetwork-dependent ré gcket-

switched data networks using virtual calls

ISO/IEC ISP 10613-1:1994, Information technology —Anternational_Standardized Profile |RA —
Relaying the Connectionless-mode Network Service s Subnetwork-independent
requitements

ISO/IEC ISP 10613-2:1994, Informatio
Relaying the Connectionless-mode Netw
media-independent requirements

al Standardized Profile |RA —
/ LAN Subnetwork-dependent,

ISO/IEC ISP 10613-3:1994 t JTeLel) International Standardized Profile [RA —
Relaying the Connection g Yee’ — Part 3: CSMA/CD LAN subnetwork-
depehdent,media-depegndent\xequiremnm

ISO/IEC ISP 10@ ' . — International Standardized Profile |RA —
Relaying the Co f¢ . g rk Service — Part 5: Definition of profile RA§1.51,
relaylng the Connex . eiwork Service between CSMA/CD LAN subnetworks

ISO/IEC ISP 3-7: . ormation technology — International Standardized Profile |RA —
Relaying th nesti ode Network Service — Part 7: PSDN subnetwork-dependent,
media-dependentweqlirekents for virtual calls over a permanent access

ISO/IEC ISP A 4, Information technology — International Standardized Profile |RA —
Relaying thé.€onrec 'nless mode Network Service — Part 8: Definition of profile RA51.{1111,
relayilng, the*Connectionless-mode Network Service between CSMA/CD LAN subnetworks and
PSDINs\using virtual calls over a PSTN leased line permanent access

ISO/IEC ISP 10613-9:1994, Information technology — International Standardized Profile RA —
Relaying the Connectionless-mode Network Service — Part 9: Definition of profile RA51.1121,
relaying the Connectionless-mode Network Service between CSMA/CD LAN subnetworks and
PSDNSs using virtual calls over a digital data circuit/CSDN leased line permanent access

ISO 8649, Information processing systems — Open Systems Interconnection — Service
definition for the Association Control Service Element
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3 Definitions

For the purposes of this part of IEC 60870, the following definitions apply. Much of the
terminology used with this standard is derived directly from ISO 9506-1 and ISO 9506-2 (MMS).
Refer to those standards for further definitions.

3.1
action
activity performed by the TASE.2 server under some defined circumstances

3.2
accopnting information

set of information which describes an account for a utility. See |
details

more

3.3
bilateral agreement
agregment between two control centres which includes the da
the means to access them

pe accessedl and

34
bilateral table
computer representation of the bilatera Bem 3 kter

3.5
client
communicating entity whigh m 3 ne or
more| TASE.2 service r

3.6
data set

data pet repres
sets allow for con

Data

3.7

data jvalue

A dafa yalue rgprg entre
(VCQ) whieh is isiblet bf the
contrpl centre rived

valuels calcutatedNin the control centre
3.8
instance

implementation of TASE.2 executed in either the client or the server role

3.9

interchange schedule

set of information that specifies how energy is transferred from one system to another. See
IEC 60870-6-802 for more details

3.10
object
instance of a TASE.2 object model
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3.1

object model

definition of an abstract representation that is used for real data, devices, operator stations,
programs, event conditions, and event enrollments

3.12
operation
activity which shall be performed by the TASE.2 server at the request of the TASE.2 client

3.13
server
communicating entity which behaves as a VCC over the lifetime of an asso

3.14
servire
activify which is either a TASE.2 action or operation

3.15

tagged

the tgrm is derived from the practice of putting a phyg ff for
serviging or locked out from network access as a satety(m . ed to

3.16

time series

set of values of a given element that j time
interjal. A time series is implemented\ thr 3 ithin

this slpecification

3.17
trangfer account
set df informati
profile data. See

[ly or

3.18

event
inat

which a TASE.2 server reports the values of a data set, vialues
account information

data exchange by associating data values with transmission paranjeters
such|as, time intervals, for example there are four types of Transfer Sets: Data Set Trgnsfer
Sets,| Titne Series Transfer Sets, Transfer Account Transfer Sets, and Information Megsage
Tran : i i each
mapped to unique physical elements. A Time Series Transfer Set contains one or more data
values which are all mapped to the same physical element, but represent its values at different
times specified by a single time interval. A Transfer Account Transfer Set contains all of the
values of all of the Transfer Accounts. An Information Message is used to manage the exchange
of arbitrary binary or text messages or files
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3.20
user
implementation of TASE.2 executed in either the client or the server role

3.21

virtual control centre (VCC)

abstract representation of a real control centre which describes a set of behaviour with regards
to communication and data management functionality and limitations

4 Abbreviations

BCD Binary Coded Decimal

CBB Conformance Building Block

DMS Distribution Management System
DSM Demand Side Management

EMS Energy Management System

ICC Inter-Control Centre

MMS Manufacturing Message Specification
QO0Ss Quality of Service

RBE Report By Exception

SCADA Supervisory Control A
TAL Time Allowed to Live

TASHE.2 Telecontrol Application Bervice , also known as Inter-Control (entre
TLE

TOD

UCA

VCC

VMD

5 TASE.2

The purpbse SE. odel description is to provide a clear understanding qf the
TASE.2>protocg| e | ontext within the utility control centre environment. This model
identifies the.basic compgnents, object models and the operation of the protocol. This dlause
desciibes both infgrmal and formal model. In the informal model, different data typels are

desclibed-within the«€ontext of the utility control centre environment. In the formal modd|, the
objedt models together with their specific operations and actions are described in detail.
Clauge\6 explains the mapping of the formal object models onto the MMS object mqgdels.
Clause 7 explains the mapping of the operations and actions onto MMS services. Clause 8
summarizes specialized objects used internally by TASE.2.

5.1 Informal TASE.2 Model Description

The model of a control centre includes several different classes of applications, some or all of
which may be present, such as SCADA/EMS, DSM/Load Management, Distributed Applica-
tions, and Man/Machine Interface. In interactions with other computing elements, a control
centre may act as a client, server, or both. As a server, a control centre appears as a singular
entity to the clients. The actual implementation may contain several processes and several
host processors that are reflected in that logical entity. As a server, a control centre may
interact with a number of clients. Control centres which exchange data do so within the rules
and restrictions defined in a Bilateral Agreement. Typically, Bilateral Agreements restrict the
client's view on a control centre to a subset of data that exists in the server.
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TASE.2 is modelled as one or more processes operating as a logical entity which perform
certain communications that allow the control centres to acquire or change data, and control
devices. This specification defines the services and protocol for performing the
communications between these processes. It also uses object models to define the data types
and devices on which the TASE.2 services perform. TASE.2 is defined in terms of the client-
server model of ISO 9506 (MMS).

The TASE.2 specification defines a number of operations and actions. TASE.2 operations are
associated with a TASE.2 client. TASE.2 actions are associated with a TASE.2 server. There
are two TASE.2 services that are considered to be both an operation and an action because
either a TASE.2 client or a TASE.2 server may invoke them. These services are Conclude and
Abortr

Each| TASE.2 operation begins with a local TASE.2 instance, acting™g ) lient,
invokljng a MMS service. This invocation causes the local MMS prow akese of the
MMS|protocol to communicate with the remote MMS server associa Ni SE. Brver.
The temote MMS server may deliver indications to the remote E. A in turn

respqnds appropriately, invoking one or more MMS response ice defined in

A TAPBE.2 action begins with a local TASE.2 instance,7acting S ng an

MMS|unconfirmed service. This invocation causes thie local M# bf the
MMS| protocol to communicate with the remote i lient.
Therg¢ are no corresponding MMS communicati v n this
invocjation. However, in some circu pwledgement of critical |data,

TASH.2 defines operations necessary\for
indication from an unconfirmed MMS servi

m when receiving an |[MMS

— the MMS services and
— the relations

i all ha e and
retrieve current data i CCcess

remofe prograns \as \agre between the participating control centres. The specific
mechanism for preyiding ctionality is outside the scope of this standard, and is allocal

4 shov § gical relationships of TASE.2 to the control centre applications. Thellocal
TASH.2 instance~yses)the services of the local MMS provider to communicate with the rgmote
TASHE.2 insfance. should be noted that the actual relationships, structure, locption,
conngctivity and interfaces between TASE.2 and the rest of the control centre is local 10 the
controleentre and outside the scope of this standard
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—_—
SCADA/EMS SCADA/EMS
Applications Applications

—_—
DSM/Load DSM/Load
Management / Management
—_— I
Display Display
Processors || \roessors
Distributed istributed
Applications \ plicatjehs]

\V
e QENR Y

\)Control Centre B
Q IEC 871/02

ween
ished
d the

Control Centre A

5.1.1] Associations

TASH.2 association is
two TASE.2 instanges
when| two instanc

unde ed to
rema rt for
recor

TASH. QOs
attrib S , and
protefti iffe lues for QOS for TASE.2 associations are either defined within this
stand bntrol

centr

The QOS attribute of an association is used within the Network layer Quality of Sgrvice
parameter. When QOS is used, it is implemenied by esiablishing af Teast one association
between the two TASE.2 instances for each QOS value required. The TASE.2 client shall use
an association which is appropriate to the QOS of the operation to be performed. The level of
QOS for a TASE.2 association is determined by prior agreement between the control centres.
Refer to IEC 60870-6-702 for more details regarding the mapping to the Network layer Quality
of Service parameter.

Three TASE.2 operations are defined for use in managing associations: Associate, Conclude,
and Abort. The Associate operation is used by a TASE.2 client (initiator) to establish an
association with a TASE.2 server. The Conclude operation is used to terminate an association
between two TASE.2 instances. Either TASE.2 client or server may terminate the association.
The Abort operation is also used by either a TASE.2 client or server to terminate an association
when there are failures in the underlying communications mechanisms. See 5.2.2 and 7.1.1 for
more details. There are no TASE.2 actions for associations.
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5.1.2 Bilateral Agreements, Bilateral Tables and Access Control

Access control is fundamentally the responsibility of the TASE.2 server in that all incoming
requests from a TASE.2 client shall be validated before being satisfied. There is no protocol or
messaging defined within TASE.2 for exchanging access control information except information
used to signal access control violations. Implementors are therefore free to use any method of
implementing access control, and may choose to implement only a subset of the access control
as described in this standard without affecting interoperability.

When access control is implemented (i.e. when validation occurs and parameters are checked
for each TASE.2 operat|on) the method of S|gnaII|ng V|olat|ons |mpacts mteroperablhty, and
ween
ilateral
data
mong
\V for
tre B
tre A

have
havelaccess.

In ordler for the Bilateral Agreement to be used by a
the names of each of the data objects, devices, prg

ion using TASE.2,
greement should be
' > computer representation
of th i [ kexa While the actual format ¢f the

Bilate i i f this sta i ioh that shall be available to
the T e ' 2 in this
stand ihg to serve any data valdes to
any @ for each data object included In the
Bilate e TASE.2 server checks the [client

contrpl centre svidee s : iatign” request to ensure that a Bilpteral

The TASE.2 fo 3 [ y al access control requirements for TASE.2| See
5.2.1|for details.

5.1.2

For qr ASE.2 client on any data objects or data sets aftgr the

asso 4, if the TASE.2 server is using an access control mechanism,
it shg ye that #ll |dent|f|ers referenced in the operation are valid and coyered
undef the Bilatg Agreergent. This is called the general validity check and it applies [to all

TASH.

5.1.2(2 Data Value Object Access Control

In addition to the gpnpral access control rpquirpmpnfq the Bilateral Table shall caontain for
each Data Value object:

a) a method for retrieving the data values which correspond to the data identifier;

b) the parameters which define the maximum exchange rate and security of the object.

In addition to the general validity check, any operation used by the TASE.2 client to access
Data Value objects shall be checked by the TASE.2 server to ensure that the parameters of the
operations (e.g. time intervals, etc.) conform to the agreed to performance parameters for all
referenced data identifiers.
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5.1.2.3 Data Set Object Access Control

There are no additional access control requirements for Data Set objects.

5.1.24 Account Object Access Control

There are no additional access control requirements for Account objects.

5.1.2.5 Information Message Access Control

There_are no additional access control requirements for Information Message objects.

5.1.2|6 Transfer Set Object Access Control

Ther¢ are no additional access control requirements for Transfer Set Obj

5.1.2{7 Device Object Access Control

Every Device object that is visible via TASE.2 shall be incl i Bilateral Table along with

its agcess control specification. In addition to the genera
Bilatgral Table shall contain for each Device object:

a) a mapping, if required, between the identifier o
b) a yalue to use for the CheckBacklattribute
c) a

In addition to the general validity che

Devige objects shall be chg
performed within the Time&outs

5.1.2(8 Program G

In addition to t@
each|Program objec

In addition_to
Progfam objecis-shall b
requgsted issallowed gs specified in the Bilateral Table.

5.1.2(9 Event Enroliment Object Access Control

checked by the TASE.2 server to ensure that the Program ope

equirements, the

CCess
on is

n for

stem

CCcess
ration

There are no additional access control requirements for Event Enroliment objects.

5.1.2.10 Event Condition Object Access Control

There are no access control requirements for Event Condition objects.


https://iecnorm.com/api/?name=58a515624c401646a2fbea4fab2b6ccd

-20- 60870-6-503 O IEC:2002(E)

5.1.3 Data Value Objects and Services

Data Value objects are used to represent the values of control centre data objects. Data Value
objects may be any control elements including, but not restricted to: points (analogue, digital,
control), or data structures. These real elements are invisible to the TASE.2 user, and only
accessible to remote control centres through the Data Value objects in the VCC. Data Value
objects exist as part of the implementation of the control centre. They may also represent a
value present in another VCC.

There are four TASE.2 operations defined for use with Data Value objects: Get Data Value, Set
Data Value, Get Data Value Names, and Get Data Value Type. There are no TASE.2 actions
for Dlata Value objects. All operations on Data Value objects shall be checked for-agcess
contrpl permissions by the TASE.2 server. See 5.2.5 and 7.1.2 for more de

5.1.4| Data Set Objects and Services

Data |Set objects are ordered lists of Data Value object identjf SE.2
servgr. These objects may be created by a TASE.2 server with or withe S0 by
a TABE.2 client. The Data Set object allows a simple, consiste iev client
contrpl centre, independent of the local storage mechanism ti 9 ithin

the server control centre.

Six TASE.2 operations are defined for manipulating\Data’ 3 elete
Data |Set, Get Data Set Element Value i mes,
and Get Data Set Element Names. The actions for Data Set objects. Dafa Set
objedts may be referenced within Transfe nsfer
mechanisms. See 5.2.6 and 7.1.2 for

5.1.5| Account Objects and

Accolint objects are neral
accolinting information. a that is generally used to refer to an amodnt of
energy transfer 3, apother on a periodic basis. In this standard,
exchanging sch [ S ed o include the exchange of any periodic or profile
data [for control cé Thus, exchanging schedules also means
exchanging gen i loads, price information, memo accounts| and

stream flow data.\The scount object models to meet these requirements are defined
in defail in IEZC™6 . here are no TASE.2 operations for these objects. For Trgnsfer
Accolint gbj \ » Transfer Set objects and services for exchanging dafa by

reporting &s'and accounts under conditions set by the client control centre. In addition,

5.1.6| Information Message Object and Services
The TASE.2 protocol includes an Information Message object for sending text or other data to
an appticatiomata Temote tomntrottentre A informratiom Message object tomnsistsof atreader
portion (identifying the source and purpose of the message) and an InfoStream portion, which
contains the body of the message. The InfoStream is not limited to printable characters. The
remote TASE.2 instance is responsible for checking the access control permissions to verify
that the named Information Message object is defined in the Bilateral Table, and if it is, then
delivering the message to the appropriate real destination. The mapping required to do this is
an implementation issue local to the receiving implementation.

There are no TASE.2 actions for Information Message objects. For Information Message
objects, TASE.2 uses Transfer Set objects and services for exchanging data by reporting
messages (text or binary) based on conditions at the server.
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5.1.7 Transfer Set Objects and Services

Some TASE.2 objects, such as Data Sets, a time series of a single Data Value, and Transfer
Accounts, may be transferred in a more complex scheme in which these objects are set up to
be reported periodically, on change of object states, or in response to particular server events.
Even further, a critical data report mechanism has been defined which requires a confirmation
to be sent by the TASE.2 client back to the TASE.2 server when the data has been
successfully processed, including delivery to some other final destination in the client's control
centre. The TASE.2 Transfer Set objects were designed to allow for the implementation of
these more complex data transfers.

There_are four different types of Transfer Sets: Data Set Transfer Sets, Time Series Transfer
Sets,| Transfer Account Transfer Sets and Information Message Transfer Sets. Datd Set
Trangfer Sets include the data values of a single Data Set. Time Series Sets)include

the dpta values of a single Data Value object at different times as spg ingld time
interal. Transfer Account Transfer Sets include all of the data in a count

objeg and

binar

Each what
TASE.2 ¢lient.

Thesg ¢ pon what kind of

data i i 2 ditions which include

intery
trans

equest. The Datg Set
rity check, a critical teport
e server to only injclude

chan confirmation.

An e h.informs the server to wait for some
time initi i hining subsequent occurrences of pvent
condifi 3 ; during the time interval into a single report.
Time i ransfer Sets have different transmission

parar Data Set Transfer Sets. Information Megsage
Trang ' iSsion parameters or transfer conditions, as fthese
are | for Transfer Set objects for a more conjplete

gt object is a corresponding set of reception paranjeters
ing shall be done whenever the data is received by the
cters are created and used only by the TASE.2 client, apd do
ation
f this

nsfer,
nds a
SE.2
nt by
the TASE.2 client to disable a Transfer Set object. The last two operations provides the
TASE.2 client with the name of an available Transfer Set object for Data Set Transfer Set
objects and Time Series Transfer Set objects, respectively.

1) Some examples of reception processing are:

— storage of the received data into the control centre data base;

— initiation of alarm processing for those data points whose received state warrants it;
— general messaging to the operator for logging purposes;

— local action to handle error condition of expected data values not received;

— delivery of the data to some other local application;

— invocation of some local program to process the incoming data values;

— update some local device.
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In addition to the TASE.2 operations, there are two TASE.2 actions defined: Condition
Monitoring and Transfer Report. The Condition Monitoring action is performed by the TASE.2
server whenever one or more Transfer Set objects have been enabled by the TASE.2 client,
and one or more conditions have occurred which satisfy conditions in one or more of these

Transfer Sets. The

TASE.2 server shall monitor each of the conditions specified in the

transmission parameters of all of the enabled Transfer Sets. When any of the conditions occur,
the server initiates a Transfer Report action, described next, for all Transfer Set objects
specifying that condition.

The Transfer Report

action is used by a TASE.2 server to report back to the client the values

for a Data Set object, a time series of a single Data Value object, a Transfer Account object

refer DI an
Infor er of
the ssion
parameters of the Transfer Set object, the server may be required to ock the i.g4. use
a spgcial encoding for the values).

Figur borts.
The nen a
pre-defined condition occurs involving an object identifie The
TASH.2 server monitors the conditions for all enabled ports
have [the new data values for the associated Data Va more

details.

Control Centre

Control Centre
Account objects % Account objects

TASE.2 server
Transfer Accounts.
Data Sets nd Transfer Sets S
ine copditions which trigger
\ } ransfer Reports
Condition L
Monitoring
\ $/\
Transfer Set
P)  Transfer’/Ac N
constructed by the A _SE.2 Transfer
erverfrom values retrieved Reporting
rom,internal Control Centre
et e 3) Constructed-Transfer Ranod
Udld UUJCULS 7 L
are then reported to the TASE.2
Transfer Transfer client based on the parameters
Report Report of the Transfer Set using MMS
services
P11 P21
P22
N [

Transmitted to TASE.2 Client IEC 872/02

Figure 5 — Transfer Reporting Mechanism
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The TASE.2 server keeps track of which Transfer Set objects are available, i.e. not yet
enabled, and which are not available. For Data Set and Time Series Transfer Set objects, the
VCC maintains a pool of names. When a TASE.2 client wishes to use a Transfer Set object for
a Data Set or Time Series, it requests a name from the TASE.2 server. The TASE.2 server
returns a name from the pool of names if there is one available. There are two TASE.2
operations used to do this: Get Next DSTransfer Set Value and Get Next TSTransfer Set
Value. They shall retrieve the identifier of the next unused (not enabled) Transfer Set object for
a Data Set or a Time Series, respectively. When a TASE.2 client disables a Transfer Set object
by issuing a Stop Transfer, the name of the Transfer Set object gets put back into the pool of
available names by the TASE.2 server. The data associated with any Transfer Set object that
has its name in the available pool of names shall be considered invalid by the TASE.2 client.

5.1.8)| Common Data Transfer Mechanisms

The fpllowing mechanisms are commonly used to exchange data betweé Q Rires:

Opne Shot Data
Pgriodic Data
Eyent Data
Ekception Data

Thesg mechanisms are performed using one or morsg

5.1.8|1 One Shot Data

One diately, typically on behalf of a

8 TASE.2 client requests the seryer to

contr

send ng an appropriate "Get" opefation
asso j€ e. 2”server simply responds with thel data
values.

5.1.8

Periodi Uy S er a set of control centre object values within afstrict
time S 2 AClient implements this mechanism by first invokirg the
Creat peC|f ng a new Data Set object identifier and the list of| Data
Valug o-be transferred. This first step may not be necessary |if the

Data created by the TASE.2 server (i.e. by being predefined). For
Data irigle Data Value and Transfer Accounts, the client then chgoses
a Trt g Bject to\control the exchange and invokes the Start Transfer operption,
specifying™ j dentifier and the Transfer Set object to use, together with the proper
transmissi a ers. The TASE.2 server reports the values of the objects as requested

until iodi ata operation is disabled by the TASE.2 client (Stop Transfer operation), or
until lhe TASE.2 server terminates (for example, on reconfiguration or system maintenancg).

5.1.8.3 Event Data

The Event Data mechanism is the same as Periodic Data mechanism except that the data
values are transferred from the server to the client every time any one of a set of event
conditions occurs at the server control centre. The TASE.2 client sets up Event Data
mechanism using the same operations as in Periodic Data, but specifies any combination of
event conditions within the transmission parameters. Some examples of event conditions are:

a) change in any of the status points in the Data Set object;

b) analogue limit or deadband violation for any of the analogue points in the Data Set object;

c) status or analogue data quality change for any of the points in the Data Set object (e.g.
from normal quality to out-of-service);

d) change in a tag value in the Data Set object;
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e) operator request at the TASE.2 server control centre;

f) other agreed-upon external events.

If requested by the client, these event conditions may be buffered over a specified time interval
so that a quickly occurring sequence of event conditions (for example a series of related data

points which change together but not quite simultaneously) can be made to cause only a single
transfer.

5.1.8.4 Exception Data

The Exception Data mechanism is the same as that of the Periodic Data except that only the
data ffalues which have changed since the last report are included in a report. A change.implies

a stafus change, an analogue value changing by more than its deadband state
change. The transmission parameters for a Data Set object used jr Data
exchange mechanism may include an integrity check time interval. is i pecilies a
reporting interval at which the TASE.2 server shall report all valugs \ Dat bject
regardless of their changed status. It is the client's responsibility ieve initial” vialues

(as Qne Shot Data) if no integrity scan is used.

5.1.9| Special Transfer Objects and Services

Four jobject models are defined for use with Transfef Re ‘ j it the
Trangfer Report generation process. They are:

a) Trpnsfer Set Name d the

b) Transfer Set Conditions on(s)

c) Trpnsfer Set Time Sta
d) Trpnsfer Set Event

If thelse objects '
genefated for thatDats s are
optiopal for Time Se Time

Stamp are requq G s on
Trangfer Sets for more, i ati . ects.

P
s the

ports

5.1.1p

Withih the TASE: bntrol
(NonEBO) and { both.
Direct Control Device objects may be operated on by the TASE.2 client at any time, subjgect to
accesscontrol rights. Any device locking, tag checking, or integrity checking is perfgrmed
invisiplyvby the TASE.2 server or other applications within the server control centre] The
TASE.2 server notifies the TASE.2 client on device failure or success. Select-Before-Operate
Device objects require the TASE.2 client to select the Device object before attempting to
operate on it. The server shall check if the Device object is available and operable, and return
success or failure of the client's select required depending upon the Device object's state.

Each instance of either Device type may have a Tag associated with it. Tags are usually used
to prevent operation of a device.

The TASE.2 operations for Device objects are: Select, Operate, Get Tag Value, and Set Tag
Value. The Select operation is used to request the selection of an SBO Device object only. It is
not used for non-SBO Device objects. Operate is used to send a command to a Device Object
in order to execute a function. The Get and Set Tag Value operations are used to read and
write the current Tag value for a device.

NOTE Tag values can also be reported as Data Values in a Data Set or with Data Value operations.
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Together with the success or failure indication, the response to a Select operation also
includes an arbitrary value set by prior agreement between the control centres which may be
used by the client to assure the identity of the device selected. Availability is checked both in
terms of access control and in terms of not being selected by any other application. Device
objects have two states: ARMED and IDLE. A Device object is IDLE if it has not been selected.
When it is selected, it changes to the ARMED state. It remains in the ARMED state until either
the TASE.2 client issues an Operate request, a timeout occurs (i.e. the TASE.2 client fails to
issue an Operate request within a previously agreed upon time period), or until the Select is
pre-empted by some local action!) such as tagging.

The Operate request includes a command for the Device object. The operation of the device is
verified by the TASE.2 server to the TASE.2 client by a positive or negati e, A
positive response to the Operate request indicates that the device receiv G i, but
does|not indicate if the command executed successfully. A TASE.2 actis I in the
next |[paragraph, provides this information. A negative response S quest

The TASE.2 actions for Device objects are: Timeout, Local Resget, Sueg 3 i . The
Timeput action is used by the TASE.2 server to signal that/the-Dgvi j i but of

the A]‘RMED State and is changing back into the IDLE S > ' other
action), the Device object is deselected and the TASE e is aftion.
Local Reset is used by the TASE.2 server to sign been
moved from the ARMED State to the IDLE State a CCess
action is used by the TASE 2 server to Sig 8 sfully
comp ration
has fai

Withi n the
sameg b will
typically involve interactioh ' ) mcti e the
real devi

5.1.1

TASH. { ipulates @ program invocation at the server control cenfre. A
Progf s 5 i gram
objec VG bl be
in thg Bi gnt ks een the control centres. The TASE.2 Program object operations
mani state
descti -level
unde f the

Progt

Therg are_six TASE.2 operations for Program objects: Start, Stop, Resume, Reset, Kill|, and
Get Rrogram Attributes. Except for Get Program Attributes, each of these operations cauges a
Program object to change from one state to another. Program objects have the following
states: IDLE, RUNNING, STOPPED, and UNRUNNABLE. Start changes the Program
object state from IDLE to RUNNING. Stop changes the Program object state from RUNNING
to STOPPED. Resume changes the Program object state from STOPPED to RUNNING.

1) An example of communications to interlocked device control mechanisms is found in draft No. 3 of PC37.107
IEEE Standard for Digital Protective Relay Interfaces. That document provides a framework for distributed
processing systems intended for protection and control of substations used in transmission and distribution. These
stations utilize protective relaying equipment that detect power system faults reliably within a fraction of a power
frequency cycle and respond by opening the appropriate power circuit-breakers to isolate the faulted circuit or piece
of equipment. The control system for such stations must provide a secure environment for operators and
maintenance personnel and to avoid undesired power outages. The TASE.2 interlocked device control mechanism
allows devices within a substation to be controlled by a remote control centre, via the control centre that models the
interlocked device and has direct access to either the substation computer or device. Pre-emptive rights are
retained at the owning Control Centre's substation.
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Reset changes the Program object state from the STOPPED state to the IDLE state or the
UNRUNNABLE state depending upon the value of the Reusable attribute of that Program
object. If the Reusable attribute is TRUE, then the Program object state shall change to IDLE.
If the Reusable attribute is FALSE, then the Program object state shall change to
UNRUNNABLE. Kill changes the Program object state to UNRUNNABLE.

There are no TASE.2 actions for Program objects.

Other program invocation states are included in the MMS model, and are used to model
intermediate states that a real program invocation may traverse. They are STARTING,
STOPPING, RESUMING and RESETTING.

Withip the TASE.2 model, the remote program invocation need not reS|de on th
intergct with other control centre functlons to actually perform opé€

invocjation. This is a local matter.
physical location of the remote program invocation may not be kpov

5.1.12 Event Enrollment Objects and Services

TASH.2 uses event conditions at the server control gentre te_ind] vhen a particulan data
error| has occurred, or when a device state has [chafiged./V e of these situations
happens, the TASE.2 server notifies the TASE : \SE.Z client to indicatd to a
TASH.2 server that it wants to be notifj \% ondjtion, it needs to first pnroll
in the event. There is one object me S ‘ FY2 event enroliments: Event
Enrollment. An Event Enroliment object : TASE.2 client who requjres a
notification when event conditions h includes the name of an Event
Condijtion.

The TASE.2 operations f B : , Delete
Even - Attri Event
Enroljment objects.

5.1.18 Event Co

TASH. data

error| has occurr device state has changed. When one of these situations
happens, the X Sk ifies the TASE.2 client. Event Condition objects are predefined.
Therg are ; rattes for Event Condition objects. There is one TASE.2 acti¢n for

Even ent Notification.

5.2 | Formal TASE.2\Model Description

The interaction between applications in different utility control centres takes place befween
communicating peers in support of the exchange of control information, monitoring informption,
or both. During the lifetime of any instance of a communications link or application association,
a real system may adopt the client role, the server role, or both. This specification places no
restrictions on the behaviour of a client, other than the implied requirement that the system
acting in the client role be capable of issuing appropriate requests and receiving responses.

This clause specifies the model of a Virtual Control Centre, VCC. The model is an abstract
description of those elements and resources in a control centre that are involved in
communications between control centres, (i.e. inter-control centre communication) and the
behaviour associated with managing the elements and resources. Since real control centres
are also involved in intra-control centre communications, there are additional elements that
exist for this. The model for these elements is not included in this standard.


https://iecnorm.com/api/?name=58a515624c401646a2fbea4fab2b6ccd

60870-6-503 © IEC:2002(E) - 27 -

A control centre exists at a supervisory level of control. As such, it contains objects that are its
representation of other objects in the utility, such as the values of breakers. While some of the
objects in the control centre are linked to other objects in the utility, they have different object
classes. In addition, there are other objects that are unique to the control centre itself, such as

schedules.

A typical control centre has a variety of software applications running on one or more
processors, such as SCADA/EMS, DSM/Load Management, and Operator Stations. The VCC
represents the entire collection of these real objects as a virtual model that can perform
services for another control centre. There are many different implementation architectures that
can perform the functions specified for control centre objects. The mapping from the real data

eleme

ation| However, the details of the mapping is a local issue and beyon
standard. Figure 6 shows the relationship between real control centres, the TASE .2 clien

servdr, and the VCC.

Real
Control Centre

SCADA/EMS
Applications

DSM/Load
Management

Display
Processors

Distributed
Applications

The YCC modelx

5ts of the following:
Apsociation object model and services
Bllateral Table object model (no services defined)

ent-
this
t and

TASE.2
Client
ADA/EMS
TASE.2 pplications
User
DSM/Load
Management
TASE.2 TASE.2
Provider Protecol
Display
Processors
Distributed
Applications

Programs

Accounts

C Event Enrollments »
Event Conditions

ationship between TASE.2 and Real Control Centres

IEC

73/02

Data Value object model and services

Data Set object model and services

Transfer Account object models

Information Message object models

Transfer Set object models (DSTransfer Set, TSTransfer Set, TATransfer Set, and
IMTransfer Set) and services

Special Transfer object models (no services defined)

Device object model and services

Program object model and services

Event Enrollment object model and services

Event Condition object model and services
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Depending upon its purpose, function, and connectivity, a control centre may communicate with
more than one client control centre. These communications are governed by a Bilateral
Agreement that exists between two control centres. Whatever restrictions exist in the Bilateral
Agreement shall affect the way TASE.2 objects are managed within the VCC. As seen from
figure 6, the VCC may contain instances of any of the TASE.2 object models. Some object
models are required to have one instance, such as the Next Transfer Set object model.

Some object models are defined to permit their instances to have a global scope, in that their
instances may and could contain information that is relevant to more than just one other control
centre. This global scope is defined as VCC-specific scope, e.g. a TASE.2 object instance shall
have a VCC-specific scope if more than one client control centre needs to access it.

bntrol

Othefr object models describe data and resources that have relevance to opily one client ¢
S cope,

Som¢ object models are defined to have either scope, i.e. theirN bither
VCCHspecific or ICC-specific scope. In this case, the scope &f a palti } f the
objegt model is determined by the applications used by th ) . pe of
an oljject only implies its relevance to one or more control™s 83 ation

regarding access control on the object instances.

A TASE.2 client is required to handle object mode i ICC-
specific scope. In all cases, the obje ame data
elements.

Tablg 1 indicates the scope of the objegt models™

odels in the VCC

Object model [ & Vc\ﬁpec/ific ICC-specific
Data Value /\ S } ) X X
Dafa Set R > X X
Acdqount /\ > \ x

Infgrmation M;{sa\gg \ X
Trapsfer Se& X

De ic{ \ \\ \ X X
Program \ \\/ X X
Special Transfe}olﬁfc@ X

Evgnt Efarollment X

=

Evgnt\Condition X

Regarding the Data Value and the Account object models, there exist object model descriptions
in this standard not listed in the table above that are described in IEC 60870-6-802. Essentially,
the Data Value and Account object models are placeholders for object model definitions of
more specific real elements such as a data point, a control point, an interchange schedule,
accounting information or a transfer account. Whenever a Data Value or Account object is
referenced within this standard, it is meant to represent one of the more specific object models
defined in IEC 60870-6-802.

Instances of Data Set object models with a VCC-specific scope cannot be created or deleted
by a TASE.2 client. They may be made available by the server for use by clients with the other
TASE.2 services.
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5.2.1

General Access Control Requirements

A Bilateral Table is required if a control centre is going to serve any data values to any other
control centre. A control centre shall have a Bilateral Table for each remote control centre it
serves. The Bilateral Table has a conceptual entry for each data object and data set included in
the Bilateral Agreement. The Bilateral Table object model is defined in 5.2.3. Each attribute in
the object model is required to exist in some locally defined representation. Each data object
specified in the Bilateral Table shall have an identifier which uniquely identifies the object.

The Client Control Centre Designation identifies the TASE.2 client control centre which is
requestmg an association W|th the TASE.2 server control centre. Upon the |n|t|at|on of the

at is

provifled |n the assomahon request to ensure that a Bilateral Agreemeg exists Wwith this
partiqular control centre. If one exists, the TASE.2 server shall continue W Rerchegks in
the gssociation establishment process as explained in 7.1.1. If it dg t thep the
TASH.2 server shall refuse the association request.

The List of Application References in the Bilateral Table are sphicat eyences that
are identified with the control centre designated in the Cliep . signation. For
TASHE.2, each Application Reference maps to a unique AE-t 8 B2 ore details
Upon| the initiation of the association, after the TASE. sed the validity ¢f the
Clienf Control Centre Designation, it shall check i plication References in that
partiqular client control centre Bilateral ] pp' ation Reference provided
in thg association request is on the lis{ td 3 /2 server shall continu¢ with
furthgr checks in the association establi K ned in 7.1.1. If it is not gn the
list, then the TASE.2 server shall refuse the assqcia

5.2.2| Association Manag

Cominunication betweg . ienfhand sefver takes place in a connection oripnted
manner over a reliable g operations utilized for maintenance df this
conn This standard makes no restrictions op the

numpi

servgr may limit t

5.2.2

Modse

Asso

a TASE.2 client and a TASE.2 server. A TA

pction: Associate
er of asso
imit these

1

Attributes Supported Features

Ciation |dentifier

SE.2

This

ttribute uniquely identifies the association with the TASE 2 server

Application Reference

This attribute uniquely identifies the TASE.2 client Application Process (AP) and Application
Entity (AE) with which the TASE.2 server has an association.

QOS

This attribute identifies the various aspects of Quality of Service used in the network layer. This
attribute is specific to this association only.

Supported Features

The Supported Features attribute identifies the Building Blocks (see clause 9) supported in the
TASE.2 server.
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5.2.2.2 Associate Operation

This operation shall establish the connection between a TASE.2 client and TASE.2 server. Only
TASE.2 clients are permitted to initiate this operation. When two TASE.2 users are capable of
being both a client and a server, the side to initiate the associate operations shall be
designated by prior agreement. The TASE.2 user defined to initiate associations shall attempt
to initiate each association on start up and after any loss of connection. The TASE.2 client,
following an Abort, may try to establish the associations at an alternate address.
Implementations may have more than one association between two TASE.2 users to keep the
information flowing from one to the other separate.

Additjonally. with multiple associations. implementations may have a TASE.2 user act only as a
TASH.2 client or TASE.2 server, or act as both. All TASE.2 implementatigns.shall be~able to
act ap either a TASE.2 client or a TASE.2 server over a single associatio ')naIIy
act ap both. If a site that can utilize one association for both client-sepyenr dire ] dual
use) pttempts to establish an association with a site that does not sOp§ y s the
respgnsibility of the dual use site to fall back to single use associatiors.

If an|access control mechanism is being used, the TASE.2 s& all perfo tions
desciibed in the general access control requirements defing i ishing
as agsociation.

$, the
ilateral
SE.2
brver.
brsed

Once| the association is established, and prior to ig
TASH.2 client (or both, if both act as a client dyrint
Tablg Version attribute and the TASE.2\Version
servdr, and the Supported Features 8
The
with

: with
Bilateral Agreement between the¢ two
identical, the TASE.2 client shall ispue a
Concjude operation and perfo iate operations until the conflict is resoled. If
thesq values are \dentica o . NASE.R client shall compare the value of the TASE.2
Versipn attributrn 2 server with the TASE.2 Version identifier established
in their Bilateral Agfee . »2 Version Number values do not match, the TASE.2

‘ o)) i il the
empt
Fver's

the

N has

ifl and

guést for an association is received by a TASE.2 implementation from a peer cpntrol
centre where the receiving implementation was designated as the TASE.2 association initiator
with the peer, then the TASE.2 implementation shall refuse the connection.

5.2.2.3 Conclude Operation and Action

This operation shall bring about a graceful close to the connection. Either the client or the
server may terminate an association using Conclude, making it both an operation and an
action. Conclude is only used when one of the TASE.2 instances is being shut down or
reconfigured. Conclude shall cause the underlying ACSE connection to be closed, and the
TASE.2 client shall attempt to re-establish an association.
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5.2.2.4 Abort Operation and Action

This operation shall bring about an abrupt termination of the connection. It shall be used when
attempts to bring a graceful close fail and it is necessary to terminate the connection.
Associations shall be aborted in response to failures in the underlying communications
mechanism. Associations may also be aborted due to violations of the MMS protocols. Either
the client or the server may terminate an association using Abort, making it both an operation
and an action. Aborted connections are reported to associated applications or applications
management functions in the control centres. The TASE.2 client shall attempt to re-establish
an association.

5.2.3| Bilateral Tables

A Bilpteral Table object is the representation of a Bilateral Agreeme bntrol
centres. It contains information on which objects in the VCC can e _accessed.'s which
opergtions shall be permitted on those objects. The Bilateral Tabl€¢ ha i | but
does|not have any operations or actions defined for it within this i

5.2.3[1 Bilateral Table Object Model

Modqgl: Bilateral Table
Kgy Attribute: Client Control Centre Designation

Atfribute: Version
Attribute: TASE.2 Version
Atfribute: Domain Name

Atfribute: List of Application Refere
Attribute: j
Attribute:
Attribute:
Attribute:
Atfribute:
Attribute:
Atfribute:
Attribuge:
Atfri

Clienf Control tre Designation
The Client*Control™Céntre Designation attribute identifies the TASE.2 client control centfe for
which the\Bilateral Table is defined with this TASE.2 server.

Version
The Version attribute identifies a unique version of the Bilateral Table. If any changes are
made to a Bilateral Table, then a new unique value for this attribute shall be generated.

TASE.2 Version
The TASE.2 Version attribute identifies a unique version of TASE.2. See 8.2.3 for the value of
this attribute corresponding to this version of the TASE.2 specification.

Domain Name
The Domain Name attribute is the name of the TASE.2 Domain.
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List of Application References

The List of Application References attribute indicates those TASE.2 client Application
Processes and Application Entities which are permitted to establish associations with the
TASE.2 server for which the Bilateral Table is defined. All Application References shall indicate
the same client control centre, and it shall be the one indicated in the Client Control Centre
Designation attribute.

List of Association Objects
This attribute indicates those Association objects that are defined for the remote control centre
identified by the Client Control Centre Designation attribute.

List of Data VValue Qbjects and Access Cantrol Specifications
This pttribute indicates those Data Value objects and access permissions are defingd for
the rgmote control centre identified by the Client Control Centre Designatioh attribute-:

List gf Data Set Objects and Access Control Specifications
This fattribute indicates those Data Set objects and access permissi
remofe control centre identified by the Client Control Centre Desi

br the

List of Information Message Objects and Access Control SpéCcific
This fattribute indicates those Information Message objects t are
defingd for the remote control centre identified by the Clj ignation
attribpte.

This |attribute indicates those Transter
defingd for the remote control centre\ide
attribpte.

cess permissions that are
Control Centre Designation

List of Transfer Set Objects~and Access CohtrohSpesifi

This gttribute indicates t ¢ oB‘je@jS ng access permissions that are defingd for

the remote control centre i d by th ient Copfrol Centre Designation attribute.
(%%&1 Specifications

evice)objetts’and access permissions that are defined for the
y-the Chient Control Centre Designation attribute. Assogiated

tobe-r when that device is selected.

List df Device Objects and Ac
This pttribute iné{c;a}es hose
remofe control centr ifi

with g¢ach device i val

ontrol Specifications
Program objects and access permissions that are defined for the
y the Client Control Centre Designation attribute.

d Access Control Specifications
This attribute\%s those Event Enrollment objects and access permissions that are
defingd forthe r te control centre identified by the Client Control Centre Designation
attribpte.

See the clauses for the corresponding object model definitions. The VCC shall contain an
Event Condition object named "Access_violation" which can be optionally signalled whenever
there is an access violation on any of the VCC objects.

5.2.4 List of Access Control Specification

Many of the object models have a List of Access Control Specification attribute. This attribute
is a list of Access Control Specification, i.e. access control information, which specifies the
operations permitted on an instance of the object by the remote TASE.2 users. There shall be
an Access Control Specification for each TASE.2 client that has (or intends to have) one or
more associations with the TASE.2 server. There shall not be more than one Access Control
Specification for any TASE.2 user. Access Control Specification is modelled as follows:
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Model: Access Control Specification
Key Attribute: TASE.2 Client Name
Attribute: List of Permitted Access

For every TASE.2 client, there is a List of Permitted Access for every TASE.2 object in the
TASE.2 server VCC. It indicates whether or not the object is visible to the TASE.2 client, and
which services may be performed on the object by the TASE.2 client. This attribute is further
defined in the clause for the object models that have a List of Access Control Specification
attribute.

The List of Access Control Specification Access Control Specification _and the List of
Permijitted Access are not mapped to any MMS Named Variables or MMS i .|Their
implgmentation is a local matter.

5.2.5| Data Values

A geheric object model for data values is described below. iptive

ns for
f an

purpgses for this standard. However, a set of standardized T
data |values is included in

IndicationPoint, ProtectlonEqumentEvent, or Tag_VaI e-ebject asy ipn.
The Iperatlons for Data Values objects are Get Daa S 5 , Value
Namegs, and Get Data Value Type. Ther

5.2.5(1 Data Value Object Model
Modgl: Data Value

Data[Value Name
The Data Value Name attrjbut ifies the Data Value with either VCC-specific or
ICC-gpecific scop

List df Access Con rp’(§p icattan
The lList of Access \C« Specificatipn attribute is a list of access control information which
specifies the ope njtted onthis object by TASE.2 users. See 5.2.4 for a definitlon of

this gttribute i f Rermitted Access for Data Value objects is Visibility, Get Data Value,
Set fata Valye, ano.X ue Type.

The |Data~Valug ill either be an IndicationPoint, ProtectionEquipmentEvent, or
Tag_Malue a bed in IEC 60870-6-802. The specific attributes associated with those

objedts are-described there. In addition, vendor specific data types (including arbitrary téxt or
binary coded data) may be included by external agreement.

5.2.5.2 Get Data Value Operation

The Get Data Value operation allows a TASE.2 user to obtain the Value attribute of a Data
Value object from the VCC.

5.2.5.3 Set Data Value Operation

The Set Data Value operation allows a TASE.2 user to set the Value attribute of a Data Value
object in the VCC.

5.2.5.4 Get Data Value Names Operation

The Get Data Value Names operation allows a TASE.2 user to obtain the list of names of all
the Data Value objects in the VCC.
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5.2.5.5 Get Data Value Type Operation

The Get Data Value Type operation allows a TASE.2 user to obtain the Type attribute for a
Data Value object in the VCC.

5.2.6 Data Sets

A Data Set represents a grouping of Data Values for singular operations by a TASE.2 user.
Data Sets allow for convenience in access by a TASE.2 user. With one operation, a TASE.2
user may perform an operation on one or more Data Value objects. While this capability is also
provided by Data Value operations, a Data Set permits this to be specified by a singular name.

ata Set-Elgment
mes.

The Data Set object operations are: Create Data Set, Delete Data Set, Gg¢
Valugs, Set Data Set Element Values, Get Data Set Names, and Get Daja\S
Therg are no Data Set object actions.

5.2.6{1 Data Set Object Model

Moddl: Data Set
Key Attribute: Data Set Name

Attribute: Data Set Scope (VCC-specific, ICC-
Attribute: Transfer Set Name
Attribute: DSConditions Detected
Attribute: Event Code Detected
Attribute:
Attribute:
Attribute:

Data S may
contdin the Transfer S& £ ( i 1 the
Trang st Of
Acce

Data
This

Data
This

Trang
At th
Set id

Data

DSConditions Dete
At the stime of reporting, this attribute uniquely identifies the conditions that caused the
genefation of the report. See 5.2.6.1.1 for a description of this attribute.

Event Code Detected

At the time of reporting, this attribute uniquely identifies the event code that caused the
generation of the report. This attribute shall only be considered valid if the OtherExternalEvent
condition is set in the DSConditions Detected object.

Transfer Set Time Stamp
At the time of reporting, this attribute specifies the time the Transfer Report was generated at
the TASE.2 server.

List of Data Value Objects
The List of Data Value objects attribute is an ordered list of names of Data Value objects.
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List o

f Access Control Specification

The List of Access Control Specification attribute is a list of access control information which
specifies the operations permitted on this object by TASE.2 users. See 5.2.4 for a definition of
this attribute. The List of Permitted Access for Data Set objects is Visibility, Delete Data Set,
Get Data Set Element Values, Set Data Set Element Values, and Get Data Set Element
Names.

5.2.6.

1.1 DSConditions Detected Object Model

This object model defines the conditions that have been detected which caused a Transfer

Repo

rt to be sent for a Data Set object.

Mods

Inter

I: DSConditions Detected
Attribute: IntervalTimeOut
Attribute: ObjectChange
Attribute: OperatorRequest
Attribute: IntegrityTimeOut
Attribute: OtherExternalEvent

alTimeOut

At the

repor

Obje

time of reporting, this attribute indicates whethe server sef

t because the Interval time arrived.

tChange

At the

repor

OperatorRequest

At thg time of reporting, indicates wh r or not the TASE.2 server ser
report because an operatox at erver cantrol centre requested it
IntegrityTimeOut

At thp time of re ' tes whether or not the TASE.2 server sej
report of the en e” Integrity Check time interval expired. Thig
happens when RBE §

OthefExternalEv

At thg time of attribute indicates whether or not the TASE.2 server ser
report because so erhal event condition that is not described in the other cond
becam

5.2.6|2

The CreateyData Set operation allows a TASE.2 user to create a Data Set object in the
This pperation shall only be performed on Data Set objects of ICC-specific scope.

t the

t the

include

t the

t the
only

t the
itions

VCC.

5.2.6.

3 Delete Data Set Operation

The Delete Data Set operation allows a TASE.2 user to delete a Data Set object in the VCC.
This operation shall only be performed on Data Set objects of ICC-specific scope.

5.2.6

4 Get Data Set Element Values Operation

The Get Data Set Element Values operation allows a TASE.2 user to obtain the Value attribute
of each of the Data Value objects identified in the List of Data Value attribute.
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5.2.6.5 Set Data Set Element Values Operation

The Set Data Set Element Values operation allows a TASE.2 user to set the Value attribute of

each of the Data Value objects identified in the List of Data Value attribute.

5.2.6.6 Get Data Set Names Operation

The Get Data Set Names operation allows a TASE.2 user to obtain the list of names for all of

the Data Set objects in the VCC.

5.2.67  Get Data Set Element Names Operation

The et Data Set Element Names operation allows a TASE.2 user to obtg
of thg Data Value objects identified in the List of Data Value attribute.

5.2.7| Accounts

Trangfer Account, Device Outage, Power Plant, Genera
Resppnse. There are no TASE.2 operatlons defined for h
used
opergti

5.2.7

The 1

5.2.7

The

ame of

request an account based on the ac

each

uding
Data
s are
Duery

count

5.2.8

The | i S ides-a\meghanism which may be used by either a client or qerver
at any ti : i or bipary data. The Information Message may be useqd in a
varie i 1 inClude sending a text message to an application suppprting
an of 50 \or. |st icaNog. Parameters in the Information Message are intend¢d for

use i

essage to a particular application at the receiving site; d

of thi al issue. The TASE.2 Information Message uses the MMS N
Variaple L & Information Report service.
5.2.8{1 ion Message Object Model

The Ipfarmation Message Object Model is defined as follows:

etails
amed

Model: Information Message
Key Attribute: Info Reference
Attribute: LocalReference
Attribute: Messageld
Attribute: Size
Attribute: Info Stream

Info Reference

The Info Reference attribute uniquely identifies the object with either VCC-specific or ICC-
specific scope. It is used to identify and/or trigger the processing of the Information Message

by applications at the receiving system.

Local Reference

The Local Reference attribute specifies a value agreed upon between sender and receiver of

the Information Message. It further identifies the Information Message.
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Messageld
The Messageld attribute is used to identify different instances of an Information Message

object.

Size
This is the number of octets of the Info Stream that are valid.
Info Stream

This attribute contains an octet stream of the information being sent. The format and
interpretation of the contents are locally determined.

5.2.9] Transfer Sets

Therg are four Transfer Set object models: one for a Data Set, one
singl¢ Data Value (i.e. Time Series), one for the entire set of Tran
Information Messages. There are four operations for Transfer Se
Trangfer, Get Next DSTransfer Set Value, and Get Next TSTra
actions for Transfer Sets: Condition Monitoring and Transfer,

Each| type of Transfer Set object has an attribute” called p :
ENABLED and DISABLED. When the TASE.2 clierft epables \a ansfe ject, it[shall
assigh values to all of the components in the Trans j

When a Transfer Set object Status is D ; ¢ i i shall
be cgnsidered to be in an indeterminate c i r Set
was ¢gynamically allocated using eithep“the Ge S ) Next
TSTransfer Set Value operation, its name ; i i r Set

namegs.

dnsfer
issue a

If thelname of the Tra

Set falue or the Get
Start|[Transfer o'

5.2.91

Modsg

Attribute; Event Code Requested
Attribute: List of Access Control Specification

Transfer Set Name
The Transfer Set Name uniquely identifies the Data Set Transfer Set object with an AA-specific
scope.

Data Set Name
The Data Set Name identifies a particular Data Set object whose values are being requested by
the client.

DSTransmissionPars

This attribute includes all values required to fully specify when and how the TASE.2 server is to
send the values of the Data Set object. Its object model definition is described in 5.2.9.1.1 and
6.9.1.1.

Association Identifier
The Association ldentifier attribute uniquely identifies the association over which the Transfer
Report is to be sent.
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Status
The Status attribute may be either ENABLED (to request that Condition Monitoring action be
executed) or DISABLED (to cease Condition Monitoring by the VCC).

Event Code Requested

The Event Code Requested attribute indicates which other external event shall trigger the
condition. This attribute shall be considered valid only when the OtherExternalEvent condition
flag is set in the DSConditions Requested attribute of the Data Set Transfer Set object.

List of Access Control Specification

The
specifies the operations permitted on this object by TASE.2 users. See 5.
this gttribute. The List of Permitted Access for Transfer Set objects is Visi
Stop [Transfer, and Get Next DSTransfer Set Name.

vhich
a definiflon of
art\Frapsfer,

5.2.9{1.1 DSTransmissionPars Object Model

This pbject model defines the transmission parameters for Data

Moddl: DSTransmissionPars
Attribute: Start Time
Attribute: Interval
Attribute: TLE

Attribute: Buffer Time
Attribute: Integrity Check
Attribute: DSConditions Reque
Attribute: Block Data
Attribute: Critical
Attribute: RBE

Attribute: All OPTIONAL
Start[Time
Time|value for t@ P ¢ g Condition Monitoring. If Start Time is zero| then
the TIASE.2 serv a N be ifs current time and shall begin Condition Moniforing
immegdiately.
Interval

Time|interva veR rver reports. The Interval starts when the Start Time occlrs. If
RBE |s fals : ate of all objects in the Data Set are reported when the Inferval
expires: an the current state of only the changed objects in the Data Sé¢t are
reported wh expires. If multiple changes occur to the same object durinlg the
Interyal and A es Reported is false, then only the final value is reported. However] if All
Changes ReportedNsArue, than all changes that occurred to the same object during the inferval
are erorted.

TLEY
Time value for Time Limit for Execution. This is a time that is primarily relevant to the TASE.2
server. It is the time interval during which the TASE.2 server has to send the Data Set Transfer
Report to the TASE.2 client. If the TASE.2 server anticipates that it cannot send the Data Set
Transfer Report to the TASE.2 client within the TLE time, then it shall not generate the report,
and shall discard the data.

1) The TASE.2 client may wish to keep track of the time over which a Data Set Transfer Set is considered valid.
This has been referred to as Time Allowed to Live, or TAL. There are no requirements in the TASE.2 specification
for TAL. However, implementations may choose to use TAL.
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Buffer Time

Time interval for buffering the ObjectChange condition before reporting to the TASE.2 client.
The Buffer Time starts when the first ObjectChange condition occurs. If RBE is false, then the

current state of all objects in the Data Set are reported when the Buffer Time expires. If R

BE is

true, then the current state of only the changed objects in the Data Set are reported when the

Buffer Time expires. If the Buffer Time is zero, then a report is generated for each chan

ge. If

multiple changes occur to the same object during the Buffer Time and Report All Changes is
false, then only the final value is reported. If Report All Changes is true, then all changes to the

same object during the Buffer Time are reported.

Integrity Check

Time value for integrity check when IntegrityTimeQut condition is used

DSCanditions Requested
This |attribute specifies which conditions shall be monitored by thg
5.2.9|1.2 for a description of this attribute.

BlocK Data
A Boolean flag controlling type of Transfer reporting mechanis
the Transfer Report.

Criticpl
A Boplean flag controlling type of Transfer Report/ac
Trangfer Report is critical and an acknowledgem j

servdr is expected.

RBE

A Boplean flag controlling Report By
objedts are reported. The report may o¢
valugs as a List Of Varigble

MMS| PDU size, then the e

See 1.1.4.4.2 for mor

All Changes Repgfted
A Boolean flag i

a single Transfer
changes within thé

5.2.9(1.2 DSConditions Requested Object Model

See

block

t the
SE.2

nged
bject
mum

List.

ed in
value
ange
h the

me is
begin
shall

Model: DSConditions Requested
Attribute: IntervalTimeOut
Attribute: IntegrityTimeOut
Attribute: ObjectChange
Attribute: OperatorRequest
Attribute: OtherExternalEvent

IntervalTimeOut

This attribute indicates whether or not the TASE.2 server shall send a report when the Interval

time arrives.

IntegrityTimeOut
This attribute indicates whether or not the TASE.2 server shall send a report of the entire

Data

Set when the Integrity Check time interval expires. This only applies when RBE is TRUE. When

RBE is FALSE, the IntervalTimeOut can be used to send periodic reports.
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ObjectChange
This attribute indicates whether or not the TASE.2 server shall send a report when any object in

the Data Set changes. Possible changes include a change of value, status, or the quality flag.

OperatorRequest
This attribute indicates whether or not the TASE.2 server shall send a report when an operator
at the TASE.2 server control centre requests it.

OtherExternalEvent

This attribute indicates whether or not the TASE.2 server shall send a report when any other
extermateventtondition that s ot described i the other conditions becomes true.

5.2.9|2 Time Series Transfer Set Object Model

Modgl: Time Series Transfer Set

Key Attribute: Transfer Set Name
Attribute: Data Value Name
Attribute: Begin Time
Attribute: End Time

Attribute: Sampling Interval
Attribute: Reporting Interval
Attribute: TSTransmissionPars
Attribute: Association Identifier
Attribute: Status (ENABLED, ¢
Attribute: List of Access Contro

Trangfer Set Name
The |Transfer Set Name uniquely i
AA-specific scope.

with

Data|[Value Name
The Pata Value Name

requgsted by the@n N

Begin Time
This jttribute spegifie Data
Valug object. Bedin N me is
zero,|then the . hall assume it to be its current time and shall begin coll¢cting
data yalues ial

being

End Time
This fattribu Cifl Data
Valueg object. i Time
occufs, the"TASE.2 server shall stop collecting values, generate the Transfer Report, and|send
it to the’,TASE.2 client. If End Time is zero, then the TASE.2 server shall assume it to pe its
currehtiime and shall stop collecting data values which have time stamps after this time (which
can occur if Begin Time specifies a past time), generate the Transfer Report and send it to the
TASE.2 client.

Sampling Interval
This attribute specifies the time interval between collecting data values in the time series for a
Data Value object.

Reporting Interval
This attribute specifies the time interval between information report generation in the time
series for a Data Value object.
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TSTransmissionPars

This attribute includes all values required to fully specify when and how the TASE.2 server is to
send the time series data of the Data Value object. See 5.2.9.2.1 for a description of this
attribute.

Association Identifier
The Association ldentifier attribute uniquely identifies the association over which the Transfer
Report is to be sent.

Status
The Status attribute may be either ENABLED (to request that Condition Monitoring action be
executed) or DISABI ED (fo cease Condition Monitoring by the VCC)

List df Access Control Specification

The List of Access Control Specification attribute is a list of access which
specifies the operations permitted on this object by TASE.2 users. 3 N itlon of
this gttribute. The List of Permitted Access for Transfer Set objects it xibNi stai hsfer,
Stop [Transfer, and Get Next TSTransferSet Name.

5.2.9|12.1 TSTransmissionPars Object Model

This pbject model defines the transmission paramete ansfer Sets.

Moddl: TSTransmissionPars
Attribute: TSConditions Req
Attribute: Block Data

TSCanditions Requested
This |specification defines the conditigns } 2 for
details.

BlocK Data
A Bo¢lean flag control
the Transfer Re

block

5.2.912.2

This pbject modelNdefi Sets.

Modqgl:

EndTiimeArrived
This atfribute indicates whether or not the TASE.2 server shall send a report for the time geries

d t + $ i o ifiad bas th End Tios FY S ST 3
a a L aic unre op o ulticu Uy e 1mu 11T atuaTtvutle.

ReportintervalTimeOut

This attribute indicates whether or not the TASE.2 server shall send a report for the time series
data upon the initial enabling of the TSTransferSet, and at the periodic interval specified by the
Reporting Interval attribute thereafter.

OperatorRequest

This attribute indicates whether or not the TASE.2 server shall send a report when an operator
at the TASE.2 server control centre requests it.

The conditions EndTimeArrived and ReportintervalTimeOut are mutually exclusive. The
OperatorRequest may be specified with either the EndTimeArrived or IntervalTimeOut
conditions. The EndTimeArrived condition provides a way for a one shot read of a Time Series.
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The ReportintervalTimeOut condition provides a periodic reporting of the Time Series.

Upon

the enabling of the Time Series Transfer Set, if Begin Time specifies past time, an information
report shall be generated containing all of the past values available from Begin Time to the
current time. If no past values are available, then no report will be generated. Subsequent

reports shall be sent according to the Reporting Interval, and shall contain only the v
collected since the last information report generation. For historical data, if the historical v
are not time stamped with the same sampling period, extrapolation shall be performed.

alues
alues

The OperatorRequest condition shall cause the server to report the values collected since the
last report was sent. If the OperatorRequest condition and the EndTimeArrived condition was
specified in the TSConditions Requested attribute of the TSTransmissionPars, and the

Opers;
the H
valuel

5.2.9(3 Transfer Account Transfer Set Object Model

Moddl: Transfer Account Transfer Set

Key Attribute: Transfer Set Name

Attribute: TATransmissionPars

Attribute: Association Identifier

Attribute: Status (ENABLED, DISABLED)
Attribute: List of Access Control Specificatio

Trangfer Set Name
The [fransfer Set Name uniquely ide
AA-specific scope.

TATransmissionPars
This gttribute includes all v
send|all of the data in
attribjte.

Assogiation ldentjfier
The AssociatiorKldehtifie
Repoft is to be sent.

Statuls
The $tatus a NABLED (to request that Condition Monitoring acti
exeCJAted) oKDIS Condition Monitoring by the VCC).

List f@ oMSpe ification
The Li N \r/ e . : . . :

e List of €ss ntrol Specification attribute is a list of access control information
specifies the.operatiops permitted on this object by TASE.2 users. See 5.2.4 for a definit
this gttribate. The List of Permitted Access for Transfer Set objects is Visibility, Start Tra

and $top Transfer.

from
e, all

with

is to
f this

nsfer

bn be

which
on of
hsfer,

5.2.9.3.1 TATransmissionPars Object Model

This object model defines the transmission parameters for Transfer Account Transfer Sets.

Model: TATransmissionPars
Attribute: TAConditions Requested
Attribute: Block Data

TAConditions Requested

This specification defines the conditions for monitoring Transfer Accounts. The actual times
that the conditions represent are defined in the Bilateral Agreement. See 5.2.9.3.2 for details.

Block Data

A Boolean flag controlling type of Transfer reporting mechanism is to be used. True means

block the Transfer Report.
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5.2.9.3.2 TAConditions Requested Object Model

Mode

I:  TAConditions Requested

Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:

BeforeTheHour
DispatchUpdate
DuringTheHour
AfterTheHour
ActualDataUpdate
PastHours
ObjectChange
OperatorRequest

Befo

e 1 nerour

This
Typicd

Disps

httribute indicates whether or not the TASE.2 server shall send a rep
ally referred to as “pre-schedules”.

tchUpdate

This
upda

Durin

attribute indicates whether or not the TASE.2 server shall
e. Typically referred to as “next hour schedules”.

gTheHour

This
Typic

After]

bttribute indicates whether or not the TASE.2 serye
ally referred to as “mid hour schedule changes”.

[heHour

This
Typic

Actud

attribute indicates whether or ng

IDataUpdate

This
upda

PastH

httribute indicates whether or not the
e, occurring after the/hour. Typica

Hours

This

hourg.

Obje

efore thelhour.

dispatch

during the |hour.

hour.

data

”

pttribute indicates whe ‘ . past

tChange

This
in thg

Oper

httribute indj

This
at the

5.2.9

Modsg

IN\Mnformation Message Transfer Set

bject

ion Message Transfer Set Object Model

Key Attribute: Transfer Set Name

Attribute:
Attribute:
Attribute:

Association Identifier
Status (ENABLED, DISABLED)
List of Access Control Specification

Transfer Set Name

The Transfer Set Name of the Information Message Transfer Set object shall be
IM_Transfer_Set.

Association Identifier

The Association Identifier attribute uniquely identifies the association over which the Transfer
Report is to be sent.
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Status
The Status attribute may be either ENABLED (to request that Condition Monitoring action be
executed) or DISABLED (to cease Condition Monitoring by the VCC).

List of Access Control Specification

The List of Access Control Specification attribute is a list of access control information which
specifies the operations permitted on this object by TASE.2 users. See 5.2.4 for a definition of
this attribute. The List of Permitted Access for Information Message Transfer Set objects is
Visibility, Start Transfer, and Stop Transfer.

5.2.9.5 Start Transfer Operation

With | the Start Transfer operation, the TASE.2 client shall assign values\to all of the

components in the Transfer Set object type. For Data Set Transfer Sets/ifth ; ite of
DSTrapnsmissionPars is false, the TASE.2 server shall check if all of thexdata \des y the
Data |Set Transfer Set object can fit into the maximum MMS PDU size fo - nsfer
Report. If the TASE.2 server determines that it cannot fit, S ith™a rfor], and
shall J[return the name of the Transfer Set object back into the poo 2 s for
Trangfer Set objects. The TASE.2 client shall consider all data ified r Set

objeqgt to be invalid. For Time Series and Transfer Actaqun g ts, i erver
determines that the data cannot fit into the maximum ort, it
may pse multiple MMS PDUs to send all of the datg f.4.4,
7.1.4]14.5 for more details.

5.2.916 Stop Transfer Operation

The Btop Transfer operation is used by . clienfto set the Transfer Set §tatus
attribute to DISABLED. When this ofcur X server shall put the name df the
Trangfer Set object back into the pool of a s ames of Transfer Set objects. The TASE.2
clienf shall consider all d i k et object name to be invalid.

5.2.9{7 Get Next

The et Next D@n er SeValte-operation allows a TASE.2 client to retrieve the ideptifier
of the next available”Date ~

TASH.2 server. T Set is allocated to the client upon successful compjetion
of the i fer Set will remain allocated to the client until g) the
Trangfer Set status i [ LED, b) the association is terminated either through an
abort|or a conclude,Qr o) a StarpTransfer Set operation fails for that Data Set Transfer Sqt.

5.2.9(8 ' Transfer Set Value Operation

The Get Next PSTransfer Set Value operation allows a TASE.2 client to retrieve the identifier of
the nlext available
TASH.
comp
until a) the Transfer Set status is set to DISABLED, b) the association is terminated either
through an abort or a conclude, or c) a Start Transfer Set operation fails for that Time Series
Transfer Set.

5.2.9.9 Condition Monitoring Action

The Condition Monitoring action is performed by the TASE.2 server when one or more Transfer
Set objects have the Status attribute set to ENABLED. For Data Set Transfer Set objects that
are ENABLED, the TASE.2 server shall begin condition monitoring as soon as the Start Time
attribute of the DSTransmissionPars object has arrived. For Time Series Transfer Set objects,
Information Message Transfer Set objects, and Transfer Account Transfer Set object that are
ENABLED, the TASE.2 server shall begin condition monitoring immediately upon receiving the
Start Transfer request from the TASE.2 client.
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The TASE.2 server shall check for an occurrence of the entire set or a subset of conditions that
correlate to the type of Transfer Set objects that are ENABLED. A subset of conditions may
only be checked if the server has not implemented all of the conformance building blocks.

For Data Set Transfer Set objects, the TASE.2 shall check the entire set or a subset of
conditions that are defined in the DSConditions Requested object as specified in 5.2.9.1.2.

For Time Series Transfer Set objects, the TASE.2 shall check the entire set or a subset of
conditions that are defined in the TSConditions Requested object as specified in 5.2.9.2.2.

set of

and
outsifle the scope of this standard.
When one or more of the specified conditions occur for an ENA¢ SE.2
servdr shall execute the Transfer Report action. See 7.1.4.3 f
5.2.9/110 Transfer Report Action
The Transfer Report action consists of formatting i s the
apprqpriate data for the type of TransferSet. A ' is generated when a condition

has dccurred for an enabled Transfer Set. : gports that are defined|to be
critical (i.e. have the Critical attribute 3 - s set to TRUE), the TASE.2
clienf is required to send a confirmati p the
TASH.2 server that sent it. See 7.1.4.4 for

5.2.1D Special TransferObje

Seve hese
objedts are used tQ i i bject
moddls are: Tr g q sfér Set, Event Code, DSConditions, TSCondiftions,
TACqgnditions, and nste h this

standard for these

5.2.1p.1

Modqgl:

Name¢
The Namg attribute shall uniquely identify a Transfer Set object. The Name may identify gither
a DafaSet Transfer Set or a Time Series Transfer Set. This attribute will take on the namme of

the T £ ot hinlk b $act ol P~ H I £ R X tH
daliiolTl ITL WinulT 1TTdo gyt iTu a CUTTUTUUTT Lauoiity a 1TTAaifolClh TANCTPUTL AaUtliult.

5.2.10.2 Next Transfer Set

Model: Next Transfer Set
Key Attribute: Next Transfer Set Name

Next Transfer Set Name
This attribute shall uniquely identify a Transfer Set object. The Name may identify either a Data
Set Transfer Set or a Time Series Transfer Set.
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5.2.10.3 Event Code Object Model

Model: Event Code

Key Attribute: Event Code

Event Code
This attribute shall uniquely identify an Event Code Detected or Event Code Requested object.
This attribute will take on the value of an event code which has triggered a condition causing a
Transfer Report action.

5.2.1

Modse

DSCq

14 DSConditi Obiect Model

I:  DSConditions
Key Attribute: DSConditions

nditions

The
Trang

5.2.1

Modse

TSCd

DSConditions attribute shall take on the value of the cg
fer Report action.

trigge

D.5 TSConditions Object Model

I:  TSConditions
Key Attribute: TSConditions

nditions

The
Trang

5.2.1

Modse

TACd

SConditions attribute shall take oh
fer Report action.

ondition which has trigge

.6 TAConditions

I:  TAConditions

Key Attriéte:

nditions

The
Trang

5.2.1D.

Mode

Trang

TACondition

fer Set Time Stamp Name

The

[ransfer Set Time Stamp Name attribute shall take on the value of the time wik

Transfer Report action has been triggered.

5.2.11 Devices

'ed a

red a

red a

en a

A device represents a real world control object in the VCC. Two classes of devices are
included in the TASE.2 model: Select-Before-Operate (SBO) and Direct-Control (Non-SBO).
SBO devices have two states: IDLE and ARMED. They support the Select operation. Both
classes of device support the Operate operation. Devices also have four actions: Timeout,
Local Reset, Success, and Failure. Either class of device may include a model of tagging, in
which case the operations Set Tag Value and Get Tag Value may be used to manipulate the

devic

e tag.
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5.2.11.1 Device Object Model

Model: Device
Key Attribute: Device Name
Attribute: ControlPoint
Attribute: List of Access Control Specification

Device Name
The Device Name attribute uniquely identifies the Device with either VCC-specific or ICC-
specific scope.

ControlPoint
The ControlPoint attribute specifies the data type of the value associated with.a Device 0

bject.

List gf Access Control Specification
The List of Access Control Specification attribute is a list of acces
specifies the operations permitted on this object by TASE.2 use

which
itlon of
e and
Set Tlag.

5.2.11.2 Select Operation

The $elect operation takes a device from the IDEE § ED. ment
the identifier for the Device Name. A/S i il i ice i -SBO
devick or if it is an SBO device in the ‘ il [if the
valug of Tag attribute is OPEN-AND- b the
TASH.2 client's successful Select reque fibute
assogiated with that device as designated i

5.2.111.3

In the Operate operation,\the ] \ i ides a value for the Command attribute ¢f the
Devige object, . When the device has completed executing the
Com ARMED state to the IDLE state. The Operate
ifiet for the Device Name and a value for the Command

fthe value of Tag attribute conflicts with the requested

ever prevents operation. A value of OPEN-AND-CLIOSE-

peration. A value of CLOSE-ONLY-INHIBIT only prevents Clgse or

e_operation allows the TASE.2 client the ability to set the Tag attributg of a
. If'the new value of the Tag attribute is NO-TAG, then Select and Operate operations
If the Tag value is OPEN-AND-CLOSE-INHIBIT no operat on is
i c S f the
device is partlally restrlcted If the Tag attribute of a VCC SpeC|f|c dewce is anythlng but
NO-TAG, then only that client that set the tag value may modify the tag value.

5.2.11.5 Get Tag Value Operation
The Get Tag Value operation allows the TASE.2 client to retrieve the current state of the Tag

attribute of a device. Note that the current state of the Tag attribute can also be obtained by
including a Tag_Value object in a Data Set.

5.2.11.6 Timeout Action

The Timeout action is used by a device to signal that the device has timed out in the ARMED
state and is transitioning back to the IDLE state.
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5.2.11.7 Local Reset Action

The Local Reset action is used by the TASE.2 server to signal that the device state has moved
from the ARMED state to the IDLE state by a local action. The Tag attribute of the device may
also be set to a different value as a result of the Local Reset action.

5.2.11.8 Success Action

The Success action is used by the TASE.2 server to signal that an Operate operation has
successfully been completed, and that the device is now in the IDLE state.

5.2.1°9— Failure Action

The Failure action is used by the TASE.2 server to signal that an Operate qiled.

The device state is moved to the IDLE state.

5.2.12 Programs

Progfam objects in TASE.2 follow the MMS Program Invocation @bj o de ith the
additlon of access control. There are six operations for Prram Qkj : jume,
Kill, Reset, and Get Program Attributes. There are no ge i

5.2.1R.1 Program Object Model

Modgl: Program
Key Attribute: Program Name
Attribute: State (IDLE, RUNNI
Attribute:
Attribute:
Attribute:
Attribute:

Attribute; ‘
Attribu@

Attribute? €
Attribute:

Progjam Name

The list o x 0) Specification attribute is a list of access control information Wwhich
specifies the Operations permitted on this object by TASE.2 users. See 5.2.4 for a definitjon of
this attributex"Th ist of Permitted Access for Program objects is Visibility, Start, [Stop,
Resume, Reset, Kill, and Get Program Attributes.

See the MMS standard for a description of the other attributes.

5.2.12.2 Start Operation

Start changes the Program object state from IDLE to RUNNING.

5.2.12.3 Stop Operation
Stop changes the Program object state from RUNNING to STOPPED.

5.2.12.4 Resume Operation

Resume changes the Program object state from STOPPED to RUNNING.
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5.2.12.5 Reset Operation

Reset changes the Program object state from STOPPED to IDLE.

5.2.12.6 Kill Operation

Kill changes the Program object state to UNRUNNABLE.

5.2.12.7 Get Program Attributes Operation

The Get Program Attributes operation retrieves the attributes of a Program object.

5.2.13 Event Enrollments

Evenf Enroliment objects in TASE.2 follow the MMS Event Enrolime
restrictions and the addition of List Of Access Control Specification.
for Elvent Enroliment objects: Create Event Enroliment, Deletg
Event Enroliment Attributes. There are no TASE.2 actions for E

5.2.18.1 Event Enrollment Object Model

Modqgl: Event Enrollment

Key Attribute: Event Enroliment Name
Attribute: MMS Deletable (TR
Attribute: Enroliment Class (
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:

Attribute

Attribu
List of Access Con
The} which
specifi S itlon of
this attributef i i j i isibili Delete

Even

5.2.1B.2 ( Create Event Enrollment Operation

The Create Event Enrollment creates an Event Enrollment nhjnrf

5.2.13.3 Delete Event Enroliment Operation

The Delete Event Enroliment deletes an Event Enroliment object.

5.2.13.4 Get Event Enroliment Attributes Operation

The Get Event Enrollment Attributes retrieves the attributes of an Event Enrollment object.

5.2.14 Event Conditions

Event Condition objects in TASE.2 follow the MMS Event Condition object model exactly. There
are no TASE.2 operations for Event Condition objects. Event Conditions are predefined within
a VCC. There is one TASE.2 action for Event Conditions: Event Notification.
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5.2.14.1 Event Condition Object Model

Model: Event Condition Object
Key Attribute: Event Condition Name
Attribute: MMS Deletable (FALSE only)
Attribute: Event Condition Class (MONITORED only)
Attribute: State (DISABLED, IDLE, ACTIVE)
Attribute: Priority
Attribute: Severity
Attribute: List of Event Enrollment Reference
Attribute: Alarm Summary Reports (FALSE only)
Attribute: Enabled (TRUE, FALSE)

See tLe MMS standard for a description of the other attributes.

5.2.14.2 Event Notification Action

An Eyent Notification Action occurs when a particular event cond

This tlause relates the general model of the VCC, d ed i’ hodel
of thg Virtual Manufacturing Device (VMD) descripey i th¢

6.1 | Object Modelling Notation (info

The TASE.2 documents (this standarg - ique of
abstrpct object modelling in order to fully d i S . i SE.2
servige procedures. j such
objedts, and operations o sg obj i t and
aid in the understand inte - z s. In
implgmenting TASE. 2 a aps\the concepts described in the model to the real

its the
ization

device. Hence,
chardcteristics d
of thig view are not d

TASH.2 defing e lasses of objects. Each object is an instance of a class, and
consflitutes & bs i ich exhibits certain characteristics and may be affectId by
certajn TA ses\ and\dperations. Each class is given a name, by which it may be
reference

Each| class s rized by a number of attribute types, which serve to describe pome
exterpally~visible featGre(s) of all objects of this class. Each instance of a class (object) has the
samg sgt of attribute types, but has its own set of attribute values.

Each object must be uniquely identified among all instances of the same class. For this
purpose, one or more of the object attribute values, as a combination, must be unique. (For
example, many objects have an attribute type called "object name", which is different for each
object of the same class). In TASE.2, each attribute which is a part of this combination of
attributes which make the object unique is identified as a "key attribute".

Finally, some objects contain attributes which are conditional, in the sense that they are
relevant to the object if and only if certain conditions hold true. TASE.2 expresses such
attributes through the use of a "constraint", which specifies a condition. Attributes that are
subject to a constraint are considered to be object attributes for an object if and only if the
corresponding constraint is satisfied for that object.
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In TASE.2, classes are syntactically defined as a set of objects as follows:

Object: (name of class)
Key Attribute: (name of attribute type (values))
Attribute: (name of attribute type (values))

Attribute: (name of attribute type (values))
Constraint: (constraint expression)
Attribute: (name of attribute type (values))
Attribute: (name of attribute type (values))
Attribute: (name of attribute type (values))

f the
more
ibutes,

By convention, each object definition begins with an object declarati
objeqgt. Immediately following, and indented, one Key Attribute i
Attribljutes are named. Note that constraints may be expressed

with the convention that all attributes subject to the constraint are inderted ¢ . The
first attribute definition that is not indented ends the list gf aticil the
consfraint. For convenience, attributes may also be indented™ ' i er to

show|a hierarchy of nesting of such attributes.

This ptandard makes use of several MMS objec n the

respgctive parts of ISO 9506-1.

6.2 | The Virtual Control Centre (VC

A control centre is modelled with one ok mo i . i pped
onto fan MMS Virtual Magiufactupin i . I therefore has the same definition and
behayiour as an MMS VMD i in the MMS server application procgss. It
ing task which makes available a get of

resoyrces and functionality assqciated\with "q real device. By mapping a TASE.2 VCC fo an
MMS|VMD, the . ) e function for a control centre that a MMS|VMD
does|for a real devicenit xepresents that portion of an information processing task which makes
availgble a set of ¢ ignality associated with a control centre. There |is no
abstict model fef th S8 . Much of the information represented in the MMS VMD for
the d irfformation used for control centres is represented in the

Bilatgral Tabfe objest

In MM ; 3 unicating entity which behaves as a VMD for a particular s¢rvice
requegst instaneceNanyg a“slient is a communicating entity which makes use of the VMD for some
partiqular purpdse via\a service request instance. For TASE.2, the definitions of a client gnd a
servgr are"much the“same. A TASE.2 server is a communicating entity which behaves|as a
VCC [for ,a-particular service request instance. Similarly, a TASE.2 client is a communig¢ating
entity] which makes use of the VCC via one or more TASE.2 service requests for a parfjcular
service request instance. A TASE.2 server shall represent only one VCC within an association.

6.2.1 TASE.2 Domain Mapping

Just like an MMS VMD, a TASE.2 VCC shall contain zero or more Domains. In MMS, a Domain
is used to represent a specific instance of use of a set of capabilities of the MMS VMD. It
includes those aspects of an MMS VMD that are associated with a specific element of a co-
ordinated control or monitoring strategy. In TASE.2, the use of Domains is slightly different. A
TASE.2 Domain represents a specific instance of a set of resources and capabilities
associated with a unique, remote control centre. Therefore, a TASE.2 VCC may have a Domain
for each control centre with which it may have a TASE.2 association, or with which it currently
has a TASE.2 association. There is one and only one TASE.2 Domain within a VCC that serves
another control centre. It may not have any Domains if all of the objects within the VCC are
relevant to more than one control centre. When an object has an ICC-specific scope, it is
associated with the Domain representing the control centre for which this object is relevant.


https://iecnorm.com/api/?name=58a515624c401646a2fbea4fab2b6ccd

-52 - 60870-6-503 O IEC:2002(E)

A TASE.2 Domain contains objects associated with a single Bilateral Agreement. Each TASE.2
Domain is mapped onto an MMS Domain.

At a TASE.2 server, there may be real data and devices that are relevant to more than one control
centre. With the TASE.2 model, there may be real data and devices represented by different
TASE.2 identifiers. Depending upon the implementation, there could be one TASE.2 object in
one TASE.2 Domain representing device A, for example, and a different TASE.2 object in a
different TASE.2 Domain representing the same device A. These TASE.2 objects would each
have an ICC-specific scope, map to the same real device, but be associated with different
control centres. Another way to handle this would be to have a single TASE.2 object
representmg the device, but glve it a VCC- specmc scope. This TASE.2 object wouId not be

asso IGLUU VVII.II atlty pcuuut.ual LrUIIl.IUI \JUIILIC LIICII UUL;GUDC ILD oLUPT ID IIUL IU\J DPCL;IIIL;

6.2.2| TASE.2 Control Centre Mapping

Within TASE.2, an Application Process (AP) shall be identified wit bntrol
centre. Therefore, an Application Process title (AP-title) can he use gentify a
TASE.2 control centre. An AP shall contain the capabiliti SE.2
client, a TASE.2 server, or both. An AP with either TASE.2 gtienhor ilities
is called a TASE.2 AP. A VCC exists within a TASE.2 AP that ha as a
TASH.2 server. A TASE.2 AP with server capabilities

6.2.3| OSI Application Processes, Application E

In OBIl, an Application Process (AR 3 which
represent a set of communication capabiliti i are represented by a get of
Appligation Service Elements (ASEs). [ E.2 uses the MMS ASE for all
of its| communications. An AE W|th|n g TA ses MMS to implement the TASE.2
clienf or server capabilities called a TASE.2 AE

In O8I, AEs are identified g ation Entity titles (AE-titles). An AE-title
ident|fies an AP and S i yh the-Combination of an Application Process title
(AP-tjtle) and a sli (AE-qualifier)!). In TASE.2, an AE-titld can
therefore uniqu < y one of its TASE.2 AEs. Furthermore, beg¢ause
TASH.2 maps an ontrol centre, an AE-title can also be used to uniquely
identify a TASE.2 ggn

In OBl o0 a single Presentation Address (which contains a dqet of
Presintation Addressg 35s Points called PSAPs). So, with either a single Presentation
Addr¢ss/o a TASE.2 client can uniquely address a TASE.2 server in arnp OSI
communications ont to establish an association. Once this association is established,
an Agsociationlidentifier,"which is determined at the time the association is established, can be
used |to address the communications channel between the two entities.

6.3 |-Association Object Model Mapping

The TASE.2 Association object model is defined as:

Model: Association

1) An

AE-

Key Attribute: Association Identifier
Attribute: Application Reference
Attribute: QOS

Attribute: Supported Features

AE-title is defined in ISO 8649 to be:
title ::=SEQUENCE

{ AP-title,

AE-

}

qualifier
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The attributes of the Association object shall be mapped as follows:

Association ldentifier
This attribute uniquely identifies the association with the TASE.2 server. It shall be represented
as an MMS Association Identifier.

Application Reference

This attribute uniquely identifies the TASE.2 client Application Process (AP) and Application
Entity (AE) with which the TASE.2 server has an association. It shall be represented as an AE-title.

0870-6-702.

Suppprted Features

This |attribute identifies the Building Blocks supported in thé
represented as an MMS Named Variable called "Supported_Feat

6.4 | Bilateral Table Object Model Mapping

The TASE.2 Bilateral Table object model is defined a

Modgl: Bilateral Table
Key Attribute: Client Control C
Attribute: Version
Attribute: TASE.2 Version
Attribute: Domain Name
Attribute: List of 4 icafd

Attribute:

Attribute:

Attribute; Listlof DataS
Attribul@ :
Attribute\list
Attribute: Lfis 9

Attributef 8. Objegts and Access Control Specifications

Each|Bi o.is associated with an MMS Domain. This MMS Domain has a nameg that
identifies iept that corresponds to its Client Control Centre Designation attrjbute.
The 3gttributes™at: t ilateral Table object shall be mapped as follows:

Clien} Control Centre Designation
This attribute identifies the TASE.2 client control centre for which the Bilateral Table is dgfined
with thisTTASE 2 server—ttshaltberepresentedasamAP-titte:

Version

This attribute uniquely identifies a unique version of the Bilateral Table. If any changes are
made to the Bilateral Table, then a new unique value for this attribute shall be generated. This
attribute shall be represented as an MMS Named Variable called "Bilateral_Table ID" as
defined in clause 8.

TASE.2 Version
This attribute identifies a unique version of TASE.2. This attribute shall be represented as an
MMS Named Variable called "TASE.2_Version" as defined in 8.2.3.
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Domain Name
The Domain Name attribute is the name of the TASE.2 Domain. It is not mapped.

List of Application References

This attribute identifies those TASE.2 client Application Processes and Application Entities
which are permitted to establish associations with the TASE.2 server for which the Bilateral
Table is defined. It shall be represented as a list of AE-titles.

List of Association Objects
This attribute identifies those Association objects that can be accessed by the remote control
centre identified by the Client Control Centre Designation attribute. The List of Association
Objects shall be represented as a list of MMS Named Variable obhjects

List df Data Value Objects and Access Control Specifications

This [attribute identifies those Data Value objects and their correspgnding S bntrol
Specffications that can be accessed by the remote control centrg’\ e Client
Contfol Centre Designation attribute. The List of Data Value Objects\sh 2d as a

list of MMS Named Variable objects.

List gf Data Set Objects and Access Control Specifications
This |attribute identifies those Data Set objects and thei G ' bntrol
Specffications that can be accessed by the remot c i Client
Control Centre Designation attribute. The List of Data Se ' ha a list
of MNMIS Named Variable List objects.

List gf Information Message Objects aé}&c
This Jattribute identifies those Informatign
Control Specifications that can be ac ed
Clienf Control Centre Designation attripute 1 he
represented as a list of Mwb i .

List gf Transfer Account Objects\and Ac Contr pecifications
This httribute identifies t intabjécts and their corresponding Access Cpntrol

Specffications that_ca remote control centre identified by the Client
Control Centre :«@. atjon attfibute!
as a list of MMS Ne iableyoebj

of Transfer Account Objects shall be represgnted
List gf Transfer Set Qbjects\andAccegs Control Specifications

This lattribute PP \m%t@n{fer Set objects and their corresponding Access Cpntrol

Ccess
y the
Bl be

Specfficatio be\accessed by the remote control centre identified by the Client
Control tign attribute. The List of Transfer Set Objects shall be representged as
a listof le objects.

List df Device Ghjects\and Access Control Specifications
This | attripute” idéntifies those Device objects and their corresponding Access Cpntrol
Specffications that can be accessed by the remote control centre identified by the (Client
Contjoh€entre Designation attribute. The List of Device Objects shall be represented as|a list
of MMS Named Variable objects.

List of Program Objects and Access Control Specifications

This attribute identifies those Program objects and their corresponding Access Control
Specifications that can be accessed by the remote control centre identified by the Client
Control Centre Designation attribute. The List of Program Objects shall be represented as a list
of MMS Program Invocation objects.

List of Event Enroliment Objects and Access Control Specifications

This attribute identifies those Event Enrollment objects and their corresponding Access Control
Specifications that can be accessed by the remote control centre identified by the Client
Control Centre Designation attribute. The List of Event Enroliment Objects shall be represented
as a list of MMS Event Enrollment objects.
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The List of Access Control Specification for all of the objects is not defined in this standard. Its
implementation is a local matter. This specification does not require the MMS Conditioned
Service mechanism for implementing access control.

6.5

Data Value Object Model Mapping

The Data Value object model is defined as follows:

Model: Data Value

Key Attribute: Data Value Name
Attribute: List of Access Control Specification

Data
have
shall

regardi

identified in the Bilateral Table. The scope of the varlable does 0
ding access control. Access control is specified in the List o
Lite.

attrib

Each
of thd
modsg

type
Data

Value objects shaII be represented as MMS Named Variables Data

e objects

Value Name

This

Valug objects may be identified using

exceptions:
Data Value object : ' g as any TASE.2 controllable de
(which are also répre ariables) defined for this client ¢
centre.
Data Valu 2y not-useNthe names of Transfer Set objects, which are
represente abl&s but have unique semantics.

The names may be i g by agreement between control centres.

This attributé sha sented by the type MMS ObjectName.

List of Acces o%‘@l Spekification

attribute uniquely identifies the

eprese %n 0 L\ist/of Access Control Specification is a local matter.

Data)Set Object Model Mapping

shall
nen it
been

i¢ation

5 one
bject
these

.| Data
bwing

vices
bntrol

also

Th D 4 Q ot [ 4 ool i P ol £l
e dia OoCL UDUJTUL TTTUUTT 1o UTINIcU ds TUINTUWS.

Model: Data Set

Key Attribute: Data Set Name
Attribute: Data Set Scope (VCC-specific, ICC-specific)

Attribute: Transfer Set Name OPTIONAL
Attribute: DSConditions Detected OPTIONAL
Attribute: Event Code Detected OPTIONAL
Attribute: Transfer Set Time Stamp OPTIONAL

Attribute: List Of Data Value Objects
Attribute: List of Access Control Specification
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Data Set objects shall be represented as MMS Named Variable Lists. Data Set objects may
have either a VMD-specific (i.e. VCC-specific) or Domain-specific (i.e. ICC-specific) scope.
The Data Set may contain the Transfer Set Name, DSConditions Detected, Event Code
Detected, and/or the Transfer Set Time Stamp attributes in addition to the List Of Data value
Objects. See clause 8 for the mapping of a Data Set object onto an MMS Named Variable List.

Data Set Name
This attribute shall be represented as the MMS Variable List Name attribute. Data Set objects
may be identified using any legal MMS Variable List Name, with the following exceptions:
The names shall be unique (within their scope) for all time, i.e. a name shall never be
used for more than one Data Set object at any one time.

Tlo o [y H| H ol o b lo ok 4 1 4
FTre TIartco TiTdy T arvuitrarity asoiyricu vy dayirTTITITITU UTIWTTTT CUTTUHUT LTTIUTOS.

Data |Set Scope
This pttribute specifies the scope of the Data Set object. It shall be ¢ x the [IMMS
Obje¢tName for the Data Set object.

Trangfer Set Name
This pttribute uniquely identifies the MMS Named Variable far t S \object fdr this
Data |Set. The MMS Named Variable identified by this attrib te nust B DSTransferSet,
defingd in clause 8. It shall be represented as an v ) with type [MMS
Obje¢tName.

DSC¢nditions Detected
This pttribute identifies the condition ent Transfer Set repprt. It
shall [be represented as an MMS Named Vaxiab \ Conditions. See 5.2.6.1.1 for the
definjtion of these conditions.

Evenf Code Detected
This fpttribute identifies the™externa xf generated the most recent Trgnsfer
Set r¢ : ) ariable with type Integer16. It shall only
be pre i ; \ i is set/in the DSConditions Detected object.

Trang
This
shall

most recent Transfer Set report was generafed. It
riable with type GMTBasedS.

List @
This ted as the MMS List of Variable attribute. It is a list of| Data
Value pping of a Data Value Name attribute.

List o %I\Spe ification

The rlepresentation of List’of Access Control Specification is a local matter.

6.7 | Account Object Model Mapping

For rancfar Annniint Ann~nint Daniinct Navinsn Oiidan~nns Deangag
M STCT— Y CCoOuUTT T/ CCouTrt—T<Cqut oo Cvitt—ouotage—

and General Data Response object model mapping, see IEC 6

ata—Report,

6.8 Information Message Object Model Mapping

Information Messages shall be represented as Domain or VMD-specific MMS Named
Variables. Information Messages may not be read or written, but are only reported by the
server. At the time of reporting, the Info Reference, LocalReference, Messageld, and Size
attributes of an Information Message is mapped to an MMS variable named "Info_Mess_
Header", of type InfoMessHeader. The InfoStream of the Information Message object is
mapped to an MMS Variable named Info_Buf_XX, of type InfoBufXX, where XX is the smallest
of the InfoBuf type sizes which can completely contain the message. See IEC 60870-6-802 for
details of the Information Message type definitions.
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6.9

Transfer Set Object Model Mapping

Transfer Set objects shall be represented as MMS Named Variables. There are four MMS
Named Types resulting from this object model definition defined for use for the Transfer Set
MMS Named Variables: DSTransferSet, TSTransferSet, TATransferSet, and IMTransferSet.
They are described in clause 8. The MMS Named Variables shall have Domain-specific scope,
and shall correspond to the MMS Domain defined for the TASE.2 client control centre that has

been

6.9.1
The
Mods

Trans

identified in the Bilateral Table.

Data Set Transfer Set Object Model Mapping

I: Data Set Transfer Set
Key Attribute: Transfer Set Name
Attribute: Data Set Name
Attribute: DSTransmissionPars
Attribute: Association Identifier
Attribute: Status (ENABLED, DISABLED)
Attribute: Event Code Requested
Attribute: List of Access Control Specification

fer Set Name

This
MMS

clausge 8.

Data

attribute uniquely identifies the MMS Namec
Named Variable identified by thig attri : e DSTransferSet, as defin

Set Name

This
It sh3
type

DSTr

ansmissionPars

This

send
MMS
provi

Assogi

pttribute defir equired™to fully specify when and how the TASE.2 serve
the value { 3 k \
Named Variable s s are described in 5.2.9.1.1 and 6.9.1.1, which

This
be re
MMS

Statu

This

attribute shathbe either ENABLED to request that Condition Monitoring actig

Statu

execTsted, or DISABLED to cease Condition Monitoring by the VCC. It is represented 4

component of the MMS Named Variable. It has the type Boolean, defined as fo

The
ed in

lient.

3s the

is to

all be represented by several components ¢f the

also

shall
n the

n be
y the
lows:

non-zero value means ENABLED, and is mapped to true; zero value means DISABLED, and is
mapped to false.

Event Code Requested

This

type |

attribute indicates which external event shall trigger the condition. It shall only be
considered valid if the OtherExternalEvent condition flag is set in the DSConditions Requested
attribute within the TransmissionPars attribute of the Transfer Set object. It sha
represented by the EventCodeRequested component of the MMS Named Variable. It has the

nteger16.

List of Access Control Specification

Ther

epresentation of List of Access Control Specification is a local matter.

Il be
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6.9.1.1 DSTransmissionPars Object Model Mapping

The DSTransmissionPars object model is defined as follows:

Model: DSTransmissionPars
Attribute: Start Time
Attribute: Interval
Attribute: TLE
Attribute: Buffer Time
Attribute: Integrity Check
Attribute: DSConditions Requested
Attribute: Block Data

60870-6-503 O IEC:2002(E)

Attribute: Critical
Attribute: RBE

Start|Time

This pttribute is the time value for the TASE.2 server to beg

the type GMTBasedS.

Interval

This pttribute is the time interval between TASE.
Start|Time occurs. If RBE is false, th
reported when the Interval expires. If<RBE
objedts in the Data Set are reported whs
samg¢g object during the Interval and All Gt
reported. However, if All Changes Reporte
objedt during the interval arg reported.

TLE"
Time|value for Time Li

servdr. It is the time o
the TIASE.2 clie@
Report to the TASE!

discard the data. It g

Buffefr Time
This pttributé i
the TASE i
is false Lhe

expires. |

Attribute: All Changes Reported OPTIONAL
The DSTransmissionPars object model is mapped to the appropriatg

MMS

. |t has

n the
t are
gnged
o the
Jue is
same

SE.2
ort to
gnsfer
shall

ng to
RBE
Time
t are

reported when“the Bu er Time expires. If multiple changes occur to the same object during the
Buffgr Time-and Repo6rt All Changes is false, then only the final value is reported. If Report
All ghanges is true, then all changes to the same object during the Buffer Tim¢ are

repollted/It has the type TimelntervalS.

Integrity Check

This attribute is the time value for integrity check when IntegrityTimeOut condition is used.

It has the type Timelnterval32.

DSConditions Requested

This attribute gives the conditions under which the Transfer Report shall be made. See
5.2.9.1.2 for the definition of the conditions. This attribute has the type DSConditions.

1) The TASE.2 client may wish to keep track of the time over which a Data Set Transfer Set is considered valid.
This has been referred to as Time Allowed to Live, or TAL. There are no requirements in the TASE.2 specification

for TAL. However, implementations may choose to use TAL.
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Block Data

This attribute indicates the type of Transfer reporting mechanism to be used. It has the type
Boolean, which is defined as follows: non-zero value means true, and indicates blocking
Transfer Report; zero value means false, and indicates not blocking the Transfer Report.

Critical

This attribute indicates whether or not the Transfer Report requires acknowledgement. It has
the type Boolean, which is defined as follows: non-zero value means true, and indicates that an
acknowledgement is required; zero value means false, and indicates that no acknowledgement
is required.

RBE

This pttribute indicates how much of the data is reported in the Transfer Se defined)hy the
Report By Exception mechanism. It has the type Boolean, which is defined(as foI \ -zero
valugl means true, and indicates that only changed object values s - in the
Trangfer Report; zero value means false, and indicates that all of the bll be

inclugled in the Transfer Report.

All Clhanges Reported

This pttribute indicates how many value changes may be when
RBE lows:
non-z uded
in the value
chan

6.9.2

The Ti

Modql:

Attribu
Attribute:
Attribute:
Attribute/

3| ED, DISABLED)
Control Specification

See B.9°
Spec|fi

of the Association ldentifier, Status, and List of Access Cpntrol

Trang
This ptiribute uniquely identifies the MMS Named Variable for the Transfer Set object fgr this
Time| Series. The MMS Named Variable identified by this attribute must be of| type
TSTransferSet, defined in clause 8.

Data Value Name

This attribute identifies a Data Value object whose time series values are being requested by
the client. It shall be represented by the DataValueName component of the MMS Named
Variable. It has the type MMS ObjectName.

Begin Time
This attribute specifies the time to start collecting data values in the time series for a Data

Value object. It shall be represented by the BeginTime component of the MMS Named
Variable. It has the type GMTBasedS.
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End Time

This attribute specifies the time to stop collecting data values in the time series for a Data
Value object. When this time occurs, the TASE.2 server shall generate the Transfer Report and
send it to the TASE.2 client. It shall be represented by the EndTime component of the MMS
Named Variable. It has the type GMTBasedS.

Sampling Interval

This attribute specifies the time interval between collecting data values in the time series for a
Data Value object. It shall be represented by the Samplinginterval component of the MMS
Named Variable. It has the type TimelntervalL32.

Reporting Interval
This |attribute specifies the time interval between information report gene
represented by the Reportinglnterval component of the MMS Named Varig
Time|ntervallL32.

ion. It sh;lall be
type

TSTransmissionPars

This attribute includes all values required to fully specify when ahd he § is to
send| the time series data of the Data Value object. It & sented veral
components of the MMS Named Variable. These comporents a ibed in 6.9.2.1] See
5.2.9|2.1 for the definition of this attribute.

6.9.2(1 TSTransmissionPars Object Model
The TSTransmissionPars object mod

Moddl: TSTransmissionPars
Attribute: TSConditions Requ
Attribute: Block Data
The TSTransmissionPars MMS
Namgd Variable repre

TSCdnditions Request
This |attribute giwe
5.2.9|2.2 for the defi

hich the Transfer Report shall be made] See
. This attribute has the type TSConditions.

BlocK Data
See $.2.9.1.

6.9.3| 1 sfe ransfer Set Object Model Mapping

The Transfer/AG¢couni\Transfer Set object model is defined as follows:

Moddl: / Transfer Account Transfer Set

Key Attribute: Transfer Set Name

Attribute: TATransmissionPars

Attribute: Association Identifier

Attribute: Status (ENABLED, DISABLED)
Attribute: List of Access Control Specification

See 6.9.1 for the mapping of the Association ldentifier, Status, and List of Access Control
Specification attributes.

Transfer Set Name

This attribute uniquely identifies the MMS Named Variable for the Transfer Set object for this
Transfer Account. The MMS Named Variable identified by this attribute must be of type
TATransferSet, defined in clause 8.
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TATransmissionPars

This attribute includes all values required to fully specify when and how the TASE.2 server is to
send all of the data in all of the Transfer Accounts. See 6.9.3.1 for the mapping of this attribute.

6.9.3.1 TATransmissionPars Object Model Mapping
The TATransmissionPars object model is defined as follows:

Model: TATransmissionPars
Attribute: TAConditions Requested
Attribute: Block Data

The TATransmissionPars object model is mapped to the appropriate compe
Named Variable representing the TATransferSet as defined in clause 8.

rents of the |MMS

TACanditions Requested
This |attribute gives the conditions under which the Transfer Re
5.2.9]3.2 for the definition of the conditions. This attribute has the™ty

See

BlocK Data
See $.2.9.1.1 and 6.9.1.1 for the mapping of this attribute.

6.9.4| Information Message Transfer Set Object
The Information Message Transfer Set okj

Modqgl: Information Message Transfer &
Key Attribute: Transfer Set Nape

See 6.9.1 for the mapping of\the A iafi ifi i ifigation
attribptes.

Trangfer Set Narne

This pttribute unique
Information Message»
Boolgan.

r this
type

Status
This |atiribute \shall\ be ‘i iti itori idn be

; ‘ y the
MMS Var|ab Transfer Set Name of type Boolean, deflned as follows: A norj-zero
valuel means E , and is mapped to true; a zero value means DISABLED, and is mgpped
to falge.

6.10 —NextTransfer Set ObjectModetMapping
The Next Transfer Set object model is defined as follows:

Model: Next Transfer Set
Key Attribute: Next Transfer Set Name

There are two Next Transfer Set objects for every TASE.2 Domain. They use
"Next_DSTransfer_Set" and "Next_TSTransfer_Set" for the MMS Item Identifiers in their MMS
Object Names. These objects shall be represented as MMS Named Variables with the type of
MMS ObjectName. They shall have a Domain-specific scope that corresponds to the MMS
Domain defined for the TASE.2 client control centre that has been identified in the Bilateral
Table. The Next Transfer Set Name attribute shall be represented by the MMS Variable Name
attribute. See clause 8 for more details.
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Transfer Set Name Object Model Mapping

The Transfer Set Name object model is defined as follows:

Model: Transfer Set Name

Key Attribute: Name

02(E)

These objects shall be represented as MMS Named Variables with the type of MMS
ObjectName. They shall have a Domain-specific scope that corresponds to the MMS Domain
defined for the TASE.2 client control centre that has been identified in the Bilateral Table.
These objects are undefined except when the TASE.2 server is constructing a Transfer Report.

The Name-attribute shall be rnprncnnfnr’l hy the MMS \ariable Name -attribute and-shall he the

one &
detai

6.12

ssociated with the Transfer Set indicated in the Transfer Report. Se use 8 for
S.

Conditions Object Model Mapping

Therg are three Conditions object models:

Modse

Mods

Mods

Thes

I: DSConditions
Key Attribute: DSConditions

I: TSConditions
Key Attribute: TSConditions

I: TAConditions
Key Attribute: TAConditions

specific scope that corresponds to the M

centr
repre

The
DSCq
the t

6.13

The k

Mods

This
have
client

bbjectsshall beepresented as an MMS Named Variable with the type of Integer16. It
a Daomain-specific scope that corresponds to the MMS Domain defined for the TA
control centre that has been identified in the Bilateral Table.

nditions. The\J SConditioy ' pe represented as an MMS Named Variablg with
pe TSConditiohs. TYACOoRditiopns™bject shall be represented as an MMS N
typ )

Variaple with the

more

main-
bntrol
bll be

type

amed

shall
SE.2

6.14

Transfer Set Time Stamp Object Model Mapping

The Transfer Set Time Stamp object model is defined as follows:

Model: Transfer Set Time Stamp

Key Attribute: Transfer Set Time Stamp

This object shall be represented as an MMS Named Variable with the Type Description of
GMTBasedS. It shall have a Domain-specific scope that corresponds to the MMS Domain
defined for the TASE.2 client control centre that has been identified in the Bilateral Table.
The value of these objects is undefined except when the TASE.2 server is constructing a
Transfer Report.
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6.15

Device Object Model Mapping

The Device object model is defined as follows:

Model: Device

Key Attribute: Device Name
Attribute: ControlPoint
Attribute: List of Access Control Specification

These objects shall be represented as MMS Named Variables with a Type Description of one
of the types defmed for ControIPomt objects found |n IEC 60870 6 802 and optlonally the

Chec

ide Name

t maps as follows:

Device Name attribute shall be represented as the MMS X
Specific or Domain-Specific.

olPoint

The 1

Devid

the V}

6.16

The R

Modqgl:

Program{?
Program object n

etable (TRUE, FALSE)
: (TRUE, FALSE)
AttributesMopnitor (TRUE, FALSE)
Constraint: Monitor = TRUE

Attribute: Event Condition Reference

¢. If the scope is Domam specmc then |t shall correspond to the MM Domain defing
ASE.2 client control centre that has been identified in the Bilatera

pecific

pither

D870-

ionally

SBO
gable

t with

AttFlb”te E“ent Enrn”mnrH' annrnnr\a

Attribute: Execution Argument
Attribute: List of Access Control Specification

Program objects shall be represented as MMS Program Invocations. They shall have a VMD-
specific scope. Each Program object attribute maps to a MMS Program Invocation with the

identi

cal name, with the exception of the List of Access Control Specification.

List of Access Control Specification

Ther

epresentation of List of Access Control Specification is a local matter.
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6.17 Event Enrolilment Object Model Mapping

The Event Enroliment object model is defined as follows:

Model: Event Enrollment
Key Attribute: Event Enrollment Name
Attribute: MMS Deletable (TRUE, FALSE)
Attribute: Enrollment Class (NOTIFICATION)
Attribute: Event Condition Reference
Attribute: Event Condition Transitions (IDLE-TO-ACTIVE only)
Attribute: Application Association Local Tag

Attribute—Netifieattontost{FRUEFALSES
Attribute: Duration (CURRENT, PERMANENT)
Attribute: Client Application

Attribute: Alarm Acknowledgement (NONE only)
Attribute: State (DISABLED, IDLE, ACTIVE only)

Attribute: List of Access Control Specification

Event Enrollment objects shall be mapped onto MMS Event
or Ddmain-specific scope. The MMS Event Enrollment objegt a
types| and/or restrictions:

Event Enrollment Name
MMS Deletable

Enrollment Class

Event Condition Reference
Event Condition Transitions
Application Association Local

ION only
O-ACTIVE only
TRUE or FALSE

not supported
not supported

Notification Lost

Duration

Client Applicati
i} the Association object

Addition gtaj not supported

NONE only

not supported

not supported

The representation of List of Access Control Specification is a local matter.

6.18 | Event Condition Object Model Mapping

e predefined names i

the Association Identifier
for the Association object

CURRENT or PERMANENT
Application Reference in

DISABLED, IDLE, ACTIVE onl

ecific
bwing

n 8.5

The Event Condition object model is defined as follows:

Model: Event Condition Object
Key Attribute: Event Condition Name
Attribute: MMS Deletable (FALSE only)
Attribute: Event Condition Class (MONITORED only)
Attribute: State (DISABLED, IDLE, ACTIVE)
Attribute: Priority
Attribute: Severity
Attribute: List of Event Enroliment Reference
Attribute: Alarm Summary Reports (FALSE only)
Attribute: Enabled (TRUE, FALSE)
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Event Condition objects shall be mapped onto MMS Event Condition objects of scope
VMD-specific. Each MMS Event Condition object shall have the following attribute settings:

Event Condition Name one of the predefined names in 8.5

MMS Deletable FALSE

Event Condition Class MONITORED

State DISABLED, IDLE, or ACTIVE
Priority 0

Severity 0

Additional Detail

List Of Event Enrollment Reference
Enabled

Alarm Summary Reports

Monitored Variable Reference
Evaluation Interval

Time Of Last Transition To ACTIVE
Time Of Last Transition To IDLE

not supported
List of Association Identifiers
TRUE or FALSE

FALSE only
not supported
not supported
not supported
not supported

reate

SE.2

) "<@levice_name>_time":
) "<dlevice_name>_fail":
c) "<device_name>_res

"<glevice_name>_s

This required to implement the TASE.2 services (operations

and actions) 0 S otocol. These algorithms include the manipulation of TASE.2
objeg ! shall
be inforder c e VCC. TASE.2 requires no additional parameters or other changes

to thg

Figur v
the ¢thets) within this clause follow a common convention for describing the TASE.2
components. Objects are represented by ovals; TASE.2 internal logical component
enclo Tt j . jects,
which might possibly be on other systems within the control centre. Labels or elements below
the rectangle represent MMS services offered by the MMS service provider. Solid lines
represent data or control flow, while dashed lines represent flows taken only under exceptional
conditions. For example, each of the TASE.2 server components implementing operations on
particular object classes interact with the local MMS by issuing MMS service requests and
receiving MMS service indications. These components access control centre objects after first
verifying the access control permissions agreed to between the control centres.
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Control Centre Objects

) Operator Event Enroliments
Data Values Accounts Devices Stations Programs Event Conditions

A A A A A A

I

S R I
Control Centre Interaction
Access Control
0 \ v v (\
N
Assdciation Data Data Set Accounts Device Operator rogr: vent
Cantrol Value and Logic Logic Station gic Logic
Logic Logic Transfer Logi
Set Logic {K\
&\ .
MMS \>
\ (\ AN
Tran@é&n\t@E.imienk N )\/
\/ IEC 874/02
&r ercomponents
The TASE.2 server co S e 9 entre Interaction and Access Control sypport
all ofl the other EX . are not called out separately in the follpwing
clauses. The s r somponents are described within the operation
definjtions of each of'the otf
71
Each and actions are described in detail below, first from the pqint of
view L role, then from the point of view of the TASE.2 server role| The
relati /2 server components and both MMS Services and control dentre
objec Prewn in figures throughout this subclause.
Each| of the TASE.2 service definitions includes server requirements for checking ag¢cess

contrph.“Fhese checks are used to verify that each TASE.2 operation is consistent with the
Bilateral Agreement which is in effect between the TASE.2 client and TASE.2 server. In
addition to the access control error handling and reporting described for each service, the
TASE.2 server may signal each access control violation by invoking a MMS Event Notification
service request with the event condition name "Access_violation". This is optional.

Many of the TASE.2 operations use the MMS Read and Write services. These services have
the ability to read or write, respectively, to one or more MMS variables at a time. A positive
MMS Read or Write service response is sent back to the client from the server if the MMS
service request was acceptable to the VMD, and additionally:

a) if itis an MMS Read service request, the VMD attempted to determine the value of each of
the MMS variables in the request; or

b) if itis an MMS Write service request, the VMD attempted to replace the value of each of the
specified MMS variables with the value supplied in the request.
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Because of this, a positive MMS service response could be sent back from the server but
indicate a failure on reading or writing to any or all of the MMS variables. This is true even
when only one MMS variable is indicated in the MMS Read or Write service request.

7.1.1 Association Management Mapping to MMS

TASE.2 association management includes three operations: Associate, Conclude, and Abort.
The Associate operation maps onto the MMS Initiate service. The Conclude operation and
action maps onto the MMS Conclude service. The Abort operation and action is mapped onto
the MMS Abort service. Figure 8 shows the relationships between the TASE.2 server
components and the MMS services used to implement association management. The Validate
Assoeiatior—Fermirate—Assoctation—and—Abert—Asseciation—actons—may—hret—alweays be

performed by MMS.

A\ (O

Validate Terminate t
Association Association Association
% MMS MUS

Conc Abort AHort

MMS MMS
nitiate Initiate
Indication Response esponse Request Indidation

IEC 875/02

71111 Asso'@te C
The Associate opefat

SE.2
fwork

priority and prote : role,
one If the instantes \sha i ment
betwgen the<{cont

If a neq ) bntrol
centrg where tiator
with {he peer,_tF ¢ TASE.2 implementation shall refuse the association request. An|MMS
Initiale-ErrorPDU shdll be sent with an error class of INITIATE and an error code of OTHER.

7.1.1:44 CtientRote

The TASE.2 client shall request establishment of associations for each of the QOS values
required to implement the QOS as agreed to in the Bilateral Agreement. When a TASE.2 client
requests any TASE.2 service other than association management services, the client shall
choose an association with QOS yielding priority and security attributes matching the highest
priority and highest security control centre object referenced in the request.

The TASE.2 client shall attempt to initiate all required associations (one for each QOS to be
used) as soon as it is fully operational. In the event of any failure to associate, the client shall
try to re-establish the association.

The TASE.2 client requests an association using the MMS Initiate service. It shall specify the
following MMS arguments to the service:
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Local Detail Calling — Max. message size (see text below)
Proposed Max. Serv Outstanding Calling — Local issue
Proposed Max. Serv Outstanding Called — Local issue

Proposed Data Structure Nesting level

Init R

Local issue, > 1

equest Detail — See text below

The Local Detail Calling argument shall conform to the maximum message size stated in the
NIST specification. The arguments Init Request Detail and Init Response Detail are used to
negotiate:

a) theversion number of MMS 10 USE,

The

may
recei

If the|

clien

Varia
whicH
checl

The

correp
MMS

in thi positive service response of the server described

e MMS Conformance Building Blocks;

e MMS services supported for use within the association.

shall then use the MMS Read service reque
les "Bilateral_Table_ID", "TASE:
these variables are read and W

at a
client
on is

cified
SE.2
bmed
er in
bwing

riable
e two

isgue a
lil the

conflilct is resolved. Ift ese y mthe TASE.2 client shall compare the value of
the "TASE.2_Vergtan i TASE.2 server with its TASE.2 Version ideftifier
estaflished in t 8 the value does not match with the value pf its
TASHE.2 Version D ! S t shall issue a MMS Conclude service indicatioh and
perform no further\M itra icé requests until the conflict is resolved. The TASE.2
clienf shall not ifetime of this association, attempt to use any TASE.2 opefation
whichl is not eturned value of the TASE.2 server's "Supported Feafures
variable.

If thg response\indication\is negative, the TASE.2 client shall attempt to establish arother
asso¢iation after™some pefiod of time

7.1.11.2 ServerRole

Upon| receiving a MMS Initiate service indication, the TASE.2 server shall validat¢ the

association by checking that a Bilateral Agreement exists between its calling and called control
centre. If data exchange is to occur, then the server shall execute the general access control
mechanism as defined previously in this standard. If the Initiate service indication is valid, the
server shall accept the association by issuing a positive MMS Initiate service response with the
following MMS arguments:


https://iecnorm.com/api/?name=58a515624c401646a2fbea4fab2b6ccd

60870-6-503 © IEC:2002(E) - 69—

Local Detail Calling — Max. message size (see client text above)
Negotiated Max. Serv Outstanding Calling — Local issue

Negotiated Max. Serv Outstanding Called — Local issue

Negotiated Data Structure Nesting level — Local issue, > 1

Init Response Detail — See client text above

If the Initiate service indication is not valid, the server shall decline the association by issuing a
negative MMS Initiate response.

The server shall also support a number of MMS Event Condition objects which are associated
with TASE.2 events. These objects are defined in 8.5.

7.1.1|2 Conclude Operation and Action Mapping

When a TASE.2 instance (in the client or server role) is shutting dow Qnfi * the
TASH.2 instance may terminate its associations with remote TASEXR i is by
issuing a MMS Conclude service request. Termination is consid ion, and

so the state of any outstanding requests or actions shall bec«onsi

7.1.1{2.1 Client Role

Upon| receiving an MMS Conclude serwce ind i e 2 client shall respond by
issuing a positive MMS Conclude ser Se. A i igh the
assogiation.

7.1.1]2.2 Server Role

Upon| receiving a MMS Coric gerwvice\i ASE.2 server shall respond by isjsuing
a positive MMS Conclu Vi 3 . AW outstanding TASE.2 operations peing

perfofmed for this asso his includes:
a) Transfer Set objects: 3 se monltorlng all transfer condltlons All active
Transfer Set apjé 3 S i Al be

rg

ehalf
pf the

service request. Upon receiving an MMS Abort service indication, the MMS association is
considered terminated.

7.1.1.3.1 Client Role

Upon receiving an MMS Abort service indication, the TASE.2 client shall consider all out-
standing requests to be in an indeterminate state. The TASE.2 client shall attempt to re-establish
the association.
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7.1.1.3.2 Server Role

Upon receiving an MMS Abort service indication, the TASE.2 server shall terminate all
outstanding TASE.2 operations on behalf of the aborting client. It shall perform all of the
functions described for the Conclude operation as well. See 7.1.1.2.2 for details.

7.1.2 Data Value Operations Mapping to MMS

The operations specified for the Data Value object model shall be mapped onto services for
MMS Named Variables as specified below. The service definitions of ISO 9506-1 are not
modlfled except where specmed below. For each of the serwce def|n|t|ons the Visibility access
permis If an
|mplementat|on checks the V|S|b|||ty access permission and the service fa|I 3 consequence,
then the error code OBJECT-NON-EXISTENT with error class ACCESS s ;

Control Centre
Obj

jects

Get Data Value

i

MMS Read

Indication Q

Get Data Value Typ

\ i

MMS GetNamelList MMS GetVariablg-
Indication AccessAttribute:
Indication

IEQ 876/02

Figur
servi¢

MMS

7.1.2

The (Get, Data Value operation shall be mapped onto the MMS Read Service for a Named
Variaple The service procedure shall be modified to utilize the Access Control Specification. If
the Get Data Value access permission is not defined for the TASE.2 user in the List of Access
Control Specification, then the failure is signalled in the response.

7.1.21.1 Client Role

The TASE.2 client may issue a MMS Read service request at any time subject to the Access
Control Specification as defined in the Bilateral Table with the following arguments:

Specification With Result — Boolean flag

Variable Access Specification — enumerated list of Variable Specification?)

1) The single Variable List Name parameter is used in the operations for Data Set objects.
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The Specification With Result argument is a Boolean flag used to inform the server whether or
not to include the identifier(s) of the requested object(s) in the result.

The Variable Access Specification shall include the MMS Kind of Access parameter. It
specifies whether the access shall be an enumerated list of Variable Specification (i.e. a List of
Variable), or a single Variable List Name. For the Get Data Value operation, this parameter
shall be an enumerated list of Variable Specification and not a single Variable List Name. It
shall only specify objects within the VCC that permit read access according to the Bilateral
Table.

7.1.2.1.2 Server Role

Upon| receiving a valid MMS Read service indication for a Data Value obj he server|shall
check for the existence of the Data Value object and check the Acces S i¢ation
accolding to the Bilateral Table. If the server detects an error in eitR® . 3 5, the
servgr shall respond with a positive MMS Read service respons I 8.\CO hding
access result parameter of FAILURE with the error code as follows_ i exist,
the drror code shall be OBJECT-NON-EXISTENT; if there is @ bntrol
permj|ssions, the error code shall be OBJECT-ACCESS-DE

ct,

If no| error exists, the server shall respond with a positi
including the data requested.

Figure 10 shows the sequence of the
assog¢iated MMS requests, indications,

Client
T~
GetData _ | T M T
Value A >N  Re A
S quest. — é v S
E Read —— E
< equest > EZ?cdation ;
\ P 2
> :
N 0
\Y \Y Read
< 4 MMS | [~ Response
g\ D| —— Read D
x Rea E Response E
alue Canfirm R R
Retutned \

EC 877/02

Figure 10 — Sequence of Get Data Value

7.1.2.2 Set Data Value Operation Mapping

The Set Data Value operation shall be mapped onto the MMS Write Service for a Named
Variable. The service procedure shall be modified to utilize the Access Control Specification. If
the Set Data Value access permission is not defined for the TASE.2 user in the List of Access
Control Specification, then the failure is signalled in the response.

7.1.2.21 Client Role

The TASE.2 client may issue a MMS Write service request at any time subject to the Access
Control Specification as defined in the Bilateral Table with the following arguments:

Variable Access Specification — enumerated list of Variable Specification
List of Data
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The Variable Access Specification shall include the MMS Kind of Access parameter. It specifies
whether the access shall be an enumerated list of Variable Specification (i.e. a List of Variable),
or a single Variable List Name. For the Set Data Value operation, this parameter shall be an
enumerated list of Variable Specification and not a single Variable List Name. It shall only specify
objects within the VCC that permit write access according to the Bilateral Table.

The List of Data shall specify the values to be written to the variables specified in the Variable
Access Specification, and shall be placed in this list in the order of the variables specified in
the Variable Access Specification.

acces
eithef case, the error class shall be access.

If no |error exists, the server shall attempt to write the val
and nespond with a positive MMS Write service 8
SUCCESS. If it is not successful, it shal

with the corresponding DataAccess errQr code i ULT,
TYPH ; ;

7.1.2

The ¢ ce of
the a

7.1.2

The T
Acces$

g a MMS GetNamelList service request subject fo the
the Bilateral Table with the following arguments:

Exter — Named Variables
Obje

Conti

— scope of variables of interest
— optional character string
The ¢lient uses ervice to retrieve the names of all of the objects of the Extended [lass

within the~specified~Object Scope. If the Continue After argument is used, only the npmes
occufring alphabetically following the character string shall be returned.

7.1.2.3.2 Server Role

Upon receiving a valid MMS GetNamelList service indication, the server shall issue a positive
MMS GetNamelList response with the following arguments:

List Of Identifier — List of Named Variables in the specified scope
More Follows — Boolean, true implies that the list was too long
If the More Follows argument is true, the client shall perform subsequent MMS GetNamelList
service requests, each using the last item in the previously returned List Of Identifiers as the

Continue After character string until a response is received with the More Follows argument set
to false.


https://iecnorm.com/api/?name=58a515624c401646a2fbea4fab2b6ccd

60870

-6-503 © IEC:2002(E) —73-

71.2.4 Get Data Value Type Operation Mapping

The Get Date Value Type operation shall be mapped onto the MMS GetVariableAccess
Attributes service.

7.1.2.41 Client Role

The TASE.2 client may at any time issue an MMS GetVariableAccessAttributes service request
subject to the Access Control Specification as defined in the Bilateral Agreement with the

following arguments:
Kind pf-vartable = NAMED (no Data Value objects are UNNAMED)
Name — the name of the Data Value obje

The gl

7.1.2|4.2 Server Role

Upon

for the existence of the Data Value object and check the

to the

respgnd with a negative MMS GetVariableAccessAttribute
as follows: if the object does not exist, the error cocle ‘
is an lerror in the access control permissi
For ejther case, the error class shall b&ACC

If no error exists, the server shall issu
with the following arguments:

MMS|Deletable

Type Specificati@

receiving an MMS GetVariableAccessAttributes servig

check
rding
shall
code
there
NIED.

onse

Value
MMS

Value

7.1.3

The pperatiohs~specifi vices
for Named i | kcept
wherg i 5sion
shalllapphy. ecks
the Visibility pefmission and the service fails as a consequence, then the |error

code|OBJECT- XISTENT with error class ACCESS shall be returned.

Figuresn 4t shows the relationships between the TASE.2 server components and the

serviCes Used to imptement the Data Set operations.

MMS
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/ Get Data Get Data

Get Data Get Data

uledle D

Data Set Data Set Values Values Names

A A A A
MMS MMS MMS MMS
DefineNamed- DeleteNamed- Read Write
VariableList VariableList Indication Indication
Indication Indication

7.1.3[1

The (
The
Creaf

error

7.1.3(1.1

The T
MMS
defin

TASE.2 clie
DefineNamed

Varia

List o

ollowing arguments:

IEC 878/02

efineNamedVariableList sefvice.
f the
cess
D and

ing a
DN as

— the Domain-specific Variable List Name, of| type
ObjectName (from ISO 9506), that will identify the
Data Set object which the client requests fo be
created.

—a list of MMS Variable Specifications which re-
present and specify all of the attributes for a specific
Data Set object. This includes the Variable Spegifica-
tions of the Data Value objects, as well as (pptio-

The Variable List Name of the Data Set
version number to guarantee uniqueness.

matty)y—any of thefottowing—"“Transfer—_Set_Name",
"DSConditions_Detected", "Event Code_ Detected",
and "Transfer_Set_Time_Stamp".

shall be unique. It is recommended that it include a
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7.1.3.1.2 Server Role

Upon receiving an MMS DefineNamedVariableList service indication, the server shall:

a) check the Access Control Specification according to the Bilateral Table, including that

the Client has at least Read access to all of the objects in the List of Variables;
check the uniqueness of the Variable List Name argument;
check for the existence of all of the objects in the List of Variables;

)
)

d) check to ensure that the scope of the Variable List Name is ICC-specific;
)

checks above:

a rorClass ACCESS, a code of OBJECT-ACCESS-DENIED;
b rorClass DEFINITION, code OBJECT-EXISTS;
rorClass DEFINITION, code OBJECT-UNDEFINED:;

Report.

6 specify the MMS Named Variable i
ation Report that will contain the name ¢f the
afisfer Set object that generated the Trg

— Used to specify the MMS Named Variable i
Information Report that will contain the DSCond
Detected object specifying conditions that be|
true, triggering the generation of the Transfer Re

— Used to specify the MMS Named Variable i
Information Report that will contain the Event
Detected object specifying other external

condition that became true, triggering the gene

hmed
hding

these
nsfer

h the

nsfer

h the
itions
came
port.

h the
Code
event
ration

£al T £ [ 4
Ur e 11rarrsicr epurt.

"Transfer_Set_Time_Stamp — Used to specify the MMS Named Variable in the
Information Report that will contain the Transfer Set
Time Stamp object value that contains the time the

Transfer Report was generated.

Figure 12 shows the sequence of the Create Data Set operation, together with the MMS
services and their associated requests, indications, responses and confirmations for this

operation.
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VariableList <—| ™ VariableList
Confirmation Response <
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EC 879/02
reate Data/Set
7.1.3|2
The Pelete Data Set op ped onto the MMS DeleteNamedVariabjeList
servige. The service proc tilize the Access Control Specification. If
the Delete Data Set access p d for the TASE.2 user in the List of Agcess

Contt
error

ol Specification, 1

class ACC@

7.1.3 i
The
issuir
Speciffi
Scop
List 0

Domerin Name

D and

er by
bntrol

— SPECIFIC

— list of one or more Variable List Names speg
the Data Set objects to be deleted

— not used

ifying

7.1.3.2.2 Server Role

Upon receiving a MMS DeleteNamedVariableList service indication, the server shall perform
the following checks for each Variable List Name in the request:

check the existence of the

check the Access Control
object;

Set Name attribute;

Data Set object;
Specification according to the Bilateral Table for the Data Set

check for an active Data Set Transfer Set which references the Data Set object in its Data

check to ensure that the scope of the Data Set object is ICC-specific.
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If the server detects an error on any of these checks, the server shall not delete the failing
Data Set object and shall respond with a negative MMS DeleteNamedVariableList service
response. The response shall include a code from the following list, corresponding to the

checks above:

O T QO

)
)
)
)

o

errorClass DEFINITION, code OBJECT-UNDEFINED
errorClass ACCESS, code OBJECT-ACCESS-DENIED
errorClass ACCESS, code OBJECT-ACCESS_UNSUPPORTED
errorClass DEFINITION, code OBJECT-ATTRIBUTE-INCONSISTENT

If no[€rfror exists, the server shall respond with a positive MMS DeleteNamedvariaplelList
servi¢e response after deleting each of the Data Set objects.

Figurp 13 shows the sequence of the TASE.2 and MMS services and

N -

NS

Client
Delete T M
Data Set |
A $DefineNalmed- M
S . . S
E VariableList
Request 4

7.1.3|3 Get)Data

VaxableList
sponse

Indication

DeleteNamed-
VariableList
Response

igure 13 — Sequence of Delete Data Set

t Element Values Operation Mapping

EC 880/02

The Get Data Set Element Values operation shall be mapped onto the MMS Read Service for a
Namgd\Variable List. The service procedure shall be modified to utilize the Access C

bntrol

Specification. If the Get Data Set Element Values access permission is not defined for the
TASE.2 user in the List of Access Control Specification, then the service shall fail with the error
code OBJECT-ACCESS-DENIED and error class ACCESS.

7.1.3.3.1 Client Role

The TASE.2 client may issue a MMS Read service request at any time subject to the Access
Control Specification as defined in the Bilateral Table with the following arguments:

Specification With Result
Variable Access Specification — Variable List Name1)

1) The enumerated list of Variable Specification parameter is used in operations for Data Value objects.
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The Specification With Result argument is a Boolean flag used to inform the server whether or
not to include the identifier(s) of the requested object(s) in the result.

The Variable Access Specification shall include the MMS Kind of Access parameter. It
specifies whether the access shall be an enumerated list of Variable Specification (i.e. a List of
Variable), or a single Variable List Name. For the Get Data Set Element Values operation, this
parameter shall be a Variable List Name and not an enumerated list of Variable Specification. It
shall only specify objects within the VCC that permit read access according to the Bilateral
Table.

7.1.33.2 Server Role

Upon| receiving an MMS Read service indication for an MMS Named Variaple List repres¢nting
a Data Set, the server shall check for the existence of the Data Set objee the
Accegs Control Specification according to the Bilateral Table. If the ts‘amerior on
eithel of these checks, the server shall respond with a positive MMS > vice response
with fhe error code as follows: if the object does not exist, th K BJECT-

NON1EXISTENT; if there is an error in the access control perm : bl be

OBJHCT-ACCESS-DENIED. For either case, the error class/sF ! :

If nolerror exists, the server shall respond with a poSitive : The

positive MMS Read service response shall contain @n & oy’each member of the

Data|Set. The following checks are performed when

consfructing the access result:

a) if fhe Access Control Specification at Read
a¢cess to the Data Value object, Error
OBJECT-ACCESS-DENIED;

b) if [the member e(%ran er Set Objects (Transfer_Set Name,
DS Conditions_Detected ent_Code\Detectet),” and Transfer_Set Time_Stamp), | then
rgturn access resul rrof OBJECT-ACCESS-DENIED.

In all other ca f the

corregponding Dats

7.1.3

The $ , St for a

Named Variakle List\TH bntrol

Specffi { the r the

TASH error

code

7.1.3/4A4 Client Role

The TASE.2 client may issue a MMS Write service request at any time subject to the Access

Control Specification as defined in the Bilateral Table with the following arguments:

Variable Access Specification — Variable List Name
List of Data

The Variable Access Specification shall include the MMS Kind of Access parameter. It
specifies whether the access shall be an enumerated list of Variable Specification (i.e. a List of
Variable), or a single Variable List Name. For the Set Data Set Element Values operation, this
parameter shall be a Variable List Name and not an enumerated list of Variable Specification. It
shall only specify objects within the VCC that permit write access according to the Bilateral
Table.
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The List of Data shall specify the values to be written to the variables specified in the Variable
Access Specification, and shall be placed in this list in the order of the variables specified in
the Variable Access Specification.

7.1.3.4.2 Server Role

Upon receiving a MMS Write service indication for an MMS Named Variable List representing a
Data Set object, the server shall check for the existence of the Data Set object and check the
Access Control Specification according to the Bilateral Table. If the server detects an error on
either of these checks, the server shall respond with a positive MMS Write service response
with the error code as follows: if the object does not exist, the error code shall be OBJECT-
NON (B STFENT—thereis—an-—errorin-the-aceess—eontrel-permissions—the-—erroreede—shall be

OBJHCT-ACCESS-DENIED. For either case, the error class shall be ACCES3

If no|lerror exists, the server shall respond with a positive MMS Wri i The
positive MMS Write service response shall contain a response code AL ¢of the
Data| Set. The following checks are performed for each membeh of ; 36t [when

Write

a) if[the Access Control Specification according to the Bila
S Error

a¢cess to the Data Value object, then return respo
OBJECT-ACCESS-DENIED;

b) if| the member is one of the Special (Transfer_Set_Name,
DBSConditions_Detected, Event Cogde Det , Set_Time_Stamp), | then
rgturn response code FAILURE, D CCESS-DENIED.

In alllother cases, the response code shs and the value from the List of

Data |shall be written to the corresponding Data

7.1.3|5 Get Data Set

The Get Data Set Na

apped to the MMS GetNamelist Servige for
the appropriate,scope. The service procedure shall be modified

MMS|Named Varjable
to utilize the Ace 4 pecificatian. e Get Data Set Names access permission |s not
defingd for the TAS e List ofy Access Control Specification, then the service| shall

fail wjth error code OB ‘ 3S<DENIED and error class ACCESS.

7.1.3{5.1

The TASEX any’time issue a MMS GetNamelList service request subject fo the
Acce$s Caqntro ification as defined in the Bilateral Table with the following argumentsg:
Extenided Obijed: S — Named Variable Lists

Obje¢t Scope — VCC-specific (VMD-specific) or ICC-specifi
(Domain-specific)

(9]

Continue After — optional character string
The client uses this service to retrieve the names of all of the objects of the Extended Class

within the specified Object Scope. If the Continue After argument is used, only the names
occurring alphabetically following the character string shall be returned.

7.1.3.5.2 Server Role

Upon receiving a valid MMS GetNamelList service indication, the server shall issue a positive
MMS GetNamelList response with the following arguments:

List Of Identifier — List of Named Variable Lists in the requested scope
More Follows — Boolean, true implies that the list was too long
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If the More Follows argument is true, the client shall perform subsequent MMS GetNamelList
service requests, each using the last item in the previously returned List Of Identifiers as the
Continue After character string, until a response is received with the More Follows argument
set to false.

7.1.3.6 Get Data Set Element Names Operation Mapping

The Get Data Set Element Names operation shall be mapped onto the MMS
GetNamedVariableListAttributes service. The service procedure shall be modified to utilize the
Access Control Specification. If the Get Data Set Element Names access permission is not
defined for the TASE.2 user in the List of Access Control Specification, then the service shall
fail wjth error code OBJECT-ACCESS-DENIED and error class ACCESS.

7.1.3/6.1 Client Role
The [TASE.2 client may at any time issue a MMS GetNamedVa 'ab i grvice
requgst subject to the Access Control Specification defined in i a - ith the
following arguments:

Variaple List Name riable

The rlient shall use this service to retrieve the Data Value objects
refer¢gnced in the Data Set object specifj ;

7.1.3|6.2 Server Role

Upon| receiving an MMS GetNamedVariableLi k S i indication, shall
check for the existence ofithe Data 5 G < ifigation
accoiding to the Bilatera . < erde [ 5, the
servgr shall respond : M S i onse

with fhe error code as o if the abj ot exist, the error code shall be OBJECT-
NON1EXISTENT; j are i S in il b1l be
OBJHBCT-ACCE

If no error exists, » i iti i i iputes
servige response

MMS|Deletak — Boolean indicating whether or not the Npmed
Variable List specified is deletable using| the
DeleteNamedVariableList service

List of Variabje — List Of Variable attribute of the referenced Named

Variable List

7.1.4| <Transfer Set Operations and Actions Mapping to MMS

Four operations, Start Transfer, Stop Transfer, Get Next DSTransfer Set Value, and Get Next
TSTransfer Set Value, and two server actions, Condition Monitoring and Transfer Report, are
defined for Transfer Sets. The operations are mapped onto the MMS services for Named
Variable Lists. The Transfer Report is mapped onto the MMS service for Information Reports.
Condition monitoring is not mapped to any MMS service. The service definitions of ISO 9506-1
are not modified except where specified below. For each of the service definitions, the Visibility
access permission shall apply. Enforcement of this permission is a local matter. If an
implementation checks the Visibility access permission and the service fails as a consequence,
then the error code OBJECT-NON-EXISTENT with error class ACCESS shall be returned.

Figure 14 shows the relationships between the TASE.2 server components and the MMS
services used to implement the Transfer Set operations and actions.
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/ Monitoring T
Transfer / Create

Report Data Set

Generation
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MMS MMS

nformation Event Write

Report Notification Indication

Request Indication

IEC §81/02

7.1.4{1 Start TransferOp
The PBtart Transfer operati f Aapped onhto the MMS Write service for a Npmed
Variaple. The service 3 S ified to utilize the Access Control Specificatjon. If
the Start Transf ermi or the TASE.2 user in the List of Access Cpntrol
Specffication, th error
class .
7.1.4
The . i 3 i e the Start Transfer operation in an association with an
apprapri . S Ccess
Contr ifflodti efined |n the Bilateral Table onIy if |t has received the name ¢f the
MMS r Set
Value 4, and
has 1 . The
client shall wrlte to an MMS Named Varlable WhICh has one of the four TransferSet ypes
defint ' ' ' ' ' ' sfer Set

objects included in the Bilateral Table The MMS cllent shall perform the write by issuing an
MMS Write service request with the following arguments:

Variable Access Specification — enumerated list of Variable Specification
List Of Data — attributes of the Transfer Set objects to be written

The Variable Access Specification shall include the MMS Kind of Access parameter. It
specifies whether the access shall be an enumerated list of Variable Specification (i.e. a List of
Variable), or a single Variable List Name. For the Start Transfer operation, this parameter shall
be an enumerated list of Variable Specification and not a single Variable List Name. It shall
only specify objects within the VCC that permit write access according to the Bilateral Table.
This list shall be identifiers of Transfer Set objects.
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The List of Data shall specify the values to be written to the variables specified in the Variable
Access Specification, and shall be placed in this list in the order of the variables specified in
the Variable Access Specification. The attributes are written using the MMS Named Type of
either DSTransferSet, TSTransferSet, TATransferSet or IMTransferSet, depending upon the
type of Transfer Set being used. The attributes contain one of the following sets of values.

For MMS Named Variables of DSTransferSet type:

Data Set Name — MMS Object Name of the Data Set to be reported
Transmission Parameters — structure of DSTransmissionPars object
Statup — ENABCED (T)

For MMS Named Variables of TSTransferSet type:

Data |Value — MMS Object Name of th orted
Trangmission Parameters — structure of TSTranspmi
Begin Time

End Time
Sampling Interval
Repofting Interval

Statup

The ferval

and F

For M

Trang
Statu

For M
Statu

The |MMS
DSTrpnsferSet type
Data [Set Operatioq

referenced by the Data Set Name attribute fof the
the TASE.2 server (created through the use of the Qreate

The | iabte referenced by the Data Value attribute for the TSTransferSej type
shall exist in.the XASE.2 server.

7.1.4|1.2 Server Role

On receiving a valid MMS Write service indication referencing an MMS Named Variable
representing a Transfer Set object, the server shall:

a) For MMS Named Variables of type DSTransferSet:

1) check for the existence of the Data Set object, and if it exists, check the Access Control
Specification as defined in the Bilateral Table for the Data Set object;

2) check the Access Control Specification as defined in the Bilateral Table for all of its
Data Value object elements. If the IntervalTimeOut DSCondition is included, the check
shall include the comparing of the allowed access frequency of each Data Value object
against the Interval attribute of the DSTransferSet;

3) if RBE is false, check if all of the data can fit into a single MMS PDU of the negotiated
maximum size.
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b) For MMS Named Variables of type TSTransferSet:
1) check for the existence of the Data Value object, and if it exists, check the Access

Control Specification as defined in the Bilateral Table for the Data Value object;

2) check the allowed access frequency in the Bilateral Table of each Data Value object
against the Sampling Interval attribute of the TSTransferSet;

3) check if the values for Begin Time, End Time, Sampling Interval and Reporting Interval
are greater than or equal to zero. An error condition shall occur if any of these values
are negative;

4) check if End Time is greater than or equal to Begin Time. An error condition shall occur
if this is not true.

c) Fpr MMS Named Variables of type TATransferSet, check the Access ol Specifigation
a$ defined in the Bilateral Table for all of the Transfer Account object
d) Fpr MMS Named Variables representing Information Message Trap

1] check for the existence of the Information Transfer Set objec k the
Access Control Specification as defined in the Bilatera r Set
object.

If the sitive
MMS bject
does in the
acceq is an
error|i shall
be O es of
Begirn Il be
OBJH véryeceives an MMS Write service refuest
that 4 rite
servi¢ UTE-
INCO

Ifnope

If thq , iIs the
curre bn as
possi pbe of
Trang

The |M ist referenced by the Data Set Name attribute fof the
DSTr lient's request shall exist in the TASE.2 server (created through the
use o et'operation or predefined)

The MMS-Named Vafiable referenced by the Data Value attribute for the TSTransferSet type in
the client'srequest shall exist in the TASE.2 server.

7.1.4.2 Stop Transfer Operation Mapping

The Stop Transfer operation shall be mapped onto the MMS Write service for a Named
Variable. The service procedure shall be modified to utilize the Access Control Specification. If
the Stop Transfer permission is not defined for the TASE.2 user in the List of Access Control
Specification, then the service shall signal the failure in the response.

7.1.4.

2.1 Client Role

The client writes value of DISABLED to the Status attribute of a Transfer Set object using an
MMS Write service request subject to the Access Control Specification as defined in the
Bilateral Table with the following arguments:
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Variable Access Specification — enumerated list of Variable Specification
List Of Data — DISABLED (0)

The Variable Access Specification shall include the MMS Kind of Access parameter. It
specifies whether the access shall be an enumerated list of Variable Specification (i.e. a List of
Variable), or a single Variable List Name. For the Stop Transfer operation, this parameter shall
be an enumerated list of Variable Specification and not a single Variable List Name. It shall
only specify objects within the VCC that permit write access according to the Bilateral Table.
This list shall be identifiers of Transfer Set objects.

The List of Data shall specify the values to be written to the variables specified in the Variable
Acce$s Specification, and shall be placed in this list in the order of the variables specifled in
the Mariable Access Specification. The attributes are written using the S Named\Tiype of
eithef DSTransferSet, TSTransferSet or TATransferSet, or Boolean Megsage

Trangfer Set) depending upon the type of Transfer Set being used. shall
be sqt to DISABLED (0).
The TASE.2 client shall be prepared to accept at least one m Repott from the

servgr after the MMS Write service request is issued.

7.1.4(2.2 Server Role

On rgceiving the MMS Write service indication e i i which
represents a Transfer Set object, the s > 8 r Set
objedt and check the Access Control g derver
detedts an error on either of these check c i iti Write
servige response with a negative Write s j s not
exist| the error code shall be OBJEGT-NON- i i i CCcess
contrpl permissions, the eryor code

If no|error exists, the[serve : iti itori cified
Trangfer Set object If the f Set i ue or
Get Next TSTrap 2, | o the
pool of available™

7.1.4|3

A Transfer et Si S if i i i The
Condijtion itori { . more
enabled{Tran G j . j , .2 derver
shall pegi i itori i i issiopPars

the Start Time is zero, then the TASE.2 server shall begin condition
moniforing<dimmediately. For enabled Time Series Transfer Set, Transfer Account Transfgr Set
and |nfofmation Message Transfer Set objects, the TASE.2 server shall begin condition
monifocrihg immediately upon receiving the Start Transfer request from the TASE.2 client.

The TASE.2 server shall check for an occurrence of the entire set or a subset of conditions that
correlate to the type of enabled Transfer Set objects: a subset of conditions may only be
checked if the server has not implemented all of the conformance building blocks.

For Data Set Transfer Set objects, the TASE.2 server shall check the entire set or
a subset of conditions that are defined in the DSConditions Requested attribute of the
DSTransmissionPars object.

For Time Series Transfer Set objects, the TASE.2 server shall check the entire set or a
subset of conditions that are defined in the TSConditions Requested attribute of the
TSTransmissionPars object.
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For Transfer Account Transfer Set objects, the TASE.2 shall check the entire set or a subset of
conditions that are defined in the TAConditions Requested attribute of the TATransmissionPars
object.

For Information Message Transfer Set objects, the TASE.2 server shall monitor local
conditions, subject to Bilateral Agreements.

When one or more of the specified conditions occur for an enabled Transfer Set, the TASE.2
server shall execute the Transfer Report action. The mechanism for performing condition
monitoring is a local matter.

r Set
itlon is
nsfer
data
Single

me is
begin
n the
nsfer

indication.

7.1.4|3.2 Time Series Transfer Set
The [TASE.2 server shall start condition (menitorng Time Series Transfer Set objects
immegdiately upon receiving a StartFransfergperatiomrequest from the TASE.2 client.

When the Begin Time [
TASH.2 server shall i
Valug object fro

Data|Value obj
Samgpling Interval a

Series Transfer Set object specifies past timg, the
Data
Df the
y the
h the

intery

When the B i time,
when Value
objedt sp . ferval
attribpte: i ata valupe in the time series shall be obtained by the TASE.2 server at the
Begir f SE.2

servgr when thextime yinterval specified in the Sampling Interval attribute of the Time Series
Trangfer Set object Was arrived.

A value of zero for Begin Time or End Time implies the current time. When Begin Time islzero,
the TASE.2 server shall treat it as time arrived (explained in the above paragraph). End Time
shall always be greater than or equal to Begin Time.

The TASE.2 server shall generate a report when one of the conditions occurs. When the
Reporting Interval of the Time Series Transfer Set object has arrived, as indicated by the
condition ReportintervalTimeOut occurring, the TASE.2 server shall generate a report, and
continue to collect data values until the End Time has arrived. When the End Time of the Time
Series Transfer Set object has arrived, as indicated by the condition EndTimeArrived occurring,
the TASE.2 server shall stop collecting data values and generate a report with the values that
have not been previously reported.
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The TASE.2 server shall also generate a Transfer Report containing all of the existing collected
data values if the OperatorRequest condition occurs. Once it does this, it shall continue to
collect new values for the Data Value object at the specified time intervals until the
EndTimeArrived condition has occurred. The generation and sending of a Transfer Report for
the OperatorRequest condition shall not affect the time intervals for collecting data values in
any way.

The TASE.2 server shall not report any values in any Transfer Report that have been included
in a previous Transfer Report for any condition. It is a local matter as to how the TASE.2 server
maintains the data values collected for the time series Transfer Report.

7.1.4/3.3 Transfer Account Transfer Set Condition Monitoring

The TASE.2 server shall start condition monitoring on Transfer Acco
immegdiately upon receiving a Start Transfer operation request fro
any gne or more of the conditions specified in the TAConditions ;
TATr -
shall
TASH.
the T

The \SE. :
condition monitoring on Transfer Account Transfer Set obj S i fined

in the
7.1.4
The r Set
objeg lient.
When locally defmed condition™Q curs, 2\se rt for
each
7.1.4
The T any of the four types of Transfer Sets shall be mapped

to the . The Information Report shall contain one or morg data
value i ansfer Set and the processing results of the trgnsfer
reporti
7.1.4
Whe i receives an MMS InformationReport service indication for a Datp Set
Trangfer Report client shall check that the Data Set Name is correct for the Trgnsfer

Report. Afuit' is not, it shall discard the data and send a negative acknowledgement back {o the
TASH.2Vserver. This negative acknowledgement shall be mapped onto an [MMS
InformationReport service. The information report shall contain the MMS Named Variable
called "Transfer_Report NACK". It shall use the same Data Set Transfer Set Name that was
contained in the Information Report it received from the TASE.2 server. The value of the
Domain identifier portion of the object name for Transfer_ Report NACK shall be equal to the
value of the Domain identifier of the Transfer Set Name contained in the Information Report
received by the server.

For Data Set Transfer Sets, if the Data Set name is correct for the Transfer Report, the TASE.2
client shall process the data according to the Reception Parameters as specified in the
Bilateral Agreement.
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For Data Set Transfer Sets, if the TASE.2 client had set the Critical attribute of the
DSTransmissionPars in the Transfer Set object to true when invoking the Start Transfer
operation, an acknowledgement by the TASE.2 client to the TASE.2 server of the Transfer
Report is required. The TASE.2 client shall map this acknowledgement onto a MMS Information
Report, and shall use the MMS InformationReport service. The Information Report shall contain
the MMS Named Variable called "Transfer_Report ACK". It shall use the same Transfer Set
Name that was contained in the Information Report received by the TASE.2 client from the
TASE.2 server. The value of the Domain identifier portion of the object name for
Transfer_Report ACK shall be equal to the value of the Domain identifier of the Transfer Set
Name contained in the Information Report received by the TASE.2 client from the TASE.2
server. The Information Report shall also contain the MMS Named Variable called
"Transfer_Set_Time_Stamp —withthe vatue equat to the vatue contaimed—im the mformation
Report received by the TASE.2 client from the TASE.2 server. The TASE. ent knows hich
Trangfer Reports need acknowledgement because it defined the DSTransk)

7.1.4/4.2 Server Role — Data Set Transfer Reports

Whenever a TASE.2 server performing condition monitoring & 3 it br an
enabled Transfer Set object, the server shall generate a Transfe ; E has
been|exceeded. If the TLE has been exceeded for a previou 5 shall
genefate a Transfer Report regardless of whether or notit wi

Data |Set Transfer Reports for Transfer Set obje PDU.

For Transfer Sets that have the RBE = , the
MMS|Information Report shall contai bntire
Data |Set object.

For Transfer Sets that have the RBE attrib 2 issi , MMS
Informhation Report shall &o driables representing the appropriate

membpers of the Data S if any of the Special Transfer Objects
(Transfer_Set_Name, Qnditi ent_Code Detected, and Transfer|Set_
Time| Stamp) were includedn s they will be included in the RBE report. [If the
MMS| server antigipate eport will exceed the negotiated maximum MMS|PDU
size, |then the e ; raivsferred as if RBE were false, if this resultd in a
smaller encoding. oecurs, the TASE.2 server shall still be considergd as
confdrming to RBE"

The TLE field inth imit for execution for a Data Set Transfer Report. It is thg time
within whjch the se d/generate a Transfer Report. Its purpose is to indicate fo the
server tk M ORQ-ti Data Set Transfer Report is considered valid by the TASE.2 ¢lient.
If thg TASE. erver~antjcipates that it will take longer to generate the Data Set Trgnsfer

Report than theltime
genefate one-at™all.
ignored by the server.

indicated in the TLE, it shall discard the Data Set Transfer Report, ¢r not
the TLE attribute of the DSTransmissionPars attribute is zero] it is

The server shall generate the Transfer Report by issuing a MMS InformationReport service
request with the following arguments:

If the Block Data attribute of the Transfer Set object is false:

Variable Access Specification — If the Transfer Set attribute RBE is true, then it is
the list of MMS Named Variables from the Data Set
object that have changed. Otherwise, it is the name
of the MMS Named Variable List that represents the
Data Set object.

List Of Data — If the RBE is false, it is the values of all of the MMS
Named Variables in the Data Set object. Otherwise, it
is the values of the MMS Named Variables from the
Data Set object that have changed.
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If the Block Data attribute of the Data Set Transfer Set object is true:

Variable Access Specification — A list of MMS Named Variables consisting of any of
the Special Transfer Object identifiers that appear in
the MMS Named Variable List that represents the
Data Set object, as well as the MMS Named Variable
representing the blocked data (see below).

List Of Data — A list containing the values of each of the Special
Transfer Objects that appear in the MMS Named
Variable List, plus the value of the octet-string
constructed according to the rules below.

If thel Block Data attribute is true, the data values shall be transferred as gle MMS/pctet-
strind with the following header appearing first:

Field Length (number of octets)

RBE Blocking Rule 1
RBE Blocking Rule is the rule number used in formatti e b e i ingd by:

Rule P: no RBE (RBE false in the DSTransmissio

Fpr each variable in the MMS s i¢ S bject,
append the variable value to the end of the octet- st ing b (see
IHC 60870-6-802). Values are store i

Rule [1: Offset1 (RBE true in the DSTrasm

Fopllowing the header, 8 > i MMS Named Variable List representing the
Dpta Set object thakis fo i I gport, append the relative position (1 pctet,
unsigned integer) 1N ar N Named Variable List (for the nth iderftifier,
afld n to the Octet-s¢ri by\thevalue. Both the offsets and the values shall be
ogtet aligned: f i N

Rule p: Offset2 (R nsmissionPars attribute of Transfer Set object)
Following At ach variable in the MMS Named Variable List representing the
Dpata Sef\objec tha is to included in the report, append the relative position (2 oftets,
unsignec 3 e identifier in the MMS Named Variable List (for the nth idertifier,
afdd 1 3 ing) followed by the value. Both the offsets and the values shgall be
o¢tet ali

servgr may choose to apply any one of rules 1 or 2. It is recommended that the server japply
the ryle.that yields the most compact octet-string for transmission.

If RE%E was true in~tHe DSTransmissionPars attribute of the Transfer Set object, the TASE.2

If the Critical attribute of the DSTransmissionPars attribute in the Transfer Set object is true,
the server shall expect an MMS Information Report indication as an acknowledgement from the
client. This report shall contain the Data Set Transfer Set Name and Transfer Set Time Stamp
that were sent in the MMS Information Report sent to the TASE.2 client.

If a correct acknowledgement has not been received by the TASE.2 server, or if the
TASE.2 server received an Information Report from a TASE.2 client indicating a
Transfer_Report NACK as a consequence of sending that same TASE.2 client a Transfer
Report, and if Event Conditions are implemented by the TASE.2 server, the TASE.2 server
shall trigger the MMS Event Condition named "Data_failure". Additional TASE.2 server actions,
such as notifying the operator, are local issues and outside the scope of this standard. If Event
Conditions are not supported by the TASE.2 server, the action taken when correct
acknowledgement is not received is a local matter.
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7.1.4.4.3 Server Role — Time Series Transfer Reports

Whenever a TASE.2 server performing condition monitoring detects a true condition for an

enabled Transfer Set object, the server shall generate a Transfer Report.

For Time Series Transfer Sets, the server is permitted to send an Information Report when it

anticipates the set of collected data values to be close to generating a maximum MMS

PDU.

When this occurs, the server shall set the "MaxMMSPDU" condition to be true in the
TSConditions Detected object. Once it sends this report with this condition, it shall not report

these same values again in subsequent Information Reports: it shall only report new
values in subsequent Information Reports until the EndTimeArrived condition occurs.

Series 8

The |nformation Report shall contain all of the following items for Ti
Repofts:

a) tHe MMS Named Variable representing the Transfer Set Name;
b) the MMS Named Variable representing the TSConditions detg

interval in the Time Series.

data

nsfer

time

TASE.2 server shall use the MMS Named and
por an
itions

b) all of the MM 802.
Figune 15 shows with
their i 3 i cati , responses and confirmations for the Start Trahsfer
and br all

three
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v v Indication —> g(;izlstm
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R MMS R Variable
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Variable Write  —
<CCNAME>xx < Response
Confirmation Cofdition
Occyrs
MMS_ P <
Information — Inf}grmanon
eport
- Report BN
;rans:ter < Indication
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Report
) Regdest
Information
Report <
Trgnsfer ¢ — — Indication
Report . Condition
Information | — Occilrs
Report
Request
Trgnsfer &—
Report <
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Trgnsfer N
N MMS
T  Write .
Write
\ Response >  Variable
\ <CCNAME>xx _| Erd
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<CCNAME> < |
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IEC 882/02

Figure 15 — Sequence of Transfer Set operations and actions
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7.1.4.4.5 Server Role - Information Message Transfer Reports

Whenever a TASE.2 server, performing condition monitoring, detects a true condition for an
enabled Information Message Transfer Set object, the server shall generate a Transfer Report.

The MMS Information Report which represents the Information Message Transfer Report shall
contain all of the following objects, in the following order:

a) the MMS Named Variable representing the Info Reference, LocalReference, Messageld,
and Size;

b) the MMS Named Variable representing the InfoStream atiribute

7.1.4{5 Get Next DSTransfer Set Value Operation Mapping

ice for
bntrol
r the
d the

The Get Next DSTransfer Set Value operation shall be mapped onto
a Named Variable. The service procedure shall be modified
Specffication. If the Get Next DSTransfer Set Value access pe
TASH.2 user in the List of Access Control Specification, the
condition be signalled in the response.

7.1.4{5.1 Client Role

The TASE.2 client may issue an MMS
Control Specification as defined in the

CCEeSsS

Spec|fication With Result

Variaple Access Specification _ Pet"

The $pecification With Re i i Plag used to inform the server whether or
not tq include the identifieraf the ject iy

The Yariable Access
the server that

7.1.4(5.2

es at

Upon| receivi "Next_
DSTr le \Get\Next DSTransfer Set Value access permission is not defined for
the TA e List of Access Control Specification, then the server shall respond with

a poditi pnse W|th accessResult OBJECT ACCESS-DENIED. Otherwisg¢, the
server shall ¢ e. If
there| i ikable) name, the server shall respond with a posmve MMS Read sgrvice
respd ilable
namg, then the server shall respond W|th a positive MMS Read serV|ce response W|th agcess
resull = = sfe = dnsfer

Set will remain aIIocated to the cl|ent unt|I a) the Transfer Set status is set to DISABLED b) the
association is terminated either through an abort or a conclude, or c) a Start Transfer Set
operation fails for that Data Set Transfer Set.

7.1.4.6 Get Next TSTransfer Set Value Operation Mapping

The Get Next TSTransfer Set Value operation shall be mapped onto the MMS Read Service for
a Named Variable. The service procedure shall be modified to utilize the Access Control
Specification. If the Get Next TSTransfer Set Value access permission is not defined for the
TASE.2 user in the List of Access Control Specification, then the service shall fail with the
condition signalled in the response.
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7.1.4.6.1 Client Role

The TASE.2 client may issue an MMS Read service request at any time subject to the Access
Control Specification as defined in the Bilateral Table using the following argument:

Specification With Result
Variable Access Specification — the MMS Named Variable "Next_TSTransfer_Set"

The Specification With Result argument is a Boolean Flag used to inform the server whether or
not to include the identifier of the requested object in the result.

The Yariable Access Specification specifies the pool of available Transfer object namnes at
the server that are used for Data Set objects.

7.1.4/6.2 Server Role

Upon| receiving an MMS Read service indication for ad “Variable
"Nex{ TSTransfer Set", if the Get Next TSTransfer Set Valu c ssion is’not defined
for the TASE.2 user in the List of Access Control Specification,_t e sekver shall regpond
with @ positive MMS Read response with the Access Re ata Access|error
code|of OBJECT-ACCESS-DENIED. Otherwise, the s pool of avdilable
namgs for an available Time Series Transfer Set ) S available namg, the
servgr shall respond with a positive MMS Read se(w z but with the Access R esult
FAILURE and Data Access TEMPORAR : | ~(If thereis an available name| then
the derver shall respond with a positive\Mt ‘ sponse with access fesult
SUCCESS and the name of a Transfer 3 ignt. The Time Series Trgnsfer
Set will remain allocated to the client unti Set status is set to DISABLED, b) the
assogiation is terminated either through onclude, or c¢) a Start Transfgr Set
opergtion fails for that Datg S

7.1.5| Account Operati

The @nly operati s.the>Query operation, which is mapped onto an|MMS
Writel Operation, S MS InformationReport service from the seryer to
the client. The servigé de i f1SO 9506-1 are not modified except where specified helow.
For efach of the sefyt init e, Visibility access permission shall apply. Enforcement of
this erm|35|on is implementation checks the Visibility access permission
and the ser S8 equence then the error code OBJECT-NON-EXISTENT and
errorfclass A

7.1.5(1

The [TASE.2. clien ues a Query operation by invoking an MMS Write operation pf an
AccolintRequest variable. The server will respond to the MMS Write request, then issfie an
MMS|laformationReport of the requested data.

7.1.5.1.1 Client Role

The client may issue an MMS Write service request at any time subject to Access Control
Specification as defined in the Bilateral Table with the following arguments:

Variable Access Specification — List of MMS Named Variables representing the
AccountRequest object
List Of Data —the values of the MMS Named Variables which

specify the Query operation

The model and mapping of the AccountRequest object is defined in IEC 60870-6-802.
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7.1.5.1.2 Server Role

Upon receiving a valid MMS Write service indication referencing MMS Named Variables which
represent an AccountRequest object, the server shall check for the existence of the
AccountRequest object and check the Access Control Specification according to the Bilateral
Table. If the server detects an error on the existence of the AccountRequest, it shall return a
positive MMS Write response with Access Result FAILURE and error code OBJECT-NON-
EXISTENT for each of the variables representing the AccountRequest object. If the server
detects an error on the Access Control Specification or determines that the AccountRequest
object is not in the Bilateral Table, it shall return a positive MMS Write response with Access
Result FAILURE and an error code of OBJECT ACCESS-DENIED for each of the varlables

with
then
s as

b the

° | ot N i , iled in
;

Note i s i C , just the
reque

7.1.6

The ¢ i ) i aresSglect, Operate, Set Tag, and Get Tag. There ar¢ four
i i i ; i shall
be m ‘ ¢ i ices, i . Li ise, ) and
Get k i ices, tively
(althg i i ” The service definitions of ISO 9506-1 are not modified except
where oY batow) . initions, S issionl shall
) jg 5 the

itlon is

signalled in the’respopse.
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Control Centre Devices
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MMS MMS
Read Event

Service Notification

Indication Request

883/02

Figure 16 — Device operati

Figur Figure 17 shows the
sequ equests, indications,
respd y the simplest case.
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Figure 17 — Sequence of Device Control
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7.1.6.1 Select Operation Mapping

The Select operation shall be mapped onto the MMS Read service. The MMS object to be read
is the CheckBackID variable named <Device_ Name>_ SBO. The service procedure shall be
modified to utilize the Access Control Specification. If the Select access permission is not
defined for the TASE.2 user in the List of Access Control Specification, then the service shall
fail and the condition shall be signalled in the response.

The V-Get function shall modify the internal state to ARMED and initialize the associated timer
with the value of the Timeout Attribute. The timer shall begin operating. If the timer is not
cleared prior to accumulating time equal to the timeout period, then the internal state shall
transftion to the IDLE state and the Timeout event shall be signalled. If the device~chnnot
transjtion to the ARMED state, then an error condition shall be returned.

7.1.6{1.1 Client Role

The TASE.2 client may issue an MMS Read service request at ahydi g Ccess
Contr >

Specffication With Result

Variaple Access Specification of the

If thd MMS Read is successful, the . ¢ ject as
defingd in the Bilateral Table from the T : & y the
TASH.2 client is a local matter.

7.1.6{1.2 Server Role

riable
r the
b the
may
evice
irn a
NON-
urn a
ECT-
derver
code
other
MMS
| E.

Upon
repre

Bilatgral Table,
requife the ser
ilability.

value

If at any time during the Select/Operate cycle, either the TASE.2 server or any intermediate
system between the TASE.2 server and the physical device requires emergency pre-emption of
device control, the TASE.2 server shall perform the Local Reset action. If, at any time in the
Select/Operate cycle, the server detects a timeout (failure to operate within the agreed time)
the server shall perform the Timeout action.

7.1.6.2 Operate Operation Mapping

The Operate operation shall be mapped to the MMS Write service. The service procedure shall
be modified to utilize the Access Control Specification. If the Select access permission is not
defined for the TASE.2 user in the List of Access Control Specification, then the service shall
fail and the condition shall be signalled in the response. The V-Put function shall cancel the
associated timer.
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7.1.6.2.1 Client Role

The TASE.2 client may issue an MMS Write service request at any time for a non-SBO device,
and only after the Select operation for SBO devices. In both circumstances, the MMS Write
service request is subject to the Access Control Specification as defined in the Bilateral Table.
It shall include the following arguments:

Variable Access Specification — MMS Object Name of the device object to which
the Command is to be written

List Of Data — the value of the Command

7.1.6 22— ServerRole

Upon| receiving an MMS Write service indication of an MMS Named Varjable represenfing a

Devige object, the server shall check for the existence of the Device” objeck andichedk the
Accegs Control Specification according to the Bilateral Table. If the s amerror on
the eiistence of the device, it shall return a positive MMS Write re i esult
FAILURE and error code OBJECT-NON-EXISTENT. If the sefver d grrot oh the

Accesps Control Specification it shall return a positive MMS Write respoig

FAILURE and error code of OBJECT-ACCESS-DENIED. hall also verify that, for
SBO |devices, the Device object is selected by the requesti £ .2 client. If the gerver
detedts that the device state is not ARMED, the devigg statexis AR butit was selectpd by

the 4ction of a different control centre, the device€ is bysy
operagtion, or the device is tagged, the server shathre d ‘|t W a _positive MMS Write service

respqnse with Access Result FAILURE RARILY-UNAVAILABLE.

If no|error exists, the TASE.2 server s mand value to the appropriate

destipation which actually controls th : an wait for a response from the real
devicjne c ng the Command. Then the TASE.2
servgr shall respond with dn i porise. Note that the MMS Write s¢rvice
respdnse does not indic vigegsuccessfully executed the Command; it

only indicates that the d

The TASE.2 se » ith sitive MMS Write service response if the device
receiyed the Compignad: i peration completes and is successful, the TASE.2

servdr shall perfor

If the|device did nat exe i mand to completion for some reason, the TASE.2 derver
shall [respond with iti S Write service response with Access Result FAILURE and
error|code\HA ] . In addition to generating the response, the TASE.2 derver
shall [pefform ;.&\

If, at[any time_ducing the Select/Operate cycle, either the TASE.2 server or any intermgdiate
system between theM ASE.2 server and the physical device requires emergency pre-emptjon of
devick control, the TASE.2 server shall perform the Local Reset action.

If, at any time in the Select/Operate cycle, the server detects a timeout (failure to operate
within the agreed time) the server shall perform the Timeout action.

7.1.6.3 Timeout Action Mapping

The Timeout action shall be mapped to a transition of the MMS Event Condition having the
name <device_name>_time. The server shall trigger the MMS Event Condition named
<device_name>_time and cause a state transition from IDLE to ARMED, perform any
associated Event Notifications as specified by Event Enroliments for this Event Condition and
cause a transition from ARMED to IDLE.
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7.1.6.4 Local Reset Action Mapping

The Local Reset action shall be mapped to a transition of the MMS Event Condition having the
name <device_name>_reset. The server shall trigger the MMS Event Condition named
<device_name> reset and cause a state transition from IDLE to ARMED, perform any
associated Event Notifications as specified by Event Enroliments for this Event Condition, and
cause a transition from ARMED to IDLE.

7.1.6.5 Success Action Mapping

The Success action shall be mapped to a transition of the MMS event condition Event
Condjtion having the name <device_name>_success. The server shall trigger the MMS Event
MED,
perform any associated Event Notifications as specified by Event Enrofiy Event
Condjtion, and cause a transition from ARMED to IDLE.

7.1.6|6 Failure Action Mapping

dition
dition
JMED, perform any
Event Condition, and

The Kailure action shall be mapped to a transition of the MM
having the name <device_name>_fail. The server shall
namgd <device_name>_fail and cause a state transit
asso¢iated Event Notifications as specified by Event
caus¢ a transition from ARMED to IDLE.

7.1.6{7 Set Tag Operation Mappi

The S Write service request. The segrvice
procs Value
acceq bntrol

Spec Tag
attrib > NON-
EXIS he€ device is busy with a select or an operate

operd
FAIL

MMS Write response with the Access Result
-UNAVAILABLE.

7.1.6

The T
Varia

MMS Write service request at any time for the MMS Npmed
attribute of a device. The service request shall contaih the

Varia — MMS Object Name (<Device_Name> TAG) of the

Tag_Value variable representing the tag of the device

List —a structure containing the Tag values and the

reason for tagging, as specified in IEC 60870-6-02.

7.1.6.7.2 Server Role

Upon receiving an MMS Write service indication of an MMS Named Variable representing the
Tag attribute of a Device object, the server shall check for the existence of the Device object,
the existence of a Tag attribute for the device, and check the Access Control Specification
according to the Bilateral Table. If the server detects an error on the existence of the device or
a Tag attribute for the device, it shall return a positive MMS Write response with Access Result
FAILURE and error code OBJECT-NON-EXISTENT. If the server detects an error on the
Access Control Specification, it shall return a positive MMS Write response with Access Result
FAILURE and error code of OBJECT-ACCESS-DENIED. If the device state is ARMED, or if the
device is busy with a select or an operate operation, the server shall return a positive MMS
Write response with the Access Result FAILURE and an error code of TEMPORARILY-
UNAVAILABLE.
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If the device is VCC-Specific and the current Tag Value is not NO_TAG the server shall check
that the requesting Client was the previous writer of the Tag. If not, then the server shall return
a positive MMS Write response with Access Result FAILURE and an error code of
TEMPORARILY-UNAVAILABLE.

If no error exists, the TASE.2 server shall set the value and reason of the Tag attribute of the
device, and shall respond with a positive MMS Write service response.

7.1.6.8 Get Tag Value Operation Mapping

The Get Tag Operation shall be mapped to an MMS Read service request The service
procgdure shall be modified to utilize the Access Control Specification. If the Get Tag Malue
acces$s permission is not defined for the TASE.2 user in the List(of Atcess)Cpntrol
Specffication, the service shall fail with error code OBJECT-ACCE DEN Tag
attribiite is not present for the Device object, the service shall fail Wi BJECT-
NON{EXISTENT.

7.1.6/8.1 Client Role

The TASE.2 client may issue an MMS Read service regu ce at
any tme subject to the Access Control Specification Bilateral Table with the
following arguments:

Speclfication With Result

Variaple Access Specification f the
If thg MMS Read is successful, the i P receive the current tag valug and
reasgn of the Device object as defined iR the

7.1.6(8.2 Server Role

Upon| receiving g the
Tag attribute of bject,
the ¢ ation
accolf ce or
a Tag esult
FAIL h the
Acce esult
FAIL

If no onse
contgining.the value.and reason of the Tag attribute of the device.

7.1.7_Program QOperations Mapping to MMS

The operations specified for the Program object model shall be mapped onto the MMS services
for Program Invocations. The service definitions of ISO 9506-1 are not modified except where
specified below. For each of the service definitions, the Visibility access permission shall apply.
Enforcement of this permission is a local matter. If an implementation checks the Visibility
access permission and the service fails as a consequence, then the error code OBJECT-NON-
EXISTENT and error code ACCESS shall be returned.

There are six Program operations: Start, Stop, Resume, Reset, Kill and Get Program
Attributes. Each of these operations allows a TASE.2 client to control a Program object within a
TASE.2 server. The model for Program objects is the MMS Program Invocation model as
defined in the MMS Service Specification.

Figure 18 shows the TASE.2 server components for implementing Program operations.
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Control Centre Programs

Resume

A

MMS MMS MMS MMS
Start Stop Resume Reset
Ipdication Indication Indication Indication

85/02

Withi
TASEH
need

The
nd so

71.7

The ce. The service procedure shall be
modif f the Start access permission is not
defin Aecess Sontrol Specification, then the service| shall
fail w > D and/error class ACCESS.

71.7

ATA ASE.2 server to run a program invocation by issying a
MMS y o the Access Control Specification as defined ip the
Bilatg ¢ i dments:

Progt — MMS Object Name of the Program object

Exec — character string to be passed to the program

The myocation shall be in the IDLE state at the time of the request.

71.7

UponLreceiving an MMS Start service indication, the server shall check if the identifier of the
Program object is available via the Access Control Specification as defined in the Bilateral
Table. If the server detects an error on this check, it shall respond with a negative MMS Start
service response with error code OBJECT-ACCESS-DENIED and error class ACCESS. If the
Program object is not in the IDLE state, the server shall respond with a negative MMS Start
service response with error code OBJECT-STATE-CONFLICT and error class SERVICE.

If no error is detected, the server shall put the Program object in the RUNNING state using the
Execution Argument as an argument to the Program object, and shall respond with a positive
MMS Start service response. The Program object shall remain in the RUNNING state until it
terminates by itself or is terminated by the client using the Stop service. If it terminates by
itself, it is then considered in the IDLE state.
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7.1.7.2 Stop Operation Mapping

The Stop operation shall be mapped onto the MMS Stop service. The service procedure shall
be modified to utilize the Access Control Specification. If the Stop access permission is not
defined for the TASE.2 user in the List of Access Control Specification, then the service shall
fail with error code OBJECT-ACCESS-DENIED and error class ACCESS.

7.1.7.21 Client Role

A TASE.2 client may request a remote TASE.2 server to terminate the running of a Program
object by issuing a MMS Stop service request subject to the Access Control Specification as
definpd+ i i i :

Progfam Invocation Name

The R

7.1.7|12.2 Server Role

Upon
Progr

hteral

Tablg Stop
servi If the
Progf MMS
Stop
If no shall
respg
71.7
The H pdure
shall ssion
is no
shall

71.7

A TA
objec
as ddfi

remote TASE.2 server to resume the running of a Prdgram
e service request subject to the Access Control Specifi¢ation
Yable with the following arguments:

Progt — MMS Object Name of the Program object

Execption-Atgumen — optional character string in which to pass data to

the resuming program

The Program object shall be in the STOPPED state at the time of the request.

7.1.7.3.2 Server Role

Upon receiving an MMS Resume service indication, the server shall check if the identifier of
the Program object is available via the Access Control Specification as defined in the Bilateral
Table. If the server detects an error on this check, it shall respond with a negative MMS
Resume service response with error code OBJECT-ACCESS-DENIED and error class
ACCESS. If the Program object is not in the STOPPED state, the server shall respond with a
negative MMS Resume service response with error code OBJECT-STATE-CONFLICT and
error class SERVICE.

If no error is detected, the server shall put in the Program Invocation in the RUNNING state,
and shall respond with a positive MMS Resume service response.
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71.7.4 Reset Operation Mapping

The Reset operation shall be mapped onto the MMS Reset service. The service procedure
shall be modified to utilize the Access Control Specification. If the Reset access permission is
not defined for the TASE.2 user in the List of Access Control Specification, then the service
shall fail with error code OBJECT-ACCESS-DENIED and error class ACCESS.

7.1.7.41 Client Role

A TASE.2 client may request a remote TASE.2 server to reset a Program object by issuing an

MMS Reset service request subject to the Access Control Specification as defined in the
Bilatgral Fablewith-the followingargumenis:

Progfam Invocation Name

The Program object shall be in the STOPPED state at the time of thef&guest.

7.1.7|4.2 Server Role

Upon pf the
Progam object is available via the Access Control Specificati ined i ilateral
Tablqg. 3 3 g negative MMS Reset
servige response with error code OBJECT- ACCES -D ¢class ACCESS. |If the
Progfam object is not in the STOPPED state, t E\Sk pond with a negative [MMS
Resel service response with error code ; and error class SERYICE.
If no ferror is detected, the server shall p q at i , shall
respqnd with a positive MMS Reset seryice respoqse

7.1.7|5 Kill Operation’Ma

The Kill operation shall % 3 ‘ ill service. The service procedure shall be
modified to utilize he Acce SECH at|on If the Kill access permission is not dg¢fined
for the TASE.2 y e ritrol Specification, then the service shall fail with
error[code OBJEGJAA

7.1.7|5.1

A TASE.2 cfient™s remote TASE.2 server to kill a Program object by issding a
MMS| Kill servi S st subject to the Access Control Specification as defined in the Bilpteral
Table c ! 3

Progtam Invocation Name — MMS Object Name of the Program object

7.1.7|5:2 Server Role

Upon receiving an MMS Kill service indication, the server shall check if the identifier of the
Program object is available via the Access Control Specification as defined in the Bilateral
Table. If the server detects an error on this check, it shall respond with a negative MMS Kill
service response with error code OBJECT-ACCESS-DENIED and error class ACCESS. If the
Program object is not in the STOPPED state, the server shall respond with a negative MMS Kill
service response with error code OBJECT-STATE-CONFLICT and error class SERVICE.

If no error is detected, the server shall put the Program Invocation in the UNRUNNABLE state,
and shall respond with a positive MMS Kill service response.
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71.7.

6 Get Program Attributes Operation Mapping

The Get Program Attributes operation shall be mapped onto the MMS GetProgramlnvocation
Attributes service. The service procedure shall be modified to utilize the Access Control
fication. If the GetProgramlinvocationAttributes access permission is not defined for the
TASE.2 user in the List of Access Control Specification, then the service shall fail with error

Speci

code

7.1.7.

OBJECT-ACCESS-DENIED and error class ACCESS.

6.1 Client Role

A TASE.2 client may request information about a Program Invocation object by issuing a MMS

GetP
defin

Progr

71.7

Upon
check i

rograminvocationAttributes service request subject to the Access Control Speciticatll
bd in the Bilateral Table with the following arguments:

am Invocation Name — MMS Object Name of the P
6.2 Server Role
recelvmg an MMS GetProgramInvocatlonAttrlbutes er

DN as

shall

ibn as

defingd in the Bilateral Table. If the server detects an/error o t with
a negative MMS GetProgramlinvocationAttributes s ECT-
ACCESS-DENIED and error class ACCESS.

If no|error is detected, the server sh shall
respgnd with a positive MMS GetProgrtamiqvo s service response with the
following arguments:

State

List gf Domain Names

MMS|Deletable

Reuspble Q restricted by TASE.2

Monifor not restricted by TASE.2

Exec — value of the execution argument of the Prdgram

Figur

opergti

object.

the TASE 2 and MMS serwces and their associated reqyests,

bject
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